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Ab stract—The struc ture of the space weather cen ter to sup port in ter na tional air nav i ga tion es tab lished
ac cord ing to the ICAO res o lu tion is con sid ered. The brief re view of space weather events, ef fects, and
re lated risks is pre sented. The reg u la tor re quire ments for space weather cen ters and their op er a tion fea -
tures are de scribed.
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IN TRO DUC TION

The pur pose of space weather cen ters [2] is to pro vide ad vi sory in for ma tion about the events in the
Earth’s ion o sphere and mag neto sphere, that can af fect the flight safety, pas sen ger and crew health. Some of 
these events, namely, an in crease in the to tal elec tron con tent, an en hance ment of the ra dio wave ab sorp tion 
in the layer D, and ion o spheric scin til la tions lead to a de crease in the ac cu racy of sat el lite nav i ga tion, im -
pede the op er a tion of two-way sat el lite com mu ni ca tions, re duce the range and qual ity of high-frequency
(HF) com mu ni ca tion. Other events af fect ing the whole mag neto sphere lead to an in crease in the ra di a tion
dose rate at high al ti tudes in the sub po lar and po lar re gions, to the dis rup tion of HF com mu ni ca tion and the
op er a tion of in stru men tal pi lot ing tools. They mainly oc cur dur ing mag netic storms and so lar events. 

At first, fu ture space weather cen ters were cre ated to study the ra dio wave prop a ga tion or to be aux il iary
mil i tary or ga ni za tions, for ex am ple, the Interservice Ra dio Prop a ga tion Lab o ra tory (cur rently Space
Weather Pre dic tion Cen ter, Boul der, USA; swpc.noaa.gov). Since the mo ment of foun da tion, this or gani sa -
tion has pro vided in for ma tion for avi a tion and is one of the first per ma nent space weather cen ters. The con -
sum ers of the cen ter’s prod ucts, be sides civil or ga ni za tions, are the U.S. De part ment of De fense and Fed -
eral Avi a tion Ad min is tra tion. The op er a tion of such cen ters al lowed as sess ing prob a ble risks re lated to
space weather dis tur bances and the im pact of these risks on power in dus try and avi a tion. In 2018, the In ter -
na tional Civil Avi a tion Or ga ni za tion (ICAO) de vel oped the doc u ments ac cord ing to which spe cial duty
space weather cen ters were es tab lished to sup port air nav i ga tion. This be came nec es sary, in par tic u lar, for
the fol low ing rea sons: 

—the ap proach sys tems us ing global nav i ga tion sat el lite sys tems (GNSS) are be com ing in creas ingly
com mon and are a stan dard equip ment on air crafts like B748, B788 and some oth ers [5]; 

—in crease in air traf fic den sity re quires re li able and ac cu rate op er a tion of sat el lite po si tion ing sys tems; 
—the distribution of commercial operation of unmanned aircrafts also based on GNSS is growing;
—finally, the frequency of flights along polar and subpolar routes is increasing. 
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A ROLE OF SPACE WEATHER CEN TERS TO SUP PORT AIR NAV I GA TION

Timely in for ma tion on prob a ble space weather events should be given to air traffic control, op er a tors of
con trolled air space, me te o rol o gists, and staff (crew mem bers). To meet this aim, ICAO reg u lates stan -
dard pro ce dures, types, and meth ods of no ti fi ca tion of all air traf fic par tic i pants. Four types of these
notifications de fine the most likely sit u a tions aris ing due to space weather events:

—re duced qual ity, range, and per for mance of HF com mu ni ca tion;

—re duced bandwidth (to zero) of sat el lite com mu ni ca tion sys tems;

—de creased ac cu racy, in par tic u lar, to the com plete inoperability of sat el lite po si tion ing sys tems;

—in creased ion iz ing ra di a tion ex po sure by the crew and pas sen gers dur ing flights.

In ad di tion, ICAO also reg u lates ad dress ees re spon si ble for their fur ther in ter pre ta tion and dissemi-
nation: these are area con trol cen ters, flight in for ma tion cen ters, and bu reaus of me te o ro log i cal no ti fi ca -
tions. Such ad vi sory mes sages are de liv ered us ing the same tech nol o gies and net works as for de liv er ing in -
for ma tion on trop i cal cy clones, vol ca nic ash, and weather phe nom ena. The dis sem i na tion scheme is pre -
sented in Fig. 1.

As there can be many op tions for the im ple men ta tion of such cen ters, the space weather cen ter co or di -
na tion group (SWXCCG) for mu lated joint de ci sions on many as pects of the op er a tion of space weather
cen ters in sup port of in ter na tional air nav i ga tion. While the method for the pro vi sion of ad vi sory mes sages
and gen eral or ga ni za tional is sues of their dis sem i na tion were doc u mented by ICAO, the con cepts for or ga -
niz ing the op er a tion of space weather cen ters have re mained un reg u lated. 

The key dif fer ence in the con cepts of space weather cen ters is a de gree of the hu man in volve ment. There 
are two op po site con cepts. In ac cor dance to the first con cept, a hu man re ceives in for ma tion about the space
weather state and, based on it, forms an ad vi sory mes sage about ex pected phe nom ena. On the con trary, in
the sec ond concept, the au to mated sys tem browses the in com ing in for ma tion about the space weather state
and de tects facts based on which ad vi sory mes sages will be formed. Here, the hu man can in ter vene, but its
par tic i pa tion is re quired only in the sit u a tions not im plied by the sys tem. The Space Weather Cen ter
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Fig. 1.  The dissemination scheme of space weather advisory messages.



founded to sup port in ter na tional air nav i ga tion in the frame work of the ICAO ini tia tive based on Fedorov
In sti tute of Ap plied Geo phys ics (IAG) fol lows the con cept of full au to ma tion.

AN AU TO MATED SYS TEM FOR PREP A RA TION OF AD VI SORY MES SAGES

The con cept of full au to ma tion im plies the sys tem op er a tion with out the hu man in volve ment. The data
re cep tion, the pro cess ing, pro duc tion, and de liv ery of ad vi sory mes sages are per formed au to mat i cally. For
con trol, the lim ited num ber of in di ca tors and con trol el e ments is de rived for a sit u a tion re quir ing hu man in -
ter ven tion. For ex am ple, be fore send ing an ad vi sory mes sage in the net work of avi a tion me te o ro log i cal
sup port, the sys tem de lays them for a min ute to give the sys tem op er a tor time for mak ing a de ci sion about
this mes sage.

The ar chi tec ture of the cen ter was de vel oped to im ple ment such con cept. It con sists of three log i cally
sep a rated groups of com po nents (data sources; de ci sion-making sys tem; ad vi sory mes sage de liv ery sys -
tem) and has the fol low ing main ob jec tives: the au to matic op er a tion with out the hu man in volve ment; the
fault tol er ance at the level of data sources; the fault tol er ance at the level of the de ci sion-making sys tem.

The log i cal sep a ra tion of the com po nents co mes to the cre ation of rather iso lated op er a tional sys tem
units, each solv ing one prob lem. When de vel op ing the soft ware, the prin ci ple sim i lar to the KISS (“keep it
sim ple stupid,” http://peo ple.apache.org/~fhanik/kiss.html) is used. This fa cil i tates the prob lem of search -
ing and elim i nat ing both op er a tional prob lems and the prob lems with the com po nents them selves. In ad di -
tion, the sep a ra tion eases the or ga ni za tion of fault tol er ance: the com po nents can be du pli cated, both lo cally 
and ter ri tori ally at an other place (Fig. 2).

The im ple men ta tion of the space weather cen ter ser vices is the set of com po nents: data bro kers that
re ceive and prepare data, the de ci sion-making sys tem, and de liv ery agents. The space weather cen ter uti -
lizes data of the heliogeophysical com plex on board the Elektro-L No. 2 sat el lite: the im ages with mea sure -
ment data of the com plex are avail able only via the ter mi nals of the au ton o mous data re cep tion sys tem. The
sys tem re ceives data from me te o ro log i cal sat el lites, SEIS (Space En vi ron ment In-Situ Suite) com plexes,
and X-ray so lar sen sors of GOES sat el lites (the se ries of geo sta tion ary op er a tional en vi ron men tal sat el -
lites), the cur rent pa ram e ters and fore casts of the plan e tary geo mag netic in dex (Helmholtz Cen tre
Potsdam), the net work of ground-based GNSS sta tions (Fedorov In sti tute of Ap plied Geo phys ics (IAG)
and IGS), riometers (Arc tic and Ant arc tic Re search In sti tute), as well as model data on the dose rate dur ing
avi a tion flights and data of the SIMP ion o spheric model (IAG).

Data of high-energy par ti cle coun ters, X-rays, as well as the val ues of the plan e tary geo mag netic in dex
are col lected by the first data bro ker that is tech no log i cally called “fluxbroker” (Fig. 2). This com po nent
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Fig. 2. The scheme of the com po nents of the au to mated sys tem for the prep a ra tion of ad vi sory mes sages, data trans mis sion
paths, pos si ble in ter ac tions with op er a tor, and mes sage de liv ery meth ods. Ex pla na tions are given in the text.



ex tracts data us ing sev eral em bed ded meth ods and pro vides a soft ware in ter face for the ac cess to the copy
of these data. The com po nent stores ret ro spec tive data for two weeks. This is nec es sary for the op er a tion of
the other com po nents that re quire ret ro spec tive data for the cor rect as sess ment of space weather con di tions. 
Like any other sys tem com po nents, fluxbroker saves its state and, in case of a pro gram ming er ror or a stop
by com mand, will re cover the func tion ing with out loss of data.

The sec ond data bro ker, hortbroker, re ceives in for ma tion from the net work of ground-based GNSS sta -
tions of IAG and the in ter na tional IGS net work and de ter mines the geo graphic co or di nates of the zones
with an ex ceed ing of the pa ram e ters of to tal elec tron con tent and ion o spheric scin til la tion. The reg u la tor re -
quires in di cat ing such zones us ing rect an gles with a min i mum step of 5°. How ever, such zones are searched 
by the Marching Squares al go rithm, which al lows the sub se quent re port ing of anom a lous zones with a
com plex ge om e try. The com po nent uses the pro gram ming in ter face to pro vide in for ma tion about the ac tive 
and re cently de ac ti vated zones. 

The third data bro ker, pcabroker, uses mea sure ment data from the riometric sta tions and the model for
the pre dic tion of ab sorp tion in the layer D for pro vid ing in for ma tion about the at ten u a tion and max i mal ap -
pli ca ble fre quency of HF com mu ni ca tion. Using the soft ware in ter face, the com po nent re ports geo graphic
co or di nates of the zones with the ex ceed ing of per mis si ble pa ram e ters of at ten u a tion and re duc tion of the
max i mum ap pli ca ble fre quency.

The fourth com po nent, dos age, based on the data on high-energy par ti cles, cal cu lates the dose rate dur -
ing the flights at dif fer ent al ti tudes in the re gions lim ited by the spec i fied lat i tudes, tak ing into ac count a
sea son and the pa ram e ter K of the so lar cy cle phase. This bro ker stores in mem ory and reg u larly up dates the 
dose rate map with a spa tial res o lu tion of 1° and 1 km in al ti tude. 

The de ci sion-making sys tem, that has the tech no log i cal name “re porter,” is the cen tral part of the au to -
mated sys tem. The com po nent im ple ments a dis crete-event model (like in [1]). This makes it eas ier to test
the sys tem by sim u lat ing the speed, time, and in put data. The logic of the dis crete-event model, in ad di tion
to the track ing of the ex cess of reg u lated pa ram e ters, also reg is ters com plex events such as so lar flares and
mag netic storms by the cor rect pro cess ing of all their phases. In par tic u lar, the flare de tec tion (Fig. 3) is
based on the cer tain scheme of soft ware de tec tor read ings, that de tects a dra matic in crease in high-energy
X-rays. As soon as their dra matic in crease is de tected, the re spec tive peak is searched in the low-energy
X-ray pat tern, and the max i mum flux and growth time are de ter mined. Based on these pa ram e ters, the
strength of the prob a ble pro ton of the flare and the class of the flare are es ti mated.

The only data source con nected di rectly to the de ci sion-making sys tem is the ion o spheric state pre dic -
tion sys tem [4]. The in de pend ence of all these com po nents al lows hav ing their cop ies with out a need in
their syn chro ni za tion.
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Fig. 3. The X-ray flare and sub se quent pro ton events on Sep tem ber 7–8, 2017. (1) l = 0.5–4 nm; (2) l = 4–8 nm; ( ¢1 , ¢2 ) the
me dian for the re spec tive wave length.



A sep a rate com po nent, mecombroker, is used to send ad vi sory mes sages. This com po nent re ceives in -
for ma tion from the de ci sion-making sys tem and pre pares ad vi sory mes sages in a reg u lated for mat, in ac -
cor dance with Ap pen dix [2] and the rules for ex chang ing TAC (Tra di tional Al pha nu meric Code) mes sages. 
The pre pared mes sages are trans mit ted to the re gional data col lec tion and trans mis sion cen ter for fur ther
dis sem i na tion. This com po nent im ple ments a syn chro ni za tion mech a nism based on the “mas ter-slave”
prin ci ple: only one such com po nent can op er ate at a time, the rest should not send ad vi sory in for ma tion in
or der to avoid its du pli ca tion in the avi a tion me te o ro log i cal sup port net works. In ad di tion to the send ing to
the Aero nau ti cal Fixed Tele com mu ni ca tions Net work (AFTN), the dis sem i na tion in the form of sim ple
emails is also used for di ag nos tic pur poses.

In the fu ture, it is planned to work with the IWxXM (ICAO Me te o ro log i cal In for ma tion Ex change
Model) ma chine-oriented for mat [3], that pro vides greater flex i bil ity in the for mu la tion of in for ma tion
about the phe nom ena, al lows sav ing more in for ma tion, while the de ci sion to dis play ad di tional in for ma tion 
lies in the con sumer’s sys tems. In the IWxXM for mat, the trans for ma tion pro ce dure is re quired to dis play a
hu man-readable form: us ing the cer tain rules, in for ma tion from IWxXM can be con verted to TAC or to any 
other form, in clud ing graph i cal one.

The au to mated sys tem im plies plac ing each com po nent in iso la tion from the oth ers by us ing the
virtualization. Thus, each com po nent runs on a sep a rate vir tual ma chine, shar ing re sources with a dif fer ent
com put ing load of the vir tual in fra struc ture. The use of virtualization and ar chi tec ture fea tures al lows the
non-stop op er a tion of the sys tem in case of any hard ware fail ures, pro vided that the vir tual in fra struc ture
has free re sources to re place the left ones. The sys tem also im plies du pli ca tion out of the sin gle data cen ter
and the sin gle vir tual in fra struc ture. A copy of the sys tem is de ployed at the fa cil i ties of Roshydromet
Aviamettelekom, the com mu ni ca tion be tween the sys tems is or ga nized via the MEKOM de part men tal net -
work. All crit i cal in fra struc ture com po nents are backed up fol low ing the N + 1 scheme. 

CON CLU SIONS

The space weather is a new page for ICAO and WMO. The re quire ments for space weather cen ters to
sup port civil air nav i ga tion of ten change due to the de vel op ment of this area. Meth od olog i cal trends in the
space weather sci ence and the de vel op ment of col lab o ra tion among the ICAO space weather ini tia tive par -
tic i pants are the key driv ers of changes. Cur rently, the Space Weather Cen ter of IAG and the Na tional Cen -
ter for Space Weather of China Me te o ro log i cal Ad min is tra tion formed a con sor tium. This con sor tium acts
as the fourth global space weather cen ter un der the aus pices of ICAO along with the PECASUS (Fin land,
Bel gium, Great Brit ain, Po land, Ger many, Hol land, It aly, Aus tria, Cy prus), ACFJ (Aus tra lia, Can ada,
France, Ja pan), and SWPC (USA) cen ters.
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