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The continuous development of information technologies and the increasing demands for mobility
lead to the promotion and the widespread introduction of information and telecommunication systems
(ITCS) aimed at solving problems of distributed data processing, transmission of multimedia and telem�
etry data, and communication of users with each other. Requirements for the protection of transmitted
and stored data, as well as organizations of the controlled access, are imposed on these systems.

There are the following sources of threats to information security in distributed ITCS (Fig. 1):

1. External intruders who, with the appropriate tools, can access the data processed in ITCS (by mon�
itoring of the communication channel), change the message flow, block the operation of devices (by
DoS/DDoS attacks), and introduce malware to end nodes of the system (through the exploitation of vul�
nerabilities in the system and application software of the terminal equipment).

2. Insiders who can establish unauthorized connections with the terminal equipment within the ITCS
or outside of it, thereby making a data leak possible when processing various data.
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Fig. 1. Threats to information security in distributed ITCS.
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3. Backdoors in ITCS equipment. This class of information security threats results from the use of
untrusted equipment.

The use of encrypted communication networks in modern ITCS provides reliable protection from
external intruders. At the same time, there is no method of protection against insiders that is as simple or
universal. Functions of access control to data processed in the ITCS are partially implemented by software
modules integrated by manufacturers in the technical means that ensure the ITCS operation. For exam�
ple, the equipment used to organize networks for multimedia and telemetry data transmission (VoIP net�
works) can include software that has the following protection mechanisms:

—user authentication (including authentication with digital certificates);

—access control to the equipment in accordance with the role model (division of user accounts into
operators and administrators);

—the use of white lists in determining legitimate network nodes;

—the encryption of multimedia traffic transmitted during communication sessions;

—the division of networks of multimedia, signaling, and control into separate subnets that makes it
impossible for the intruder to control the equipment from the network that is not intended for control and
to access the communication session from the network in order to control the terminal equipment (Fig. 2).

Multimedia

RMX 4000

Network

Server Server Server

RMX Web
client

Control (HTTP/S)
Signaling (H.323/SIP)
Multimedia (RTP/RTCP)
DNS

Network

DNS GK SIP

switch

signaling
network 1

Multimedia

Network

Server Server Server
DNS GK SIP

switch

signaling
network 3

control

Server
DNS

Network
switch

Multimedia

Network

Server Server Server
DNS GK SIP

switch

signaling
network 2

Fig. 2. The separation of networks of media, signaling, and control VoIP�networks.
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However, this equipment is generally manufactured abroad and uses untrusted software. For example,
national video conferencing systems are in fact based on equipment made by Polycom, Tandberg and
Cisco. This equipment becomes trusted only after certification procedures. Their mandatory requirement
is that developers must provide software source code; in today’s geopolitical situation, this is becoming
impossible. As a result, the construction of secure ITCS must currently be accompanied by import substi�
tution processes and the introduction of certified national protection mechanisms in them.

Under current conditions, the national platform based on the principle of distributed control of data
flows that circulate in these systems can be used as a tool to ensure the security of distributed ITCS. Its
purpose is to prevent unauthorized user access to network information resources and services including
the one caused by backdoors and undocumented features in ITCS software and hardware.

The distributed control of data flows in the ITCS consists of monitoring and controlling the transmis�
sion of information between geographically distributed nodes of the system interconnected by the com�
munication network. A time�limited mono� or bidirectional data interchange between two network nodes
is understood under the data flow. In general, applications and services operating in the ITCS can require
the data transmission between network nodes according to various schemes, i.e., directly, through a cen�
tral hub, or by some other scheme. Thus, ITCS nodes form communication sessions by transmitting data
flows according to a specific scheme. The information circulating within communication sessions is
regarded as an access object.

In terms of architecture, the platform consists of the following components:
—The access control center that monitors, manages, and administrates the rules of the ITCS security

policy.
—The access control gateway that acts as a means of differentiation and access control.
—The control unit used to authorize accesses by ITCS subscribers.
All of the aforementioned components of the distributed ITCS security platform are based on trusted

hardware and software platform using certified national information security tools. The general structure
of the distributed ITCS protected by the security platform is shown in Fig. 3.

Access Control Gateway (ACG) is the main component of the platform that monitors and controls
access to information resources and services through the management of data flows within the network
controlled network channel of the distributed ITCS. The main functions of the ACG are as follows:

1. The control of established network connections. Control consists of transmitting only the network
traffic that is allowed to pass according to commutation rules and banning the passing traffic that is not
explicitly allowed there.
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Fig. 3. The general structure of the secured distributed ITCS.
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2. Monitoring and recording events. Events in the ACG are recorded during its operation in electronic
audit logs. Information on changes of the state and ACG errors occurred during its operation is saved in
the log of events. State refers to the set of settings of different ACG components, such as switching tables,
switch configuration, and ACG network settings.

3. Data interchange with the access control center. The ACG collects and transfers data of the audit
log and receives new switching tables.

4. The ACG is installed between the communication node and the ITCS network; it controls data
transfers from the node to the network and vice versa, thus, allowing the transmission of only those data
flows that correspond to the current security policy (Fig. 4).

In the security platform of the distributed ITCS, the ACG is responsible for the following tasks:

—blocking software and hardware input–output ports that are not involved in the execution of the
objective function;

—the identification of interacting subscribers based MAC addresses and assigned IP addresses;

—monitoring the establishment of network connections in accordance with switching rules.

—restricting the access of ITCS subscribers to current connections in accordance with switching rules;

—blocking information leakage channels from one established connection to another;

—auditing events that occur in the ACG;

—operations of establishing and terminating network connections, as well as the forced shutdown of
connections;

—changing the ACG configuration during operation.

The switch is the central ACG component, and it is responsible for the control of the switching of net�
work nodes. Using the switching table that describes the allowed directions of data transfer in the form of
IP addresses, the component decides on the further transmission of the packet in the network controlled
by ACG or out of it. For each physical port, there is a list of allowed IP and MAC addresses.

The access control center (ACC) is the central node that controls a set of access control gateways and a
computer network of the distributed ITCS. It is responsible for the collection of audit data, monitor of the
state of nodes, and authorization of subscribers to resources and services of the protected distributed
ITCS. The access permissions of subscribers to network resources are specified by the security policy.

The security policy is a set of rules stored in the ACC concerning restrictions and configuration data
stored using the high level programming language that defines the allowable access operations for users
with respect to the information resources and services of the distributed ITCS.

The control unit (CU) allows subscribers to control the terminal equipment of the ITCS and initiate the
establishment of communication sessions. The CU is responsible for the network communication with
other network components via the ACG.
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Fig. 4. Protection from security threats by means of ACG.
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The above approach to the construction of a universal national security platform of distributed ITCS
was implemented as Kupidon system (certificate of state registration of computer programs
no. 2009610136) for the control of data flows in protected distributed information systems built using IP
networks of encrypted communication (Fig. 5).

The use of the Kupidon in modern distributed ITCS makes it possible to achieve the following objectives:

—to build an access control system without specification of the ITCS implementation;

—to ensure the effective protection of the ITCS from insiders when using untrusted and/or imported
equipment;

—to implement centralized control of user privileges based on the system�wide security policy.

The versatility of the presented security platform makes it possible to use the Kupidon in such distrib�
uted ITCS as protected telecommunication systems of multimedia and telemetry data transmission
(VoIP�based systems based on protocols H.323, SIP, etc.), protected distributed data processing systems
(based on protocols FTP, HTTP, SMB, CIFS, POP3, SMTP, etc.), and protected distributed information
systems (SOAP, SQL, RPC, etc.).
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