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Abstract This paper focuses on the security protocols enacted in banking trans-
actions across the European Economic Area (EEA), as stipulated by the Second
or Revised Payment Service Directive (commonly referred to as ‘PSD2’ or simply
‘the Directive’). The study aims to comprehensively analyse the implementation
and efficacy of these security measures within the specified jurisdiction. The Di-
rective incorporates fundamental rights and obligations that all stakeholders are
compelled to adhere to and delineates specific security measures and standards that
both traditional banking institutions and third-party providers (TPP) are mandated
to implement. In particular, one of the cardinal mandates for banking and financial
institutions under PSD?2 is the obligation to facilitate third-party access to customer
data via open application programming interfaces (API). While this open banking
paradigm and the consequent proliferation of data sharing unquestionably bring
about various advantages, such as enhanced consumer choice and market competi-
tion, they concurrently expose the financial ecosystem to a slew of potential security
vulnerabilities and privacy risks. Upon conducting a comprehensive review of the
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security requirements and measures stipulated under PSD2 and a comparative anal-
ysis with essential cybersecurity frameworks and standards (NIS2, Cybersecurity
Act, GDPR, ISO 27001:22 and PCI DSS), we have ascertained a discernible lack
of harmonisation and clarity concerning the technical security specifications for
its effective implementation. This lacuna substantiates the challenges banks face in
fully grasping the extensive spectrum of compliance obligations mandated by PSD2.
The aim of this research is to offer a valuable contribution to both the comprehen-
sion and the pragmatic deployment of security standards in the context of banking
transactions, as regulated by the PSD2. The paper serves as a valuable resource for
traditional banking institutions and relevant stakeholders by guiding them through
the complexities of PSD2 implementation while also evaluating the effects of the
security measures on transactional safeguards, data security, and the provision of
payment services.

Keywords Security protocols - Payment service directive - Third-Party access -
Security vulnerability - Enhanced consumer choice

1 Introduction

Over the last few decades, technological advancements have introduced remark-
able transformations across multiple aspects of our daily lives. Innovations such as
smartphones and digital technologies have particularly revolutionized the payment
services sector. The latest technological developments in the payment sector have
compelled both established and emerging stakeholders to rapidly adapt to novel
paradigms. In the context of an escalating trend in e-commerce, payment service
providers (PSP) are under increasing pressure to deliver their services in a more
efficient, effective, and user-centric manner, offering a diversified array of options
to cater to consumer preferences [1]. In light of these trends, many users, notably
millennials, demonstrate a propensity for seamless transactions facilitated by mobile
devices and wearables without wasting time or effort. This consumer behaviour in-
herently necessitates that PSP access pertinent personal data to provide a more user-
friendly payment experience [2]. Consequently, the criticality of ensuring robust
security protocols for payment transactions and stringent data privacy measures has
been elevated.

In recognition of the burgeoning trends in the payment sector, particularly driven
by the proliferation of data-centric technologies, the European Union (EU) adopted
the Second or Revised Payment Service Directive (PSD2) [3] on October 8, 2015,
which provides the legal foundation for further development and improvement of
multiple fields of the electronic payments within the EU. The Directive was officially
implemented on January 13, 2018, serving as an augmentation and modernization of
its precursor, the original Payment Services Directive (commonly known as PSD),
which was promulgated in 2007 [4]. PSD2 constitutes a pivotal regulatory frame-
work, enacted with the explicit aims of fortifying the security apparatus governing
electronic payments, stimulating innovation, and enhancing competition within the
payment services sector. It is a policy instrument designed with the overarching
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objective of optimizing the European payment ecosystem. It aims to make payment
systems more interconnected and efficient, thereby simplifying payment processes
and bolstering their security, while simultaneously nurturing an environment con-
ducive to innovation and competitive parity within the industry. Thus, PSD2, not
only extends the foundational regulatory principles set forth by its predecessor, PSD,
but also adapts and refines them to meet the challenges and opportunities presented
by a rapidly evolving digital payments landscape.

In a significant departure from its predecessor, PSD2 expanded the regulatory
framework for Internet payment services to encompass new and unconventional
market participants. More specifically, PSD2 introduced two novel categories of
services: account information services (AIS) and payment initiation services (PIS).
Payment initiation service providers (PISP), such as PayPal, Sofort, IDeal, and
Tikkie, are now authorized to initiate payment orders directly from a user’s bank ac-
count at the user’s behest. Similarly, account information service providers (AISP),
including firms like Moneybox, Spiir, Trustly, and Fintonic, are empowered to ag-
gregate and display consolidated financial data gathered from one or more of a user’s
bank accounts. It is noteworthy that both PISP and AISP were operational prior to
the advent of PSD2. However, the seminal change precipitated by PSD2 lies in the
formal regulation of these entities—PISP and AISP—thereby establishing a legal
foundation for their continued and expanded operation in the online payment market-
place. To offer innovative services, these third-party providers (TPP) are mandated
to secure access to pertinent payment account information and personal data of their
users. This legislative shift thus legitimizes the role of TPPs, albeit with requisite
regulatory oversight, facilitating a more competitive and diversified online payment
environment while attempting to ensure transactional security and data privacy [5].

PSD2 offered numerous benefits, particularly in the facets of information security
and data protection. Furthermore, the European Banking Authority’s (EBA) regula-
tory technical standards (RTS) [6] have served as a key component in the regulatory
framework surrounding PSD2. These RTS provided a more detailed set of guidelines
that facilitate the implementation of the high-level principles established in PSD2
aiming to create a secure and interoperate environment for electronic payment in
the EU. Yet, they are not without their complexities and ambiguities, necessitating
a robust understanding and continual vigilance from all stakeholders to ensure full
and sustained compliance. Many stakeholders find themselves grappling with the
technical specifications that would render them fully compliant with PSD2. Indeed,
the EU Member States (MSs) have observed a lack of consistency and clarity in
terms of the defined security standards and measures delineated by the Directive
and the EBA’s RTS. In this context, taking into consideration the rapid pace of
technological advancements and the escalating threats to information security and
data protection in the financial services sector, a comprehensive analysis of the se-
curity measures covered by PSD2 and RTS is critical to equip stakeholders with
the requisite knowledge and guidance needed to ensure robust compliance with the
Directive.
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2 A general overview of PSD2

Based on the aforementioned, the objective of this section is to provide an overview
of the rights and protections and to analyze the security measures mandated by the
PSD2 in order to provide a better understanding and guidance to traditional banks
and stakeholders during implementation. Furthermore, by focusing particularly on
the RTS and guidelines (GL) propagated by the EBA, we aim to furnish the re-
spective stakeholders with an in-depth understanding required for seamless PSD2
implementation and to emerge the impact in terms of protecting transactions, data,
and payment services.

PSD2 represents a fundamental shift in the regulatory landscape governing finan-
cial transactions within the EU, with a clear emphasis on enhancing consumer rights
and protections. In early 2018, the European Commission (EC) produced a “user-
friendly” electronic leaflet listing consumers’ rights under the Directive and related
EU law [7]. More specifically, the Revised Payment Services Directive aims to:

o Reduce and manage industry fraud rates without negatively impacting customer
experience while increasing consumer trust.

o Develop two-factor authentication to improve the process. PSD2 requires SCA for
all European e-commerce transactions beginning on December 31, 2020.

e Provide more online banking and payment options for e-commerce customers as
EU payment markets open to new entrants.

o The emergence of TPPs will drive payment innovation and competition.

e Demand greater clarity and transparency in the fine print of e-commerce applica-
tion licensing agreements.

o Reduce consumers’ liability for unauthorized payments and institute an 8-week
unconditional (“no questions asked”) refund right for direct debits in euros.

o Ensure that when a transaction is completed, card issuers make all banking funds
available.

e Prohibit surcharging, which is the practice of charging additional fees for pay-
ments made with consumer credit or debit cards in stores or online.

o Improve the complaints procedure because it requires organizations to accept and
resolve complaints in a timely manner using predefined methods.

Furthermore, PSD2 establishes a conducive regulatory environment that not only
modernizes the existing payment ecosystem but also actively encourages market
competition by paving the way for emerging FinTech companies. For the facilitation
of the new entrants in the payment industry, banks have to provide their Applica-
tion Programming Interfaces (APIs) to those that request it, where consumers are
expected to be able to consolidate their account information and payment options
on a single device having, subsequently, better control and convenience. This is
a fairly radical change, known as “Open Banking”, that reinforces the EU’s desire
to promote increased competition and Fintech innovation [8]. The Open Banking
EU Directory Service provides banks with a single, standardized reference point
for accurately identifying which TPPs are authorized to access their interfaces and
which roles and services they are authorized to perform on behalf of their customers.
In addition, a Transparency Directory has been created to assist TPP in understand-
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ing developer portals and account servicing payment services Providers (ASPSP) in
understanding TPP brands. In essence, the Directory serves as a trust mechanism,
underpinning the secure and regulated exchange of financial information between
banks and third-party entities [9].

Another significant key objective of PSD2 is to ensure customer protection by
increasing the level of security of electronic payments. The PSP must comply with
specific security requirements related to strong customer authentication (SCA) when
they process payments or provide payment-related services on behalf of consumers
[10]. PSD2 specifically requires multi-factor authentication (MFA) via specific iden-
tification requirements. This is primarily accomplished through APIs with identity
authentication via PSD2 compliance certificates. For trusted commerce transactions
on websites, these secure sockets layer (SSL)/transport layer security (TLS) certifi-
cates encrypt sensitive data and authenticate banking entities and TPP. This method
of improving transaction security on both corporate and host-to-host communica-
tion systems is based on SCA, the new requirement that introduces specific technical
standards such as PSD2-compliant certificates. The applicable requirement standards
also specify when PSP are exempt from such authentication [10]. Additionally, all
PSPs, including banks, PI, and TPP, must demonstrate that they have in place cer-
tain security measures to ensure safe and secure payments. Moreover, on a yearly
basis, the PSP must assess the operational and security risks at stake, as well as the
measures implemented [11].

As far as it concerns third-party access, PSD2 introduced a significant change in
the accessibility of consumer bank account data, aggregate data, and payment data
as prompted by the consumer to authorize TPP when the customer has provided
explicit consent for the granting [12]. In general, the Directive does not significantly
alter the conditions for granting authorization to PI in comparison to PSD1 (see
also Appendix, Table 1). Payment initiation services (PIS) and account information
services (AIS) will be required to have professional indemnity insurance or a compa-
rable guarantee as a condition of authorization or registration [7]. When a payment
is made, this allows larger organizations and merchants to retrieve banking industry
data directly from the source, eliminating the intermediate. Many online retailers
benefit from this process because it allows them to obtain additional verification of
their customers’ financial identities as well as instant debit resolution [11]. Con-
sumers can manage their personal finances more efficiently by using applications
that, for example, aggregate information from multiple bank accounts. Banks must
establish secure communication channels to transmit data and initiate payments in
order for this to be possible. As a result, from the most sophisticated corporations to
those who are financially excluded, new services enable customers to take greater
control of their finances [12]. Below are the newly regulated PSP:

a. Payment initiation services providers (PISP): This allows third-party companies
to initiate payments on a consumer’s behalf without requiring the consumer to
visit their online bank’s portal. PISP give consumers payment flexibility while
also assuring retailers that the money is on its way. A practical use case would be
the automatic transfer of funds to a customer’s savings account ([13]; Fig. 1).
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Fig. 1 Role of a payment initia-
tion service provider (PISP)

b.

Customer Merchant

Q
=

Purchase of products/services

EMI/PI with PISP
authorisation

@

1. Customer
consents to
payment

3. PISP confirms
payment initiation

4. EMI/PI
transfers funds
to Merchant's

2. Customer’s
Bank transfers

Customer’s  fynds to EMI/PI Bank Merchant’s
Bank with PISP Bank
(ASPSP) (ASPSP)

Aggregators and account information service providers (AISP): These are third-
party companies that have access to a consumer’s bank and can display account in-
formation. They can request permission to connect to the bank account via an API
and then provide their service using the bank account information. Having such
access to such data, however, implies that you can “read-only”, i.e., these providers
cannot move funds from the account. An AISP, for example, allows a consumer
to aggregate information from multiple accounts in a single application, providing
them with a snapshot of available accounts, balances, and financial situation ([13];
Fig. 2).

. Card-based payment instrument issuing providers (CBPIIP/CISP/PIISP): Any

provider who performs payment instrument issuing and/or payment transaction
acquisition—CBPII services.

. Account servicing PSP (ASPSP): To provide the new services, the aforementioned

TPP will need to rely on other PSP to gain access to customer accounts or data.

Fig. 2 Role of an account infor-
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ASPSP, which provide and operate payment accounts for payment service users
(PSU), will be the primary PSP responsible for enabling this access. ASPSP are
typically banks and other similar financial institutions, such as building societies
and payment companies, that offer and maintain financial accounts with online
access for their customers [14]. ASPSP are critical components of open banking.
They usually publish APIs so that customers can share their account data with TPP
so that they can initiate payments on their behalf.

e. Payment service users (PSU): Customers who use any of the services mentioned
above.

According to Article 34 of the EBA’s “Regulatory Technical Standards for
Strong Customer Authentication and Common Secure Communications Under
PSD2” (EBA/RTS/2017/02), the new types of XS2A payment services are associ-
ated with payment service roles that can only be held by the aforementioned PSP
categories, depending on the XS2A services that PSPs are authorized to provide.
Entities that want to provide a new XS2A service must first apply to a national
competent authority (NCA) to be categorized as a PSP and to be authorized to
provide the desired payment service. If the application is approved, the PSP will
be able to provide PSD2 payment services by taking on a specific role. Exempted
PSPs cannot be granted authorization for PIS or AIS roles unless they first apply to
become one of the permitted PSP categories [9]. Figure 3 summarizes the payment
categories, services, and roles under PSD2.

Within the realm of payment transactions, the stipulations of PSD2 concerning
transparency and informational disclosures, as with its predecessor, the PSD, are
pertinent to transactions conducted in a Member State’s currency when both PSP
involved are situated within the EU. As depicted in Fig. 4, PSD2 broadens these
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(PSD2, Article 1)

Payment Service Role

?  (PSD2, Annex 1) (EBA RTS for SCAICSC, Article 34)

Entity applies to be (or already is) 3> PSP applies to provide one or Once authorised, the PSP plays the
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Fig. 3 Payment categories, services, and Roles under PSD2
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Extension of the scope of PSD2
Article 2: Scope
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Fig. 4 Expansion of payments transactions scope of PSD2

transparency and informational mandates beyond the scope of the original Direc-
tive. It now encompasses transactions conducted in any currency where only one
PSP resides within the EU, often referred to as the “one-leg-out transaction”. It is
noteworthy that such regulations are binding on those segments of the payment pro-
cess that transpire within the EU’s jurisdiction. Furthermore, despite the emphasis
primarily being on EU-based banks and payment processors, entities headquartered
outside the EU are not exempt. They may fall under the ambit of these rules if they
serve customers or users within the EU. For instance, US-based corporations must
ascertain that their EU divisions adhere to PSD2 regulations. Hence, enterprises con-
templating entry into the EU market should brace themselves for inevitable PSD2
compliance [15].

In terms of ensuring security, safety and convenience for financial institutions’
consumers, market players must meet certain criteria to fulfil the new obligations
set forth by PSD2. To that end, the EBA has formulated a series of RTS and
Implementing Technical Standards (ITS) in close collaboration with the European
Central Bank (ECB). Since the implementation of PSD2 on January 13, 2016, the
EBA has published a consultation paper (CP) with a first draft of the RTS and ITS,
a set of minimum requirements which all firms, including banks acting as ASPSP,
building societies, PIs, e-money institutions, and their customers, must comply with
[16]. PSD2 empowered the EC to adopt the RTS draft submitted by the EBA after
1 year (13 January 2017), and the EC made some limited substantive amendments to
this. Consequently, the mandatory incorporation of various technical specifications
was contingent upon the approval of the RTS crafted by the EBA and sanctioned
by the Commission. Nevertheless, there have been multiple delays in both adoption
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EBA mandates in PSD2 and their timelines i
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Fig. 5 Technical standards and guidelines scope and timelines

and development, stemming from tardiness in integrating the Directive into Spanish
legislation and the EBA’s deferment in establishing technical standards for regulating
third-party access and strong authentication [10]. Having said that, and in light of
the potential negative impact that PSD2 implementation could have on e-commerce,
PSD2 requirements began gradually entering into force in January 2018 by not all
having to be implemented at the same time [13]. The following Gantt chart highlights
the EBA mandates and their scope, as well as the timelines for their implementation
from EU MS (Fig. 5).

Another important requirement imposed by PSD2 on PI is registration in their
home MS. According to Article 14 of PSD2, each NCA must manage and maintain
a national register that is publicly accessible, known as the “NCA Public Register”.
Every PSP in the MS country of the EU and the EEA, including any agents and
branches, will have their registration, payment services authorizations, passporting,
and other status details recorded in each NCA Public Register.

It should be noted that branches of PIs must be registered in their home MS if
they provide services in an MS other than their home MS. This public register shall
identify the payment services authorized by the PI or registered by the natural or
legal person. Authorized PIs must be listed in the register separately from natural
and legal persons who are exempt under Articles 32—-33. Furthermore, the register
must be open to the public, accessible online, and updated on a regular basis. Any
withdrawal of authorization and any withdrawal of an exemption pursuant to Articles
32-33 must be recorded in the public register, and the NCA must notify the EBA
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Fig. 6 Registration in the home Member State (NCA Public Register)

of the reasons for the withdrawal of any authorization and any exemption pursuant
to Articles 32-33.

The stages of the home MS registration process applied to PI and EMI are depicted
in the below graphical representation. It also may apply to credit institutions, but it
may differ depending on the country (Fig. 6).

As set out in Article 28 of PSD2, passporting is the exercise by a business of
its right to carry out activities and provide services regulated by EU legislation in
another EEA state based on authorization or registration in its home EEA state.
The activities can be carried out through a host-state establishment (establishment
passport) or on a cross-border services basis without using a host-state establishment
(cross-border service passport). PI, PISP, and AISP may use PSD2 passporting rights
to provide payment services in another EEA country. The definition of PIS includes
services to initiate a payment order at the payer’s request in relation to a payment
account held at another PSP in one of the EEA states. More precisely, the payer
“has the right to make use of a PISP to obtain the service referred to in point (7) of
Annex I of PSD2” if the payment service is provided within the EEA according to
article 2 of PSD2 (Fig. 7).

On December 13, 2017, the EBA published the final Report on the RTS and the
ITS on the EBA register for adoption by the EC: “Draft Regulatory Technical Stan-
dards setting technical requirements on development, operation and maintenance of
the electronic central register and on access to the information contained therein,
under Article 15(4) of Directive (EU) 2015/2366 (PSD2)” [17] and “Draft Imple-
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Fig. 7 Passporting application process

@ Springer



International Cybersecurity Law Review (2024) 5:79-120 89

menting Technical Standards on the details and structure of the information entered
by NCAs in their public registers and notified to the EBA under Article 15(5) of
Directive (EU) 2015/2366” [18]. In the following section, regulatory and technical
standards under PSD2 will be examined.

3 The regulatory and technical standards under PSD2

The implementation of the PSD2 has paved the way for numerous advantages and
possibilities, particularly by stimulating innovation and enhancing competition in the
payments sector. The most significant alterations include the broadening of the mar-
ket landscape for PSP and the integration of advanced technological solutions and
authentication protocols for accessing payment accounts, commonly referred to as
XS2A. Nevertheless, the increasingly prevalent utilization of personal and financial
data by TPP, coupled with a growing dependency on information technology infras-
tructures, has escalated security vulnerabilities. These vulnerabilities can manifest in
multiple ways: unauthorized data sharing with TPP, fraudulent activities perpetrated
by conscienceless TPP or compromised customers, susceptibilities to malware or
social engineering attacks in transactions initiated via TPP, and the exploitation of
TPP by malevolent actors to confound the fraud detection mechanisms of banks.

To that end, the EBA responded on December 12, 2017, based on the mandate
in Article 95 of PSD2, by introducing a set of GL (EBA-GL-2017-17) [17] where
PSD2 requires PSP to establish a framework with appropriate mitigation measures
and control mechanisms to manage those operational and security risks raised by
the payment services they provide (hereafter “risk management framework™). These
measures must be proportionate to the security risks involved. PSP must establish
and maintain effective incident management procedures, including those for detect-
ing and classifying major operational and security incidents, as part of that risk
management framework [18]. In addition, a regular reporting mechanism should be
established to ensure that PSP provide the NCA with an up-to-date assessment of
their security risks and the measures they have taken in response to those risks on
a regular basis [19].

However, these GL are aimed at PSP and only apply to their payment services,
despite the fact that they are applicable to a broader range of institutions. As a result,
they have been drafted to address a broader range of financial institutions under the
EBA’s jurisdiction, namely, credit institutions that previously fell under the scope
of the GL on security measures for their payment services but now fall under the
scope of these GL for all activities, as well as investment firms. The “Guidelines on
ICT and security risk management” (EBA/GL/2019/04) [20] outline how financial
institutions should manage the ICT and security risks to which they are exposed, as
well as providing them with a better understanding of supervisory expectations for
ICT and security risk management.

These GL are one of three security-related mandates granted to the EBA by
PSD2, and they were developed in close collaboration with the ECB. Access to
accounts, as well as the initiation and execution of internet payments, are subject to
additional control and security measures through the use of SCA and CSC channels
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[18]. Certain PSD2 RTS on SCA and CSC (EBA/RTS/2017/02) were published in
the Official Journal of the EU on March 13, 2018, and took effect on September 14,
2019 [21]. During the transition period, PSP could already provide their services
under PSD2, but they were not legally required to implement the necessary security
measures. In addition to the RTS, the EBA issued an Opinion on June 13, 2018,
to seek clarification in a number of areas related to the implementation of the RTS
on SCA and CSC (EBA-Op-2018-04) [22]. The RTS, in particular, contains rules
on SCA and CSC, as well as a number of exemptions/exceptions that PSP (i.e., the
payer’s and payee’s PSP) may invoke in order to avoid performing SCA on a given
action [23].

On the one hand, these SCA and CSC security measures include the issuance and
use of SCA solutions, which enable authorization to be dynamically linked to the
specific amount and payee [19]. SCA, in essence, allows payments to be made more
securely by requiring higher levels of authentication when completing a transac-
tion. PSP must implement SCA processes for customers who access their accounts
online, initiate electronic payments, or conduct transactions via remote channels.
Because these activities carry a high level of risk, PSD2 requires PSPs to implement
appropriate security processes to reduce the risk of potential threats. Adopting ap-
propriate SCA processes promotes user confidentiality and ensures the integrity of
PSUs’ PSC and communication between participants regarding transactions taking
place on any particular platform [24]. PSPs must also use adequate transaction and
device monitoring mechanisms to detect potentially unusual payment patterns. On
the other hand, PSD2 requires the use of open and CSC standards in the context
of security measures. Specifically, a standardized and dependable access interface
to payment accounts (i.e., an application programming interface, API) should be
provided so that, as secure identification of TPPs is permitted, so is related commu-
nication between all parties involved [25].

Banks can reduce the risk of security attacks on payment transactions by fol-
lowing an API architectural approach, with more layers of fraud protection and
authentication, because they can integrate security features like access control and
threat detection directly into data-sharing offerings, allowing them to be proactive
rather than reactive [24]. With market agreement on a single technical specifica-
tion, all systems in the EU can eventually be based on one or a few technical API
standards.

The PSD2 security mandates, conferred on the EBA, are finally supplemented
by the PSD2 major incident reporting GL (EBA-GL-2017-10) [26], which were
published on July 27, 2017. To minimize the impact on users, PSPs are required
to report major security incidents to the appropriate authorities as soon as possible.
When a PSP becomes aware of a major operational or security incident, it should
first notify its supervising authority, and then notify its customers, if the event affects
their financial interests [19].

Consequently, the subsequent section will elucidate and offer a comprehensive
assessment of the requisite IT security measures and controls that should be estab-
lished for both PSP and users. This is aimed at achieving an acceptable level of risk
tolerance, especially in relation to operational and security risk management, secure
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authentication processes, safeguarded communications, and protocols for reporting
incidents [24].

4 An overview of the security measures under PSD2

PSD2 lays down the foundational principles (articles 65-67, 97-98) for the provision
of third-party access to account (XS2A) services. To complement these general
principles, the EBA’s RTS for strong customer authentication (SCA) and common
and secure communication (CSC) delve into the granularities of the implementation
aspects. More precisely, these RTSs mandate that ASPSP, offering online payment
accounts, must adhere to a set of predefined interface requirements. The following
paragraphs will dissect each of these security requirements, while also highlighting
their relevance as mandated by the specific articles and GL of PSD2 legislation [27].

4.1 Communication interface

When a bank provides its customers with online access to their payment accounts,
is required by the EBA’s SCA and CSC RTS to have at least one interface in place
that allows PSP to access the accounts. Pursuant to article 30(1) of the RTS, the
interface must enable secure communication with AISP, PISP, and PSP that issue
card-based payment instruments. The aforementioned providers should also be able
to identify themselves to the ASPSP via the interface. The dedicated user interface
shall allow AISP and PISP to rely on the authentication procedures provided by
the AISP to the PSU for PSU authentication. The interface must specifically allow
a PISP or an AISP to instruct the ASPSP to begin authentication. Throughout the
authentication, communication sessions between the ASPSP, PISP, AISP, and PSU
must be established and maintained. Furthermore, the PISP or AISP must ensure the
integrity and confidentiality of PSC and that authentication codes are transmitted by
or through them.

Banks or ASPSP must ensure that their interface(s) adhere to communication
standards issued by international or European standardization organizations. To that
end, it should be ensured that the technical specification of the interface is doc-
umented and, at the very least, freely available upon request by authorized PISP,
AISP, and PSP issuing card-based payment instruments or having applied for the
relevant authorization with their NCA. This documentation shall specify a set of
routines, protocols, and tools required by PISP, AISP, and PSP issuing card-based
payment instruments in order for their software and applications to interact with the
ASPSP’ systems.

Finally, a documentation summary should be publicly available on their website.
ASPSP must ensure that, except in emergency situations, any change to the technical
specification of their interface is made available in advance to authorized PISP, AISP,
and PSP issuing card-based payment instruments (or PSP that have applied with their
NCA for the relevant authorization) as soon as possible and no less than 3 months
before the change is implemented. PSP should also document emergency situations
in which changes were made and make the documentation available to NCA upon
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request. Last but not least, ASPSP must provide a testing facility, including support,
for authorized PISP, AISP, and PSP issuing card-based payment instruments, or PSP
that have applied for the relevant authorization, to test their software and applications
used to provide a payment service to users. The testing facility shall not be used to
share sensitive information [21].

4.2 Dedicated interface

According to article 27(2) of the EBA’s SCA and CSC RTS, ASPSP have imple-
mented a dedicated interface. To ensure PSUs’ right to use PISP and the respective
services enabling access to account information, as referred to in Articles 66—67 of
PSD2, it is necessary to require that the dedicated interface have the same service
level as the interface available to the PSU, including the same level of contingency
measures. To that end, ASPSP must monitor the availability and performance of the
dedicated interface and provide the resulting statistics to the appropriate authorities
upon request. In addition, if the dedicated interface does not operate at the same
level of availability and performance as the interface made available to the ASPSP’s
user when accessing its payment account online, the ASPSP must report it to the
CA, restore the level of service for this interface case without undue delay, and take
any action necessary to prevent its recurrence. The report must include the reasons
for the deficiency as well as the steps taken to restore the required level of service.
Furthermore, after reporting to the ASPSP, PSP that use the dedicated interface
offered by the latter may also report to the NCA any deficiencies in the level of
availability and performance required of the interface [28].

Finally, ASPSP have to include a strategy and plans for contingency measures
in the design of the dedicated interface in the event of an unplanned outage of the
interface and system breakdown. The strategy must include communication plans to
notify PSP who use the dedicated interface in the event of a breakdown, measures
to restore the system to normal operation, and a description of alternative options
for PSPs that can be used during unplanned downtime [21].

4.3 TTP user management, access control, and identification

ASPSP must allow legitimate TPP to access their accounts without any contracts
or barriers. To protect their customer resources and infrastructure, ASPSP must
treat all unknown entities as potential malicious actors until they can verify the
entity’s identity and validate their regulatory access. To avoid potential threats such
as denial of service (DoS), data loss, or privilege elevation, solutions that keep
the ASPSP secure while granting XS2A API access to authorized third parties are
required. Given the seriousness of these threats and their consequences for ASPSP
and customer resources, ASPSP should be able to identify a TPP each time they
attempt to connect, as well as block unknown entities, or provide access to known
and trusted TPPs with valid access credentials. The process of verifying a TPP’s
identity and access rights is described in the EBA’s RTS for SCA and CSC under
PSD2 [29].
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4.4 Secure communication session

The establishment of secure communication among the relevant entity providers
allows AISPs to securely request and receive information on one or more desig-
nated payment accounts and associated payment transactions, and PISPs to safely
initiate a payment order from the payer’s payment account and receive information
on the initiation and execution of payment transactions. According to Article 30
of the EBA’s SCA and CSC RTS, ASPSP, PSP issuing card-based payment instru-
ments, AISP, and PISP must ensure that, when exchanging data via the Internet,
secure encryption is used between the communicating parties throughout the re-
spective communication session to safeguard the confidentiality and integrity of the
data, using strong and widely recognized encryption techniques [30]. By establish-
ing transmission control protocols (TCP) and open systems interconnection (OSI)
protocols, which can be used in combination at various network layers of the XS2A
Communications Infrastructure, internet communication sessions over the XS2A and
Internet banking can also maximize their security and maintain their stability and
interoperability [31].

In addition, PSP issuing card-based payment instruments, AISP, and PISP must
keep ASPSP access sessions as short as possible and actively terminate the session
with the relevant ASPSP as soon as the requested action is completed. AISP and
PISP must ensure that when maintaining parallel network sessions with the ASPSP,
those sessions are securely linked to relevant sessions established with the PSU, to
avoid the possibility of any message or information communicated between them
being misrouted.

Furthermore, it is critical that the providers of AIS, PIS, and CBPII, as well as
the ASPSP, include unambiguous references to each of the following items:

o The PSU or users, as well as the corresponding communication session, to distin-
guish multiple requests from the same PSU or users

o The uniquely identified payment transaction initiated for PISs

e For confirmation of fund availability, the uniquely identified request related to the
amount required for the card-based payment transaction

Last but not least, AISP, PISP, and PSP that issue card-based payment instruments
must ensure that PSC and authentication codes are not readable by any staff at any
time. AISP, PISP issuing card-based payment instruments, and PISP shall promptly
notify the payment services user associated with them and the issuer of the PSC if
the confidentiality of PSC within their sphere of competence is breached.

4.5 Data exchanges

To access payment accounts and statement details, as well as other account informa-
tion held by banks and ASPSP, traditional PSP typically need to share and exchange
certain data with those TPP under PSD2. To that end, EBA has dedicated a section
of the SCA and CSC RTS to addressing the issue of data exchanges, so that ASPSP
are aware of the specific requirements with which they must comply. Firstly, they
must provide AISP with the same information from designated payment accounts
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and associated payment transactions that the PSU makes available when directly
requesting account information, provided that this information does not include sen-
sitive payment data. Similarly, the same information should be provided to PISP
as soon as the payment order is received. When the transaction is initiated directly
by the PSU, this information refers to the initiation and execution of the payment
transaction provided or made available to it. PISP must now provide ASPSP with
the same information that the PSU requests when initiating the payment transaction
directly. This case applies unless the PISP, the payer, and ASPSP agree otherwise
regarding the collection of additional information for the purposes of providing the
PIS.

However, a number of respondents have inquired about the specific type of in-
formation included in the data exchange. They needed to clarify if it included infor-
mation for overdraft limits, waiting transactions (those with future execution dates),
failed transactions, standing orders and their details, direct debit authorizations, a list
of associated payment instruments, and so on. According to the authority’s analysis,
because ASPSP have different online platforms for their PSU, with potentially dif-
ferent information, and because PSD2 does not harmonize the information, the RTS
can only require that if the ASPSP provides a dedicated interface, the information
be “the same information” as what is available under the customer online interface.

Moreover, when a payment transaction is about to be executed, ASPSP must
immediately confirm to PSP whether the amount required for this execution is
available on the payer’s payment account. This confirmation must be as simple
as a ‘yes’ or ‘no’ response. In the event that unexpected events or errors occur
during the process of identification, authentication, or data element exchange, the
ASPSP shall send a notification message to the PISP or AISP, as well as the PSP
issuing card-based payment instruments, explaining the reason for those unexpected
events or errors. Where the ASPSP provides a dedicated interface for SCA and
CSC, in accordance with Article 28 of the EBA RTS, the interface shall provide for
notification messages concerning unexpected events or errors to be communicated
to the other PSP participating in the communication session by any PSP that detects
the event or error.

ASPSPs must also have appropriate and effective mechanisms in place to prevent
access to information other than from designated payment accounts and associated
payment transactions, with the user’s explicit consent. It should be noted that explicit
consent is required in three situations mentioned in three different PSD2 Articles
(65-67). Finally, AISP must be able to access information from designated payment
accounts and associated payment transactions held by ASPSP in order to perform
the AIS in either of the following scenarios:

o Whenever the PSU actively seeks such information

o No more than four times in a 24-h period where the PSU is not actively requesting
such information unless a higher frequency is agreed upon between the AISP and
the ASPSP with the PSU’s consent [32]
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Fig. 8 Factors for strong customer authentication [33]

4.6 Strong customer authentication (SCA)

PSD2 seeks to strengthen security in payments and of customers’ personalized cre-
dentials by mandating SCA or, as it is sometimes referred to: “2 Factor Authentica-
tion”, as an integral component of opening up the payments market to TPPs through
CSC provided by the third-party interface. SCA undoubtedly played a significant
role in the changes and innovative initiatives established by PSD2’s new security
obligations [35].

SCA, as defined in PSD2 Article 4(30), is a multi-factor authentication based on
the use of two or more elements to validate the user or the transaction. The factors
for strong customer authentication are analyzed in Fig. 8.

These elements are independent in the sense that a breach of one element does
not compromise the reliability of the others, and they are designed to protect the
confidentiality of the authenticated data [34]. In other words, the vulnerability of
one authentication factor should not compromise the security of the second. Solu-
tions that combine knowledge and possession factors with weak protection do not
typically meet this requirement [35]. For remote transactions, such as online pay-
ments, the security requirements go even further, requiring a dynamic link between
the amount of the transaction and the payee’s account to further protect the user
by minimizing risks in the event of errors or fraudulent attacks. Furthermore, in re-
sponse to continuing market actors’ inquiries about which authentication approaches
the EBA considers to be SCA-compliant, and in order to facilitate proper and timely
implementation, the EBA published an opinion on the elements of SCA under the
PSD2 on 21 June 2019 [36].

SCA is a key requirement of the EBA GL because it protects customers from
fraud, builds trust in the internet payment ecosystem, and protects sensitive data.
Overall, the core principle of SCA is to reduce the risk of fraud and protect the con-
fidentiality of the user’s financial and personal data while having as minimal impact
on the customer experience as possible, i.e., without introducing too much friction
into the payment process. According to Article 97 PSD2 (Authentication), an SCA
is required whenever PSU (individually or through an intermediary) access their
payment account online, trigger/initiate an electronic payment process, or engage in
an act involving the risk of fraud in payment transactions or other misuse via re-
mote access. The elements “amount” and “payment recipient” must be dynamically
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incorporated into the data submitted for authentication in the case of a remote pay-
ment operation [37]. Authentication refers to procedures that enable a PSP to verify
a PSU’s identity or the validity of using a specific payment instrument, including
the use of user-personalized security details.

4.7 Transaction monitoring

PSPs must put in place a transaction monitoring mechanism to detect unauthorized
or fraudulent payment transactions in order to implement the security measures
referred to in SCA. This transaction monitoring mechanism, in particular, should
be based on an analysis of payment transactions that consider elements that are
typical of the PSU in the context of normal use of the PSC by the PSU. The PSPs
must ensure that the transaction monitoring mechanisms consider, at a minimum,
the following risk-based factors:

e Lists of authentication elements that have been compromised or stolen

e The total value of each payment transaction

e Known fraud scenarios in payment service provision

e Signs of malware infection in any authentication procedure session

Furthermore, where PSP exempt the application of the SCA security requirements
in accordance with Article 16 “Transaction risk analysis” of the EBA’s RTS, they
must ensure that the transaction monitoring mechanisms consider, at a minimum,
and in real-time, each of the risk-based factors listed below:

o The individual PSU’s previous spending patterns

o The payment transaction history of each PSU of the PSP

e The payer’s and payee’s location at the time of the payment transaction, if the PSP
provides the access device or software

e The PSU’s abnormal payment patterns in relation to the payment transaction his-
tory

o If the PSP provides the access device or software, a log of the PSU’s use of the
access device or software, as well as any abnormal use of the access device or
software

Finally, electronic payment services must be carried out in a secure manner, using
technologies capable of ensuring the safe authentication of the user and reducing
the risk of fraud to the greatest extent possible. The authentication procedure must
include, in general, transaction monitoring mechanisms to detect attempts to use
a PSU’s PSC that were lost, stolen, or misappropriated, as well as mechanisms to
ensure that the PSU is the legitimate user and thus consenting to the transfer of
funds and access to its account information through normal PSC use.

4.8 Security measures review
Because fraud methods are constantly evolving, the requirements for SCA should

allow for innovation in technical solutions to address the emergence of new threats
to electronic payment security. To ensure that the requirements of this regulation are
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effectively implemented on a continuous basis, it is also appropriate to require that
the security measures for the application of SCA and its exemptions, the measures
to protect the confidentiality and integrity of the PSC, and the measures establishing
CSC be documented, tested, evaluated, and audited on a regular basis by internal
or external independent and qualified auditors. Such a review can be carried out in
accordance with the PSP’s applicable audit framework.

Also, the interval between audit reviews must be determined in accordance with
the relevant accounting and statutory audit framework applicable to the PSP. PSP
that make use of Article 16 exemption should conduct an audit of the methodology,
model, and reported fraud rates at least once a year. It should also be noted that the
audit review will evaluate and report on the PSP’s security measures’ compliance
with the requirements outlined in this regulation. NCA should have full access to
this report upon request.

4.9 Dynamic linking

Because electronic remote payment transactions are more vulnerable to fraud, ad-
ditional requirements for the SCA of such transactions are required, ensuring that
the elements dynamically link the transaction to an amount and a payee specified
by the payer when initiating the transaction. By imposing this requirement, Arti-
cles 97(2) of PSD2 and 5(1) of the RTS strengthen the required authentication.
Dynamic linking is enabled by the generation of authentication codes, which are
subject to stringent security requirements. This means that the generated authenti-
cation code must be associated with a specific amount and payee. Any modification
should render it null and void. This establishes the payment order’s “integrity”. The
RTS, on the other hand, does not appear to require that third parties, such as banks,
be able to verify the authentication or integrity of the payment order. This obligation
exists only in the user’s relationship with the authenticating PSP. It does not, for
example, require that the authentication code be secured by a digital signature or
another specific technique that establishes “non-repudiation”. The RTS most likely
does not impose this requirement because digital signature technology is not widely
used yet, or because it must remain technologically neutral. As a result, as long as
the security requirements are met, authentication codes should be based on solutions
such as generating and validating one-time passwords, digital signatures, or other
cryptographically underpinned validity assertions using keys and/or cryptographic
material stored in the authentication elements.

Furthermore, the PSP is required to inform the payer of the amount and the payee.
The generated authentication code must be specific to the amount of the payment
transaction and the payee specified by the payer when initiating the transaction.
Finally, the authentication code accepted by the PSP corresponds to the original
specific amount of the payment transaction as well as the payee specified by the
payer. Any changes to the amount or payee will render the generated authentication
code invalid. Pursuant to RTS Article 5(2), the PSP should implement security
measures to ensure the confidentiality, authenticity, and integrity of the amount,
payee, and displayed information during all phases of authentication, including the
generation, transmission, and use of the authentication code [21]. For the purposes
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of these requirements, and where PSPs use SCA in accordance with Article 97(2) of
PSD?2 in relation to a card-based payment transaction for which the payer has given
consent to the exact amount of funds to be blocked in accordance with Article 75(1)
of that Directive, the authentication code must be specific to the amount that the
payer has given consent to be blocked and agreed to by the payer when initiating the
transaction. Similarly, when SCA is used in accordance with Article 97(2) of PSD2
for payment transactions in which the payer has given consent to execute a batch
of remote electronic payment transactions to one or more payees, the authentication
code must be specific to the total amount of the batch of payment transactions as
well as to the payees specified [29].

Although Article 5 of the RTS only applies to electronic remote payment transac-
tions, the underlying principles are applicable to AIS as well. In this case, a change
in the privileged service provider or the scope of access would render the authen-
tication code invalid. Furthermore, the user must be made aware of the privileged
provider and the precise scope of the access throughout all phases of the authen-
tication. Overall, dynamic linking is important for SCA implementation, not only
because it provides additional security guarantees (non-repudiation), but also be-
cause signed statements can be passed on by the PSP and verified by the bank itself.
Without this requirement, the RTS cannot eliminate the additional risks posed by
allowing PSP to use their own authentication procedures [21].

4.10 SCA interface implementation

The bank’s SCA interface should allow PSPs to rely on all of the authentication
procedures that the bank provides to the user. This option makes it easier to pro-
vide payment services. It enables a PSP to provide services without developing and
deploying its own SCA. PSP can instruct the bank to initiate the authentication proce-
dure in conjunction with the payment order or request for information. Nonetheless,
even after the release of the EBA’s draft RTS, it remains unclear how this authentica-
tion should be resolved and what the authentication technologies should eventually
look like. However, Figs. 9 and 10 highlight the most significant variations.

3. Authentication

I
2. Identification, payment

- — — order or request for
information and

. instruction to start the

Payment service authentication

provider

1. Payment order or
request for =
information

Fig. 9 Strong customer authentication interface: redirection or decoupled approach [21]
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According to RTS Article 30(2)(b), the interface should establish and maintain
communication sessions between the bank, PSP, and the user. The existence of
a communication session between the bank and the user implies that the authen-
tication can be resolved without involving the PSP. Instead, the PSP redirects the
user to the bank or uses a decoupled approach for authentication. The decoupled
interface approach can be based on other technical interfaces in accordance with
PSD2 Articles 66—67 by using a federation protocol, such as Security Assertion
Markup Language (SAML) or OpenID Connect (OIDC), which is based on the
OAuth 2.0 Authorization Framework. These standardized, simple, and user-driven
authentication protocols and frameworks enable authentication and authorization
without revealing the user’s PSC to TPPs [40]. As a result, this is consistent with
the PSD2 goals. An AISP may not request sensitive payment data, including PSC,
and a PISP may not store it. Furthermore, at the time of the authorization applica-
tion, Article 5(1)(g) of the PSD2 requires a PI to submit a description of the process
used to restrict access to sensitive payment data [38].

The system of Fig. 9 keeps security risks to a minimum. Potential attackers cannot
steal or intercept security credentials from the PSP because the PSP does not have
access to them and cannot abuse them. These benefits are lost if the authentication,
including the PSC issued by the bank, is handled entirely or partially by the PSP
using an embedded approach. This system also makes it easier to commit fraud.
Prior to PSD2, banks warned customers not to share their PIN or other security
credentials with anyone. These warnings cannot be issued if the PSD2 allows the
Fig. 10 system. This allows a criminal to impersonate a legitimate PSP in order to
induce a user to share his PSC.

Several norms indicate that this system is permissible. Articles 66(3)(b) and
67(2)(b) of the PSD2 state that PSP must ensure that PSC are not accessible to
anyone other than the user and the issuer of the credentials. Furthermore, the ar-
ticles require them to send security credentials via secure and efficient channels.
Following that, Article 30(2) of the RTS states that the interface must ensure the
integrity and confidentiality of credentials transmitted by or through PSP. Finally, in
accordance with Article 35(5) of the RTS, PSP must ensure that transmitted PSC and
authentication codes are not readable by any staff at any time. They are required to
notify the user and the issuer if the confidentiality of credentials within their sphere

1. Payment order or
request for
information

3. The personalised

security credentials
of the user

2. Identification, payment
order or request for
information and instruction
to start the authentication

Payment service 4. The personalised security
provider credentials of the user

Fig. 10 Strong customer authentication interface: embedded approach [21]
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Fig. 11 Co-operation between PSU, TPP and ASPSP (PSD2 [36])

of competence is compromised. These standards demonstrate that PSP can act as
an intermediary in an authentication procedure provided by another party, such as
a bank [21].

Figure 11 depicts the “triangular relationship” implied by Article 97(5) PSD2
and Article 27(3)(a) between the PSU (User), the TPP (service provider), and the
ASPSP (identity provider). Among the currently relevant international standards
that enable strong authentication, the “triangular” relationship depicted in Fig.11,
the aforementioned SAML Version 2.0 and the OAuth 2.0-based OpenID Connect
deserve special mention. While the two protocols differ in technical details, they both
support the architecture depicted in the figure and thus could serve as the foundation
for the implementation of PSD2-specific interfaces. Thus, it is theoretically possible
to specify a corresponding PSD2 interface based on both SAML and OAuth 2.0/
OpenID Connect, with technical interfaces based on both SOAP and REST-based
web services [36].

4.11 Security and operational risk management

While many regulated financial institutions (FI; including PSP) will have policies,
systems, and controls in place to manage operational and security risks, PSD2 solidi-
fies the requirements with EBA guidance. The main requirement of these provisions
is the creation and maintenance of a risk management framework document. An
updated version of the framework document must be submitted to the PSP NCA
at least once a year. In doing so, the PSP must also comment on the sufficiency
of the mitigation and control mechanisms put in place in response to those risks.
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This will entail some kind of auditing function. In order to meet these requirements,
the EBA issued the GL mandated by Article 95 of PSD2, subject to the principle
of “proportionality”. This means that all PSPs will have to comply with each GL.
The level of detail should be proportionate to the size of the PSP as well as the
nature, scope, complexity, and riskiness of the specific services that the PSP offers
or intends to offer. The final GL cover a wide range of security topics, including
governance, risk assessment, risk control and mitigation, incident monitoring and
reporting, sensitive payment data protection, security measure testing, outsourcing,
and customer awareness, education, and communication. Other recent requirements
include business continuity management, scenario-based continuity plans, situational
awareness, and continuous learning for a PSP’s own personnel, partners, and external
stakeholders. The openness promoted by PSD2 is not without risks.

5 PSD2 compliance and further interrelation with cybersecurity
frameworks and standards

Over the past few years, we have witnessed transformative legislative efforts in
the EU to promote open banking, enhance cybersecurity and protect personal data.
PSD2 is at the heart of this movement, with its objective of fostering competition and
innovation in the payment services sector. Yet, alongside PSD2’s vision for a more
integrated and efficient payment market, there’s a broader narrative unfolding—one
that considers the imperative to secure digital transactions and protect sensitive
personal data. In this regulatory landscape, instruments such as the Network and
Information Security (NIS) 2 Directive [37], the EU Cybersecurity Act [38], and
the General Data Protection Regulation (GDPR) [39] have emerged as foundational
pillars.

5.1 PSD2 and NIS2: synergies and challenges in financial services and network
security

The EU has persistently been at the forefront of legislating innovative and holistic
regulations that address the evolving challenges of the digital era. The NIS2 Direc-
tive is a vital evolution in the EU’s approach to network and information security,
building upon its predecessor, the Directive on Security of Networks and Informa-
tion Systems (NIS) Directive. The NIS Directive was the first legislative initiative
focused on cybersecurity with the aim to enhance the security of network and infor-
mation systems across the EU. Recognizing the evolving challenges in the digital
landscape, the European Commission proposed a revised version of the Directive.
NIS2 expands upon the entities that fall under its purview. While the original
NIS Directive focused on operators of essential services (OES) and digital service
providers (DSP), NIS2 broadens this to encapsulate other vital entities, like medium
and large-side entities, public administrators and more [40]. NIS2 mandates stricter
security requirements, necessitating entities to implement measures that address
both cyber and physical resilience [41]. It advocates for a risk management ap-
proach tailored to the specific threat landscape of each sector. NIS2 also introduces
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stricter incident reporting requirements. Entities must report any significant incident
to competent authorities, ensuring that a comprehensive picture of the cybersecurity
landscape within the EU is maintained [42]. The authorities are granted increased
powers under NIS2. They can not only issue binding instructions but also impose
sanctions for non-compliance [43]. The Directive emphasizes enhanced cooperation
among MS. This includes the sharing of best practices, threat intelligence, and co-
ordinated responses to significant cross-border incidents [44]. The NIS2 Directive
underscores the EU’s commitment to ensuring a high common level of cybersecurity
across member states. By recognizing the changing threat landscape and expanding
its scope, the directive aims to create a more resilient and unified digital space within
the EU.

PSD2 and NIS2 stand as testimonies to the EU’s commitment towards promot-
ing both financial innovation and cyber resilience. Unravelling the interconnections
between these two Directives elucidates a comprehensive approach to secure digital
finance. PSD2, building upon its predecessor, fosters a harmonized and integrated
European payments market, aiming to increase competition and encourage payment
innovations by integrating TPP into the ecosystem [45]. Simultaneously, NIS2, an
evolution of the NIS Directive, accentuates the enhancement of cybersecurity and
the fortification of essential and digital service providers against network and infor-
mation system incidents. While PSD2 primarily targets payment service providers,
including banks and TPP, NIS2’s spectrum encompasses a broader range of enti-
ties, namely essential and digital service providers, which include cloud computing
services, online marketplaces, and search engines. However, given the interwoven
nature of the digital ecosystem, a breach in one sector (e.g., cloud services) could
have repercussions for entities governed by PSD2, underlining the interconnected
risk landscape.

Both Directives enforce rigorous standards for security and mandate timely in-
cident reporting [46]. PSD2 requires payment service providers to establish robust
security measures to manage operational and security risks. Similarly, NIS2 ne-
cessitates entities to implement adequate and proportionate security measures and
notify competent authorities of any significant incidents [47]. While PSD2 places
an emphasis on the integrity and confidentiality of payment service users’ data,
NIS2 accentuates the security of network and information systems, ensuring data
availability. Both Directives, in essence, work conjointly to guarantee that finan-
cial transactions remain confidential and are perpetually available and resilient to
disruptions [48].

NIS2 introduced a reinforced framework for cooperation among EU MSs, aim-
ing to establish a culture of shared cyber threat intelligence. Given the cross-border
nature of financial services, this collaborative approach significantly benefits entities
under PSD2, enhancing their ability to anticipate, defend against, and respond to cy-
ber threats. The confluence of PSD2 and NIS2 underscores the EU’s comprehensive
vision of a digital single market that is both innovative and secure. By understand-
ing the intricate mesh of financial services and cyber security articulated by these
directives, stakeholders can harmonize their strategies to thrive and safeguard their
operations in the increasingly interconnected digital landscape [49].
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5.2 PSD2 and the EU cybersecurity act: converging pathways in the
modernization of financial cybersecurity

The EU Cybersecurity Act represents a milestone in strengthening the EU’s cyber-
security architecture, which encompasses the framework for establishing European
cybersecurity certification schemes. Originally came into force in 2019, the Cyber-
security Act forms a part of the European Union’s initiative to improve the digital
single market’s resilience against cyber threats. The Act bestows the European Union
Agency for Cybersecurity (ENISA) with a permanent mandate and institutes a frame-
work for European cybersecurity certification schemes for ICT products, services,
and processes. The aim of the Act is to strengthen ENISA’s cybersecurity instru-
mental role in setting up and maintaining the European cybersecurity certification
framework. Additionally, the Agency engages in raising cybersecurity awareness
and helping organize annual EU-wide cybersecurity exercises.

The Act’s cornerstone is the European cybersecurity certification framework,
aiming to harmonize the cybersecurity certification landscape across EU MSs. It
promotes mutual recognition of certifications among MSs, reducing barriers to trade
and fostering a high level of cybersecurity in the EU. The framework is inherently
voluntary, meaning that businesses can choose whether or not to certify their ICT
products, services, or processes. The Act introduces three distinct assurance levels:
basic, substantial, and high. These levels are dependent on the risk associated with
the intended use of the ICT product, service or process. A publicly accessible reg-
istry maintained by ENISA lists all the certification schemes, ensuring clarity and
transparency for all stakeholders. The EU Cybersecurity Act signifies a pivotal mo-
ment in the evolution of the EU’s cybersecurity paradigm. By bolstering ENISA’s
position and introducing a comprehensive certification framework, the Act seeks
to instill a consistent level of cybersecurity assurance, promote trust, and facilitate
a seamless digital single market.

While PSD2 focuses on creating a more integrated and efficient European pay-
ments market, the EU Cybersecurity Act seeks to fortify the overall cybersecurity
landscape of the EU digital single market. Together, they represent the EU’s com-
mitment to advancing digital innovation securely. PSD2, besides its financial inte-
gration objectives, is particularly prescriptive about security. With the rise of open
banking, where TPPs can access bank customer’s data, the security implications
are profound [50]. PSD2 mandates the application of SCA for electronic payment
transactions, ensuring enhanced security for users [18]. In addition, payment ser-
vice providers under PSD2 are required to report major operational and security
incidents to their national competent authorities [51]. The EU Cybersecurity Act’s
aim is to establish a common cybersecurity certification framework for products,
services, and processes [52]. While its scope is broader and not limited to financial
services, its provisions do apply to entities governed by PSD2. The framework is
designed to harmonize cybersecurity certification procedures across the EU, promot-
ing consistent security standards [53]. The strengthened position of ENISA as an
advisory body means that sectors, including finance, can benefit from its expertise
[54]. While both regulations converge on the goal of enhancing cybersecurity, they
cater to different needs. PSD2 is sector-specific, addressing unique risks inherent
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to the financial sector. In contrast, the Cybersecurity Act provides a broader frame-
work applicable to a diverse range of digital products and services. However, entities
under PSD2 can leverage the certification framework established by the Cybersecu-
rity Act to demonstrate compliance with cybersecurity standards [55]. Conclusively,
the synergy between PSD2 and the EU Cybersecurity Act underscores the European
Union’s holistic approach to digital transformation. While PSD2 addresses the finan-
cial sector’s specific needs, the Cybersecurity Act lays the foundation for a secure
and resilient digital single market.

5.3 PSD2 and GDPR: collisions between financial innovation and data privacy

PSD2 and the EU’s GDPR 2016/679 [39] emerged in close succession and have
notably reshaped the financial and data privacy landscapes. However, their simulta-
neous implementation has unveiled various intersections, challenges and synergies.
Fundamentally, both regulations aim to fortify consumer rights. While PSD2 aspires
to establish a unified EU payments market, ensuring heightened competition and
innovation, the GDPR primarily seeks to empower EU citizens regarding their data
privacy rights [56]. The security of sensitive payment data and user personal in-
formation becomes critical necessitating the implementation of protective measures
within the framework of PSD2 and GDPR. PSP, in particular, should ensure that
the collection, routing, processing, storing and/or archiving, and display of sensitive
payment data of the PSU is adequate, relevant, and limited to what is required for
the provision of its payment services [52]. Article 94 of PSD2 sets the overarching
standard for data protection within the applicable legal context, compelling PSP
to access, manipulate, and preserve only the personal data that is necessary for the
delivery of payment services and only with the explicit authorization of the PSU. Ad-
ditionally, all activities involving the processing of personal data under PSD2 must
comply with the EU’s GDPR 2016/679 [39]. Both regulatory frameworks—PSD2
and GDPR—are designed to bolster data protection by placing data subjects at the
core and requiring their consent to capture, store, or process any data.

More specifically, both regulations underscore the significance of explicit and
informed consent [57]. With PSD2 ushering TPPs into the payment realm, these
TPP (PISP and AISP) can access consumers’ bank account data for services such
as account aggregation or initiating payments, but only with the customer’s explicit
consent [58]. According to Article 33(2) PSD2, AISPs are not bound by Article 94
PSD2. However, Article 67 PSD2 explains AISPs’ obligation to obtain explicit
consent from their users before providing AISs. Despite the fact that it is widely ac-
cepted that Article 94 PSD2 will not be applied to AISPs, particularly Article 94(2)
PSD2, “PSPs shall only access, process and retain personal data necessary for the
provision of their payment services, with the explicit consent of the payment service
user”, AISP (as well as PISP and banks) must still follow the GDPR data processing
principles. To comply with GDPR, PISP, AISP, and banks must also fully implement
data protection ‘by design and by default’, as well as recent data protection-oriented
technology. In other words, even if PSD2 did not include a data protection provision,
TPP and banks would still be required to access, process, and retain personal data
required for the provision of payment services in accordance with GDPR require-
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ments. Furthermore, when AISP are exempted from Article 94 PSD2, there is no
meaningful explanation or benefit to be gained. To clarify the situation, the Euro-
pean Data Protection Board (EDPB) acknowledged that obtaining explicit consent
is required for AISP to provide AIS under PSD2, “Pursuant to Article 33 (2) of the
PSD2, this requirement of the explicit consent of the payment service user does not
apply to AISP. However, Article 67 (2)(a) of the PSD?2 still provides for explicit con-
sent for AISP for the provision of the service”. Thus, it is accepted, similarly to the
approach of the EDPB and the GL, that explicit consent is directly about providing
a contractual service rather than processing users’ personal data. As a result, it is
preferable for TPP to use the GDPR’s “necessary for the performance of a contract”
legal basis for data processing operations [60].

Furthermore, according to PSD2 Article 94(2), PSPs may only access a user’s
personal information with that user’s express consent to provide their services. The
PSD2 is more stringent than the GDPR in this regard. Processing is permitted in
accordance with Article 6(1)(a) and (b) of the GDPR if the data subject (customer/
user/PSU) has consented to it or if it is required for the performance of a contract
to which the data subject is a party. Both requirements must be satisfied, according
to Article 94(2) of the PSD2. Additionally, it calls for explicit consent (in some
circumstances that have previously been discussed in earlier sections). The EDPB
claims that this is a contractual condition that differs from the GDPR’s definition of
(explicit) permission. The GDPR consent is just one of the grounds available and
applies to the processing of personal data generally. PSD2’s reference to consent re-
lates to payment services. The data subjects must be fully informed of the purposes
for which their personal data will be collected, used, processed, and disclosed prior
to signing a contract with a PSP. Their personal data will also be utilized in this
regard for marketing and sales opportunities. To make it simple for individuals to
understand the implications of open banking and to give informed, meaningful con-
sent, notifications and consent requests must be kept to a single screen or page [61].
This notification must be fulfilled by stipulations that are clearly identifiable from
the rest of the contract’s provisions, and consent may be withdrawn at any moment.
Article 7 of the GDPR requires ASPSPs, who are data controllers, to be able to
establish that permission was freely provided. These provisions must be explicitly
agreed upon by the data subjects. According to Article 94(1), consent is not required
for the processing of personal data necessary for the prevention, investigation, and
detection of payment fraud. TPPs must align their consent mechanisms with the
mandates of both PSD2 and GDPR, ensuring provisions for easy withdrawal of con-
sent as stipulated by the GDPR [46]. Balancing this PSD2’s requirements, especially
when TPPs seek extensive data for innovative services, is a challenge that calls for
careful data management strategies [59].

Moreover, it is important to understand what constitutes “sensitive payment data”
under PSD2. The Directive includes a definition of “sensitive payment data”, how-
ever, this only applies to PSC that could be used to commit fraud and is distinct
from the concept of “special categories of personal data” as defined in GDPR Arti-
cle 9(1). As a result, it makes no difference what types of data will be exchanged
with TPP. However, some data types are more privacy sensitive than others and may
cause more risks for data subjects. In this instance, data subjects should be able to
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select the specifics of the shared data while providing explicit consent under PSD2
[39].

From the ASPSPs’ perspective, there is a legal requirement to share the data with
the TPP under the rules of PSD2. Other than consent, this gives a valid basis for the
processing. Indeed, PSD2 (Articles 66(1) and (4), as well as Article 67(1)) requires
ASPSPs to send all necessary data to the AISP or PISP. The legal obligation to allow
access to payment data and send payment data to TPP also serves as a legitimate
basis for processing personal data under the GDPR (see GDPR Articles 6(1)(c) and
6(3)(a)). Once a TPP obtains access to a PSU’s personal data, the TPP assumes its
own duties as a controller in the processing of these data. At that point, it must be
understood that, under PSD2, both the ASPSP and the TPP are controllers in their
own right, and each is responsible for its own processing (but not the processing of
the other party). Furthermore, the TPP is a licensed (or registered, in the case of
AISP) company, its actions are overseen by the national supervisory authority, it is
not chosen by the ASPSP, and it is a compulsory interlocutor for the ASPSP. As
a result, while ASPSPs are responsible for ensuring that the interfaces they provide
work, they are not required by PSD2 to verify a TPP’s GDPR compliance.

The GDPR requires ASPSP to ensure the security of data flows. PSD2 and the
RTS for SC and CSC establish particular standards for ensuring the security of data
transfers from ASPSP to TPP (PISPs and AISP are also required to ensure secure
data transfers). As a result, compliance with the RTS requirements, particularly the
CSC must be regarded as sufficient for the ASPSP to meet GDPR requirements
relating to the security of the transfer, especially given the ASPSP’s legal obligation
to allow access to the data under PSD2. However, because the RTS refers to both
TPPs and ASPSPs as payment entities, both institutions are required to follow the
set-out standards. Compliance with PSD2 and the RTS provides a legal foundation
for data transfer from ASPSP to PISP or AIS. Furthermore, PSD2 and GDPR both
mandate the minimization of personal data processing. GDPR’s core principle of
data minimization suggests that only essential data should be processed [60]. TPP
are only permitted to access personal data for the purpose(s) expressly requested by
users. PSD2 states that data should not be used for any reason other than providing
the service requested by the PSU, and hence additional uses are incompatible. This
signifies that “further processing” is subject to limitations. In this case, the user must
either consent under Article 6(1) of the GDPR or the processing must be mandated
by EU or MS law to which the controller is subject, such as anti-money laundering
or terrorist financing laws. When a payment firm depends on consent, it must meet
the consent standards and, in particular, demonstrate that the PSU has a genuine
option.

In addition, because each PI should have access to varied types and amounts
of data based on the services they provide, they must closely adhere to all GDPR
principles and standards while providing their services including data minimization
and purpose limitation principles. If TPP can access all bank account data without
restriction, this practice will violate GDPR principles and rules, particularly sensi-
tive personal data processing and obtaining explicit consent in cases of automated
decision-making, including profiling, which may have legal consequences for users
and have a significant impact on them. Furthermore, no provision in PSD2 offers

@ Springer



International Cybersecurity Law Review (2024) 5:79-120 107

legal justification or exclusions for banks and TPP to share sensitive personal data
and make automated decisions, including profiling. As a result, banks should take
technical steps to isolate accounts that may contain sensitive personal data or data
used to develop more accurate user profiles from conventional accounts. Banks and
TPP shall also take the necessary precautions to avoid any access that may re-
veal sensitive personal data about users that is not required for contract fulfilment.
Thus, technical solutions that may aid in the separation of data required for contract
execution from unneeded and sensitive personal data should be implemented [39].

Moreover, for PI, the GDPR’s data minimization criteria are consistent with
PSD2’s: only data required to initiate a payment transaction may be requested and
accessed. This regulation must be followed, particularly when seeking access as
indicated in the RTS on SCA (articles 33(4) and 33(5)) and the EBA’s Opinion of
13 June 2018 (paragraph 26). For AIS, PSD2 states that the provider shall “not use,
access or store any data for purposes other than for performing the account infor-
mation service explicitly requested by the payment service user, in accordance with
data protection rules”. Data minimization criteria will be supported by dedicated in-
terfaces designed to allow TPP to request certain data sets in accordance with PSD2
rules. It should also be noted that other legal responsibilities than those provided
by the PSD2 may apply. This is an example of a duty regarding data content in
payment orders. Furthermore, in the context of AIS and PIS, the TPP offering these
services bears the main responsibility for information provision to users. PSD2 cre-
ates standardized GL to ensure that TPP furnish PSU with required, adequate, and
understandable information. Articles 44-45 state that, in the interest of efficiency,
the required information shall be reasonably proportionate to the needs of the user
and delivered in a standard format. The transfer of data from the ASPSP to the TPP
could be termed “further processing” by the ASPSP. However, when expressing its
approval to the TPP, the PSU should have received information on the data transfer.
As a result, the ASPSP would be excused from explaining this a second time under
GDPR Article 13(4). However, ASPSPs may mention in their privacy notices that
a possible transfer to an AIS or PISP may occur (because of a legal obligation) [62].

The GDPR requires that data be securely stored and that after any legal, contrac-
tual, or regulatory retention limit has elapsed, the data be erased or de-identified.
The security safeguards used must be proportionate to the sensitivity of the data.
Finally, the GDPR grants an individual the right to be forgotten and, in certain cir-
cumstances, the right to be erased. However, due to the legal complexities involved,
these rights are beyond the reach of an open banking framework. PSD2 open bank-
ing broadens traditional banking data flows by putting the clients at the centre and
giving them control over their financial data [45]. Finally, both PSD2 and GDPR
have breach notification provisions [63]. Establishing robust incident detection and
reporting mechanisms that fulfill the requirements of both regulations is thus of
paramount importance for entities in the payments arena.

Conclusively, despite potential conflicts, the regulations also offer synergies.
A sound GDPR compliance program naturally reinforces compliance with PSD2’s
security provisions [64]. The GDPR’s focus on data encryption and regular security
assessments can enhance the measures stipulated by PSD2. Both PSD2 and GDPR
underscore EU’s dedication to promoting innovation while safeguarding citizen’s
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data rights [65]. By addressing the intertwined challenges and capitalizing on the
synergies between PSD2 and GDPR, organizations can effectively navigate this dual
regulatory landscape.

5.4 A comparative analysis of PSD2 with ISO/IEC 27001:2022 and PCI DSS

To facilitate comprehensive and effective compliance with PSD2 among various FI,
a high-level correlation and comparison between the security components addressed
by the Directive and those highlighted in globally acknowledged and directly relevant
Standards—specifically, payment card industry data security standard (PCI DSS)
and ISO/IEC 27001:2022—is considered essential. A detailed analysis of all related
standards, documents and guidelines is provided at the end in the Appendix, Table 1.
This section delves into more critical thinking and analysis following a critical view
on potential shortcomings and collisions, as a result of trying to implement PSD2
and/or PCI DSS over GDPR and current privacy laws, as transferred to each MS.

On the one hand, the PCI DSS is a security standard developed by the Payment
Card Industry Security Standards Council (PCI SSC) tailored for entities and inter-
mediaries processing credit or debit card transactions. This standard is a culmination
of a collaborative effort among five leading global payment entities—American Ex-
press, Discover Financial Services, JCB International, MasterCard Worldwide, and
security procedures [47]. PCI DSS is designed to address the particular security
threats and risks that exist in the payments industry. It sets forth guidelines for
safeguarding payment card information and sensitive authentication data during its
processing, storage, or transmission, coupled with verification techniques and guide-
lines to aid organizations in being informed of current payment data security threats
[66].

ISO/IEC 27001, on the other hand, is the world’s most well-known standard for
information security management systems (ISMS). It has been designed to offer
requirements for the establishment, implementation, maintenance, and continuous
improvement of an ISMS. The adoption of an ISMS is a strategic decision for an
organization, and its development and implementation are influenced by the organi-
zation’s needs and objectives, security requirements, organizational procedures used,
and the organization’s size and structure. The ISMS protects the confidentiality, in-
tegrity, and availability of information through the use of a risk management process,
giving interested parties confidence that risks are adequately managed. Because the
ISO/IEC 27001 Standard is broadly focused on ISMS implementation, fulfilling the
specified aims implicitly involves assurance that payment data is likewise protected
[67].

A structured table which encapsulates the analysis of the security provisions
of PSD2 and a high-level mapping and comparison between the security areas
covered by the Directive and those covered by the two internationally recognized
security standards is provided in the Appendix, Table 1. This mapping is based
on the latest version v4.0 of PCI DSS, and the ISO/IEC 27001, using the new
version of the Standard published on October 25, 2022 [68]. The mapping table
compares each control of the two Standards to the PSD2 standards, as well as
identifies and maps the applicable PSD2 requirements for each control by indicating
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which security controls contribute to PSD2 compliance and which contribute to PCI
DSS compliance. The high-level correlation and comparison between the security
components covers eight domains and can be used by stakeholders to demonstrate
compliance and mitigate security risks. For example, the mapping can assist in
determining where the installation of a specific security control from PCI DSS or
ISO/IEC 27001 can satisfy a PSD2 need. Furthermore, these Standards may assist an
entity in being better prepared for internal assessments performed in its organization
to determine the effectiveness of PSD2 security measures employed. However, PCI
DSS and ISO/IEC 27001 may not guarantee that the standards’ implementation will
cover all areas of PSD2 security requirements [68].

As a result, banks and organizations will have a better understanding of the
solutions available to them for information security, risk management, and data
protection. Banks could also be informed about the extent of their effective PSD2
compliance by implementing the two examined standards, allowing them to achieve
efficiencies in their existing processes and controls. Finally, the research will produce
results indicating (i) which PSD2 requirements are covered by the implementation
of ISO/IEC 27001:2022 and PCI DSS, (ii) which are not covered, and/or (iii) which
could potentially need further enhancement and improvement. Consequently, stake-
holders will be equipped with a valuable reference tool, aiding them in harmonizing
their security initiatives to meet the objectives laid out by PSD2 through the incor-
poration of these two standards [69].

6 Conclusion

The implementation of PSD2 aimed to revitalize the payments sector by fostering
innovation and widening the competitive landscape for payment service providers
(PSP). Given that third-party providers (TPP) operate by utilizing sensitive personal
and financial data, the market is not only more accessible to an increased number of
competitors but also inherently dependent on the IT frameworks of multiple entities,
thereby raising several risk factors [28]. Prior to the advent of PSD2, banks mo-
nopolized the financial arena and controlled exclusive access to consumer accounts,
while other PSP had no authorized access to such data. However, PSD2 has been
a double-edged sword, offering significant advancements in information security
and data protection, yet also generating uncertainty due to a lack of clarity and
consistency in its regulations. While the EBA’s regulatory technical standards (RTS)
have attempted to clarify these ambiguities, they have not fully resolved questions
regarding the technical security specifications required for full compliance.

The RTS mandate that ASPSP must provide TPP with access to their technical
interfaces and a testing facility. However, the RTS only require compliance with
communication standards, not a common API standard, opening the door for inno-
vative solutions like API aggregation. This approach allows Fintech companies to
serve as connectors between banks and other licensed startups, fostering a compet-
itive and functional market in both API aggregation and consumer services. Con-
sidering a centralized authority to coordinate API implementation and performance
could be a viable alternative. Instead of focusing on a single API standard, the EU
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may establish a central independent organization or empower existing entities to
focus on API implementation and performance across banks. This would be anal-
ogous to the Open Banking Implementation Entity in the United Kingdom, which
has enforcement powers from the Competition and Markets Authority and aided in
the advancement of open banking at a faster rate than other comparable markets.
A central independent entity might serve as a single reliable source of open bank-
ing data [68]. Following the work of the SPAA (SEPA Payment Account Access)
MSG (Multi-Stakeholder Group), the EU should additionally define how existing
standards organizations bodies should interact with norms set by the European Pay-
ments Council. The interrelationship among PSD2, ISO/IEC 27001:2022, and PCI
DSS serves as a pertinent illustration of this necessity. Pursuing additional map-
ping of standards is imperative to discern areas within PSD2 that require refinement
(such as the establishment of API standards) as well as to recognize which PSD2
security domains are already robustly fortified through established security controls
(like ISO/IEC 27001 and PCI DSS).

An additional complexity presented by PSD2 pertains to the ambiguity surround-
ing what the final form of authentication technologies will be, even after the release
of EBA’s RTS. Article 97 of PSD2 outlines strong authentication, which is antici-
pated to be distinct from the technological interfaces mentioned in Articles 66—67,
likely through the employment of federation protocols like SAML or OAuth 2.0
along with its extension OIDC. Both protocols, despite their technical differences
and divergent standard approaches, could potentially fulfil this requirement and act
as the backbone for specialized PSD2 interfaces. Consequently, it is conceivable to
develop PSD2-specific interfaces using both SAML and OAuth 2.0/OpenID Con-
nect, accommodating technical interfaces grounded in either SOAP or REST-based
web services. Future research in PSD2 implementation architecture should delve into
secure channel bindings featuring Holder-of-Key or the emerging Token-Binding.
Another pivotal element in a decentralized PSD2 ecosystem is the trust relationship
between ASPSPs and TPPs, which is expected to leverage qualified certificates for
website authentication or electronic seals. Although this study only briefly addresses
the topic, a more exhaustive examination involving data exchange and dynamic dis-
covery via electronic seals and a unified European repository or trusted lists remains
to be explored.
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