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Abstract

The application of many sensor devices and complex information communication networks in a power system
brings new potential threats to the electrical cyber-physical system. In this paper, a coordinated cyber-physical attack
method considering false line overload is proposed. Through the combination of physical side attack and informa-
tion side attack, the false data injection attack is used to cover up the physical attack and create false overload events,
leading the dispatcher to make unreasonable scheduling strategies to achieve the purpose of affecting the economic
operation of the system. In response to false overload events, this paper proposes a method to select the target line
of false overload. At the same time, the output cost of the generator, the cost of load reduction and the number of
overload lines are used as the evaluation indices to measure the damage capability of the coordinated attack, and
the evaluation indices of different dimensions are normalized using fuzzy methods. Finally, the system losses caused
by different attack modes are compared and analyzed through simulation calculations, and the effectiveness of the
proposed model is verified.
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1 Introduction

With the penetration of information and communication
technologies in power systems, the information exchange
between power networks and information networks is
becoming more intense. Consequently, the traditional
power system has gradually developed into a power
cyber-physical system (CPS) [1-3]. To ensure the safe
and stable operation of the system, a large number of sen-
sors are installed in the CPS to obtain real-time operation
data on the system. However, while sensors promote real-
time analysis and scientific decision-making, security
vulnerabilities in information networks pose new threats.
Compared with the relatively robust power network, the
security protection against information networks is rela-
tively weak. Thus, any malicious attack on the power CPS
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from the cyber side is likely to cause large-scale system
disturbance and failure [6, 7].

In recent years, cyber-attack is an emerging means of
attack against the cyber side of the power CPS. Typical
network attacks include denial of service (DOS) attacks
[8], replay attacks, and false data injection (FDI) [9-11].
Measurement data and communication lines are selected
as the targets for these attacks. They affect the economic
operation of the system by means of data tampering and
delayed communication. In addition to cyber-attack, the
operation of CPS is also threatened by physical attacks.
Although the power CPS can usually tolerate N-1 or
even N-2 contingencies, if the operator cannot quickly
and effectively respond to line interruptions, allowing
the existence of line faults, there is a high risk of chain
failures leading to significant power outages [12-14].
In this case, a new attack method called coordinated
cyber-physical attack (CCPA) comes into being [15, 16].
Coordinated cyber-physical attacks can cover up physi-
cal attacks by constructing special fake data injection
attacks. Compared with single false data injection attacks
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or physical attacks, coordinated cyber-physical attacks do
more harm to power systems [17-19].

At present, coordinated cyber-physical attacks have
received widespread attention. In [20], after the physical
attack breaks the transmission line, the attacker tampers
with the measured data in the power system by launch-
ing topology retention and load redistribution attacks
in order to mask the topology change of the power sys-
tem. A bi-level programming model considering physi-
cal, topology retention, and load redistribution attacks is
established. Reference [21] describes how the constructed
false data attack vectors can evade the false data detec-
tion mechanism while masking the physical attacks, in
which the state estimation constraint is considered in the
attack model to enhance the concealment of the coordi-
nated attacks. In [22], a partial FDI attack strategy is pro-
posed to deteriorate system performance. This strategy
tampers with partial sensor measurements by injecting
false signals into the feedback communication channel.
This enhances the concealment of the coordinated attack.
In [23], a multi-stage FDI attack game model is pro-
posed to extend the attack scope through data tamper-
ing, policy adjustment and multi-stage attack, though it
is not a coordinated attack. Considering the limitations
of an attacker’s capability in practical situations, refer-
ence [24] constructs a coordinated cyber-physical attack
model with limited physical attack resources. It gives the
optimal attack strategy for the attacker in regular opera-
tion and N-1 operation state through simulation analysis.
Reference [25] states that attackers and dispatchers have
conflicting optimization objectives, constructs a two-
layer optimization model of coordinated cyber-physical
attack with conflicting goals, analyzes the damage capa-
bility of coordinated attack on the system under differ-
ent attack resources, and provides a vulnerability analysis
method for the measurement units.

In the above studies on coordinated cyber-physical
attacks, the attacker launches physical attacks to damage
transmission lines and tampers with the measurement
data of the cyber-physical system through a cyber-attack,
so that the dispatcher cannot detect the existence of
the physical attacks. In this case, the cyber-attack has
become a means to cover up a physical attack while not
causing substantial damage to the cyber-physical sys-
tem. All the damage to the power system is caused by
the physical attacks, and the cyber-attack is reduced to
an auxiliary tool of the physical attacks. Looking at coor-
dinated cyber-physical attacks, this paper considers the
subjective misleading role of a cyber-attack. In addition
to masking the physical attack, it makes the dispatcher
wrongly believe that a normally operating transmission
line is overloaded by modifying the measurement data,
causing a false overload event. In this case, the dispatcher
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cannot detect the disconnection of the line caused by the
physical attack, and has the wrong line operating status.
Consequently, the dispatcher will formulate seriously
unreasonable dispatching strategies, which will endanger
the economic operation of the cyber-physical system. In
this attack mode, both the physical attack part and the
cyber-attack part will cause damage to the financial oper-
ation of the system, which truly realizes the coordination
of physical attack and cyber-attack.

The contributions of this paper are summarized as
follows.

(1) In response to false overload events, a method for
selecting faulty overload target lines is proposed. By
comparing the increase in system operation costs
caused by line overload, the line with the most sig-
nificant overload hazard can be judged and selected
as the target line for false overload.

(2) A new quantitative representation method is pro-
posed to measure the destructive effect of the coor-
dinated cyber-physical attacks. In addition to the
generator output cost and load cutting cost, the
number of overload lines is used as a measure.

(3) A bi-level programming model of coordinated
cyber-physical attack is constructed considering
false line overload, where false data injection attacks
mask physical attacks causing false overload events.

(4) Finally, the losses caused by different attack modes
are compared and analyzed through simulation, and
the effectiveness of the proposed model is verified.
In addition, the above evaluation indices with dif-
ferent levels of measurements are normalized.

2 Power coordinated cyber-physical attack model
2.1 Description of coordinated cyber-physical attack

The diagram of a power coordinated cyber-physical
attack is shown in Fig. 1. The real-time operation data of
the system is transmitted to the SCADA system through
large numbers of sensor devices and complex informa-
tion communication networks. The dispatcher judges the
operational state of the system according to the real-time
operation data, and then makes corresponding dispatch-
ing strategies to adjust the generator outputs and load
reduction values. The process of coordinated cyber-phys-
ical attacks is as follows:

+ Attackers initiate a physical attack on the physical
side to destroy the transmission line.

+ At the same time, attackers initiate a false data injec-
tion attack on the cyber side to tamper with the data
of the measurement units, including node active
injection power, line power flow, etc.
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Fig. 1 Diagram of coordinated cyber-physical attacks

+ Attackers create false overload events while covering
up line disconnection.

By launching attacks on the physical and cyber sides
at the same time, the dispatcher cannot grasp the actual
operational state of the system and makes wrong schedul-
ing decisions, so the attacker’s purpose of affecting the eco-
nomic operation of the system is achieved.

2.2 False data injection attacks mask physical attacks
Because of the change of measurement data, the dispatcher
can easily detect the line disconnection caused by the phys-
ical attack. However, at this time, if the attacker launches
a false data injection attack and tampers with the load
measurement and branch power flow measurement values
related to the defective line, the dispatcher will mistakenly
believe that the faulty line will be in regular operation. In
this way, the dispatcher will not be able to detect the line
interruption, thus losing the ability to respond to the sys-
tem topology change caused by line failure.

The false data injection attack model used to cover up the
physical attack is shown as [19]:

Ny
> AP;i=0
i=1

—TPy; < APy; < TPy,
APy = (SF — 5,{3) (Kg - Py —Kp - Py) — S - Kp - APy
1)

where N, is the number of nodes, AP ; is the amount of
attack injected into the load measurement value at the
node i, Py; is the load demand at node , and 7 is a con-
stant used to limit the amount of injected attack in the
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load measurement value to avoid the discovery by the
dispatcher. Kp and K¢ represent the respective node-load
incidence matrix and node-generator incidence matrix,
while AP; and APr represent the attack volumes in the
load measurement and branch power flow measurement,
respectively. Sr and S# represent the respective transfer
factor matrix before and after the attack.

In addition, Eq. (1) does not reflect the decision-mak-
ing process of physical attack, but determines the attack
volume on the cyber side. This realizes the masking effect
of the cyber-attack after a physical attack. The specific
expression of the transfer factor matrix is:

Sp=AT1ATBT (2)

where A is the node-line incidence matrix, A is the diago-
nal matrix of line reactance value, B* is the Moore—Pen-
rose pseudoinverse of the node admittance matrix B. The
expressions of A and B are given as:

A = diag([x1, %2, xN,]) 3)

B=A-A"1.4T (4)

When the system suffers from the physical attack,
the disconnection of the transmission line will cause a
change in line reactance and elements in the node-line
incidence matrix. Therefore, Sr is updated to obtain the
transfer factor matrix S after the physical attack.

2.3 False data injection attacks create false overload

In this section we consider the misleading subjective role
of cyber side attacks. By tampering with the measured
data, such as node active power injection and line power
flow, the dispatcher will make an error estimation of
the operational state of the transmission line, i.e., creat-
ing false overload events. The attack form used to create
false overload events is still within the scope of the false
data injection attack. This type of attack tampers with the
measurement data to obtain economic benefits of power
information equipment and SCADA system through
malicious mail, virus implantation, and other channels.

After the system is subjected to the false overload
attack, the dispatcher will mistakenly think that normal
operating lines are overloaded, and make a wrong judg-
ment on the system operational status. Consequently,
unreasonable scheduling strategies may be made to
change the system operational status which can increase
the system operation cost.

For the line with the false overload target, it is selected
according to the maximum overload hazard of the line. By
comparing the system operation cost after line overload,
the harm of line overload is ranked from high to low. The
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higher the system operation cost after line overload, the
greater the damage. The specific process is shown in Fig. 2.

The solution model of system operation cost in the case
of line overload is expressed as:

Neg Ny
max Z ¢giPq+ Z ca,iP;; (5)
j=1 i=1
Ny
> APy =0 (6)
i=1
—TPy; < APy; < TPy, (7)
Pp =S8p-Kg Py —Sp-Kp-(Pg+ APy) (8)
Pry = PRy ©)
Ng Ny
(Py» Pr.;) = arg min Z CgjPgj+ Z c4,iPe,i
j=1 i=1
(10)
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Fig. 2 Flowchart of false overload target line selection
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Pp =Sp-Kg Py —Sp-Kp-(Pg+ APy —Pc) (11)

Ny Ny
> Pi=> (Pa;— Pes) (12)
i=1 i=1
0<P.,;<P;;i+AP;; YieD (13)
PN < Pyj < PMX Ve G (14)
—PI{I}?X <Pr; < P}T}?X Viel (15)

where D, G and L represent the set of nodes, generators,
and branches, while Ny, N, and N; are the number of
nodes, generators, and lines, respectively. arg min(-) rep-
resents the value of the independent variable that mini-
mizes the objective function, while c,; and P, ; represent
the output cost and out value of the generator j, respec-
tively. ¢;; and P, represent the load reduction cost and
load reduction at node i, respectively, while Pr; and P}T}?x
represent the power flow value and the capacity of the
line [, respectively. P;‘Ji" and P;“,jax represent the respec-
tive minimum and maximum output of the generator j,
while P; and P} represent the respective generator out-
put value and load reduction after the implementation of
the dispatching strategy.

In this paper, the cost of generator output and load
reduction are used as the objective function. The load
reduction cost reflects the price paid by the system for
dispatching measures up to a certain extent. Combined
with the generator output cost, we consider the eco-
nomic indicators of system operation from an overall
perspective.

The selection of lines to be overloaded should traverse
all transmission lines, comparing the operating costs of
the systems after different lines are overloaded, and then
selecting the line with the greatest overload hazard as
the false overload target line, recorded as ['. To ensure
the concealment of the physical attack, generally, the line
damaged by the physical attack is not selected as the false
overload target line. If the line with the most significant
overload hazard is the same as the line damaged by the
physical attack, the line with the second overload hazard
is selected as the false overload target line.

3 Bilevel programming model of coordinated
cyber-physical attack

3.1 Objective function

By launching attacks on the physical and cyber sides

at the same time, coordinated cyber-physical attack

can lead dispatchers to make unreasonable schedul-

ing strategies which will affect the economic operation
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of the system. This paper constructs a multi-objective
function to measure the damaging effect of coordinated
attack by considering the generator output cost, load
reduction cost, and the number of overload lines after
the scheduling strategy, as:

N;
fi=>k
=1
N N, (16)
fg = Z Cg,ng,j + Z Cd,iPc,i
j=1 i=1

where k; is a 0—1 variable to indicate whether line [ is
overloaded, k; = 1 means that line / is overloaded, and
k; = O indicates that line / is in regular operation.

The attacker’s objective function proposed in this
section includes two parts:

1. The number of overloaded lines of the system after
the scheduling strategy.

2. System operation cost after dispatching strategy (sum
of generator output cost and load reduction cost).

The system operation cost describes the impact of the
coordinated attacks on the system from the economic
perspective and reflects the economic cost after the
implementation of the dispatching strategy. Once the
dispatcher implements the dispatching policy accord-
ing to the state after the system is attacked, the number
of lines still in the overloaded state in the system indi-
cates the number of overloaded lines. It describes the
influence degree of the system under the coordinated
attack from the perspective of the deviation degree of
the system operational state.

The two objective functions have different dimen-
sions. In this paper, we use the fuzzy solution method
for the above problem, and the process is as follows:

(1) Taking the maximum number of overload lines
caused by the attack as the objective function for
optimization calculation, the maximum benefit
fim is obtained as the upper limit of the attacker’s
income. The obtained solution and some parame-
ters are substituted into the objective function f to
calculate the system generator output cost and load
reduction cost fo,.

(2) Taking the maximum sum of the system generator
output cost and load reduction cost caused by the
attack as the objective function for optimization
calculation, the maximum operating cost fou is
obtained, and used as the upper limit of the system
operating cost. The solution and some parameters
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at this time are substituted into the objective func-
tion fj to obtain the benefit fi,,.

(3) The two objective functions are fuzzified, and the
mapping from a single objective function to mem-
bership degree is established. In this paper, the
membership function of a semi-trapezoidal distri-
bution is selected. Taking objective function 1 as
an example, if fj is more significant than fiu, the
membership degree is 1, if fi is less than fi,,, the
membership degree is 0, and if f] is between fium
and fi,, it is a linear distribution. The membership
distribution is shown in Fig. 3.

0, A = fim

n(h) = A fm <fi<fi - (17)
1, N = fim
0, fo = fom

M(fZ) = f{i/l_'_fjr;nm:ﬁm <fr <fom (18)
L, fo = fam

where 1 (fi) and u(f2) are the membership degrees
of the two objective functions of the maximum line
overload quantity and the maximum operational
cost of the system. /L(fl) indicates the closeness
between the objective function f; and its maxi-
mum value fiy, i.e., the proximity to the maximum
number of line overloads caused by the attack. The
closer its value to 1, the more line overloads caused
by the attack. ,bb(fz) indicates the closeness between
the objective function f and its maximum value
foum, ie., the closeness of the attack to the highest
running cost of the system The closer its value to 1,
the higher the cost of running the system caused by
the attack.
The membership functions of the above two objective
functions are linearly weighted to obtain the fuzzy bi-
objective optimization objective function, as:

F=oau(fi) + Bu(f) (19)

»
»

Fin Jin h

Fig. 3 Membership distribution graph of the objective function
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where o and B are the weight coefficients of system
operation cost and the number of line overloads, and
a+p=1

3.2 Double-layer model construction

In the process of a coordinated attack, the attacker
attacks the target line and injects false data into the meas-
urement data first. The dispatching center then makes
economic dispatching according to the tampered meas-
urement data. The targets of the attacker and dispatcher
are to maximize and minimize the damaging effect of the
attack, respectively. This paper constructs the following
double-layer mathematical model of a coordinated cyber-
physical attack, considering the conflict between the
objectives of attacker and dispatcher.

The upper model describes the situation where the
attacker has specific attack resources, and seeks the opti-
mal attack strategy and brings the most significant loss to
the power grid.

(1) Objective function: the objective function is to
maximize the number of line overloads and system
operation cost, i.e.:

max {au(fi) + Bu(f2) }

(2) Construction and constraint of false data attack vol-
ume.

(20)

The attacker can cover up the physical attack and cre-
ate false overload events by injecting false data into the
measurement data. The attack volume AP, injected into
the node load measurement value and the attack volume
APr injected into the line power flow measurement value
should meet the following requirements:

Ny
D APy;=0 (21)
i=1
—tPy; < APy; < TPy, (22)

APy = (Sp — S{é) (K - Py —Kp - Py) — Sp - Kp - APy
(23)

p (24)

e = PP

Equations (21) and (22) represent the limit on the attack
volume of node load measurement value, and (23) rep-
resents the limit on the attack volume of line power flow
value. The above equations work together to achieve the
cover function of cyber-attacks against physical attacks.
Equation (24) represents that the power flow value of
line /' exceeds its capacity after the cyber-attack, and
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realizes the function of creating false overload events by the
cyber-attack.

(3) Attack resource constraint

In reality, the attacker is limited by the attack resources,
and the amount of measurement information that can be
tampered with is limited. Assuming that the attacker will
consume attack resources when injecting attack volume
into node load and line power flow measurement, a limited
attack resource constraint is established:

APr;=0%6p; =0 (25)
AP;;=0%6;;=0 (26)
Ny N;
D 8ai+2) 8pi <R (27)
i=1 i=l

where 8, ; and 8r ; are 0—1 variables used to judge whether
the measured data of node i and line / are attacked, and
R, represents the attack resources owned by the attacker.
The physical meaning of the attack resources is the
amount of measurement information that the attacker
can alter. Tampering with the node load measurement
consumes attack resources of 1, and tampering with the
line power flow measurement consumes attack resources
of 2. For line k — [, the power flow value from node k to
node [ is opposite to that from node / to node k, so one
line will involve two power flow measurements. There-
fore, the attack resources consumed by tampering with
the power flow measurements are 2.

(4) Overload line constrained.

The dispatcher is misled by false data and formulates
wrong dispatching strategies, which may cause an unrea-
sonable distribution of power flow and overload of the
transmission lines. According to the actual system topology
after the physical attack and the generator output value and
load reduction after the implementation of the dispatching
strategy, the real power flow value of the line is calculated
as:

Pp=S{ Kg-P;—Sf - Kp- (Pg—P}) (28)
where P/F represents the actual power flow value of the
line after implementing the dispatching strategy.

Comparing the real power flow value of the line after dis-
patching with the line capacity to judge the line overload,
we obtain:

Ph| = PR o k=1 (29)
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where P;, ; represents the actual power flow value of line /
after implementing the dispatching strategy.

The lower-level model describes the situation where,
after a coordinated attack on the grid, the dispatcher,
based on knowledge of the operating status of the grid,
can minimize the damage caused by the attack while sat-
isfying its own constraints through reasonable generator
output scheduling and load reduction scheduling.

(1) The objective function is to minimize the number
of line overload and system operation costs, i.e.:

(Py; Pry) = argmin (an(fi) + Bu(f))  (30)

(2) The power system has branch power flow con-
straints, as shown in (11) and (15).

(3) The power system has power balance constraints,
and the sum of output values of each generator
should meet the load demand, as shown in (12).

(4) The load reduction in the power system has upper
and lower limit constraints. The maximum load
reduction at each node is the sum of node load
demand and load attack volume, as shown in (13).

(5) The generator set in the power system has the
upper and lower limit constraints of output, as
shown in (14).

3.3 Solution method

The two-layer coordinated cyber-physical attack problem
constructed above cannot be solved directly. Thus, the
KKT (Karush—Kuhn-Tucker) condition is used to replace
the lower model to obtain the equivalent constraint con-
ditions of the lower model:

cg + A(SF-Kg) —pn+au—al =0 (31)
—J4+bu—bl=0 (32)
cq—n+Sp-Kp-A+cu—cl=0 (33)
0< (pg,,. - P;‘;”)J_al >0 (34)
0 < (P — Pyy) Lau = 0 (35)
0 < (Pgy+PPj*)Lbl =0 (36)
0 < (PP —Ppy)Lbu >0 (37)
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0<P,lcd>0 (38)
0<Py+AP)Llcu>0 (39)

where ¢ and ¢, represent the output cost and load reduc-
tion cost of the generator, respectively, and 4, i, al, au, bl,
bu, cl and cu are the Lagrange constants. The symbol L
indicates that 0 is obtained by multiplying the two formu-
lasand 0 < al b > 0is equivalent to:

a0 (40)
b>0 (41)
a-b=0 (42)

For the nonlinear constraints (34)—(39), the Fortuny-
Amat—McCarl method is used to linearize them [20].
Finally, the model is transformed into a single-layer
mixed-integer linear programming model.

4 Simulation analysis

This paper takes the IEEE 14-bus system as an example
[21] to simulate and analyze a coordinated cyber-physical
attack. The structure of the IEEE 14-bus system is shown
in Fig. 4. The optimization algorithm solver adopts the
CPLEX optimization toolbox and realizes all analysis
on the MATLAB 2016a program. The hardware envi-
ronment adopts an Intel Core I 3 processor and 4 GB
memory.

The system parameter settings are given as follows:
the capacity of line 1-2 is 160 MW, the capacity of other
branches is 60 MW, the load shedding loss is 100 USD/
MWHh, while the parameters of the generators are shown
in Table 1. The attack costs R;; and R are set to 1. The
objective function weight coefficients « and B are both

© ©

O TN R

Fig. 4 IEEE 14-bus system topology
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Table 1 Parameters of generators

Node location ~ pmax /p\yy PN /MW Cq/
(USD/(MW h))

1 300 0 20

2 100 0 30

3 30 0 40

6 50 0 50

8 20 0 35

S
o]
T
.

Line overload degree
e
(=)}
g
.

<

~
T
L

0 5 10 15 20
Line number

Fig.5 Line power flow accounts for the proportion of capacity
during normal operation

set to 0.5. Other parameters are from the MATPOWER
power flow analysis software package.

4.1 False overload event analysis

The proportion of line power flow capacity under regular
operation of the system is shown in Fig. 5, and the system
operation cost under false overload is shown in Fig. 6.
As shown in Fig. 6, it is unable to achieve false overload
events for lines 1, 7, 8, 15, 16, 17, and 18.

From the perspective of the normal operation of the
line power value, the reason for no solution is that the
above line power flow value accounts for a small propor-
tion of the line capacity when the system is in normal
operation, and thus, it is difficult to forcibly tamper with
the branch power flow measurement value to exceed the
limit.

Comparing the system operation costs when differ-
ent lines are overloaded in Fig. 6, the system operation
cost is the largest when line 2 is overloaded. Thus, it is
considered that the overload of line 2 has the most sig-
nificant impact on the system, and therefore line 2 is
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Fig. 6 Operating cost under false overload conditions
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Fig. 7 Operating cost under false overload conditions of the IEEE
57-bus system

described as the line with the greatest overload threat.
Similarly, it is considered that line 14 is the line with
the second greatest threat of overload.

In addition, based on the IEEE 14-bus system, this
paper further uses the standard IEEE 57-bus system
[25] to test the performance of the false overload line
selection method. Figure 7 shows the system operation
cost under the wrong overload of the IEEE 57-bus sys-
tem. At the same time, the simulation results of the two
different systems are compared, as shown in Table 2.

It can be seen that compared with the IEEE 14-bus
system, the system scale of the IEEE 57-bus system is
significantly larger. The solution time increases from
1.13 s to 38.66 s, but still remains at an acceptable level.
It shows that the false overload target line selection
method proposed in this paper can solve the system
efficiently.
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Table 2 Comparison of results of false overload target line
selection methods for the two different systems

System False overload System operating  Simulation time
target line costs
number

IEEE 14-bus 2 13,691.5911 1135

IEEE 57-bus 32 1,254,468.04 3866

4.2 Analysis of attack effects of different attack types

The following attack types are tested to compare and ana-
lyze the damage effects of different attack types based on
the IEEE 14-bus system.

Attack type 1: Launch only physical attack and select
other lines as physical attack targets.

Attack type 2 [26]: Launch a coordinated attack that
only considers the masking effect. After the physical
attack, it is masked by constructing an FDI attack.

Attack type 3: Consider the coordinated attack of false
overload. After launching the physical attack, it makes
the FDI attack to cover the physical attack and constructs
the false overload event.

Table 3 shows the attack effects of the three attack
types when the attack resource is 15. "—" indicates that

Table 3 Attack effects of different attack types
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there is no solution to the double-layer model, i.e., when
the attack resource is 15, the attacker cannot cover up the
physical attack and create false overload events through
the false data injection attack. During regular operation
of the system, the sum of generator output cost and load
reduction cost is 11,819.76 USD/h. From Table 3, it can
be seen that the operational cost of the system increases
significantly after the system is subjected to the three dif-
ferent types of attacks. Taking attack target line 9 as an
example, when the system suffers from the above three
types of attacks, the system operation costs increase by
2.07%, 6.35%, and 7.67% respectively, compared with the
regular operational state. When the system suffers from
attack type 2 and attack type 3, in addition to increas-
ing the operational cost of the system, the system suffers
from overload lines. This is because the false data injec-
tion attack only tampers with the measured data rather
than making real changes to the generator output and
load demand of the system. Therefore, the generator out-
put scheduling and load reduction scheduling formulated
by the dispatcher do not conform to the real operating
state of the system, and the power flow of the system may
exceed the limit after the scheduling strategy.

Compared with attack type 2, the false data injection
attack in attack type 3 can not only cover up the physical

The physical attack Attack type 1 Attack type 2 [26] Attack type 3
target line
System operating costs System operating Overload line System operating Overload
costs number costs line
number

1 16,309.98 12,538.56 4 12,650.84 4

2 18,108.44 12,801.61 3 - -

3 13,239.80 12,554.52 4 12,656.72 4

4 15,345.37 12,583.13 3 12,751.83 3

5 12,366.61 12,001.14 5 12,012.50 5

6 11,963.58 12,470.82 4 12,546.51 4

7 15,598.76 12,597.22 4 12,508.39 4

8 13,121.31 12,581.48 4 12,585.77 4

9 12,064.17 12,569.80 4 12,726.81 4

10 12,709.76 13,1224 5 - -

11 14,400.70 12,565.82 4 11,963.49 5

12 14,514.85 12,291.79 4 1241297 4

13 14,514.85 12,367.83 4 12,447.25 4

14 13,303.04 - - - -

15 13,368.79 11,995.29 5 12,148.60 5

16 11,853.87 12,627.16 4 12,571.68 4
17 11,883.66 12,582.92 4 12,571.29 4
18 12,089.60 12,472.11 4 12,501.37 4
19 12,256.03 12,474.07 4 12,542.19 4
20 12,292.99 12,202.49 4 12,333.28 4
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attack, but also create false overload events. This has
a more obvious destructive effect on the system. Tak-
ing the attack on line 3 as an example, the economic
losses caused by the three types of attacks on the system
are 13,239.80 USD/h, 12,554.52 USD/h, and 12,656.72
USD/h, respectively. In the case of attack type 2 and
attack type 3, due to the masking effect of the false data
injection attack, the dispatcher makes a scheduling strat-
egy that does not meet the actual operation of the system,
and the operation cost of the system is significantly lower
than that of attack type 1. However, attack type 2 and
attack type 3 cause 4 overloaded lines. If the dispatcher
cannot find the overload lines in time, it may further
cause chain failure. Only from the perspective of system
operation cost, the effect of a pure physical attack is more
prominent. However, considering the system operation
cost and the number of overload lines, it is considered
that attacks type 2 and 3 are more destructive.

When attacking line 11, the system operation costs
of attack type 2 and attack type 3 are 12,565.82 USD/h
and 11,963.49 USD/h, respectively. Although the former
causes apparent higher economic losses to the system,
the latter causes more overload lines. Similarly, from
the perspective of comprehensively considering the sys-
tem operation cost and the number of overload lines, it
is concluded that attack type 3 is more destructive to the
system than attack type 2.

4.3 Analysis of cooperative attack effect considering false
overload under different attack resources

When the attack resources are 10, 15, and 20, the sys-
tem operation costs of the coordinated attack consid-
ering false overload are shown in Table 4. Clearly, the
impact of the coordinated attack on the system operation
cost is related to the attack resources. The more attack
resources, the greater the degree of tampering with the
measurement information, and the greater the impact on
the economic operation of the system. Taking the attack
on line 8 as an example, the system operation costs under
different attack resources of 10, 15 and 20 are 12,553.32
USD/h, 12,585.77 USD/h, and 12,616.31 USD/h, respec-
tively. It is clear that when the attack resource is 20, the
coordinated attack has the most significant impact on the
system operation. Moreover, when the attack resources
are small, because of the limited tampers on the load
measurement values and branch power flow measure-
ment values, it may not be possible to cover the dis-
connected lines and initiate false overload events. For
example, when the attack resources are 10, it is impos-
sible to launch coordinated attacks on lines 3, 4, and 11.
When the attack resources are 10 and 15, it is impossible
to launch coordinated attacks on lines 2, 10, and 14.
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Table 4 Attack effects of coordinated attack under different
attack resources

Target line of Coordinated attack considering false line

physical attack overload
10 15 20

1 12,558.50 12,650.840 12,662.88
2 - - 12,031.76
3 - 12,656.72 12,724.01
4 - 12,751.83 12,522.40
5 11,965.6 12,012.50 12,050.72
6 12,524.70 12,546.51 12,553.62
7 12,569.05 12,50839 12,776.904
8 12,553.32 12,585.77 12,616.31
9 12,328.14 12,726.81 12,746.64
10 - - 12,101.65
M - 11,963.49 12,050.17
12 12,351.034 12412974 12,445.30
13 12,387.465 12,447.25 12,481.67
14 - - 12,508.53
15 12,148.60 12,1486 12,148.605
16 12,558.93 12,571.68 12,622.85
17 12,532.80 12,571.29 12,625.19
18 12,475354 12,501.374 12,521.01
19 12,449.26 12,542.19 12,551.99
20 12,315.07 12,333.28 12,691.24

When the attack resources are 10, 15, and 20, the
number of line overloads caused by coordinated attacks
considering false overloads is shown in Fig. 8. Tak-
ing the attack on line 8 as an example, when the attack
resources are 10, 15, and 20, the number of overload lines
is 4. Although the number of line overloads is the same,
the system operation cost increases with the increase of
attack resources, e.g., the operating costs of the system
are 12,553.32 USD/h, 12,585.77 USD/h, and 12,616.31
USD/h, respectively. In the case of attacking line 4, when
the attack resource is 10, the coordinated attack consid-
ering false overload cannot be launched. When the attack
resource is 15 and 20, although the cost of the system
operation cost decreases with the increase of the attack
resource, the number of line overloads increases with the
attack resource. When the attack resource is 15, 3 lines
are overloaded, and when the attack resource is 20, 4
lines are overloaded.

As shown in Table 4, when the attack resource is 20,
the coordinated attack considering false overload will do
the greatest harm to the economic operation of the sys-
tem. Therefore, taking attack resources of 20 as examples,
the distribution of false data injection attack volume AP,
and load reduction P, are analyzed when physical attacks
select different lines as targets, as shown in Figs. 9 and 10.
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Number of overload lines

20

Attack resources

Physical attack target lines
Fig. 8 Number of overloaded lines under different attack resources

As can be seen from Fig. 9, the attack power injected
into the bus measurement unit for some lines is 0, e.g.,
line 10, indicating that the attacker cannot launch a phys-
ical coordinated attack on the line. However, for most
lines, the attacker can modify the measurement value by
injecting the corresponding power into the bus measure-
ment unit after disconnecting the line, so that the sched-
uler cannot detect the disconnection of the line.

The attacker affects the load distribution of the system
by injecting the attack volume into the node load meas-
urement. The general trend is to transfer the load at node
3 to node 2, and node 5. Affected by the fake data injec-
tion attack, the scheduler believes that there is a large
load demand at nodes 2 and 5, which may lead to partial
overloading. The scheduler will then disconnect part of
the load at the overloaded node through load reduction.

As shown in Fig. 10, the general trend of load reduc-
tion in the IEEE 14-bus system is to reduce the load val-
ues at nodes 2 and 5. When attacking line 2, for example,
the amount of attack injected by the attacker into nodes

30MW
20MW
10MW

oMW

Node number

-10MW

-20MW

-30MW
5 10 15 20

Physical attack target line number

Fig. 9 Bus injection power distribution by attacking different lines
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g. 10 Load reduction distribution by attacking different lines

2,3,4,5,6,9, 13 and 14 are 10.55 MW, -21.025 MW,
13.5466 MW, 27.5391 MW, -14.75 MW, -4.5 MW,
-3.9107 MW, and -7.45 MW, respectively. Load reduc-
tion scheduling occurs at nodes 2, 4, and 5, with sizes of
21.1 MW, 4.0607 MW, and 30.5193 MW, respectively.

5 Conclusion

As a particular form of attack, the power coordinated cyber-
physical attack can change the system topology and cover up
the disconnection fault at the same time through the combi-
nation of physical attack and cyber-attack. In this paper, a
new evaluation method is proposed for the damage effect
of such coordinated attack. In addition to considering the
generator output cost and load reduction cost, the number
of overload lines is taken as one of the indicators to meas-
ure the destructive effect of the coordinated cyber-physical
attack. Based on the coordinated attack considering only the
masking effect, this paper fully considers the subjective mis-
leading of the cyber-attack, and constructs the coordinated
cyber-physical attack model considering false overload.
While using the cyber-attack to mask the physical attack,
this coordinate attack can also create false overload events.
Through simulation analysis, compared with pure physical
attack and coordinated cyber-physical attack considering
only the masking effect, the coordinated attack proposed in
this paper does more harm to the system. Its damage effect
is directly proportional to the attack resources held by the
attacker, and the more attack resources, the more damaging
effect of the coordinated attack on the system. By analyz-
ing the system losses under different attack resources, the
coordinated attack method proposed in this paper has more
vital destructive ability, though this advantage is at the cost
of requiring more attack resources. When the attacker has
fewer attack resources, it is generally impossible to cover up
the physical attack and create false overload events through
cyber-attack at the same time.
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Therefore, the next research work will study coordi-
nated cyber-physical attack methods under given finite
attack resources, analyze the attack-related characteristics,
and propose suitable defensive measures for coordinated
cyber-physical attack.
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