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Abstract
Background: Safety data are continuously evaluated throughout the life cycle of a medical product to accurately assess and
characterize the risks associated with the product. The knowledge about a medical product’s safety profile continually evolves as
safety data accumulate. Methods: This paper discusses data sources and analysis considerations for safety signal detection after a
medical product is approved for marketing. This manuscript is the second in a series of papers from the American Statistical
Association Biopharmaceutical Section Safety Working Group. Results: We share our recommendations for the statistical and
graphical methodologies necessary to appropriately analyze, report, and interpret safety outcomes, and we discuss the advantages
and disadvantages of safety data obtained from passive postmarketing surveillance systems compared to other sources. Conclu-
sions: Signal detection has traditionally relied on spontaneous reporting databases that have been available worldwide for decades.
However, current regulatory guidelines and ease of reporting have increased the size of these databases exponentially over the
last few years. With such large databases, data-mining tools using disproportionality analysis and helpful graphics are often used to
detect potential signals. Although the data sources have many limitations, analyses of these data have been successful at identifying
safety signals postmarketing. Experience analyzing these dynamic data is useful in understanding the potential and limitations of
analyses with new data sources such as social media, claims, or electronic medical records data.
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Introduction

Signal detection for safety is one of the oldest and a system-

atically used postmarket risk evaluations of medical products in

the real-world setting. In this paper, medical product refers to a

drug, biologic or a vaccine. At marketing approval, nonclinical

and clinical data demonstrated that the medical product’s ben-

efits outweighed its risks in the intended indicated population.

Although nonclinical studies can be sufficient to support med-

ical product safety prior to first use in humans, these studies are

not predictive of all potential safety outcomes in humans.

Moreover, clinical trials primarily designed to assess efficacy

have limitations for safety evaluation. They are mainly pow-

ered for efficacy and are not typically designed to address

specific safety questions. Patient population in these trials is

usually a selected sample with some entry criteria excluding

vulnerable patients such as pregnant women, children, the

elderly, or patients with severe comorbidities. These eligibility

criteria may limit generalizability of the safety findings from

the trials to the whole indicated population for the medical

product. Another limitation relates to the low statistical power

of finding a rare safety issue if it exists because of limited

sample sizes and short trial duration. Thus, there is a need for

postmarketing surveillance to monitor the safety of a medical

product after it has been released on the market and potentially

used by a large population.

The fundamental goal of safety surveillance is detection of

any safety signals after a medical product has been on the

market. A signal could be for an adverse event (AE) that was

not previously known to be associated with a medical product

or it could be for an AE that is known to be associated with a

1 Food and Drug Administration, Center for Drug Evaluation and Research,

Office of Biostatistics, Silver Spring, MD, USA
2 SanchezKam, LLC, Alexandria, VA, USA
3Amgen, Inc, Thousand Oaks, CA, USA
4 SAS institute, Inc, JMP Life Sciences, Cary, NC, USA

Submitted 21-Jul-2017; accepted 25-Sep-2017

Corresponding Author:

Rima Izem, PhD, Food and Drug Administration, Center for Drug Evaluation

and Research, Office of Biostatistics, WO Building 21, Silver Spring,

MD 20903, USA.

Email: rima.izem@fda.hhs.gov

Therapeutic Innovation
& Regulatory Science
2018, Vol. 52(2) 159-169
ª The Author(s) 2018
Reprints and permission:
sagepub.com/journalsPermissions.nav
DOI: 10.1177/2168479017741112
tirs.sagepub.com

DIA



medical product but with a number of reported cases higher

than expected in everyone or in a vulnerable population. This

signal could come as a result of data mining of the literature or,

as we discuss in this paper, data mining of passive surveillance

systems maintained by regulatory agencies. Passive surveil-

lance systems receive spontaneous reports from the public and

manufacturers of possible safety outcomes or AEs observed in

users or medical products.

Signal detection is one building block in postmarket safety

assessment. More specifically, if a signal is flagged with pas-

sive surveillance, this signal is evaluated and further refined

with a literature review, a meta-analysis of published evi-

dence, a newly designed epidemiologic study, or a rando-

mized clinical trial. Any new safety data, including a

postmarket surveillance signal, can lead to regulatory actions

such as changing the label, issuing a safety communication,

requiring implementation of a risk evaluation and mitigation

program, or even pulling a medical product from the market if

its benefits no longer outweigh its risks. Postmarket signal

detection is also one building block in the overall safety

assessment of a new medical product throughout its develop-

ment life cycle. Because evaluating safety is important

throughout the premarket development culminating in the

marketing application, discovering a safety signal that would

completely change the benefit-risk profile for a newly mar-

keted medical product is expected to be rare.

A few medical products have been withdrawn from the

market because of AEs identified postmarket that were

unknown or not fully characterized when it was given market-

ing approval. This occurs mainly because the benefit no longer

outweighs the updated risk information in the indicated popu-

lation. Moreover, approval of use of any medical product on the

basis of evidence from just a few thousand patients and short-

term trials is risky, as illustrated by the experience with

cerivastatin and several other recently withdrawn drugs.

Cerivastatin is a statin marketed in the late 1990s to lower

cholesterol and to prevent cardiovascular disease. Postmarket-

ing surveillance identified 52 deaths attributed to drug-related

rhabdomyolysis that led to kidney failure.1 In addition, sur-

veillance found 385 nonfatal cases of rhabdomyolysis, most

of whom required hospitalization, among the estimated

700 000 users in the United States. The risk was found to be

higher among patients who received the full dose (0.8 mg/d)

and those who received gemfibrozil concomitantly. This put

the risk of this rare complication at 5 to 10 times that of the

other statins. On the basis of the finding of a markedly

increased reporting rate of fatal rhabdomyolysis in association

with cerivastatin, the drug manufacturer, with the concurrence

of the FDA, withdrew cerivastatin from the US market in

August 2001.2 The cerivastatin experience supports the posi-

tion that unexpected serious adverse events (SAEs) may not

be detected until a large number of patients have been

exposed for an extended period of time.

This manuscript is the second in a series of papers from the

American Statistical Association (ASA) Biopharmaceutical

Section Safety Working Group to examine various sources of

safety data and the statistical strategies for appropriate design

and analysis. First, we describe the data sources available for

passive postmarket surveillance of medical products. We also

summarize the existing statistical methods for signal detection

and visualization. Finally, we discuss the advantages and dis-

advantages of safety data obtained from passive postmarketing

surveillance systems compared to other sources.

Data Sources for Surveillance

Postmarketing drug surveillance for AEs has typically relied

on spontaneous reporting to surveillance systems that are usu-

ally maintained by a country’s or a region’s regulatory

agency. We review some of these systems below. Note that

the information in different systems is not identical but can

substantially overlap. For example, the US reporting system

collects reports for all products marketed in the US no matter

where the product is used or where the event occurs. Thus, this

surveillance system receives worldwide reports, and the same

spontaneous reports can be found in surveillance systems

hosted in different regions.

Adverse Event Reporting Databases at the Food and
Drug Administration (FDA): FAERS and VAERS

The main sources FDA uses for signal detection of safety

events of medical products postmarketing are spontaneous

reporting databases. Those are FDA Adverse Event Reporting

System (FAERS) and the Vaccine Adverse Event Reporting

System (VAERS). These databases contain information sub-

mitted to FDA on AEs for medical products (drugs and ther-

apeutic biologic, or vaccines).

The reports are submitted by manufacturers, consumers, or

health care professionals and they are either mandatory or vol-

untary. More specifically, several regulations mandate manu-

facturers to report AEs occurring anywhere in the world for

medical products marketed in the US. However, reports from

patients and medical professionals are voluntary and can be

done through VAERS for vaccines and MedWatch program

for drugs and nonvaccine biologics. While FDA is the sole

sponsor for FAERS, VAERS is cosponsored by the Centers

of Disease Control and Prevention.

Although FAERS and VAERS were implemented at differ-

ent times and are governed by different sets of regulations, they

share many similarities. They contain safety data on medical

products for over 20 years and as far back as 1969 for some

medical products. The systems have millions of reports to date

and grow by at least 1.5 million reports a year across medical

products.3 The number of reports increased dramatically in the

last decade for several reasons, including increased use and

availability of medical products, ease of voluntary reporting,

and mandatory reporting requirements for manufacturers. For

example, FAERS received fewer than 500 000 reports in 2006

but over a million reports in 2014. Although the majority of the
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reports every year are from the US, about one-third of the

reports are from foreign sources.

The FDA makes some deidentified information on these

reports freely available to the public on a regular basis, quar-

terly for FAERS,4 and monthly for VAERS.5 AEs in these

data are coded at the preferred term level using Medical Dic-

tionary for Regulatory Activities (MedDRA).6 The report can

also include demographic and administrative information,

medical products information, patient outcome, and source

information. Reporters of AEs fill this information in the

individual case safety report form (ICSR) with instructions

to follow standardized terminology recommended in the ICH

E2BM specifications.7

These freely available data files are not statistical analysis

ready, and users need to be familiar with creation of relational

databases prior to use. Some free tools and several commercial

software for data mining include important data-curating steps

such as flagging duplicate records, and mapping standardized

terminology versions over time as medical product dictionaries

and MedDRA versions change. In an effort to make the data

more user friendly to the public, FDA is developing several

interactive, open-source applications for data mining and

visualization of reports at OpenFDA.8

For the past 10 years, the Food and Drug Administration has

taken several initiatives to implement its new authority to reg-

ulate safety postmarketing (Food and Drug Administration

Amendments Act 2007 (FDAAA) (ref Title IX, Section 915,

Section 921 amends the Federal Food, Drug and Cosmetic Act

[FDCA] to add new subsections to section 505 [21 USC 355]).

Among those initiatives regarding safety surveillance is to post

quarterly reports on the adverse event reporting system website

of any new safety information on drugs or post safety evalua-

tion 18 months after a new biologic product approval.9 Any

new safety information is also publically accessible for patients

and providers on a website.10

Adverse Event Reporting Databases at the European
Medicines Agency (EMA): EudraVigilance and VAESCO

EMA EudraVigilance database
The European Medicines Agency (EMA) European Union

Drug Regulating Authorities Pharmacovigilance (EudraVigi-

lance)11 is the European data processing network and manage-

ment system for reporting and evaluation of suspected AEs

during the development of new drug and after its marketing

authorization in the European Economic Area (EEA). Using

the system is mandatory for marketing authorization holders

and sponsors for clinical trials. It has a fully automated safety

and message-processing mechanism using XML-based messa-

ging and a large pharmacovigilance database with query and

tracking functions.

The EudraVigilance system deals with the electronic

exchange of ICSR: (a) EudraVigilance Clinical Trial Module

(EVCTM) for reporting suspected unexpected serious adverse

reactions (SUSARs) and (b) EudraVigilance Post-Authorization

Module (EVPM) for postauthorization ICSRs. It supports safe

and effective use of medicines by facilitating the electronic

exchange of ICSRs among EMA, national competent authori-

ties, marketing authorization holders and sponsors of clinical

trials in the EEA, and early detection and evaluation of possible

safety signals.

The EMA and national competent authorities are responsi-

ble for regularly reviewing and analyzing EudraVigilance

data to detect safety signals. The Pharmacovigilance Risk

Assessment Committee (PRAC) evaluates the safety signals

detected in EudraVigilance and may recommend regulatory

action as a result.

EU Vaccine Adverse Event Surveillance and Communication
(VAESCO)
The European Union (EU) Vaccine Adverse Event Surveil-

lance and Communication (VAESCO)12 project aims to estab-

lish a European collaborative network of regulatory agencies,

public health institutes, and academia responsible and able to

collect and collate information on AEs following immunization

in Europe. VAESCO aims to provide information about the

safety of immunizations using the most rigorous scientific basis

possible, since safety concerns may lead to the modification of

the pertinent recommendations or possibly the withdrawal of a

product from the market should a safety signal be confirmed, or

even loss of public confidence.

WHO Safety Database (VigiBase)

VigiBase13 is a World Health Organization (WHO) global

ICSR database that contains reports submitted by the partici-

pating member states enrolled under WHO’s international

drug-monitoring program. It is the single largest drug safety

data repository in the world, which includes reports from the

data sources described earlier in this paper: FAERS, VAERS,

EudraVigilance, and VASCO. It is a computerized pharmacov-

igilance system that records information in a structured, hier-

archical form to allow for easy and flexible retrieval and

analysis of the data. The ICSR data in the WHO database do

not identify the patient or reporter. It includes linked databases

containing medical and drug classifications such as the WHO-

ART/MedDRA, WHO ICD, and WHO Drug Dictionary. The

program now has 110 member countries from all parts of the

world contributing ICSRs.

The rationale for bringing spontaneous reports into one

international database was to enable the earliest possible detec-

tion of medical product-related problems, and one of the pri-

mary tasks at the outset of theWHO program was to develop an

international signaling system. The goal was to help prevent

drug disasters like the devastating fetal malformations caused

by thalidomide in the early 1960s.

New Data Sources for Signal Detection

In addition to the above-mentioned databases of spontaneous

reporting of AEs and or ADRs with use of drugs and vaccines
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there are other sources for drug safety surveillance, including

disease registries and registries of patients treated with a par-

ticular medication, and electronic health data or secondhand

databases for pharmacovigilance. These data sources are more

traditionally used for epidemiologic studies designed to answer

prespecified hypotheses, and we refer to the third paper in this

series, “Sources of Safety Data and Statistical Strategies for

Design and Analysis: Real World Insights,” for a detailed

review of these data sources.

FDA uses electronic medical records in vaccine data link

(VSD) (started in 1990) and claims data in the Sentinel System

(created under FDAAA in 2007) for active signal detection and

routine review of new vaccines. One of the most prominent

efforts is in vaccine safety and the work of the Sentinel Post-

Licensure Rapid Immunization System (PRISM),13,14 which

led to incorporating use of signal detection from electronic

health data in routine review work in the US. Similar work

of active signal detection with these electronic data sources for

drugs and biologic is in the pilot stages.15 The Observational

Medical Outcomes Partnership (OMOP), the Pharmacoepide-

miological Research on Outcomes of Therapeutics by a

European Consortium (PROTECT) and now Observational

Health Data Sciences and Informatics (OHDSI), have also

explored the use of claims data and European registries for

signal detection.16-18 The same statistical methods for signal

detection used in spontaneous reporting databases, discussed in

the next section of this paper, have been applied to electronic

health records. However, contrary to spontaneous reporting

databases, electronic health records data can be used to derive

prevalence rates (ie, denominators exist from the same data

source) or control for some confounding for causal inference.

Statistical Methods for Signal Detection
and Visualization

Methods

Traditional drug safety surveillance uses large spontaneous

reporting systems, which include thousands of drugs and AEs.

In these databases, the proportion of reports for a particular

drug that are linked to a specific AE and the same proportion

for all other drugs in the database can be laid out as in a 2 � 2

table format. The commonly used disproportionality measures

are the proportional reporting ratio (PRR),19 reporting odds

ratio (ROR),20 and information component (IC).21 PRR is

defined as the ratio of the reporting ratio of a drug for one

AE divided by the reporting ratio of all other drugs in the

database, while ROR is defined as the ratio between the odds

of reporting a specific AE for a drug divided by the correspond-

ing odds for all other drugs. IC is defined as the logarithm of the

ratio of the observed rate of a specific AE to the expected rate

of AE under the null hypothesis of no drug-AE association.

PRR method has been implemented by UK Medicines and

Healthcare Products Regulatory Agency.

One approach for generating signals with a disproportion-

ality measure uses the normal approximation to derive confi-

dence intervals for these measures. Then, a drug-AE pair

signals when the lower bound of the confidence interval

exceeds a prespecified threshold.19 A second approach is to

use chi-square tests to signal for those drug-AE pairs with

P value lower than a prespecified significance level. A third

approach to control family-wise type I error and avoid a large

number of false signals is to use the likelihood ratio test (LRT)–

based method.22 These LRT methods assume that the number

of reports follows a Poisson distribution with mean propor-

tional to the unknown reporting rate of the drug-AE pair. They

use likelihood ratio measures (or the log-scale) to make infer-

ences based on the empirical distribution.22-26

In addition to frequentist approaches described above, there

are many Bayesian methods. Among these, the two commonly

used ones are Bayesian Component Propagation Neural Net-

work (BCPNN) method and multi-item Gamma Poisson

shrinkage (MGPS, or GPS) method. BCPNN computes IC and

its interval estimates for each drug-AE combination. With a

beta-binomial distribution prior, IC is estimated using the pos-

terior mean and variance from a fully Bayesian model specifi-

cation. Then, this method generates a signal when a credible

interval for IC exceeds a prespecified threshold.21,27-32 MGPS

assumes that the number of reports for a particular drug-AE

pair follows a Poisson distribution and that the Poisson means

arise as a mixture of two gamma distributions. MGPS adopts

an empirical Bayes approach to maximize the marginal like-

lihood and calculates two summary statistics: the geometric

mean of the posterior distribution for each Empirical Bayes

Geometric Mean (EBGM) or the 5th percentile of the poster-

ior (EB05).33-36 EBGM can be seen as a “shrinkage” estimate

of the true relative risk for a particular drug-event combination.

If the observed or expected number of AE of a drug is large, then

EBGM will be close to the relative risk, but otherwise EBGM

will be shrunk toward the null value of 1. These two methods

have been implemented by theWHODrugMonitoring Centre in

Uppsala and FDA for pharmacovigilance surveillance.

With the increasing use of observational health care data-

bases for real-time active surveillance, there are also several

methods proposed for signal detection in those environments,

which update the signals longitudinally at different looks as

the evidence accumulates. Commonly used sequential meth-

ods include maximum sequential probability ratio test

(MaxSPRT),15,37-39 conditional sequential sampling proce-

dure with stratification,40 and generalized estimating equation

regression approach using permutation tests.41 These signal

detection methods, for passive and active surveillance, along

with others, have been reviewed in several papers.42-47

Data Visualization

As a result of the large number of drug-event pairs possible in a

postmarket setting, data visualization is the key to effective sum-

mary and communication of important safety signals.3 Example

162 Therapeutic Innovation & Regulatory Science 52(2)



figures below are generated using the 2016 fourth quarter FAERS

data files, with effort taken to remove duplicate instances of drug

names and events reported within Primary IDs.48 Because these

figures summarize a single quarter of data, any findings observed

here should be viewedwith caution. Preferred termsweremerged

with system organ classes (SOCs) from MedDRA 19.1.

A heat map (Figure 1) uses color to summarize the fre-

quency of events for the 25 most reported drugs and the 50 most

common gastrointestinal, psychiatric, and nervous system dis-

orders, with darker red indicating a drug-event combination

that occurs with greater frequency. Reddish rows highlight

events that are common across drugs (headache, dizziness,

vomiting, nausea, and diarrhea), while columns with numerous

red cells exhibit an excess of numerous events (eg, Otezla,

apremilast). The grouping of events along the y-axis by SOCs

can further highlight body systems affected by particular drugs.

Note that in lieu of the event frequency, other variables such as

a particular disproportionality estimate or the lower limit of the

95% confidence or credible interval of that estimate can be

summarized using a heat map. Heat maps can also be summar-

ized by important covariates to assess their effect on signals.

Tree maps can be used to summarize hierarchical relation-

ships and use area and color to summarize numerical quantities.

Figure 2 summarizes the 10 most reported nervous system

Figure 1.Heat map of common drugs and disorders. The figure includes the 25 most reported drugs and the 50 most common gastrointestinal,
psychiatric, and nervous system disorders from the 2016 fourth-quarter FAERS data files.1 Darker red indicates a greater frequency for a
particular drug-event combination. Though 500 is listed as the maximum frequency in the legend, 6 drug-event combinations exceed 500, with a
maximum of 1584 for gastrointestinal hemorrhage for Xarelto.

Izem et al 163



F
ig
u
re

2
.
T
re
e
m
ap

o
f
co
m
m
o
n
d
ru
gs

an
d
n
er
vo
u
s
sy
st
em

d
is
o
rd
er
s.
T
h
e
fig
u
re

in
cl
u
d
es

th
e
1
0
m
o
st

re
p
o
rt
ed

d
ru
gs

an
d
n
er
vo
u
s
sy
st
em

d
is
o
rd
er
s
fr
o
m

th
e
2
0
1
6
fo
u
rt
h
-q
u
ar
te
r

FA
E
R
S
d
at
a
fil
es
.1
T
re
e
m
ap
s
u
se

ar
ea

an
d
co
lo
r
to

d
is
p
la
y
n
u
m
er
ic
al
q
u
an
ti
ti
es
.I
n
th
is
ex
am

p
le
,t
h
e
si
ze

o
f
ea
ch

ar
ea

is
p
ro
p
o
rt
io
n
al
to

th
e
fr
eq
u
en
cy

o
f
d
ru
g-
ev
en
t
p
ai
rs
,a
n
d
co
lo
r
is

u
se
d
to

co
n
ve
y
th
e
m
ag
n
it
u
d
e
o
f
th
e
re
p
o
rt
in
g
o
d
d
s
ra
ti
o
.
N
o
te

th
at

ex
ce
p
ti
o
n
al
ly
lo
n
g
la
b
el
s
w
er
e
su
p
p
re
ss
ed

fo
r
sm

al
l
ce
lls

to
im
p
ro
ve

p
re
se
n
ta
ti
o
n
.

164



disorders within the 10 most reported drugs. Here, the size of

each area is proportional to the frequency of drug-event pairs,

and color is used to convey the magnitude of the ROR. For

example, somnolence had a strong ROR and was frequently

reported for Xyrem (sodium oxybate). In lieu of disproportion-

ality estimates, the lower limits of the confidence or credible

intervals of disproportionality measures could be summarized

for a more conservative analysis. Covariates, such as gender,

can be used as levels within the tree map hierarchy.

Finally, network plots can be used to summarize the strength

of relationships between events reported in the same Primary

IDs. Figure 3 summarizes the 12 most common musculoskele-

tal and connective tissue disorders for Primary IDs listing

Enbrel (etanercept), with bubbles sized according to the fre-

quency of IDs reporting a particular event. The edges connect

pairs of events where the pairwise odds ratio between events

was considered significant according to unadjusted 95% con-

fidence intervals. Larger odds ratios indicate a greater likeli-

hood of events being reported together within a primary ID;

arthralgia occurs frequently with joint swelling and

musculoskeletal pain. In practice, bubbles can be colored to

communicate other characteristics of the data, such as SOC for

events occurring across numerous body systems or the magni-

tude of other covariates. In a similar manner, the co-occurrence

of drugs could be summarized for primary IDs experiencing a

particular event.

Discussion

Although our paper focuses on spontaneous reports of adverse

events for drugs, vaccines and other biologics, spontaneous

reports exists for injury, death or malfunctions after use of a

medical device. Spontaneous reports on devices are collected

by MAUDE49 and MedSun50 at US FDA, EUDAMED11,51 in

EU, and is part of Vigibase in WHO. Although spontaneous

reports for devices are regulated differently than for drugs and

biologics, all systems share many similarities in data collec-

tion, strengths, and limitations. The device systems do not

encompass all devices or device-related safety adverse events.

In addition, use of data-mining methods discussed in this

Figure 3. Network plot of common musculoskeletal and connective tissue disorders for primary IDs listing etanercept. The figure includes
primary IDs listing Embrel (etanercept) for the 12 most common musculoskeletal and connective tissue disorders from the 2016 fourth-quarter
FAERS data files.1 Bubbles are sized according to the frequency of primary IDs reporting a particular event, ranging from 128 for synovitis to 931
for arthralgia. Edges connect pairs of events where the pairwise odds ratio between events was considered significant according to unadjusted
95% confidence intervals. Larger odds ratios indicate a greater likelihood of events being reported together within a primary ID.

Izem et al 165



paper for devices is not as well established as for drugs,

biologics, and vaccines.

Postmarket safety surveillance is a key component of life-

cycle management of medical product safety. There are two

main important advantages of surveillance system based on

spontaneous reports: they potentially maintain ongoing surveil-

lance of all patients and they are relatively inexpensive.52

These data sources have been established worldwide and have

been the primary source of regulatory postmarketing safety

surveillance for decades. They collect data on patients

exposed to the medical product, including those who would

not normally be included in clinical trials. The wide cover-

age of these systems makes it possible to identify a cluster of

rare events that may be associated with the use of the prod-

uct. These databases are especially well suited for detecting

unexpected rare AEs with acute onset after exposure to med-

ical product. With the strengthened regulatory measures and

increased awareness of importance of safety surveillance, the

amount of AE reported to such systems has increased dra-

matically over recent years. They can include detailed nar-

rative information about patients and medical products and

use relatively standardized data capture and coding that

make them easy to aggregate and mine for signals. Use of

automated text mining methods in narratives, as in Botsis

et al,53 could augment results of established quantitative dis-

proportionality measures and further exploit the richness of

the reports while reducing the time-intensive human review

of narratives.

In addition to spontaneous reporting systems, other pro-

mising data sources are also evaluated for postmarketing

safety monitoring. For example, electronic health data for

drug safety risk assessment has substantial growth potential.

The FDA’s Sentinel Initiative and OMOP and EMA’s 5-year

project PROTECT were among the most visible activities.

Leveraging information from social media for text mining

and signal detection is also a growing area. However, using

electronic health data or social media data for active safety

surveillance is not standard regulatory practice and has prac-

tical limitations. It may require substantial financial

resources to acquire and conduct systematic mining over time

and a lot of work is needed to address the shortcomings in

specificity, reliability, reproducibility, statistical standards,

and interpretability.54

There are many limitations of surveillance system data

mainly related to reporting bias and data quality. Spontaneous

reports from patients and physicians are voluntary. Thus,

reporters are neither a random sample nor a census of the

population using medical products.

On one hand, underreporting of AE has been a major con-

cern. For example, experts believe that FAERS includes an

estimated 1% to 10% of experienced adverse reactions.55 A

recent study indicates that serious adverse drug events report-

ing rates in FAERS vary widely by indication, with reporting

rates ranging from 0.7% for type 2 diabetes mellitus to 47.3%
for multiple sclerosis.56 Some AEs or usage errors that occur

with a product can be underreported if the AE is expected or the

product is well known and has been on the market for a long

time. Conversely, underreporting could occur for latent or hid-

den AEs.

On the other hand, overreporting of AEs is also a concern for

a newly marketed product less familiar to health practitioners

or patients. News stories or public discussion of the AE or

product can also stimulate reporting. Because of this reporting

bias, as well as the lack of information on product utilization

and/or the extent of consumption (ie, a denominator), the spon-

taneous reporting system data cannot be used to calculate the

incidence of an adverse event or usage error.

Although many reporting forms are standardized, data qual-

ity can still be an issue. Reporters may fill information incon-

sistently, may have difficulty with adverse event recognition,

may mention only one product when they used multiple con-

comitant products, and they either miss reporting important

information or have uninformative narratives. The databases

can also have multiple duplicates from the same report (eg,

one report from physician and another report from a manufac-

turer). Finally, reports do not require that a causal relationship

between a product and event be proven and reports do not

always contain enough details to properly evaluate causality.

The inherent structure of spontaneous reporting systems means

that no reference populations with the same underlying condi-

tion but not being treated by the medical product could be

constructed from such databases.57 Thus, signals from sponta-

neous reports are most often hypothesis generating rather than

confirmatory of a causal relationship between an AE and a

drug. Most often, one needs supportive information from other

data sources to establish causality (eg, biologic link, findings

from controlled studies).

Although spontaneous reporting systems have been avail-

able for decades, review of these reports was for a long time

considered more qualitative than quantitative. It is not until

recent years that the sheer sizes of the databases have made

it possible to use sophisticated statistical tools for data mining.

Data mining algorithms enable a systematic screening for

safety signals. However, they may result in a large number of

statistical signals that require additional evaluation, which

could be resource intensive. Many of these data mining meth-

ods are used by manufacturers and in regulatory practice; their

advantages and limitations were compared in many review

papers including the work of these authors.3,47,58-60 Work is

still under way to make criteria to sift through the signals more

efficient, determine which signals need further evaluation, and

level of evidence needed for updating labeling or communica-

tion of risk to patients and practitioners.

The same statistical methods used for data mining AE spon-

taneous reporting systems are being used in new data sources

with less reporting bias issues such as electronic health care

data. Lessons learned from spontaneous reports and methods

developed can also be applied to data mining of newer sources

of health information from social media.
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Despite its limitations, the spontaneous reporting system is

an extremely valuable mechanism for safety monitoring. Reg-

ulatory agencies use spontaneous reporting system as an early

warning system for emerging safety issues in the real world. In

recent years, with efforts from regulatory agencies, pharmaceu-

tical industry and the medical community, the amount, quality

and timely reporting of AEs to the spontaneous reporting

systems have greatly improved. The analytic tools for signal

detection and results interpretation also became more mature.

These advances increased the value of spontaneous reporting

systems for postmarketing pharmacovigilance purpose. Other

uses of spontaneous reporting systems such as FAERS have

been explored, for disease surveillance, guiding the develop-

ment of expensive epidemiologic studies, and identifying

new opportunities in translational medicine and regulatory

science.61 With the continuous improvement of reporting and

data quality, augmented with data from other sources, such as

electronic health database, the spontaneous reporting systems

will remain an important component of life cycle management

of medical product safety.
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