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Abstract
Background: Data quality issues in clinical trials can be caused by a variety of behaviors including fraud, misconduct, intentional or
unintentional noncompliance, and significant carelessness. Regardless of how these behaviors are defined, they may compromise
the validity of the study results. Reliable study results and quality data are needed to evaluate products for marketing approval and
for decisions that are made on the use of medicine. This article focuses on detecting data quality issues, irrespective of origin or
motive. Early detection of data quality issues are important so that corrective actions taken can be implemented during the
conduct of the trial, recurrence can be prevented, and data quality can be preserved. Methods: A survey was distributed to
TransCelerate member companies to assess current strategies for detecting and mitigating risks involving fraud and misconduct in
clinical trials. A review of literature across many industries from 1985 to 2014 was conducted using multiple platforms. Results:
Eighteen TransCelerate member companies anonymously responded to the survey. All of the respondents had one or more
existing strategies for fraud and misconduct detection. The literature search identified current practices and methodologies
across many industries. Conclusions: TransCelerate recommends the creation of an integrated, multifaceted approach to
proactively detect data quality issues. Detection methods should include a strategy tailored to the characteristics of the study.
Some sponsors are taking advantage of more advanced methods and integrated processes and systems to proactively detect and
address issues, relying on advances in technology to more efficiently review data in real time. Further research is underway to
assess statistical data quality detection methodology in clinical trials.
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Introduction

Data quality issues in clinical trials are an important topic in

the biopharmaceutical industry and clinical trials in particular

and result from a variety of behaviors including misconduct,

intentional or unintentional noncompliance, and significant

carelessness. Regulators depend on the validity of study results

to evaluate products for marketing approval. Reliable results

are based on quality data. The US Food and Drug Administra-

tion (FDA) has described quality data as data that are fit-for-

purpose and sufficiently accurate to support regulatory deci-

sions and sponsor claims about a product and its labeling.1

Quality in clinical trials is defined as the absence of errors that

matter, which are errors that have a meaningful impact on

patient safety or interpretation of study results.2 The goal is not

to eliminate all errors but to eliminate errors that matter. It is in

this context that the unethical behaviors of fraud, misconduct,
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data falsification, and significant carelessness are important in

clinical trials. These behaviors can produce errors that have a

meaningful impact on patient welfare or interpretation of trial

results, which may jeopardize the understanding of the risk-

benefit of medicinal products marketed to the public.

In the proposed rule for Reporting Information Regarding

Falsification of Data, the FDA defines falsification of data as

‘‘creating, altering, recording or omitting data in such a way that

the data do not represent what actually occurred.’’3 The Medi-

cines and Healthcare Products Regulatory Agency (MHRA) of

the United Kingdom takes an impact-oriented approach that

focuses on misconduct ‘‘which is likely to affect to a significant

degree (a) the safety or physical or mental integrity of the sub-

jects of the trial, or (b) the scientific value of the trial.’’4 The

MHRA focuses more on the impact of data quality issues than

the behaviors that produce them.

Misconduct and fraud (a severe type of misconduct) have

generally been viewed to include a level of deception,5,6 perpe-

trated to gain profit or an unfair or dishonest advantage,5 at

odds with what is agreed to be a sound scientific method,

and/or generally falling short of good ethical and scientific

standards.6,7 Although fraudulent activity implies intent to

deceive,5,6 unintentional noncompliance is commonly associ-

ated with carelessness, misunderstanding of or lack of clarity

in the protocol, or the inability to perform assigned tasks. In

clinical trials, examples of fraud and misconduct may include

activities such as fabricating patients, falsifying eligibility data

to enroll otherwise unqualified patients, and knowingly fabri-

cating data when a study procedure was inadvertently missed

instead of documenting that the procedure was not done. An

example of unintentional noncompliance may include an acci-

dental error when rounding measurements.

There may be differences in the meaning and severity of

the behavioral terms of fraud, misconduct, fabrication, falsifi-

cation, and noncompliance; however, irrespective of how

these behaviors are defined, they each produce issues with

data quality and their impact can be detected through the same

methods. As such, the present study approaches the detection

of these behaviors and their impact in the same manner by

focusing on proactively and efficiently detecting data quality

issues that can jeopardize the reliability of study results. Early

detection of data quality issues is important so that corrective

actions can be taken, recurrence can be prevented, and data

quality can be preserved.

In an effort to provide solutions for efficient and effective

biopharmaceutical research and development, TransCelerate

Biopharma Inc. (TransCelerate) assessed the current landscape

of methods used to detect data anomalies suggestive of errors,

noncompliance, or misconduct.

Materials and Methods

In the present study, a survey and a literature review were con-

ducted to assess the current landscape for proactively identify-

ing falsified or fabricated data.

Survey

The survey was distributed to 18 TransCelerate member com-

panies in 2015 to benchmark their existing detection strategies

(online Appendix 1). The survey responses were collected

anonymously in an online survey tool and descriptive statistics

were generated using Microsoft Excel.

Literature Review

A prospectively defined literature search was conducted in

Medline, Embase, Biosis, Current Contents, PsycINFO, ABI/

Inform, and Google Scholar using keywords and database-

specific terminology (online Appendix 2). The literature that

was reviewed focused on the following specific elements of

data quality issues including, but not limited to, fraud, falsifica-

tion, fabrication, and misconduct:

� Definitions and types

� Trends (eg, incidence and prevalence)

� Root causes and contributing factors

� Benchmarked detection methods and impact assessment

While the literature review focused on clinical research,

other industries (eg, financial services and retail) were

included in order to understand practices that may be relevant

to the biopharmaceutical industry. The literature review

included original research articles, conference abstracts, reg-

ulatory guidances, and commentary and editorials on original

research published between 1985 and 2014.

Results

Survey

All 18 TransCelerate member companies responded to the sur-

vey; 16 completed the entire survey and 2 did not answer all

questions. All data were included in the results. The survey

explored the prevalence of detection strategies including site

monitoring, auditing, data review activities, central monitoring,

and advanced statistical analysis. Figure 1 illustrates the vari-

ous methods used and how many companies used each method.

Site monitoring, auditing, data review activities, and central

monitoring were most commonly applied across all studies,

whereas advanced statistical analysis methods were used less

frequently. For example, among the 14 companies using central

monitoring, only 8 used it on risk-based monitoring (RBM)

studies. Three of the 8 companies employing advanced statisti-

cal analysis were piloting this strategy, including the use of

proprietary methods on studies using central monitoring.

Twelve of 16 companies modified their detection strategies

within the past 5 years. Nine companies modified their strate-

gies as recently as within the last 2 years. Figure 2 illustrates

the main reasons that companies changed their strategies.

The survey also evaluated tactical aspects of fraud and

misconduct detection (Figure 3). For the 16 responding com-

panies, the 3 most commonly used tactics to detect fraud and
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misconduct in clinical trials were detecting outliers and trends

(11 companies), confirming that patients exist (8 companies),

and detecting duplicate results (8 companies). Other tactics

used less frequently included detecting unexpected variation,

measuring site performance, detecting duplicate use of source

data, and examining data quality indicators.

Lastly, the survey assessed the technical capabilities used in

fraud and misconduct detection. The majority of respondents

(14 of 16) used data analytics, 6 companies had robust data

warehousing capabilities, and 1 company used cloud-based

technology to execute their detection strategies.

Literature Review

The comprehensive literature review identified 151 articles that

could be grouped into 3 broad categories based on topic as
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Figure 2. Key influencers of TransCelerate member companies to change strategies on detecting fraud and misconduct in clinical trials within
the last 5 years.
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Figure 3. Most common tactics used by TransCelerate member companies to detect fraud and misconduct in clinical trials.
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Figure 1. Strategies used by TransCelerate member companies to detect fraud and misconduct in clinical trials.
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related to fraud and misconduct: motivations, prevalence, and

detection methods.

Motivations for Fraud and Misconduct

Reasons for fraud and misconduct vary depending on the cir-

cumstances, but some type of personal gain is generally

involved. Academic researchers may be motivated by a desire

for an influential publication as well as the associated prestige

and financial rewards. According to Weir et al,8 a trial with

negative results does not generate name-making papers and

gets little notice within the medical profession; thus, there is

an incentive to falsify results. Motives of investigators partici-

pating in biopharmaceutical industry–sponsored research

include increasing patient enrollment, reducing repetitive

work, and reducing the reporting burden associated with clini-

cal trials.9 This may include study coordinators estimating

pulse or respiration measurements to reduce the workload from

repetitive vital sign assessments. In some cases, investigators

may choose to incur a high number of screening failures to

maximize revenue from screening activity.

Prevalence of Fraud and Misconduct

Many industries track incidence rates of fraud. For example,

the insurance industry estimates that 20% of all insurance

claims are fraudulent in some way.10 The Crime and Fraud Pre-

vention Bureau annual report for 2000 cited 4 main types of

fraud in motor insurance and their associated levels of occur-

rence as ‘‘completely false claims (12%), deliberately misre-

presenting the circumstances of the claim (32%), inflated loss

value (39%), claiming from multiple insurers (3%), with 14%
being attributable to other types of fraudulent claims.’’11 In the

health care industry, the National Health Care Anti-Fraud

Association estimated that at least 3%, or more than $60 bil-

lion, of the US annual health care expenditure was lost due

to outright fraud.12

According to Kirkwood et al,13 fraud is relatively uncom-

mon in scientific research, including nonclinical studies. In a

survey of several thousand US scientists, almost 30% admitted

to participating in some questionable research activity in their

career, but only 0.5% admitted to ‘‘falsifying’’ or ‘‘cooking’’

research data.13 However, self-reported data might not repre-

sent the true incidence of occurrence.

Prevalence of fraud and misconduct in the clinical research

industry is not well documented; however, published literature

suggests the reporting of fraud and misconduct in clinical trials

is increasing.8,14,15 Steen16 examined articles reporting clinical

trials between 2000 and 2010 and found that 1 in every 6070

articles was retracted. From 180 assessable retracted articles,

there were 9 clinical trials with at least 200 participants each,

and publications for 7 of these clinical trials were retracted for

fraud.13 Under the FDA Proposed Rule, the Agency estimates

that it will receive 73 reports of data falsification per year

across its multiple divisions.3

Detection Methods for Fraud and Misconduct

The insurance industry has several databases to assist in the

detection of anomalous information at the claims stage.11 The

aim of these databases is threefold. First, they provide a way of

verifying the information supplied by claimants. Second, they

allow companies to assess whether claimants have a history

of suspicious or similar claims. Third, they provide repositories

for sharing information about claims histories across insurance

fraud detection companies and other parties.

A framework within the banking industry takes advantage of

domain knowledge, mixed features, multiple data mining meth-

ods, and a multiple-layer structure for a systematic solution.17

The framework includes algorithms related to contrast pattern

mining, neural networks, and decision forests. Outcomes are

integrated with an overall score measuring the risk of an online

transaction being suspicious or genuine. The approach is most

effective with large volumes of extremely imbalanced data.

Data mining in the context of Homeland Security involves the

use of data analysis tools to discover previously unknown valid

patterns and relationships.18 The value or significance of these

patterns is then determined by a human reviewer. To be success-

ful, data mining requires skilled technical and analytical special-

ists who can structure the analysis and interpret the output.

Consequently, the limitations of datamining are primarily related

to availability of data or skilled personnel rather than technology.

An objective within the realm of health care is to develop

fraud detection methods and algorithms that are accurate, capa-

ble of handling the immense volume of health care data, and able

to detect fraud in real time before incurring severe loss and dam-

age.12 Contrary to the immense volume of data in the health care

industry, clinical trials are often challenged by low volume data

conditions, especially during study conduct, challenging the util-

ity of statistical methods and algorithms to detect data irregula-

rities in real time. Central data monitoring, used in conjunction

with an overall integrated monitoring plan that adapts to identi-

fied issues as a trial progresses, has the potential to increase the

likelihood of detecting discrepant trends in data before trial clo-

sure and improve data quality and patient safety.19

In an attempt to detect data quality issues in clinical trials,

certain types of data warrant closer scrutiny. Data items that fre-

quently appear prone to error and/or falsification, fabrication,

and omission include repeated measurements, patient diaries,

and eligibility criteria.9 Furthermore, data quality measures that

may warrant additional examination to detect data quality issues

include the following19:

� High or low enrollment rate

� Balanced randomization across treatment arms

� Target versus actual subject visit timing

� Variability in measurement error (expected to be similar

across sites)

� Variability in measurements over time (lack of change

may indicate problems)

� A large quantity of missing data
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� Digit preference

� Underreporting or overreporting of adverse events

According to Li et al,12 sophisticated antifraud systems

incorporating a wide array of statistical methods are being

developed for fraud detection in the health care sector. The

major advantages of these systems include automatic learning

of fraud patterns from data, specification of ‘‘fraud likelihood’’

for each case in order to prioritize efforts for investigating sus-

picious cases, and identification of new types of fraud.

In clinical trials, techniques for studying outliers, inliers,

overdispersion, underdispersion, and correlations all rest upon

the premise that it is difficult to invent plausible clinical data,

particularly highly dimensional multivariate data. Furthermore,

the multicentric nature of clinical trials offers an opportunity to

check the plausibility of the data submitted by one site against

data from all other sites.9

According to Venet et al,20 statistical monitoring relies on the

highly structured nature of clinical data because the same proto-

col is expected to be implemented identically at all participating

sites. Furthermore, they suggest that statistical checks are pow-

erful tools because the multivariate structure and/or time depen-

dence of variables are sensitive to deviations and hard to mimic

in fabricated or falsified data. Falsified or fabricated data, even if

plausible univariately, are likely to exhibit abnormal multivari-

ate patterns that are detectable statistically. In most cases, the

main limitation to interpretation is the size of the trial. The meth-

ods to detect data errors can be applied to all trials; however,

many of the methods that aim to detect fraud would be difficult

to apply reliably in small trials or even larger trials when small

numbers of patients are recruited within each site.13

Discussion

Although the prevalence of data fabrication, falsification, and

other types of misconduct in biopharmaceutical industry–spon-

sored trials appears to be low, the potential impact may be sub-

stantial. An investigator engaging in data fabrication or

falsification during a clinical trial may cause regulatory author-

ities to question the oversight abilities of the sponsor, jeopardiz-

ing study acceptance by regulators. The regulatory authorities

could terminate a product’s development or withdraw approval

for a marketed drug if warranted.21 The investigator could be

subjected to substantial fines and imprisonment, if convicted,

according to the US Code on Crimes and Criminal Procedure.22

In addition, these issues may damage society’s perceptions of the

biopharmaceutical industry and reduce the willingness of indi-

viduals to participate in or trust the results of future clinical

research.8 However, the most immediate risk of these behaviors,

as well as the primary target of detection methods, are data qual-

ity issues that may jeopardize the validity of study results.

The survey results showed that companies were taking pre-

cautions to detect such issues in data quality by increasing

scrutiny in this area and increasing implementation of a more

comprehensive detection approach, with some companies

beginning to rely more on statistical analysis and advances

in technology. All of the survey respondents reported having

detection strategies in place, most companies employed these

methods across all trials, and all but one company used at least

2 detection methods.

Comparing strategies versus technical capabilities demon-

strated that most of the surveyed companies employing a cen-

tral monitoring strategy also used data analytics and

visualization technology. Specifically, 13 of the 14 companies

performing central monitoring used data analytics and visuali-

zations, with almost half also using robust data warehousing to

aggregate and normalize data from various sources. Less than

half of the respondents used advanced statistical analysis dur-

ing the study to detect data anomalies suggestive of fraud and

misconduct, indicating that the biopharmaceutical industry

may be lagging behind certain industries in harnessing the

power and utility of these advanced methods for real-time issue

detection. It should be noted that the survey was limited to

TransCelerate member companies and may not be representa-

tive of all entities sponsoring clinical trials. Other limitations

of the survey included incomplete responses and inconsistency

in the interpretation of the questions.

The prominent use of technology, including data mining and

analytical techniques, to detect data quality issues is prevalent in

certain industries, as revealed in the literature review.11,12,17,18

The banking industry has well-developed statistical algorithms

for detecting suspicious credit card activity in real time, allowing

instantaneous acceptance or rejection of credit card charges. The

biopharmaceutical industry is currently developing similar

methods for more timely detection of data irregularities sugges-

tive of fabrication, falsification, and other types of misconduct.

One strategy discussed in the literature is central statistical mon-

itoring (CSM) which is the use of various statistical tests during

study conduct to detect data anomalies.13,20,23 However, this

strategy is under development and the published literature did

not adequately differentiate between biopharmaceutical industry

and academic trials and often selected data types based on

motivations most commonly found in academic research.

Furthermore, the researchers tested this strategy on completed

databases and did not adequately evaluate the application of such

methods on partial databases typical of clinical trials before data-

base lock.13,19 Consequently, the articles reviewed underscore

the need for additional research on the application of CSM in

biopharmaceutical industry–sponsored clinical trials.

Traditional methods of detecting data quality issues are use-

ful; however, each has limitations in its ability to efficiently

detect data quality issues. While on-site monitoring methods

have detected numerous incidences of data quality issues, they

are limited because of the nature of manual review and lack of

ability to compare across sites. Random quality audits also

require manual review and provide insufficient coverage in

terms of the small number of sites audited. Existing statistical

methods and data review activities are limited by a need for

sufficient data volume, which is a challenge early in a study’s

life cycle. An overall strategy should leverage a combination of

Knepper et al 19



methods including new risk-based approaches like CSM.

Advances in technology can help ease the burden on traditional

manual reviews and ensure more efficient and timely identifi-

cation of issues.

Conclusions

Prevention, timely detection, and mitigation of data quality

issues are critical to the development of medicines and devices

and the reputation of the biopharmaceutical industry. Several

risk-based methods such as targeted on-site monitoring, central

monitoring, and statistical monitoring can assist with detecting

these threats to data quality. Although an array of detection

methods can be employed, the approach should be tailored to

the characteristics of the study to ensure targeted analyses and

to reduce the manual burden on those overseeing data quality.

For instance, programmed edit checks can help prevent acci-

dental data errors while reducing the burden on monitoring and

data review activities.

Several features of biopharmaceutical industry–sponsored

clinical trials mitigate the impact of data quality issues. Rando-

mization and blinding of treatment assignment serve to mini-

mize bias. Occasional data errors that are random with

respect to treatment, including fabrication of data, generally

do ‘‘not introduce serious bias into the overall trial findings

when treatment allocation is properly concealed.’’24 Moreover,

any data identified as suspicious are generally included in sen-

sitivity analyses to evaluate the impact on the validity of the

study results. Although the biopharmaceutical industry is cur-

rently developing more complex detection methodologies, the

industry can draw on experiences from other industries, such

as banking, finance, and insurance.

The discrepancy between the banking and insurance indus-

tries and the biopharmaceutical industry is pronounced (Figure

4, intended to be illustrative of how different industries cur-

rently approach data monitoring and fraud detection). This is

primarily driven by the significant and direct financial losses

due to fraud in the banking and insurance industries. However,

there are other factors including the biopharmaceutical indus-

try’s diverse and variable sources of data requiring integration,

low volume of data during study conduct, and paper-based data

collection methods in some studies. As more electronic meth-

ods are utilized, advances are being made. However, the indus-

try will continue to encounter obstacles until direct data entry

with eSource or Electronic Medical Records, global data stan-

dards, and advanced data integration systems are in place. The

schematic in Figure 4 represents how various industries,

including the biopharmaceutical industry, currently approach

detecting fraud and misconduct.

TransCelerate recommends a multifaceted, holistic approach

using all available techniques to detect and mitigate clinical trial

data quality issues. Detection methods should be integrated into

existing practices. The analysis plan should be tailored to the

characteristics of the study to ensure the most efficient and effec-

tive strategy. The goal is to eliminate errors that matter. The

overarching objective of all data quality monitoring techniques

is the assurance of the validity of study results.

Future Research

One of the overarching goals of TransCelerate is to provide rec-

ommendations on best practices to identify issues and to define

expectations on the rates of issues affecting data quality,

including fraud and misconduct. Consequently, TransCelerate

Figure 4. Illustrating industry fraud detection methods and frequency.
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is preparing to conduct an original research project testing

CSM methods on a biopharmaceutical industry–sponsored

clinical trial database in conditions found during study conduct.

Building on research reported in several prominent arti-

cles,9,13,19,20,23,25,26 TransCelerate will study the utility of var-

ious statistical tests in high- and low-volume data conditions

typically found during study conduct. The main focus will be

the types of errors that are typically found in biopharmaceutical

industry–sponsored research.9 The study will investigate the

limitations of a battery of statistical tests, including options for

reporting and graphical display, and consider the best strategy

for interpreting the statistical output. At the conclusion of this

study, TransCelerate will publish results and discuss possible

recommendations including how CSM fits into the broader

quality management architecture. The cost effectiveness of dif-

ferent methodologies will also need to be determined to

develop medicines for patients more efficiently.
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