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Abstract—In the paper we define a notion of quantum resistant ((4, €)-resistant) hash function
which combine together a notion of pre-image (one-way) resistance (J-resistance) property and
the notion of collision resistance (e-resistance) properties. We present a discussion that supports
the idea of quantum hashing oriented for cryptographical purposes. We propose a quantum setting
of a classical digital signature scheme do demonstrate a theoretical possibilities and restrictions of
(6, ¢)-hashing. The assumption we use is that a set of qubits (quantum hash) we generate, send,
and receive during the execution of a protocol can be stored for a certain (a large enough) amount
of time; next, the scheme requires the high degree of entanglement between the qubits which makes
such a quantum hash. These properties make quantum hash cryptographically efficient.
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1. INTRODUCTION

Quantum cryptography describes the use of quantum mechanical effects (a) to break cryptographic
systems and (b) to perform cryptographic tasks. Quantum factoring algorithm and quantum algorithm
for finding discrete logarithm are famous results that belong for the first direction. Quantum key dis-
tribution, quantum digital signature schemes constructions belong to the second direction of quantum
cryptography.

Gottesman and Chuang proposed in 2001 a quantum digital signature protocol [12] which is based
on quantum one-way function. This is also the case for other protocols (see for example [11]).
In [4, 2] we explicitly defined a notion of quantum hashing as a generalization of classical hashing
and presented examples of quantum hash functions. [t appeared that Gottesman-Chuang quantum
signature schemes are based on functions which are actually quantum hash functions. Those functions
have “unconditionally one-way” property based on Holevo Theorem [13].

A good source of information on the state of now days development in area of cryptographic
hashing and quantum signatures presented the review paper [9]. Recall that in the classical setting a
cryptographic hash function h should have the following three properties [9]. (1) Pre-image resistance:
Given h(x), it should be difficult to find z, that is, these hash functions are one-way functions. (2) Second
pre-image resistance: Given z1, it should be difficult to find an z9, such that h(z1) = h(z2). (3) Collision
resistance: It should be difficult to find any pair of distinct x4, x2, such that h(z1) = h(z2). Note, that
there are no one-way functions that are known to be provably more difficult to invert than to compute,
the security of cryptographic hash functions is “computationally conditional”.

Informally speaking, a quantum hash function ¢ [4, 2] is a function that maps words (over an alphabet
¥) of length k to a quantum pure states of s-qubits (¢ : ¥¥ — (H2)®#) and has the following properties:
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ON QUANTUM (9, €)-RESISTANT HASHING 759
1. Function ¥ must be one-way resistant. In quantum case this means that & > s.

2. Function 1) must be collision resistant. In quantum case this means that for different words w, w’
states |1 (w)), [ (w')) must be “almost orthogonal” (e-orthogonal) [2].

Quantum collision resistance property cover both second pre-image resistance and collision resis-
tance properties for the quantum setting.

In papers [5, 18] considered a quantum Branching Program as a computational model which, we
believe, is adequate quantum technological model for presenting a quantum communication protocols
and quantum cryptographic signature schemes based on hashing.

Our contribution. In the paper we define a notion of (9, €)-hash function where values ¢ and e are
numerical characteristics of the above two properties: (i) one-way resistance and (ii) collision resistance
properties. The notion of the (9, €)-hash function is an explicit generalization of constructions presented
in [4, 2]. We show that in the quantum setting the one-way resistance property and collision resistance
property are correlated: the “more” a quantum function is one-way resistant the “less” it is collision
resistant and vice versa. We present a quantum hash function which is “balanced” one-way resistant and
collision resistant. In addition we present more discussion that supports the idea of quantum hashing
from our papers. Note, that a realization of the balanced quantum hash function requires the high degree
of entanglement between the qubits which makes such a state very difficult (or impossible) to create with
current technology.

We present quantum “balanced” hashing constructions based on “phase transformation” presenta-
tion [6] instead of “amplitude transformation” [2].

Finally we propose a quantum double key signature scheme as a one of the possible applications
of quantum hashing. The proposed scheme can be viewed as a quantum generalization of classical
approach of double key digital signature schemes.

2. QUANTUM (6,¢)-RESISTANT HASH FUNCTION

Recall that mathematically a qubit is described as a unit vector in the two-dimensional Hilbert
complex space H2. Let s > 1. Let (H2)®* be the 2°-dimensional Hilbert space, describing the states of
s qubits.

For an integer j € {0,...,2° — 1} let 0 = 01 ... 0, be a binary presentation of j. We use (as usual)
notations |j) and |o) to denote quantum state |o1) - - - |os) = |01) ®@ -+ - ® |os).

We let Z, to be finite additive group of Z/¢Z, the integers modulo q. Let 32* be a set of words of length
k over a finite alphabet . Let X be a finite set. In the paper we let X = ¥*, or X = Z,. For K = |X]| and
integer s > 1 we define a (K; s) classical-quantum function (or just quantum function) to be a unitary
transformation (determined by an element w € X) of the initial state |1g) € (H2)®* to a quantum state

[(w)) € (H?)®
¥ {lo)} x X — (K% [p(w)) = U(w)lo), (1

where U(w) is a unitary matrix. We let [1g) = |0) in the paper and use (for short) the following notation
(instead the above)

V:X— (HH® or ¥:we |h(w)).

2.1. One-Way §-Resistance

We present the following definition of quantum §-resistant one-way function. Let “information
extracting” mechanism M be a function M : (H2)®* — X. Informally speaking mechanism M makes
some measurement to state [¢)) € (H?)®* and decode the result of measurement to X,

Definition 1. Let X be random variable distributed over X {Pr[X = w]: w € X}. Let ¢ : X —
(H?)®% be a quantum function. Let Y is any random variable over X obtained by some mechanism
M making measurement to the encoding 1 of X and decoding the result of measurement to X.
Let 6 > 0. We call a quantum function i a one-way d-resistant function if
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1. if it is easy to compute, i.e., a quantum state |(w)) for a particular w € X can be
determined using a polynomial-time algorithm

2. for any mechanism M, the probability Pr[Y = X| that M successfully decodes Y is
bounded by §

Prly = X] < 6.

For the cryptographic purposes it is natural to expect (and we do this in the rest of the paper) that
random variable X is uniformly distributed.

A quantum state of s > 1 qubits can “carry” an infinite amount of information. On the other hand,
fundamental result of quantum informatics known as Holevo’s Theorem [13] states that a quantum
measurement can only give s bits of information about the state. We will use here the following particular
version [15] of Holevo’s Theorem.

Property 1 (Holevo—Nayak). Let X be random variable uniformly distributed over a k bit
binary words {0,1}*. Let v : {0,1}* — (H?)®* be an (2¥; s) quantum function. Let Y be a random
variable over X obtained by some mechanism M making some measurement of the encoding v of
X and decoding the result of measurement to {0,1}*. Then our probability of correct decoding is
given by

28

Priy =X] <,

2.2 Collision e-Resistance
The following definition was presented in [2].

Definition 2. Let ¢ > 0. We call a quantum function v : X — (H?)®% a collision e-resistant
function if for any pair w,w’ of different elements,

(W) ()| <e.

Testing Equality. What one needs for quantum digital signature schemes realization is an equality
testing procedure for quantum hashes |¢)(v)) and |¢)(w)) in order to compare classical messages v and
w; see for example [12].

SWAP-test. The SWAP-test is the known quantum test for the equality of two unknown quantum
states [¢) and |¢') (see[12, 4] for more information).

We denote Prgyqp[v = w] a probability that the SWAP-fest having quantum hashes [¢(v)) and
|t (w)) outputs the result “v = w” (outputs the result “|¢)(v)) = |[¢(w))”). The following statement
presented in[12].

Property 2. Let function ¢ : w — [1p(w)) satisfy the following condition. For any two different
elements v,w € X it is true that |((v) | (w))| < €. Then

Prsyap(v =w] < ;(1 + €2).
Proof. From the description of SWAP-test it follows that

Pravaplo = w] = 5 (1+ [ lb(@)?)
|

REVERSE-test. The next test for equality was first mentioned in [2]. We call this test a REVERSE-
test [4]. REVERSE-test was proposed to check if a quantum state [¢)) is a hash of an element v.
Essentially the test applies the procedure that inverts the creation of a quantum state (quantum hash),
i.e. it “uncomputes” the quantum hash to the initial quantum state.

Formally, let for element w the procedure of quantum hashing be given by unitary transformation
U(w), applied to initial state |¢g). Usually we let |¢g) = |0), i.e. [¢(w)) = U(w)|0). Then the
REVERSE-test, given v and |)(w)), applies U~1(v) to the state |¢)(w)) and measures the resulting
state with respect to initial state |0). It outputs v = w iff the measurement outcome is |0). Denote by
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Prreverse[v = w] the probability that the REVERSE-test having quantum state |¢(w)) and an element
v outputs the result v = w.

Property 3. Let hash function ¢ : w — |[¢(w)) satisfy the following condition. For any two
different elements v,w € X it is true that |(y(v)|y(w))| < e. Then

Prreverselv = w] < €.
Proof. Using the property that unitary transformation keeps scalar product we have that
Prreverselv = w] = [{0[U™ (0)g(w))]* = (U™ (0)¢(0)|U ™ (v)3h(w))[?
= (@) (w)* < €.

2.3. Balanced Quantum (6, €) -Resistance

The above two definitions and considerations lead to the following formalization of the quantum
cryptographic (one-way and collision resistant) function.

Definition 3. Let K = |X| and s > 1. Let § > 0 and e > 0. We call a function 1) : X — (H?)®% a
quantum (6,€)-Resistant (K; s)-hash function (or just quantum (6, €)-Resistant hash function) iff
W is a one-way é-resistant and is a collision e-resistant function.

We present below the following two examples to demonstrate how one-way d-resistance and collision
e-resistance are correlated. The first example was presented in [8] in terms of quantum automata.

Example 1. Let us encode numbers v from {0, ...,2¥ — 1} by a single qubit as follows:

2 2
v cos < ;T]:}> |0) +Sin< 27:)> [1).

Extracting information from [¢)) by measuring [¢)) with respect to the basis {|0),]1)} gives the
following result. The function % is one-way 21k -resistant (see Property 1) and collision cos (7T/2k_1)—
resistant. According to the properties 1 and 3 the function v has good one-way property, but has bad
resistance property for a large k.

Example 2. We consider a number v € {0,...,2% — 1} to be also a binary word v € {0,1}*. Let
v=o01...0; Weencodevbyk qubits: ¢ : v |v) =|o1)- - |ok).

Extracting information from [¢) by measuring [¢) with respect to the basis {|0...0),...,[1...1)}
gives the following result. The function 1 is one-way 1-resistant and collision 0-resistant. So, in
contrary to the Example 1 the encoding v from the Example 2 is collision free, that is, for different
words v and w quantum states [¢(v)) and |¢)(v)) are orthogonal and therefore reliably distinguished; but
we loose the one-way property: v is easily invertible.

The following result [2] shows that quantum collision e-resistant (K;s) function needs at least
loglog K — c(€) qubits. The following statement presented in [2].

Property 4. Let s> 1 and K =|X|>4. Let ¢ : X — (H?)® be a e-resistant (K;s) hash
function. Then

s > loglog K — loglog (1 +/2/(1 — e)) — 1.

Proof. The proof of this fact use a known combinatorial arguments and is a folklore. See [2] for
technical details. O

Properties 4 and | provide a basis for building a “balanced” one-way J-resistance and collision
e-resistance properties. That is, roughly speaking, if we need to hash elements w from a domain
X with |X| = K and if one can build for a ¢ > 0 a collision e-resistant (K;s) hash function ¢ with
s =~ loglog K — c(€) qubits then the function f will be a one-way J-resistant with § ~ (log K /K. Such
a function will be balanced in respect to the Property 4.

To summarize the above consideration we can state (see also [9]) the following. A quantum (d,¢€)-
resistant hash function is a function that satisfies all of the properties that a “classical” hash function
should satisfy. Pre-image resistance follows from HolevoTs—Nayak’s theorem. Second pre-image
resistance and collision resistance follow, because all input states are mapped to states that are e-
orthogonal. Therefore, we see that quantum hash functions can satisfy the three conditions with
information-theoretic security.
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3. QUANTUM (6,¢)-RESISTANT HASH FUNCTIONS CONSTRUCTION
VIA SMALL-BIASED SETS

This section is based on the paper [19]. We present here a connection of the notion of quantum
hashing and small-biased sets in terms of the paper.
We present here brief background on e-biased sets and discuss their connection to quantum hashing.

Note that e-biased sets generally defined for arbitrary Abelian group, we restrict here ourselves to finite
field Z.

Forana € Z, a character x, of Zg is a homomorphism x, : Zq — pg, Where 14 is the (multiplicative)
27

group of complex g-th roots of unity, x,(z) = w*. Here w =€ ¢ is a primitive complex gth root of
unity. A character xo = 1 is called a trivial character.

o AsetS C Zgis called e-biased, if for any nontrivial character x € {x, : a € Zy}

; Yo x(@)| <e

z€eS

These sets are interesting when |S| < |Z4| (as S = Z, is 0-biased). The seminal paper of Naor
and Naor [14] defined these small-biased sets, gave the first explicit constructions of such sets, and
demonstrated the power of small-biased sets for several applications.

e Note that a set S of O(log q/€?) elements selected uniformly at random from Z, is e-biased with
a positive probability >0[7].

Many other constructions of small-biased sets followed during the last decades.

Vasiliev [19] showed that e-biased sets generate collision e-resistant hash functions. We present the
result of [19] in terms of the paper in the following form.

Property 5. Let S C Z, be an e-biased set. Let Hg = {hq(x) = ax (mod q), a € S} bea set
of functions (hg : Zq — Zg4) determined be S. Then a quantum function ¢g : Zy — (H?)®logls|

Vs (z Z wha(®)|q)
\/‘S‘ acS
is an an (9, €)-resistant quantum hash function, where § < |S|/(qlogq).

Proof. One-way J-resistance property of ¢g follows from Property 1: a probability of correct
decoding an z from a quantum state |¢s(x)) (in the meaning of Definition 1) is bounded by |.S|/(¢log q).

Collision e-resistance property of ¥ g follows directly from the corresponding property of [19]. Note

that
1
[ps(z)) = W@ |a Xz (a
VIS C; \/ |5 aze:s
Further proof coincides with the proof of the paper[19]. O

e [tis natural to call the set Hg of functions a uniform e-biased quantum hash generator in the
contest of the definition of quantum hash generator[1] and the above consideration.

As a corollary from Property 5 and the above consideration we can state the following.
Property 6. For a small size e-biased set S = {ai,...,ar} C Zy with T = O(log q/€?), [or

§ = 0(1/(qe?)) a quantum hash generator Hg generates balanced (9, ¢)-resistant quantum hash
function g

Vs (x ¢ wa (2)
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3.1. Computing A Quantum Hash |yg(x))

In this section we let S C Z, to be a small size e-biased set corresponding Property 6, that is,
S ={ai,...,ar} withT = O(log q/€?).

Computing |vs(x)) by e-biased Fourier transform. Let Fs be an T' x g matrix. The rows of Fg
are indexed by a € S = {ap,...,ar_1} and the columns indexed by = € {0,...q — 1}. An (a,z)-entry
of the matrix Fg is \}Tw‘”ﬂ. Then the quantum hash state |¢g(z)) (2) can be viewed as the result of the

action of linear operator Fs (e-biased Fourier transform) on the basis state |x) forx € {0,...q¢ — 1}
=
x) — Fglx) = x)) = w5},
|z) = Fslz) = [vhs(x)) JT ;) 17)

Following the construction from the section “The quantum Fourier transform” [16] it is not hard work
to derive an efficient quantum circuit for the e-biased Fourier transform Fy.

Computing |Ys(x)) by Quantum Branching Program Curcuit. Consider a Quantum Read-
once Branching Program circuit [3] modified for computing a states [¢g(x)) : € Z;. We represent
an integer x € {0,...,q — 1} as the bit-string o = x¢ ... Z1ogq—1 that is the binary representation of

T =mz+ 2w+ 42080 gy

For a binary string @ = 2 . .. Z10g¢—1 @ Quantum Branching Program @ over the space (H?)®* for
computing |¢g(x)) (composed of s = log T qubits) is defined as @ = (T, |¢)), where the state

=
]_
is the initial state of Q. T is a sequence of log ¢ instructions:

Tj = (25, U;(0), U;(1))

is determined by the variable z; tested on the step j, and U;(0), U;(1) are unitary transformations in
(H?)®s. More precise U;(0) is T x T identity matrix. U;(1) is the T x T diagonal matrix whose diagonal

entries are w®?' w91 . we-12" and the off-diagonal elements are all zero. That s,

J
wa()2

J
wa12

U;(1) =

wCLT, 1 2j

We define a computation of @ on an input = 1 ... 16g4 € {0, 1}1°gq as follows:

1. a computation of @ starts from the initial state |¢y);

2. the j-th instruction of @ reads the input symbol x; (the value of ) and applies the transition
matrix U;(z;) to the current state [¢) to obtain the state |¢)') = Uj(z;)|¢);

3. the final state is
logg—1

[s@) = | T Uilz)) | o).
j=0
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To summarize the above construction of the Read-once Quantum Branching Program @ we
formulate the following property.

Property 7. For x € Z, [or e-biased set S C Zg, |S| =T, quantum state (quantum hash state)
[s(x)) (2) can be computed by the quantum read-once branching program @ composed from
s =logT qubits in log q steps.

There is a homomorphism between Zq and the set of unitary operators, which define quantum
states {|s(x)) : « € Zq}. That is for x,b € Zg

[Ys(x + b)) = Us(b)[hs(x)),
b

where Us(b) is T x T diagonal matrix whose diagonal entries are w™b, w™? ... wor-1b,

4. DIGITAL SIGNATURE SCHEME: QUANTUM SETTING

Many kinds of quantum signature schemes presented during the last decades oriented to current
and nearest coming quantum technology. We refer to the review [9] for different quantum schemes
descriptions and more information on the subject. In this section we propose a quantum setting of
a classical digital scheme do demonstrate a theoretical possibilities and restictions of (4, ¢)-hashing.
For example, such a classical one is a known Diffie—Hellman signature scheme. Roughly speaking in
a quantum setting a classical one-way function (the discrete logarithm function for Diffie—Helmann
scheme) is replaces by quantum hash function.

Such a quantum setting of a classical signature scheme is “a very theoretical” for the now days
quantum technology: the assumption we use is that a set of qubits (quantum hash) we generate, send,
and receive during the execution of a protocol can be stored for a certain (a large enogh) amount of time.
The last is a great problem for a quantum technology.

Classical Digital Signature Scheme. Recall that a digital signature is a mathematical scheme for
demonstrating the authenticity of a digital message. A valid digital signature gives a recipient reason
to believe that the message was created by a known sender, that the sender cannot deny having sent
the message (authentication and non-repudiation), and that the message was not altered in transit
(integrity).

A digital signature scheme typically consists of three algorithms (G, S, V):

l. G (key-generator) a key generation algorithm that selects a private (secret) key sk uniformly
at random from a set of possible private keys. The algorithm outputs the private key sk and a
corresponding public key pk;

2. S (signing) a signing algorithm that, given a message m and a private key sk, produces a
signature (tag)t;

3. V (verilying) outputs “accept” or “reject” on the inputs: the public key, pk, a message, m, and
a tag, t. That is, V given the message, public key and signature, either accepts or rejects the
message’s claim to authenticity.

Two main properties are required. First, the authenticity of a signature generated from a fixed
message and fixed private key can be verified by using the corresponding public key. Secondly, it should
be computationally infeasible to generate a valid signature for a party without knowing that party’s
private key. A digital signature is an authentication mechanism that enables the creator of the message
to attach a code that acts as a signature.

Below we present quantum signature scheme—a quantum generalization of classical double-key
digital signature schemes.

Quantum Signature Scheme. Key generation Phase. Both parties Alice and Bob publicly select
Z4, and a (small size) e-biased set S C Z,. Say an e-biased set S = {ay, ..., ar} with T = O(log q/€?).

As a result Alice and Bob publicly fix a corresponding quantum hash generator Hg that generates
balanced (4, €)-resistant quantum hash function

Vs 1 Lg — (H2)®
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with § < O(1/(€2q)) in according to Property 5:

s (x |S|Zw

aesS

e Alice generates her private (secret) key sk—an element b € Z, uniformly at random from Zg,
(sk = b);

e Alice computes a public key pk (quantum state)pkz = |¢s(b));
|1hs(b) > wha®la);

|S| a€S

e Alice sends public key [¢5(b)) to Bob.
Quantum Signature Scheme. Signing Phase

e Alice has a message m € Z,, to sign;
e Signature equation is y +m = b;

e Alice given a message m, private key b, and a solution y € Z, of a signature equation produces a
signature (a tag)

lvs(y wha®|a).
SVEpD

That is, based on a second private key y according to the signature equation Alice generates a
signature |¢s(y));

e Alice sends to Bob a pair (message,signature) (m, [¢s(y))).
Quantum Signature Scheme. Verifying Phase

e Using m computes state

m Whaw+m) |y,
[(y +m)) = MS\Z M OF

a€eS

o Verify (using the SWAP-test) whether [1(b)) = [¢(y + m)).

[f many copies of the two states are available, performing the SWAP-test many times determines
whether the states are equal or not with a probability that can be made arbitrarily close to one (see
for example [9]).

Quantum Signature Scheme. Security. Clearly the proposed quantum signature scheme is non-
repudiation, that is, the sender cannot deny having sent the message.

In the case when Eve (adversary) can create only “passive attacks”, that is, Fve can only “read an
information without it modification” (classical and quantum) exchanged between Alice and Bob but do
not have possibility to modify these information, then clearly the proposed scheme is secure. That is, the
proposed signature scheme gives a recipient reason to believe that the message was created by a known
sender, that the sender cannot deny having sent the message (authentication and non-repudiation), and
that the message was not altered in transit (integrity).

In the case of “intercept and resend” attack an Eve selects her own key &' € Zg, replace the Alice’s
public key pk = |1g(b)) by [g(V')), and further replace message m by m' and the tag [s(y)) by
lvs(y')), wherey’ +m/ =¥,
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Another “intercept and resend” attack is based on the property that quantum function ¥g : Z; —
(H?)®¢ is a homomorphism between Z, and the set of unitary operators, which define quantum hash
values, see Property 7. So, a simple forgery scheme is the following. Eve do not modify the public key
pk = |1 (b)) but modify a message m to m’ = m + o/, modily a tag [¢s(y)) to [¥s(v)) = |vs(y — a')),
and replace Alice’s pair (message,signature) (m, [¥s(y))) by (m’,|vs(y'))).

Note, that last years quantum cryptography technology suggests a scheme known as a “relativistic
quantum protocols”. Relativistic quantum protocols are based on time-spread coherent quantum states,
which, due to their distributed nature inevitably cause delays, if successful “intercept and resend” attack
is performed. Roughly speaking relativistic quantum protocols technology does not allow to organize
the “intercept and resend” attack undetected. See[17] for more details.

5. CONCLUSION

The Definition 3 of quantum (6, €)-resistant hash function combines together the notions of quantum
one-way d-resistant and quantum collision e-resistant functions. Examples 1 and 2 demonstrate that in
the quantum setting the one-way resistance property and collision resistance property can correlate: the
“more” a quantum function is one-way resistant the “less” it is collision resistant and vice versa. Such
correlation leads to the notion of balanced quantum hash function. In [2] offered design, which allows
to build a large amount of different balanced quantum hash functions. Note, that a realization of such
quantum functions as the balanced quantum hash function requires the high degree of entanglement
between the qubits makes quantum hash cryptographically efficient simultaneously high degree of
entanglement between the qubits makes such a state difficult to create with current technology.

Proposed quantum signature scheme needs a quantum memory for storing a public quantum key.
The problem of creating a long living quantum memory is a hard problem for the modern quantum
technology. In this content the proposed quantum double key signature scheme can be considered as
a theoretical generalization of classical of double key digital signature schemes. The nearest practical
implementation of quantum signature might be an authentication.

Note also that e-orthogonality property of quantum states are important for constructing quantum
bounded-error computational models. The property k& > s (where k is the length of encoded words
and s is the number of qubits for encoding) is the basis for building quantum computational models of
low complexity. Constructions of quantum computational models explored these two properties were
invented by different authors: first for quantum finite automata [8] and later for quantum communication
computations [10]. In[10] authors called such function a quantum fingerprinting.
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