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Abstract

Twenty years of war against terror has led to humanitarian tragedies where the West has chosen to intervene in addition
to being unable to durably eradicate the terrorist threat. As this text argues, this situation calls for a renewed strategy that
needs to amend the legitimate use of force by reconsidering the criteria of pre-emptive actions in order to pave the way for
non-violent and violent alternatives to war. In this regard, different forms of cyber actions can play a significant role in this

well-needed renewed strategy.
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Introduction

The still on-going ‘global war on terror’ that has resulted
from the 9/11 attacks has allowed us to witness one of the
greatest humanitarian mistakes and political misinterpreta-
tions in mankind’s history of warfare.

Firstly, the decisions to invade Afghanistan and Iraq,
respectively, in 2001 and 2003 have shown that relying on
full-scale wars to fight the terrorist threat can lead to the
worst humanitarian outcomes. Indeed, these cases speak for
themselves as they have both led to the deaths of hundreds
of thousands of innocent civilians, which is highly paradoxi-
cal in light of the logic that supported these interventions.
If the objective of these wars was to prevent the unjustified
death of non-combatants, it is clear that they have simply
transferred that risk (Shaw 2005) to the Iraqi and Afghan
civilians,! as if ‘our’ lives had more value than ‘their’ lives,
which is, of course, morally problematic. From this perspec-
tive, it is not difficult to understand why the fight against
terrorism has been labelled by some as being terroristic as
well. Moreover, full-scale wars against terrorist threats have
very often resulted in a lack of political stability as well
as an incapacity to eradicate the menaces that led to their
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beginning. In the case of Afghanistan, the withdrawal of
US forces from the country in August 2021 has led to the
return to power of those who once provided safe haven to
members of Al-Qaeda in the years that preceded 9/11 in a
way that has prevented the United States from saving face
by implementing what Henry Kissinger has once labelled a
‘decent interval’ (Caron 2015).

Furthermore, in some cases, these interventions have even
been directly linked with the emergence of new threats, as
was the case of the Islamic State of Iraq and the Levant
(ISIL) following the 2003 invasion of Iraq. At the end of
the day, nothing has really changed, and it is hard to claim
victory when the eradication of the initial menace has led
to the creation of another one as—and sometimes more—
dangerous than the former. For all these reasons, if these
are the inherent disproportionate consequences of waging
war against terrorism, there would be serious grounds to
argue that this way of dealing with such groups is morally
questionable.

Secondly, Western states have made the mistake of think-
ing that it is actually possible to win a war against terrorism.
However, contrary to a state that can be defeated and against
whom peace can be achieved following an armistice or a for-
mal peace treaty, the large deployment of troops can do very
little against an idea that will end up inspiring lone wolves
or small cells all around the world and who will strike dev-
astating and murderous blows at civilians who are calmly
enjoying an evening walk on a boardwalk or a drink on a ter-
race, or simply reading a book on the subway on their way to
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work. This Sisyphean strategy of waging war against terror-
ism is doomed to bring endless wars and destruction. Twenty
years after the 9/11 attacks, this should now be obvious.

This paper considers, however, that the way the lawful
use of force is considered does not provide effective solu-
tions to prevent that reality from occurring. The main reason
being that the resort to lawful violence has traditionally been
thought to be the sole prerogatives of states, thereby creating
a legal vacuum when it comes to non-state actors. This paper
then suggests how the lawful use of force could be amended
in a way that will allow states that are targeted by terrorist
groups to defend themselves without leading to full-scale
wars and, consequently, bring detrimental humanitarian and
political consequences like those we have witnessed in the
last twenty years. More specifically, I argue that a recon-
sideration of the principle of pre-emption based upon new
criteria that are more adapted to the terrorist threat might
allow states to have at the disposal the possibility to resort to
violent or destructive alternatives to war with some forms of
cyberattacks considered as proper means of actions.

This paper is divided into three parts. The first, focuses
on the ways political violence is legally justified and how the
current legal framework is hardly applicable against terrorist
organisations because of the unique nature of violence they
are favouring. The second, explains how this legal frame-
work can be amended in a way that would allow states to
resort to pre-emptive measures against these groups as well
as evoking the ethical guidelines that ought to restrain this
form of violence. Finally, I will consider how some forms of
cyberattacks can be effective and morally justified alterna-
tives to war against the terrorist threat.

The lawful use of force and its limits
against terrorism

After two bloody global conflicts in the course of thirty
years that have cost the lives of tens of millions of indi-
viduals, architects of the post-1945 international order gave
themselves the goal to limit all resort to armed forces which
was set out in Article 2(4) of the UN Charter. They none-
theless agreed to limit the lawful use of force to exceptional
cases and always for the sake of self-defence (Neff 2005, p.
314). Indeed, Articles 41 and 42 of the UN Charter allows
the international community to intervene and resort to meas-
ures akin to war in order to maintain or restore peace when
it is either threatened or when a state has been victim of an
aggression by another state. Irrespective of the UN’s capac-
ity or willingness to uphold this principle, the Charter has
also maintained states’ inherent right to defend themselves
against an unlawful act of aggression. In this regard, and
whether it was or not the intention of those who wrote the
Charter in 1945, international law allows for this right of

self-defence to be triggered not only after a state has been
victim of a violation of its sovereignty, but also when it is
facing a threat of aggression that is imminent and leaves no
choice of means and no moment for deliberation.

Such a situation is known as a pre-emptive attack and
finds its roots and principles in the Caroline incident of
1837, which involved the sinking of an American steamer
operating on the Niagara River by the British forces. How-
ever, because firing the first shot can easily be perceived as
an act of aggression, it is necessary for states claiming that
such an action was triggered by a threat to their sovereignty
to prove that it was actually the case. Philosopher Michael
Walzer has reformulated this idea with three criteria, namely
that the enemy displays ‘a manifest intent to injure’ and ‘a
degree of active preparation that [makes] that intent a posi-
tive danger’ in such a way that ‘waiting, or doing anything
other than fighting, greatly [magnifies] the risk [to the state
being targeted by this threat]’ (2006, p. 81). For him, the
Six-Day War of 1967 constitutes a good example of a pre-
emptive attack that met these criteria. Indeed, three weeks
before Israel struck the first blow, the UN had announced
that its Emergency Force that had served as a buffer between
Israel and Egypt in the Sinai since the end of the Suez Canal
Crisis was to be withdrawn. Immediately, the Egyptian
armed forces reoccupied this territory, while the Egyptian
government closed the Gulf of Aqgaba and the Strait of Tiran
to Israeli boats. At the same time, the Egyptian armed forces
were put on maximum alert and mobilised while military
alliances were signed with Jordan, Syria, and Iraq. Finally,
Gamal Nasser, the Egyptian President, declared on 29th May
that in the eventuality of a war against Israel, his ‘goal would
be nothing less than [its] destruction’ (Walzer 2006, p. 83).
Faced with these threats, Israel attacked its enemies on 5th
June as it became clear to its government that it was only
a matter of days before the country would be under attack.

However, because of the reality of the world order fol-
lowing WWII, this understanding of legitimate violence can
work only when we are dealing with conflicts between states
and less with non-state entities. This creates a major problem
since the pre-emptive logic is now of little use against ter-
rorist groups. Indeed, contrary to state actors, it is very dif-
ficult to effectively prevent a terrorist threat from occurring
through the logic of pre-emptive self-defence (Buchanan and
Keohane 2004, p. 3), which makes the war against terror
unique. Unless some concrete information about an upcom-
ing terrorist attack becomes available, what is lacking here
is the previously mentioned imminence criterion that can-
not be assessed with these groups; because of their modus
operandi, these elusive enemies are able to covertly attack
and kill thousands of civilians without any precursory signs.
In fact, contrary to state actors planning to violate another
state’s sovereignty, terrorist groups do not display the mass
mobilisation of troops and military equipment alongside
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their enemy’s borders. On the contrary, because of the asym-
metrical nature of their fight against great powers, their suc-
cess relies on the element of surprise. Indeed, sticking with
the notion of imminence against this type of threat is a recipe
for disaster.

Owing to terrorist groups’ surprise attacks and their
potentially apocalyptic use of weapons of mass destruction
(WMD), waiting for their threats to become immediate is
suicidal (Beres 1991; Glennon 2002). This is why Dominika
Svarc has argued that:

The particularly grave threats which could material-
ize in attack without a reasonable degree of warning
and time for defense may be regarded imminent even
when the attack is not menacingly near. (...) Applying
the narrow temporal standard of imminence in such
contemporary reality might deprive a State from an
opportunity to effectively repel the attack and protect
its population from unimaginable harm. It would go
counter to the object and purpose of the right of self-
defense which provides States with a self-help mecha-
nism to protect them from an attack when peaceful
alternatives would prove inadequate and the multilat-
eral response too tardy (2006, p. 184).

As a consequence, if states wish to abide by the current rules
of international law, this basically leaves them with only one
lawful option: wait to be under attack before claiming the
right to self-defence, as any other proactive form of self-
defence would de facto qualify as preventive in the absence
of hard evidence that a terrorist group is about to strike.
This is obviously a highly questionable option from a moral
perspective, as states have to paradoxically first sacrifice the
lives of their citizens in order to have a right to defend them.
If states cannot effectively deflect this threat and protect their
citizens through pre-emptive actions, there is a need to cor-
rect the situation through proactive actions that will not lead
to full-scale wars like the 2003 invasion of Iraq. This implies
two things: (1) reviewing the criteria regarding what ought
to justify a pre-emptive strike which means replacing the
criterion of imminence with another one, and (2) to envisage
pre-emptive means of actions that will not lead to full-scale
wars but rather to highly limited harm and destruction. The
next section will focus on the first aspect.

Rethinking the admissibility of preemptive
use of force against terrorism

Reassessing the pre-emptive attack logic is highly contro-
versial and does not come without serious concerns since,
as according to Deen Chatterjee, the (...) US war on terror
[against Iraq is] an example of what could go wrong with [a
more permissive logic of political violence]” (2013, p. 2).
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The most important of these concerns is the adoption of an
overly generous view of what constitutes an imminent threat,
which would lead to a legitimisation of wars against entities
that are not really a menace, ultimately leading to further
destabilisation of the world order by setting off “a cascad-
ing series of ‘preventive’ attacks or interventions” (Bethke
Elshtain 2013, p. 23). However, because of the terrible con-
sequences of terrorist attacks and the inherent difficulties in
foreseeing them, there is a need to act before these groups
strike, which of course creates an incredible dilemma. In
the words of legal theorist George Fletcher, there is a legiti-
mate reason why we ought to avoid an unlawful strategy that
prematurely legitimises the resort to force and, contrarily,
to come up with an approach that makes retaliation after
a terrorist attack has succeeded the sole option (1998, p.
133). This is why we cannot consider all forms of preventive
actions under the same lens and why the criticisms usually
associated with preventive wars against unfounded enemies
cannot apply to those posed by the terrorist organisations
described earlier. This renewed approach to violence ought
to remain as limited as possible and should be based on
an assessment that leaves little doubt about the nature of
the threat, which is close to Walzer’s understanding of the
distinction between non-legitimate and acceptable use of
preventive violence that ought to depend on a reasonable
perception of the danger of the threat (2006, p. xiv). This
begs the question of what ought to be that new threshold?
Since, by nature, terrorist groups resort to intimidation
against individuals to pressure targeted states to change their
policies, and such intimidation usually involves threats to
kill or physically harm people, it would appear self-evident
that we ought to have the right to strike before they fulfil
their promise of destruction. However, this solution poses
problems of its own. Indeed, in criminal law, threatening
to kill or harm someone does not imply that the person
who poses the menace ought to lose his immunity against
violence. Such an outcome would depend on two impor-
tant factors, namely the specific nature of the threat and its
credibility. For instance, a drunk customer in a pub, barely
able to stand on his feet and threatening to kill all the other
customers if he is not served one more drink, would most
probably fall short of meeting the threshold for prosecution
as no reasonable individual would consider that his threat is
actually genuine The reaction would, however, be different
if three lucid, muscled guys armed with guns made the same
threat. In this case, the other customers would probably con-
sider the threat credible and genuinely fear for their lives. In
this scenario, the public display of weapons pointed in their
direction would allow the customers to resort to all possi-
ble actions, including deadly force, against the three men,
a reaction that would be deemed commensurate with the
nature of the threat and justified as a matter of self-defence.
On the contrary, using the same level of violence against
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the stumbling drunk would clearly not be proportionate to
the menace he poses, as his worrying words would not be
linked in any way with his actual capacity to fulfil his threat.
Therefore, having the actual intentions and means of achiev-
ing one’s ambitions is a fundamental variable to consider.

Of course, one does not need to wait until the attacker’s
threat becomes a reality before having the right to react and
individuals who are facing this menace may protect them-
selves or count on the state’s authorities to do so in their
name. Indeed, credible threats against people’s lives have
always justified resorting to potential lethal counter-meas-
ures against their perpetrators, irrespective of whether or
not they have the willingness to transform their threats into
reality. In such a case, the appreciation of the threat and the
methods that ought to be used to fight it are in the eyes of
the beholder. For instance, let us imagine that a man walking
his dog in a park is suddenly threatened by someone holding
a handgun, who asks him to choose between his wallet or
his life. However, this turns out to be an empty threat as the
weapon is either not loaded or loaded with blank rounds.
At the exact same time, a police officer on duty witnesses
these events and is able to hear the perpetrator threaten-
ing the innocent walker. There is no doubt that he would
be justified in using all possible means—including lethal
ones—against the former individual. In this case, the threat
is sufficiently credible and the police officer is not required
to wait until the perpetrator pulls the trigger before acting.
If he were to use his service pistol to neutralise the menace
and it were to later be discovered that the perpetrator was
not actually in a position to harm anyone, it would not make
the police officer’s decision less legitimate. In appearance,
this is exactly the situation with terrorist organisations that
make credible threats.

There is, however, a major difference between them and
the aforementioned case of the man menacing the individual
walking his dog, as in the latter case the threat to some-
one else’s life is credible, immediate, and imminent from an
empirical perspective. Such a situation is very similar to the
cases of countries like Egypt, Syria, and Jordan, which were
obviously planning an attack against Israel in 1967, and the
aforementioned police officer’s reaction would fall within
the category of a justified pre-emptive attack. However, this
is not really the case with terrorist organisations, whose ver-
bal threats are not always perceived as imminent. This is,
of course, a problem as words alone do not contribute to
transforming a menace into a credible threat that requires
immediate action. Consequently, and contrary to the previ-
ous case, resorting to pre-emptive counter-measures would
not be justified. If we were to justify the resort to war solely
based on verbal threats, the world would soon become even
more chaotic and violent than it currently is. It is, nonethe-
less, also a dangerous game to automatically regard all sorts
of threats as trivial and to systematically downgrade them

simply to rhetorical hyperbole, especially when these threats
are coming from terrorist groups. The crux of the problem
with these entities is that there is rarely any transitional point
between their verbal threats and the attack itself. As already
stated, it must be noted that their modus operandi is unique
in the sense that it is basically impossible for states to act
pre-emptively when an attack from these groups becomes
imminent as their strategy is all about striking at states cov-
ertly and taking them by surprise. In the case of the afore-
mentioned example, the terrorist threat will not take the form
of an individual approaching him with a handgun and an
explicit threat to his life. It will rather take the form of a
menace that will never be foreseen by the man until it is too
late. More precisely, in this case, the threat will come from
a bullet fired from hundreds of yards away by a well-hidden
sniper or by a bomb that has been carefully concealed in a
garbage bin, set to explode when the man approaches. In
this situation, despite being real, the terrorist threat is not
imminent to anyone because of its invisible nature.

From this perspective, a warlike rhetoric coming from a
state whose decision to transform its words into actions will
always be empirically obvious through clear evidence of its
willingness to strike, just as is the case with an armed man
walking towards you and threatening to kill you if you don’t
give him your wallet. In the case of states, this threat will
take the form of the mobilisation of their armed forces and
other preparations that indicate an upcoming attack, as it was
the case with Russian against Ukraine in February 2021. If
the resort to violence can be justified in such cases, it is not
so with threats that cannot be seen.

Furthermore, the types of weapons terrorist organisations
threaten to use against us and their risk-averse nature that
differs from state entities are also factors that need to be
taken into account. It is, of course, possible to adopt a broad
and anticipatory interpretation of what constitutes a cred-
ible threat, such as the one by David Luban, who believes
that a threat is credible when its propensity for future armed
attacks is clearly based upon characteristics such as ‘mili-
tarism, an ideology favouring violence, a track-record of
violence to back it up, and a build-up in capacity to pose a
genuine threat’ (2004, pp. 230-231). When the international
community faces such a threat, he believes we ought to be
justified in resorting to preventive measures against it.” In
this case, it also means that such measures should have been
taken against the Soviet Union from 1945 to 1949, against
North Korea before both countries were able to develop
nuclear weapons and the means to use them against the rest
of the world. In fact, alongside the aforementioned terrorist
threat, the nuclear menace from a rogue state is also from a
theoretical perspective a very good example of the shortcom-
ings of the pre-emptive logic. Indeed, thanks to interconti-
nental missiles or first-strike weapons such as submarines,
rogue states (that show no concern whatsoever for human
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rights and display an aggressive rhetoric) now have the pos-
sibility to fire their missiles of death on their targets with lit-
tle or no warning in a matter of less than half an hour. In fact,
Manbhattan Project scientist H.D. Smyth once described this
weapon as being ‘so ideally suited to sudden unannounced
attack’ (1945, p. 134), while Caryl Haskins called it ‘an ideal
weapon for aggressors’ and Robert Oppenheimer ‘a weapon
of surprise’ (Freedman and Michaels 2019, pp. 55-56). This
is why ‘preventive-war thinking was surprisingly widespread
in the early nuclear age’, more specifically ‘the period from
mid-1945 through late 1954° (Trachtenberg 2007, p. 43).
After all, is there a threat more imminent than a nuclear
apocalypse that can fall on our heads within the next 30 min?

Such a prospect has nonetheless led the international
community to adopt a more liberal understanding of pre-
emption and imminence. This threat pose by a state actor
also needs to consider the chances that this rhetoric and
weapon development may actually result in their actual use,
especially when the possession of these weapons is wide-
spread among nations. In this regard, there is a fundamental
difference between a state actor—even a rogue one—and
terrorist organisations, namely the fact that the former is a
risk-averse entity. Indeed, because of their territorial nature,
states—even rogue ones—remain perfectly aware that a
nuclear strike on their part would very likely result in self-
destruction through nuclear retaliation. This is why many
Western leaders do not see Vladimir Putin’s 2022 invasion
of Ukraine as a precursory sign of Russia invading other
countries in the near future (especially those that are mem-
bers of NATO). On top of the fundamental shortcomings his
army has shown in the first stage of this war, the fear of his
own potential destruction if Russia were to enter in an open
war with NATO (with three of its members having nuclear
weapons) contributes to make Putin’s menaces against the
West not so credible even though they check all the boxes of
Luban’s aforementioned conception of pre-emption. In other
words, when state entities are concerned, the mutual pos-
session of such weapons of absolute terror is understood as
a guarantee that they will not enter at war with one another
even when some leaders who possess them may be thought
to have delusion of grandeur or to be suffering from other
mental problems.? We seem to assume in this regard that, as
the character of Lieutenant Commander Hunter played by
Denzel Washington said in the 1995 movie Crimson Tide,
that the true enemy is war itself in a conflict between two
nuclear powers.

However, this fear of mutual assured destruction is not
necessarily a concern with terrorist organisations; because
of their non-territorialised nature and fanaticism, they do
not have the same sensitivity to the consequences of their
actions. In this sense, if there are reasons not to exagger-
ate such threats from state actors, there are also reasons not
to show the same optimism with terrorist groups. In other
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words, the terrorist threat is not only invisible, but it is also
potentially more destructive and indiscriminate than the one
coming from state entities.

There are, therefore, reasons to believe that the way the
pre-emptive logic is conceptualised poses problems in the
context of contemporary terrorist organisations and that it
ought to be amended to enable states that are threatened
by these groups to use more proactive measures to defend
themselves and protect their citizens (Schmitt 2004; Franck
2002). Thus, we are obligated to abandon the notion of
imminence understood as a threat being real in actual time
and to go beyond the temporal proximity of a threat by
thinking about a new threshold that will need to be crossed
before an anticipatory act of self-defence can be justified
since terrorist attacks will never meet the former standard.
This void can be filled with the already mentioned notion of
the ‘credibility of a threat’, which can be highlighted with
the two previous examples of offenders threatening custom-
ers in a bar. This course of action ought to be used solely
against groups whose threatening rhetoric matches their
actual capacity to transform their promises into reality. This
means that an organisation that promises to drop a nuclear
weapon in a crowded urban area but that does not have the
capacity to do so should be considered similarly to the drunk
customer in a pub and, accordingly, should not be treated in
the same way as a group with the genuine capacity to fulfil
this threat.

The case for pre-emptive measures
short of war: the example of cyberattacks

Following what has been said previously, the threat of con-
temporary terrorism requires us to rethink the threshold of
legitimate violence under new criteria. As terrorist attacks
will rarely appear as imminent as those of state actors, pre-
emptive forceful measures therefore ought to be used against
entities that are posing a credible threat. Such measures can
be either non-violent or destructive and lethal. The former
set of measures are usually those that are referred to as ‘soft
war measures’ (Gross 2015; Gross and Meisels 2017) or
as ‘non-violent alternatives to war’ (NVATW) and include
measures such as the imposition of economic sanctions or
arms embargoes, and the use of diplomacy.

We cannot deny that NVATW can prove efficient at
preventing terrorist organisations from ever being able to
fulfil their promises of destruction if they are deprived of
their capacity to acquire WMD thanks to international sur-
veillance by targeting states that are harbouring or spon-
soring them. The idea behind such sanctions is making the
targeted state realise that pursuing this course of action is
a political dead end that will most likely be detrimental
to the survival of its regime. If this is achieved, the risks
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of these organisations’ threats ever becoming credible are
slim to none, which eliminates the necessity of setting
down the path to what I have described elsewhere as ‘vio-
lent alternatives to war’ (VATW) (Caron 2021a, b). How-
ever, when NVATW have proved ineffective or when there
are reasons to believe that they will not result in preventing
credible a terrorist threat from becoming real, the resort
to VATW ought to be considered, e.g. destructive and/or
lethal measures on a limited scope and scale.

It must nonetheless be stressed that the physical eradi-
cation of the terrorist threat must not come at the expense
of other duties, with the most important being the obliga-
tion to restrict the use of violence only against those who
are legitimate targets. We need to emphasise the impor-
tance of the fact that justifying a more permissive use of
political violence does not eliminate in any way the usual
ethical constraints statesmen and members of the military
ought to respect. Thus, these additional duties imply that
the use of deadly or destructive force will need to be pro-
portional to the nature of the threat and respectful of the
discrimination between combatants and non-combatants.
In this regard, states will have to consider a wide variety
of options ranging from sending elite troops on the ground
(whose actions will be limited to a surprise operation with
limited usage of weapons) to the use of drones* with a
much larger scope of destruction. One of the main criteria
they will have to consider is the nature of the environment
in which the individuals to be targeted are operating. More
precisely, irrespective of the seriousness of the threat, the
approaches may have to be very different if these individu-
als are located in the middle of the desert or in a densely
populated area.

More precisely, the criteria that ought to be followed
when it comes to the use of VATW are very similar to those
that have been put forward by the Israeli High Court in a
famous decision about the lawfulness of targeted killings
(2006). These are in my view the most important principles
to follow:

1. VATW can only be justified against enemies who are,
based on reliable, authentic, and confirmed information
from multiple sources independent from one another,
posing a credible threat to civilians, more specifically
that they have at their disposal the means to effectively
transform their menace into reality or are actively try-
ing to achieve this goal. Since individuals who will be
victims of VATW are deprived of due process of law, a
departure from this rule must not be taken lightly;

2. VATW are only permitted if NVATW are thought to be
ineffective at eliminating the threat. This means that the
resort to VATW must take into account the actual capac-
ity of preventing the terrorist from striking first through
NVATW;

3. VATW must solely be used for the sake of eliminating
the identified threat and must end as soon as the menace
has been eliminated;

4. Resorting to VATW must not result in disproportionate
danger to civilians who might happen to be in the vicin-
ity when the operation will take place or create unneces-
sary risks to the soldiers who will be deployed?;

Cyberattacks can constitute valuable and effective
NVATW against terrorist organisations. For instance,
knowing that terrorist organisations cannot operate without
financial resources, cyber heists can count as cyber measures
short of war as they may contribute to hamper the capacities
of terrorist organisations to strike against their enemies.® At
the same time, cyberattacks can also play a constitutive part
of VATW. We can think in this regard to cyber-assassina-
tions. Hypothetically, cyber-assassinations would constitute
a similar way of dealing with individuals who are involved
in terrorist organisations that are posing a credible threat by,
for example, remotely gaining control of their pacemakers’
and delivering a shock in order to kill its users in a way that
resembles the assassination of the US Vice-President in the
television series Homeland, or by taking control of critical
functions of their automobiles.® They can also play a role in
the targeting of the infrastructures of a state collaborating
with terrorist organisations that are suspected to produce or
be instrumental in the production of WMD can take many
forms, such as the cyberattacks directed against the Natanz
nuclear facility in Iran by a malware known as ‘Stuxnet’
(Caron 2019c). Introduced inadvertently or on purpose by
an employee who most likely plugged a contaminated USB
drive into the central computers of the facility (which was
not connected to the Internet), the virus—allegedly cre-
ated by Israel and/or the US—managed to take control of
nuclear centrifuges and caused them to malfunction and
self-destruct, while sending contradictory messages to the
operators who thought everything was in order. Although
Iran never released specific information about the incident,
it is estimated that around 1000 uranium-enriching centri-
fuges were destroyed, which led to a significant decrease in
the country’s enrichment efficiency (Broad et al. 2011) and
delayed its capacity to potentially develop nuclear weapons
by as much as two years (Stiennon 2015, p. 20).

I would argue that the Stuxnet virus constitutes a clear
example of what I am defending as a pre-emptive attack
under the lens of threat’s credibility rather than its immi-
nence. In this case, this cyberattack was not simply launched
out of fear that Iran may eventually disrupt the regional bal-
ance of power, but rather that the WMD resulting from its
nuclear programme could have easily fallen into the hands
of stateless terrorist organisations. For instance, it is known
that Iran has been providing various kinds of support to ter-
rorist organisations—namely, the Hezbollah and the Hamas.
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Moreover, alleged links with Al-Qaeda were found in con-
nection with the 1998 attacks against the US embassies in
Tanzania and Kenya (Thiessen 2011), the attack against the
USS Cole (Hsu 2015), and even with the events of 9/11 (The
9/11 Commission Report, pp. 240-241). Additionally, the
way in which the Iranian authorities deceived the interna-
tional community about the nature of its nuclear programme
also raised serious questions as to whether it was purely
dedicated to civilian purposes. Alongside the discovery of
undeclared nuclear facilities—namely, the Natanz complex,
a heavy water production plant under construction in Arak,
as well as centrifuges that were clandestinely imported
in the 1980s—the rhetoric used by then Iranian President
Mahmoud Ahmadinejad also contributed to fuel the cred-
ibility of the risk that Iran may eventually try to develop a
nuclear weapon. Indeed, in 2006, he announced the deci-
sion to resume uranium enrichment at Natanz, which led
the UN Security Council to adopt Resolution 1696, which
was ignored by Iran. When all these elements are taken
into account, it is possible to argue that the prospect of a
country known for its close ties with terrorist organisations
that use indiscriminate means of warfare having a nuclear
programme with military dimensions posed potentially seri-
ous threats. There were, therefore, solid grounds to resort to
this type of alternative to war in order to prevent this pro-
gramme from ever being completed after other NVATW did
not result in altering Iran’s policy. In this sense, by opening
up the possibility of resorting to VATW, states threatened
by the Iranian nuclear menace were able to benefit from
an additional arrow to their bow rather than simply seeing
themselves as out of options and obligated to launch a full-
scale war as it was the case in 2003 when the United States
invaded Iraq.

In return, we also need to be aware of the inherent limita-
tions of cyberattacks as NVATW or as VATW. The most
important problem remains certainly that effective cyber-
attacks such as the Stuxnet cyberattack was only possible
because the threat posed by the Iranian nuclear program
was not imminent in the conventional meaning of the term,
which allowed in return the entities that sponsored the
development of this highly complex computer virus enough
time to develop and deploy it before it was too late. In this
perspective, an effective cyberattack as a deterrent force
requires time and a lot of resources and preparation, mean-
ing that it may only be an option to consider for states that
are proactive in seeing the development of credible threats.
This implies that states choosing to resort to this alternative
to war must in parallel deploy a significant amount of energy
on their intelligence agencies and enjoy a significant col-
laboration from their foreign counterparts. Similarly, to other
forms of actions, we have to be aware that an ill-designed
and precipitated cyberattack may simply lead to dispropor-
tionate consequences and end up violating the moral rules
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of warfare, as it can be the case with drones. Just like any
other types of alternatives to war, a cyberattack should not
be seen as a panacea in itself.

Conclusion

Looking back at the last 20 years of the war on terror, it is
difficult not to have a very critical assessment of its effec-
tiveness and morality. Following the rather chaotic with-
drawal of the United States from Afghanistan in August
2021, those who once harboured Al-Qaeda are now back
in power. The 2003 intervention in Iraq has, for its part,
led to a destabilisation of the Middle East and to the birth
of another terrorist organisation—the Islamic State of Iraq
and the Levant (ISIL)—that has happily followed the path
of Al-Qaeda by picking up the torch of global terrorism.
Twenty years after 9/11, although Al-Qaeda is no longer
the threat it used to be and ISIL no longer enjoying control
over its former caliphate, the terrorist threat has not been
eradicated and remains still a clear and present danger with
members of the latter organisation still holding a stronghold
in Syria’s Idlib region now posing a genuine threat in the
broad Khorasan region, while Al-Shabab is still very active
in the Horn of Africa region. In fact, the number of terror-
ist attacks has been on the rise since 2017 (Statista). Fur-
thermore, we cannot ignore that the unquestionable desire
of Western nations to protect their citizens has been made
possible at the expense of the lives of tens of thousands
of innocent civilians living in the regions where our mili-
tary actively fought these organisations. Paradoxically, the
improper way in which we have fought terrorism tends to
provide arguments to those supporting these groups, that
we have ourselves acted in a terroristic manner. Thanks to
this perspective, it is not hazardous to argue that resorting
to war against terrorism was simply a largely inefficient and
immoral strategy.

This is why it is necessary to think of alternatives to war
against these groups in order for states that are targeted by
them to pre-emptively defend themselves, which requires
a reconceptualisation of this notion. Indeed, because of
the stateless nature of these groups, the criterion of immi-
nence—which is a core element of the logic of the pre-
emptive attack—simply does not apply to terrorism. There-
fore, there is a need to find an alternative notion that will
facilitate the justification of when it is legitimate to resort
to force against these groups. Obviously, loosening up the
rules surrounding this logic runs the risk of becoming a slip-
pery slope that will ultimately erase the necessary distinc-
tion between pre-emption and prevention. This paper has
suggested that the idea of terrorist groups posing a ‘credible
threat’ is a viable alternative that can lead to NVATW or to
VATW. In this regard, some forms of cyberattacks ought to
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be considered as effective and legitimate examples of such
measures and not necessarily as violations of another state’s
sovereignty when they are used in the context and according
to the criteria discussed here.

Notes

1. As written by journalist Philip Bump (2018), ‘During
the war [in Iraq] and during the Islamic State militant
group’s occupation of as much as a third of the coun-
try in recent years, the number of deaths runs into the
hundreds of thousands, including civilians killed as a
result of violence and, more broadly, those who died
because of the collapse of infrastructure and services
in Iraq resulting from the ongoing conflict’. For its part,
the Watson Institute (2020) estimated in October 2019
that a little more than 150,000 people have been killed in
the Afghanistan war since 2001 and that 43,000 of them
were civilians.

2. For him, ‘preventive war may be justified against a rogue
state (in the sense given here, a threat state) aiming to
construct WMD (in the sense given here, weapons that
can cause mass casualties through a single use), if the
state’s intentions are hostile, because if the state suc-
ceeds in constructing WMD it may be too late to fore-
stall a genocidal attack’ (2007, p. 190).

3. Asevidence of this claim, people will argue that Stalin,
Kim Jong-Il and his son Kim Jong-Un are example of
ruthless amoral leaders thought to be or have been irra-
tional, but who nonetheless refrained from using such
weapons against their enemies, since they knew it would
have led to their own destruction.

4. Of course proper drone strikes must be restricted with
proper rules of engagement and according to the moral
rules of warfare. In this perspective, it is possible to
severely judge the U.S. policy on drone strikes that made
an ample use of what is referred to as ‘signature strikes’,
namely attacks against unknown individuals whose
behaviours are considered suspicious according to cer-
tain patterns-of-life analysis. For instance, individuals
seen digging a hole and hiding something on the side of
a road will likely be targeted since their behaviours can
be interpreted as typical of terrorists planting an impro-
vised explosive device. This policy has led to many
blunders over the last 20 years that have led analysts to
conclude that drones are immoral weapons (Chamayou
2015). However, this assessment is in my view inac-
curate since the way a weapon is being used should not
lead us to conclude that it is inherently immoral (Caron
2020).

5. For a discussion on the military’s duty of care towards
its members, see Caron (2018, 2019a, b).

6. Thus far, the USD 81 million cyber heist of the Bangla-
desh central bank’s account at the Federal Reserve Bank
of New York by the Lazarus group in 2016 is the most
famous.

7. Some pacemakers have wireless interfaces that allow
doctors to adjust their settings at a distance and to share
data logs online. As stated in a BBC report, ‘In 2012,
security researcher Barnaby Jack demonstrated an attack
using the radio-frequency interface on a heart device.
[He] said he was able to launch his attack from a laptop
up to 50 ft (15 m) away’ (Vallance 2015).

8. Although this last example may run counter to the dis-
crimination principle, since this malfunction may lead
to pedestrians or other drivers being hit.
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