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Abstract

In an era of digital transformation, where data is often referred to as the ‘new oil’ of business, with data privacy and cyber-
security incidents recurrently making the headlines, international business (IB) scholars are increasingly grappling with the
challenges posed by disparate data governance regulations. Recognizing the growing importance of this topic for IB research
and policymaking, our paper seeks to offer a comprehensive examination of cross-country regulatory intricacies of data gov-
ernance, frequently described by IB scholars as ‘complex’ and ‘pluralistic’ institutional contexts. This allows us to explore the
various implications of diverse data governance regulations on international business, thus laying the groundwork for rigorous
IB policy studies in this area. As a preliminary finding, we highlight a greater need for international cooperation, where both
policymakers and multinational enterprises play a pivotal role. Using the EU data governance framework as an illustrative
example, we structure our discussion around four policy areas of data governance: data use; data transfers; data storage; and
data flows. We aim for this categorization to serve as a foundational basis for future IB research, aiding in tackling one of
the most pressing digital challenges of this day and age: reconciling data privacy and security with data-driven innovation.
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Introduction and policies related to data privacy and security, and of rules

that limit which data may be transmitted beyond country

Data governance, or the management, regulation, and
oversight of data, is evolving into a subject of paramount
importance for international business (IB). IB scholarship
has identified several digitalization risks for multinational
enterprises (MNEs) stemming from regulatory multiplicity,
variance, and incompatibility (Luo, 2022a). Attention is also
paid to the significance of disparate government regulations
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borders and where it must be physically stored (e.g., Luo,
2022a; Nambisan, 2022; Nambisan et al., 2019). Remark-
ably, the critical importance of cross-country discrepancies
governing data for MNEs was already acknowledged long
before the advent of digital technologies, as Samiee (1984,
p- 141) noted almost three decades ago that “managing inter-
national information flows in a[n] MNC is as important as
managing the company’s assets or its production”. Since
then, the value of data has risen exponentially, from being
almost exclusively associated with information to being con-
sidered a key strategic asset for the creation of both private
and social value (UNCTAD, 2021). Moreover, following
the recognition of data as the primary ingredient of digi-
talization (Gestrin & Staudt, 2018), and the emergence of
data-driven digital MNEs like Uber, PayPal and OpenAl, a
wide array of laws has emerged that amplify the cross-border
challenges observed by Samiee in 1984.

Nonetheless, existing scholarship has thus far offered a
relatively limited representation of the challenges MNEs
face in relation to data governance. Specifically, by largely
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neglecting the distinct policies that govern the use, trans-
fer, storage and flows of both personal and non-personal
data, IB studies miss critical intricacies and nuances that
underpin data governance. As a result, the contributions and
impact of IB policy research on these topics are consider-
ably constrained. Our goal is, thus, to enable IB scholars to
inform policymakers in effectively addressing the challenges
posed by data governance policies (Clegg, 2019), and more
broadly, to extend current work by delving deeper into the
regulatory complexity of data governance and its implica-
tions for MNEs. This paper draws on current discussions in
the legal realm, where regulatory initiatives shaping data
governance are high on the agenda (European Commission,
2020),! and directly touch upon geopolitical considerations
(Ocelik & Kolk, 2023.). In doing so, we respond to calls
by IB scholars for multidisciplinary perspectives, including
digitalization and societal issues (Ocelik et al., 2023; Tung,
2023), and more policy-oriented research, whereby insights
are provided into the forces that prompt MNEs to reconfig-
ure their activities, strategies, and structure (Lundan & Van
Assche, 2021).

While debate continues around the precise definition of
‘data governance’, the interpretation of this concept has
evolved considerably over time. Originally, it was charac-
terized as “the exercise of authority and control over the
management of data” (DAMA International, 2009, p. 19),
and primarily associated with a firm’s internal management.
However, recent years have seen the understanding of data
governance shifting towards a holistic conceptualization: as
a cross-functional framework encompassing rights, account-
abilities, standards, and data policies (Abraham et al., 2019).
As Zygmuntowski et al., (2021, p. 7) put it, “data governance
encompasses the entirety of transnational and trans-organ-
izational data flows, from the macro-level of nation-states
to the micro-level of citizens”. This evolution in definition
underscores the intrinsic attributes of data governance and
regulation, with various rules and standards underpinning
the rights and obligations at stake in data flows.

However, while data governance encompasses regulatory
frameworks pertaining to the use, management, integrity,
and security of data, it is also closely intertwined with a
firm’s business model and risk tolerance. These inter-
relations were elucidated by Waldman (2021, p. 3), who
observed vis-a-vis Google’s data governance model that the
company had “been sued for its surveillance overreach in
tracking university students but only because the company’s

! We limit ourselves here to the exploration of ‘core’ data govern-
ance laws regarding both personal and non-personal data. Whereas
numerous other laws, such as the EU Al Act deserve equal attention
by IB scholars in future studies, these build upon the laws discussed
here (and are more specific).

practices violated a contract, not because they violated pri-
vacy law” (our emphasis). Hence, regulatory compliance
is one layer of data governance, which is further comple-
mented by corporate rules, standards and practices that allow
firms to collect, store and analyze data in ways that serve
their business models. Importantly, the transnational nature
of data governance clearly indicates high relevance for IB,
and a range of possible complexities.

In the following, we will present a comprehensive over-
view of the cross-country regulatory intricacies at stake
in this policy realm, the incentives driving these policies,
and delineate their implications for MNEs and IB policy
research. Given the flurry of legislation in the European
Union (EU) and its extraterritorial influence (the so-called
‘Brussels effect’), we use and start with the EU data gov-
ernance framework to structure our subsequent discus-
sion around four key components shaping the future of IB,
namely the use, transfer, storage, and flow of data.

The ‘Brussels effect’

The impact of regulatory differences on firms has been part
and parcel of the IB field. The widely recognized phenom-
enon known as the ‘race to the bottom’ (Becker & Hender-
son, 2000; Cole, 2004) describes the tendency of MNEs to
relocate to jurisdictions with lenient environmental regu-
lations to evade compliance costs. Conversely, the more
recent concept of a ‘race to the top” (Bu & Wagner, 2016;
Pisani et al., 2019) suggests a preference for contexts with
higher standards. Location choice (of legal headquarters)
has also come to the fore regarding taxation rules, especially
focused on federal systems. Scholars use the term ‘Dela-
ware effect’ to denote the devolution in standards within
the US resulting from competition between states to relax
their chartering requirements in order to attract corporations,
with Delaware standing out as the most attractive location to
incorporate from the perspective of management and share-
holders. Conversely, the ‘California effect’ encapsulates the
upwards ratcheting of regulatory environmental standards,
with which firms choose to comply given the state’s sub-
stantial market size (Bohnsack et al., 2015; Vogel, 1997).
Interestingly, this incentivized firms not just to adhere to
these regulations in order to retain market access, but to
also subsequently lobby their home governments to adopt
the same approach.

In a seminal article, Bradford (2012) extended the
dynamics of the California effect by specifying the exact
conditions that allow for upward regulatory convergence,
coining it the ‘Brussels effect’. The Brussels effect refers
to the EU’s unilateral power to regulate global markets,
due to five critical conditions: (1) market size (the larger,
the more influence); (2) regulatory capacity; (3) the
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political will to create stringent standards; (4) inelastic tar-
gets, meaning that the regulated objects involve products
or producers that are insensitive to regulatory changes;
and (5) non-divisibility, i.e., the application of a uniform
standard to govern an MNE’s global conduct (Bradford,
2021). The process of such unilateral regulatory globali-
zation unfolds in two complementary ways. A de facto
Brussels effect occurs when MNEs are incentivized to
standardize international production in accordance with a
single rule. A de jure Brussels effect occurs when MNEs
lobby their home governments to adopt EU standards so
as to not be at a competitive disadvantage relative to their
domestic competitors. Although it is clear that the EU’s
ability to unilaterally regulate international markets is not
absolute, in certain policy areas, such as data protection
and privacy, its influence on global regulatory standards
is unparalleled.

Data privacy has become an important area of data gov-
ernance in relation to ‘personal data’, and finds its roots in
the right to privacy, protected since 1953 by Article 8 of the
European Convention on Human Rights. Legislation govern-
ing an individual’s right to privacy and personal data, two
distinct yet interrelated rights, has evolved significantly since
then, with the General Data Protection Regulation (GDPR)
as the cornerstone of data privacy. In force since May 2018,
the GDPR’s Brussels effect resides partly in its extraterrito-
rial application, laid down in Article 3, which reads as fol-
lows: “This Regulation applies to the processing of personal
data of data subjects who are in the Union by a controller or
processor not established in the Union, where the process-
ing activities are related to: the offering of goods or services
[...] to such data subjects in the Union; or the monitoring
of their behavior as far as their behavior takes place within
the Union” (our emphasis). MNEs processing personal
data of EU citizens should comply with these obligations
irrespective of the location of their headquarters. This has
made the GDPR a de facto worldwide standard given the
importance of the EU consumer market for investment and
trade of countless MNEs. Moreover, it has stimulated MNEs
to extend the application of GDPR rules to other markets
to avoid the costs of complying with different regulatory
regimes, also because many countries have adopted compa-
rable approaches (see below).

Cross-country regulatory intricacies in data
governance

The Brussels effect has come to the fore regarding four key
components of data governance, i.e., data use, data transfer,
data storage and data flows, which we will discuss consecu-
tively next.

@ Springer

Data use

Policy developments in countries around the world demon-
strate the Brussels effect. For example, Chile did not recog-
nize data privacy as a human right until 2018, coinciding
with the GDPR’s entry into force (Molina, 2018). Moreo-
ver, following the GDPR’s release, many countries around
the globe, such as Brazil (Lei Geral de Protecao de Dados)
and Australia (Privacy Amendment Act 2017), mirrored its
framework by adopting comparable legislation. At its core,
the GDPR regulates how data can be used (i.e., processed)
and therefore obliges firms to respect certain principles, such
as to be transparent towards their users; to limit data process-
ing to what is strictly necessary; and to ensure that data is
accurate and secure (Art 5(1) GDPR). This global regula-
tory trend entails the aforementioned de jure Brussels effect.
However, it should be noted that the EU’s global influence in
data privacy regulation already occurred with the GDPR’s
predecessor, the 1995 Data Protection Directive: Bradford
(2012, p. 23) mentions that over 30 countries adopted similar
EU-type privacy laws since its passing.

Despite growing similarities and convergence between
legal systems, regulatory variance persists, with cross-border
fragmentation even at stake within the EU (Custers et al.,
2018). Indeed, although the GDPR is directly effective in
all EU Member States and, unlike a Directive, does not
need to be transposed into national law, some provisions
leave room for maneuver (Boardman et al., 2020, p. 69).
For example, Member States can further narrow the condi-
tions and derogations for the lawful processing of health
data, which are subject to the GDPR’s most stringent rules
(Art. 9(4), GDPR). On that point, there are considerable dif-
ferences between the French legal system and those of the
Netherlands and Luxembourg (Latham & Watkins, 2018).
Similarly, the GDPR requires parental consent whenever
data processing concerns a minor, but the exact definition of
‘minor’ varies among Member States. In the Netherlands, for
instance, this applies to children under 16, while in Belgium,
Denmark and Estonia, the threshold is 13 years (Milkaite
& Lievens, 2019). Beyond these cross-border variations in
terms of GDPR implementation, there also exist discrepan-
cies in its enforcement, with Western European countries
exhibiting stricter approaches and imposing larger fines
compared to their (Central) Eastern counterparts (Daigle &
Khan, 2020). The enforcement focus also seems to differ
among countries, with France particularly attentive to tar-
geted advertising, while the Netherlands primarily addresses
data security breaches in public and health sectors.

Moving beyond the EU, and taking into account that at
least 137 countries have data privacy legislation in place
(UNCTAD, 2023), cross-border variations are magnified at
the global level. Hence, for MNEs to collect and use per-
sonal data throughout regions implies the need to pay close
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attention to both differences in regulatory scope (i.e., when
does the law apply?) and in standards and obligations (i.e.,
what does the law require?). An illustrative example of the
former is the EU’s comprehensive notion of ‘personal data’
as opposed to the US’ ‘personally identifiable informa-
tion’ that precludes publicly available personal information
from its scope under the California Consumer Privacy Act
(CCPA) (Marini et al., 2020, p. 12). Although these defini-
tional variations seem insignificant at first, their implications
at the firm level should not be underestimated. For example,
by excluding from its scope “information that a controller
has a reasonable basis to believe the consumer has lawfully
made available to the general public” (Art. 6-1-1303, para
17(b)), the Colorado Privacy Act seems to allow US firms to
collect and use personal data from unrestricted social media
profiles—i.e., open to the public—a practice that would not
typically be acceptable under the GDPR (Stauss & Weber,
2022). Concerning differences in legal standards and obli-
gations, it is worth noting that the GDPR’s famous ‘right
to be forgotten’ is absent from highly similar Argentinian
or Brazilian frameworks (Daniel, 2022) and that Australia
requires ‘privacy impact assessments’ instead of ‘data pro-
tection impact’ ones (Dataguidance, 2022).

In essence, legal scholars identify key differences between
the value-driven EU, the market-oriented US and the author-
itarian (top down) Chinese approach (Bod¢ et al., 2021, p.
9). In line with this, a background paper for the 2021 World
Development report (Ferracane & Van der Marel, 2021) dis-
tinguishes between three different domestic data processing
models: (1) an “open model, which refers to countries with
no comprehensive data protection framework in place and
where data protection is often treated as a consumer right
(e.g., the US); (2) a conditional model, which takes a funda-
mental right approach to data protection and has a preven-
tive framework in place (e.g., the EU); as well as a (3) lim-
ited model, where data protection is associated to national
security and grants national governments extensive control
and access rights over data (e.g., China). This accords with
observations made by computer scientists regarding the ‘four
internets’,” where competing views about how to govern the
digital realm are championed at the national level, with sig-
nificant geopolitical implications (O’Hara & Hall, 2018).

Data transfers

One way for countries to assert their sovereignty over data
has been to adopt a protective stance on data transfers (i.e.,
cross-border data flows to a third country or an international

2 The authors make a further distinction between how Silicon Valley
treats personal data versus how the federal government in Washington
DC does.

organization), giving rise to competing and conflicting data
governance regimes and types of extraterritorial influence
(Arner et al., 2022). This lack of interoperability between
regions gained traction with the European Schrems I and
11 judgments where the Court of Justice of the EU (CJEU)
(2015, 2020) invalidated existing mechanisms for lawful
data transfers between the EU and the US, and introduced
a high threshold for transatlantic data transfers. Whereas
Schrems I invalidated the EU-US Safe Harbor Agreement in
2015, the follow-up judgment invalidated the 2016 EU-US
Privacy Shield, relied upon by more than 5300 companies,
and imposed very strict standards on the use of so-called
Standard Contractual Clauses, one of the few GDPR mecha-
nisms for lawful data transfers to third countries (Chander,
2020). In brief, the CJEU requires companies transferring
personal data of EU citizens to ensure that the data in ques-
tion receive a level of protection that is ‘essentially equiva-
lent’ to that of the EU, which required extensive clarifica-
tions by the European Data Protection Board (EDPB, 2021).

Besides creating uncertainty for firms, especially Euro-
pean ones, this judgment exposes the international difficul-
ties in safeguarding data privacy and data security, with both
aspects being ultimately dependent on foreign governments’
national security policies that often require (extensive) data
access. As Chander (2020) underlined, on trial in Schrems
II was ultimately not Facebook but the US government,
whose far-reaching surveillance laws were exposed in 2013
by Edward Snowden (Dyer, 2013). Similarly, China’s 2017
National Intelligence law requires “any organisation or
citizen to support, assist, and cooperate with state intelli-
gence work according to law” (Art. 7). This broadly phrased
requirement has led to Chinese-owned TikTok App being
subjected to global scrutiny, stemming from concerns over
potential foreign espionage. Concerns escalated after the
revelation that TikTok’s employees at the corporate level,
including those of its parent company ByteDance in China,
could access users’ data collected elsewhere (Milmo, 2022).
Hence, ambiguities arose as to whether the company could
ultimately prevent data access by third-country governments,
with law professor Michael Veale clarifying that “contracts
between a Chinese and a European company can’t prevent
state access” (Milmo, 2022). This has prompted the EU’s
GDPR investigations into TikTok’s data transfers (Data Pro-
tection Commission, 2021).

The relevance of data transfer policies to IB must be
understood in light of what Ursula von der Leyen (2022)
observed in relation to subsidiaries within an MNE, namely
that data transfer rules apply where “a company in the EU
allows access to personal data under its control to an affili-
ated company (e.g., a parent company) that is located out-
side the EU”. Consequently, MNEs face heightened risks
for data transfer breaches, especially in view of their expo-
sure to various data transfer regimes. Ferracane and Van de
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Marel (2021), already mentioned under data use, also clas-
sify countries’ “cross-border data transfer models™ as being
either (1) “open”, meaning that companies are somehow free
to decide whether and how they transfer data to third coun-
tries (e.g., Australia, Mexico, the US); (2) “conditional”,
which implies ex-ante requirements that must be fulfilled
prior to data transfers taking place (e.g., Argentina, the EU,
Singapore, Turkey); or (3) “limited” in the sense that data
transfers are either forbidden or subject to prior approval by
national governments based on security assessments (e.g.,
Brunei, China, Russia, Tunisia). Interestingly, as illustrated
by Mexico and Singapore, a country may be “limited” or
“conditional” with respect to its domestic use of data (see
the previous section) but “open” in terms of cross-border
data transfers.

From an EU perspective, although the Commission’s
latest adequacy decision, allowing lawful data transfers
between the EU and the US “without any further conditions
or authorizations”, entered into force on 11 July 2023, the
Schrems Il case has global ramifications that extend well
beyond this transatlantic relationship to all “third countries
that lack an adequacy decision [with the EU], thus includ-
ing China, India and other major EU trading partners”
(Kennedy-Mayo & Swire, 2021). Regardless of whether
the discussion involves the US or China, the data transfer
requirements under EU law and the resulting uncertainties,
such as the announcement of an impending Schrems III case
(NOYB, 2023), have created concerns about the EU’s de
facto imposition of data storage requirements, more com-
monly referred to as data localization measures (Chander,
2020). These will be discussed in more detail next.

Data storage

Data localization refers to the process of physically localiz-
ing data. Data localization policies mandate firms to process
and store data locally, i.e., where the data originate. Different
types of data localization measures exist, applying to dif-
ferent types of data and ranging from rather light require-
ments, such as the need to store a local copy of data, to very
strict ones, such as a total ban on data transfers (Wu, 2021).
Whereas the CJEU did not explicitly impose data localiza-
tion requirements in Schrems II, many have argued they exist
tacitly (Kennedy-Mayo & Swire, 2021). Indeed, “if there
is no data transfer outside the EU, then there is no need to
take the risk that the transfer will be found invalid by a data
protection authority or a court” (Chander, 2020, p. 777). A
particularly sensitive issue following the CJEU judgments
and subsequent recommendations by the European Data
Protection Board (01/2020) is the situation of cloud service
providers, whereby most EU firms, as well as national (Con-
seil d’Etat, 2020) and EU organizations (EDPS, 2021) rely
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on US cloud giants to store their data, with Amazon Web
Services being a prime example (Vasylyk, 2022).

Given the aforementioned uncertainties about data trans-
fers, recent developments suggest firms are moving towards
localizing data. An example is the Oracle EURA Cloud Ser-
vice, which addresses customers’ growing need “for cloud
services that are designed for the EU, located in the EU, and
operated by EU personnel” (OCI, 2023). By using this ser-
vice, firms ensure that personal data of EU citizens is stored
in EU datacenters and only accessible to EU-based persons.
Similarly, Microsoft announced its ‘EU Data Boundary solu-
tion’, which took effect in January 2023 and is designed to
“take advantage of the full power of the public cloud while
respecting European values and sovereignty needs” (Brill
& Chapple, 2022). By doing so, Microsoft aims to offer
its private and public sector customers the chance to meet
regulatory requirements and industry-specific standards, in
addition to the 17 datacenters it has constructed in Europe
(Brill & Chapple, 2022). Similarly, TikTok’s ‘Project Clo-
ver’ is aimed at strengthening the security of EU citizens’
data, while ‘Project Texas’ addresses US concerns (Bertram,
2023; Perault & Sacks, 2023).

The reasons for implementing data localization policies
are varied and complex. They include national security con-
cerns related to law enforcement; the need to guarantee citi-
zens’ privacy rights; and the desire to establish countries’
technological sovereignty. The result, however, constitutes “a
patchwork of national regulations [...] that pose challenges
to the free, decentralized and open spirit of the Internet,
and create obstacles for a potentially beneficial flow of data
across borders” (UNCTAD, 2021, p. 191). It is important to
distinguish between data transfers and storage requirements,
as they are closely related yet distinct concepts. China’s
Data Security Law provides an example of this distinction,
requiring ‘core’ and ‘important’ data generated in China to
be stored there, with separate rules governing data exports
(Junck et al., 2021). Ferracane and Van de Marel (2021) do
not distinguish between a country’s data storage and data
transfer policies, but rather treat the former as a subset of the
latter by associating data localization requirements to closed
data transfer models, which is not the case per se. Even a
country with an open data transfer model, such as Australia,
can impose data localization requirements on specific types
of data, as is the case with health data under the Australia
My Health Records Act 2012. This shows the importance of
unravelling the intricacies of data governance as emphasized
in our paper.

The complexity of attributing data localization policies
(which can also apply to only one sector or type of data) to a
single country’s data governance framework, has come to the
fore in a 2022 OECD trade policy paper (L6pez Gonzalez
et al., 2022). It provided a ‘preliminary mapping’ of four
types of data localization measures. If we couch them in the
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terminology adopted above, the first category is ‘open’, in
the sense that there are no local data storage requirements
imposed on firms, which are instead obligated to guarantee
access to data by local authorities (e.g., Mexico regarding
telecommunication data). The second type is ‘conditionally
open’, signifying that firms are by default free to transfer and
store data abroad but must also maintain a local copy of cer-
tain types of data (e.g., Sweden regarding accounting data).
The third category, somewhat stricter, could be described
as ‘conditionally closed’, with similar local copy require-
ments as the former but combined with certain limitations
on data transfers (e.g., Australia regarding health record
data). The fourth type is the strictest and most limited: local
data storage requirements are standard and cross-border data
transfers are the exception (e.g., Indonesia). Despite such a
categorization, which allows us to ‘zoom out’, it is crucial
to bear in mind that, unlike the previous two models regard-
ing data use and transfer, it does not allow us to “singularly
identify any given country’s approach to data localization”;
instead, “different approaches tend to apply to different types
of data, even within the same jurisdiction” (L6pez Gonzalez
etal., 2022, p. 7).

As of yet, there are no formal data localization require-
ments at the EU level. France introduced the “Trusted Cloud
doctrine’ in 2021, which mandates cloud service providers
to obtain a certification label when providing services to
state agencies. To receive this label, firms must localize data
within the EU and not be foreign-owned by more than 39%.
The EU is exploring whether to adopt similar certification
schemes (Propp, 2022a), which indicates that digital sover-
eignty ambitions are not solely constrained to personal data,
as was the case under Schrems II, but also to non-personal
data. Indeed, French data localization requirements apply to
the processing of “sensitive data, including personal data of
French citizens and economic data relating to French com-
panies” (Propp, 2022a). This broadening can also be seen in
the EU Data Governance Act (DGA), which imposes GDPR-
like requirements for the transfer of non-personal data (Art.
5(9-12) DGA). Despite the “chilling effect” of such mecha-
nisms on international transfers of non-personal data, with
serious consequences for IB (Heiber & Workman, 2023), a
potential Brussels effect has been suggested, which “might
push certain third countries to strengthen their IP [Intel-
lectual Property] and trade secrets protections to the levels
similar to those in the EU” (Vogelezang, 2022). Unlike the
GDPR, which is primarily aimed at personal data protection,
the DGA is primarily aimed at encouraging the flow of both
personal and non-personal data for the sake of innovation.

Data flows

In February 2020, the European Commission (2020)
unveiled its vision for a single European data space, with

the aim of promoting the free flow of both personal and
non-personal data between Member States and industrial
sectors by 2030. It seeks to expedite innovation, empower
citizens, promote data security, and transform the EU into a
global role model for a society powered by data (European
Commission, 2020). In this context, two complementary EU
regulations, the Data Act (DA) and the DGA, are expected
to significantly change the data governance landscape. The
DA requires manufactures of Internet of Things devices to
give their users access to data generated by them, whether
personal or non-personal, and share these with third par-
ties (European Commission, 2022a). Besides giving users
and businesses more control over their data, such data-
sharing obligations aim to unlock competitive opportunities
for after-market services and encourage firms to innovate
based on industrial data insights. However, this approach
also poses risks for consumers, whose data privacy might be
compromised, and firms, which run the risk of trade secrets
being ‘stolen’. This is where the DGA comes into play, to
develop “the processes and structures to facilitate data-
sharing by companies, individuals and the public sector”
(European Commission, 2022b). To this end, it introduces
‘data intermediation’ actors: neutral third parties connect-
ing individuals and companies with data users (European
Commission, 2022c). The DGA furthermore advances the
concept of ‘data altruism’ to motivate individuals and firms
to share their data for the betterment of society (European
Commission, 2022c¢).

In view of the cross-country challenges encountered by
financial firms—the first sector on which customer-centric
data-sharing obligations were imposed (Buckley et al.,
2021)—the fact that these Acts are Regulations and not
Directives is likely to be embraced by MNEs. Indeed, as
illustrated through the Revised Payments Services Directive
(PSD2), which requires banks to share some customer data
with third parties for the sake of innovation, competition and
security (Directive EU 2015/2366), Directives entail signifi-
cant cross-border challenges, ranging from definitional vari-
ations (Stastny, 2022) to lack of interoperability standards.
On top of these complexities at the EU level, PSD2 illus-
trates a crucial obstacle in data-sharing laws (also expressed
in relation to the DA and the DGA), i.e., personal data pro-
tection laws, intellectual property rights (IPR), commercial
confidentiality and business opportunities for innovation
(Bertuzzi, 2022; Vardanyan & Kocharyan, 2022).

Despite the practical challenges in implementation, data-
sharing initiatives, particularly in the financial sector, have
been adopted in various locations, such as Brazil, Canada,
Japan, Hong Kong, and the UK (Buckley et al., 2021), with
each having a unique approach in terms of scope and obli-
gations. Over 60 countries worldwide are currently imple-
menting open banking initiatives (Ohab & Shariff, 2023). In
this regard, three models can be distinguished (EPA Asia,
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2021, pp. 7-10). First, a prescriptive model found in the
EU, the UK, and Australia, based on regulations that require
financial institutions to share permitted consumer data with
authorized third parties. It is characterized by some degree
of interoperability standardization. Notably, Australia
extends the data-sharing mandates beyond finance through
a consumer data right framework (Buckley et al., 2021).
Second, a facilitative model, present in Singapore, Hong
Kong, and Japan, encourages the sharing of data through
industry-wide government guidance and recommendations
without imposing any obligations on firms to do so. Finally,
a market-driven approach to data-sharing exists when the
government adopts a ‘wait and see’ stance, leaving it up to
market players to decide whether or not to share their data
with others. This data-sharing model, present in the US and
China, is primarily shaped by industry players and is charac-
terized by a high degree of fragmentation in terms of inter-
operability standards (Buckley et al., 2021). Based on expe-
riences from other jurisdictions, Canada is currently shaping
its data-sharing model through a hybrid regulatory—industry
driven approach, which incorporates both European and US
components (Ohab & Shariff, 2023).

Implications for MNEs, IB, and policy

Digitalization has emerged as a pivotal topic in the IB
literature and one might therefore expect that, alongside
research exploring its impact on internalization (Hennart,
2019; Monaghan et al., 2020; Tatarinov et al., 2022), corpo-
rate taxation (McGaughey & Raimondos, 2019), and entry
modes (Brouthers et al., 2022), data governance would also
be of much interest. However, the scant attention paid to
the intricate regulatory challenges at play contrasts sharply
with IB’s long-standing focus on IPR and on the dynamics
between IPR strategies and IPR regimes (Cui et al., 2022).
Scholars in the field do occasionally refer to disparate data
governance laws at the macro level, such as India’s Personal
Data Protection Bill, China’s state-led approach to data-shar-
ing, US digital privacy laws and the EU’s GDPR (Cha et al.,
2023; Nambisan & Luo, 2021); the differences in regulatory
environments between developed and developing countries
(Cumming et al., 2023); or the importance of national insti-
tutions concerning IB in the digital age (Meyer et al., 2023).
Calls are also made to study data localization, antitrust, data
security and privacy issues, as these are becoming increas-
ingly important in the context of cross-border e-commerce
activities (Cumming et al., 2023).

Regarding IB implications, some scholars highlight com-
pliance issues (George & Schillebeeckx, 2022; Luo, 2022a),
including security, reputational and legal costs in case of
infringements (Madan et al., 2022), while others point out
the effects on MNESs’ internationalization strategies (Wu &
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Gereffi, 2018) and global value chain activities (Luo, 2022a).
An increase in deglobalization has also been mentioned, as
disparate data privacy regulations lead to MNEs and their
partners being subject to conflicting market pressures, result-
ing in fragmentation across regions, countries, and sectors
(Nambisan & Luo, 2021). While Luo (2022b) refers to the
roots of data localization measures as grounded in new
‘techno-nationalism’, his focus is primarily on the ideolo-
gies pursued rather than the policies themselves. Luo and
Van Assche (2023) discuss heightened techno-geopolitical
uncertainties stemming from policy initiatives in relation to
the United States (US) CHIPS and Science Act, thus focus-
ing on one specific industry.

We propose that all these aspects are part of a larger puz-
zle that demands holistic investigation, taking into account
the distinct laws, interests, and human rights involved. Given
the differences in data intensity and public scrutiny between
sectors, it seems worthwhile to start with exploratory, quali-
tative (industry case) studies. A more detailed understand-
ing of data governance would not only facilitate a nuanced
comprehension of implications for MNEs and IB, but also
promote a bi-directional dialogue between the IB commu-
nity and policymakers on data and digitalization issues. The
text and tables below differentiate between the regulatory
challenges across countries governing respectively the use,
transfer, storage and flows of data, as well as between poli-
cies concerning personal and/or non-personal data. It is
important to note that, given the numerous laws currently
under discussion at the EU level that build upon the ones
we examine, the list below is not exhaustive and is primarily
intended to encourage IB scholars to further explore these
issues (Tables 1, 2, 3 4).

Unlike non-personal data, which primarily concerns
their re-use in a data-sharing context, the lawful use (i.e.,
processing) of personal data forms the core of the GDPR.
As previously mentioned, this leads to significant variations
globally and within the EU. While IB scholars observe that
this results in MNEs facing the choice to “either follow the
most stringent regulations everywhere at the risk of local
competitive disadvantage or to divaricate regionally at the
risk of creating governance approaches that are inconsistent
across markets” (George & Schillebeeckx, 2022, p. 2), such
a statement overlooks the potential impact of the Brussels
effect, as well as the regulatory challenges across countries
within regions (e.g., between EU Member States).

Concerning the former, Bradford’s influential findings
suggest that MNEs are likely to adopt GDPR standards glob-
ally. However, given the heterogenous effects of regulation
(Peukert et al., 2022), we posit that such findings could vary
depending on the firm in question, such as large versus small
firms (Kuo, 2021), the countries targeted (emerging versus
developed), and the timing of the exploration, with Bradford
(2021) indicating that the Brussels effect could weaken over
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Table 1 Regulatory challenges across countries related to the usage of data

Personal data

Non-personal data

Variations between
EU Member
States

enforcement.
Regional variations e “Open” (e.g., the US)

e “Conditional” (e.g., the EU).
e “Limited” (e.g., China).

IB Implications

e Variation in terms of implementation, interpretation and

Governance of non-personal data primarily concerns its
re-use, instead of its primary use. Since re-use of data
implies sharing it, this section is covered under “flows of
data” (Table 4)

o Whether MNEs adapt their offering from one jurisdiction

to another or take measures that comply with the strictest

of the derogations (Brussels effect).

o International trade implications (positive associations for

countries sharing the “conditional” model).

time, thereby implying room for longitudinal studies. The
need to further delve into these aspects of data governance
was recently confirmed by Peukert et al. (2022), who pro-
vided the first empirical evidence of the GDPR’s Brussels
effect on website providers. By noting other privacy regu-
lations such as the CCPA that came into effect after their
study® and have extraterritorial effects somehow similar to
the GDPR, their work paves the way for further explorations
of the Brussels effect.

In addition to regulatory divergence leading to compli-
ance issues, MNEs also face variations in privacy per-
ceptions (Mohammed & Tejay, 2017), which relate to the
culturally rooted issue of data ethics (Hasselbalch, 2019).
In his study exposing the manipulative data practices of
tech companies, Waldman (2021) highlights firms’ need
to distinguish between compliance with data privacy
laws and compliance with the values these laws serve. In
that regard, a 2022 McKinsey report emphasizes com-
panies’ common misunderstanding about the relation-
ship between data ethics and data laws, with the former
extending beyond the latter (Edquist et al., 2022). While
the GDPR encourages firms to engage with data ethically,
the ethical use of data is context-dependent and relies on
competing conceptions of ‘right’ and ‘wrong’ (Hijmans
& Raab, 2018), which may prompt MNEs to supplement
their standardized data privacy policies with country-
specific corporate social responsibility practices or vice
versa (Bamiatzi et al., 2023). The growing need for IB
scholars to explore social imperatives in the digital era has
been suggested in relation to both ‘going digital’ MNEs
(Srinivasan & Eden, 2021), and multinational platforms
faced with so-called ‘ecosystem social responsibilities’,
also with respect to data privacy (Yi et al., 2023).

3 Their study is based on pre-GDPR data (12 months before it came
into force) and post-GDPR data (6 months after it came into force).
The CCPA came into force in January 2020.

In terms of regulatory variations within regions, these
could extend the Brussels effect by creating dilemmas for
MNE:s to either fine-tune compliance to each Member
State’s national laws or adopt a uniform approach, as Tik-
Tok did regarding minors’ data (ICO, 2023). Concerning
national variations in GDPR enforcement, the 2019 French
Google case (CJEU, 2019) illustrates how this could influ-
ence MNEs’ choice of main EU establishment, which is the
‘one-stop-shop’ provision that prevents companies from
being prosecuted in every Member State in which they
operate (Arnbak & Potjewijd, 2019). At that time, Google
had its headquarters in Ireland but had not yet appropriately
designated that country as its main establishment, allowing
various national data protection authorities to prosecute the
company. Another crucial IB implication concerns interna-
tional trade in digital services, with indications that coun-
tries sharing the conditional model are positively associated
with trade, compared to those adopting an open or limited
one (Ferracane & Van der Marel, 2021).

Regarding data transfers (see Table 2), it is worth not-
ing that most firms process mixed datasets containing both
personal and non-personal data (European Commission,
2019). The fact that EU lawmakers are currently establish-
ing separate data transfer regimes for each type of data raises
concerns for Europe's digital growth, with IB implications
expected to exacerbate those experienced so far concerning
personal data due to increased uncertainties (Propp, 2022b).
Consequently, the Schrems II effects are likely to intensify,
with smaller firms, data-intensive sectors, and non-European
cloud service providers particularly at risk (Mine & Bone-
feld-Dahl, 2021; Propp, 2022b). At the same time, an impact
survey (Bonefeld-Dahl et al., 2020) exposes how personal
data transfer policies affect all industries and firms, therefore
extending beyond MNEs. For example, data transfer issues
in the TikTok case caused public organizations, including
EU institutions and the French government, to limit their
employees access to the app (Euronews, 2023; Le Monde,
2023). Whereas the former prohibited its staff from installing
TikTok on their work devices, the latter went a step further
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Table 2 Regulatory challenges across countries related to the transfer of data

Personal data

Non-personal data

Variations between
EU Member
States

at the EU level.

Regional variations

an ‘adequate level of protection’).
e “Open” (e.g., Australia; Mexico; the US).

Different conditions as to whether or not data can be trans-
mitted beyond country borders, based on data privacy and
data security considerations (EU: third country must offer

Not applicable as these concern data flows to third countries or multinational enterprises whose mechanisms are decided

o Different conditions as to whether or not data can be
transmitted beyond country borders, based on trade
secrets and IPR protection (EU: ‘third country must offer
an ‘adequate level of protection’).

e “Conditional” (e.g., Argentina; the EU, Singapore; Tur-

key).
e “Limited” (Brunei; China; Russia; Tunisia).

IB Implications

“open” model).

o Setting up of foreign subsidiaries entrusted with core func-

tions related to national security concerns.

e Deglobalization of supply chains & international trade
implications (positive associations for countries sharing an

o Strengthen IB effects vis-d-vis personal data (because of
increased uncertainty).

e Particularly likely to hit the manufacturing industry by
disincentivizing exports of EU technologies.

e Reconfiguration of headquarter—subsidiary relationships to

contain data transfers.

e Employment of local staff to oversee data transfers.

e MNEs’ choice to leave certain markets.

by banning all recreational applications, such as Netflix, Ins-
tagram, and Candy Crush. Meanwhile, the list of countries
either fully or partially banning TikTok, such as Australia,
India, and the US, is rapidly increasing (Sweney, 2023). This
sheds light on data transfers being at stake in a wide range of
day-to-day situations, from “manufacturers supporting their
customers overseas” to firms having “employees in multi-
ple countries” or companies “incorporating advanced data
analytics and machine learning methods into their services”
(Bonefeld-Dahl et al., 2020, p. 5).

In the digital age, data flows are an intrinsic part of value
chains, with outsourcing activities forming the biggest part
of firms’ data transfers. Hence, the main implications of
cross-country variations in that sphere are likely to concern
firms’ selection of business partners, and, therefore, a recon-
figuration of their value chains. It can impact their choice of
cloud service providers (Claburn, 2022; Lomas, 2022), as
well as their reliance on third-party services such as Google
Analytics* (Denis, 2022; DSB, 2021). More drastically, data
transfer limitations could also incentivize firms to withdraw
from certain countries. As Meta declared in the aftermath
of Schrems II: “if we are unable to transfer data between
and among countries and regions in which we operate, or if
we are restricted from sharing data among our products and

* In July 2022, the French Data Protection Authority found the data
transfers by Google in the context of its data analytics services pro-
vided to EU websites unlawful as they do not sufficiently preclude
data access by US intelligence services under 50 US. Code § 1881a
(“FISA 7027).
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services, it could affect our ability to provide our services”
(United States Securities & Exchange Commission, 2022).
In China, Nike withdrew its popular Run Club App from
the market to “create an ecosystem from China for China”
(Liang & Kubota, 2022). Similarly, a 2022 report illustrates
how the EU ‘legal maze’ could disincentivize European
firms, both cloud service providers and traditional firms,
from entering or staying in foreign markets (Bonefeld-Dahl,
2022).

In addition to the increased focus on deglobalization, IB
scholars should also consider foreign firms’ strategies to
enter or retain host markets with strict data transfer policies
in place. In China, LinkedIn transformed its services into
InCareer to bypass data export regulations (Taojun et al.,
2023). Unlike the Western version, this Chinese-tailored
platform does not allow any social feeds or post-sharing
features. Relatedly, to continue operating in the US, TikTok
created a new subsidiary called ‘TikTok US Data Security
Inc.’, governed by an independent board of directors and
employing only US citizens or green card holders (Perault
& Sacks, 2023). Additionally, it appointed a US-based cloud
service provider to oversee data flows and ensure they do not
pose risks to national security. Similarly, in Europe, TikTok
announced external oversight of its data flows by a European
third party (Bertram, 2023). Concerning international trade,
it appears that countries sharing an open data transfer model
are more likely to trade together, as opposed to countries
sharing a limited approach (Ferracane & Van der Marel,
2021)
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Table 3 Regulatory challenges across countries related to the storage of data

Personal data

Non-personal data

Variations e France has recently introduced mandatory data localization
between EU  requirements for cloud service providers used by public enti-
Member ties (“Trusted Cloud Doctrine”).

States

Not applicable: Data localization laws are prohibited since the
Regulation on the free flow of non-personal data in the EU.

Regional vari- e Variations regarding whether and, if so, how data must be stored locally. The EU does not (yet) “formally” impose data

o Certain countries have data localization requirements in place, without distinguishing between personal or non-personal data
(e.g., China requires “important business data” to be stored there [Cyber Security law]).

ations localization requirements on personal data.
e “Open” (e.g., Mexico; New Zealand).
e “Conditionally open” (e.g., Sweden).
e “Conditionally closed” (e.g., Australia).
e “Limited” (e.g., China; Indonesia).
IB Implica-
tions centers; on-premise infrastructures).

e Impacts the IT infrastructure/technologies used by MNEs to store their data (e.g., cloud-based datacenters; colocation data-

o The building of local datacenters by cloud service providers (using particular ownership & partnership structures).

e MNESs’ choice to leave certain markets.

Data storage policies have led many MNEs to set up
local facilities and/or switch to local cloud service provid-
ers. These operational changes are usually accompanied by
significant organizational changes, with requirements for
local staff to oversee data flows and foreign data access,
tasks not typically dealt with at the subsidiary level (cf.
Cory, 2021). Again, the TikTok case illustrates operational
changes, as the company plans to migrate EU citizens' data
to co-location sites in Ireland and Norway (Bertram, 2023)
and rely on US-based Oracle Cloud servers for US users’
data storage (Baker-White, 2022). Some MNEs establish
inventive data storage partnerships to navigate conflicting
data storage policies, such as Apple’s partnership with the
Chinese firm Guizhou-Cloud Big Data (GCBD). This part-
nership made GCBD the legal owner of locally stored data,
by which “Chinese authorities can demand access to data
from GCBD rather than Apple, and the terms shield Apple
from legal reprisal in the US” (Mozur et al., 2017; Peterson,
2021). Similarly, in 2017, Amazon Web Services announced
a partnership with a Chinese firm to ensure compliance with
local regulations (Reuters, 2017). Within the EU, Google
Cloud developed a co-ownership model with the French
company Thales to obtain the ‘trusted cloud label’ follow-
ing France’s 2021 sovereign cloud strategy (Dataguidance,
2021; République Francaise, 2021; Thales, 2021).

Given the costs of setting up local data storage facilities,
the way MNEs deal with data storage policies seems to dif-
fer among countries and may depend on factors such as firm
size (Chander, 2020) and type of industry (Kennedy-Mayo &
Swire, 2021). A 2022 survey reveals that digital sovereignty
and compliance considerations have broader implications
for firms’ IT architecture, namely its design, operation, and
management (IDC, 2023). Therefore, how MNEs choose to
adopt cloud facilities, invest in data storage infrastructure,
adopt a mixed approach, or cease their activities within a

given country is an interesting IB dilemma. The PayPal case,
where the company discontinued operations in Turkey due to
data localization requirements, demonstrates the far-reaching
consequences of these policies: “PayPal utilizes a global
payments platform that operates across more than 200 mar-
kets, rather than maintaining local payments platforms with
dedicated technology infrastructure in any single country”
(Lunden, 2016).

Data flow policies, on the other hand, are primarily inno-
vation-driven and therefore expected to affect firms’ digital
transformation as they strive to become more inventive. With
data-sharing frameworks still being shaped at the EU level,
much of their implications on MNEs remain to be discovered
(cf. Table 4). In the banking sector, data-sharing obligations
under PSD2 have already had a noticeable impact on firms,
which started to innovate their business models by means
of application programming interface (API) technologies
and collaborations, giving rise to new ecosystems and plat-
forms (Omarini, 2018; Ozcan & Zachariadis, 2021; Rad-
nejad et al., 2021). Such regulatory initiatives also seem to
trigger an unbundling of value chains, whereby a shift from
a horizontal to a vertical banking industry occurs (Ozcan &
Zachariadis, 2021).

Cross-country intricacies in data flow policies primar-
ily affect MNEs’ digital transformation, with variations
expected depending on the country and firm at stake
(Petrovié, 2020). Given that each country shapes, through its
own regulatory framework, the tension between data inno-
vation, on the one hand, and data privacy/security, IPR and
trade secrets, on the other, MNEs’ main challenge resides in
their ability to transform while respecting conflicting inter-
ests, which may strengthen the ‘loose coupling’ view sug-
gested by Nambisan and Luo (2021). Consequently, MNEs
need to strategize to overcome cognitive barriers and strike
a balance between openness and control, with openness
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Table 4 Regulatory challenges across countries related to the flows of data

Personal data

Non-personal data

Variations between

EU Member States  security standards under PSD2.

Regional variations

ized APIs [UK] or not [EU]).
e Prescriptive (e.g., Australia; the EU; the UK).

o Facilitative (e.g., Hong Kong; Japan; Singapore).

e Market-driven (e.g., China; the US).

e Variations in interpretation and implementation of interoperability and

e Variations in terms of scope of data (open banking vs. open finance)
e Variations in the ways data-sharing should occur (e.g., through standard-

e Variations in implementation of the Open
Data Directive (concerns public sector
information data and publicly-funded
research data).

e Variations in scope of data-sharing obliga-
tions and actors concerned (e.g., unlike
most jurisdictions, the DGA and DA
extend data-sharing obligations beyond
publicly-held data).

o Regulatory—industry driven (e.g., sharing obligations and actors con-

cerned (e.g., Canada).
IB Implications

e Impacts the way in which MNEs digitally transform (e.g., development of new business models and ecosystems;
development of new data-driven based products).

e Faces MNEs with the challenge to innovate and build ecosystems whilst minimizing societal risks (innovation vs. data

privacy; innovation vs. trade secrets & IPR).

involving both business and societal risks (Volberda et al.,
2021).

Data-sharing increases business risks such as regulatory
complexity, cybersecurity vulnerabilities and digital inter-
dependence (Luo, 2022a). The societal dimensions of these
risks, such as data privacy harms, are context-dependent,
making responsible transformation through data-sharing a
challenging task for MNEs. This complexity becomes more
pronounced in the context of emerging players such as ‘data
aggregators’, which are increasingly being relied upon by
many financial firms for their cross-border operations, digi-
talization strategies, and international expansion efforts
but whose business models carry significant data privacy
and security risks (Awrey & Macey, 2023). The affordance
perspective, which highlights the ‘bright’ and ‘dark’ sides
of digitalization, can be useful for MNE:s to strategize and
deploy their digital technologies in a way that serves sus-
tainable development goals (Ciulli & Kolk, 2023). Focusing
on the societal dimension of MNEs’ digital transformation
within certain geopolitical contexts would also respond to
calls by management scholars (Dabrowska et al., 2022) and
contribute to a better understanding of why national contexts
still matter in the digital age (Meyer et al., 2023). IB policy
researchers can play an important role in helping policymak-
ers and MNE:s in better achieving their intended objectives.

The fragmentation of regulations at global, regional,
and even domestic levels—a complication particularly pro-
nounced in data-sharing contexts due to the layered com-
plexities and interrelationships around data privacy and
security frameworks—could be seriously reduced through
a coherent international data governance framework. Mov-
ing in this direction seems critical given the growing num-
ber of regulations worldwide promoting data-sharing within
and across sectors, such as the EU’s current exploration of
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transitioning from an ‘open banking’ to an ‘open finance’
framework. Thus, while we concur with the observation that
“traditional institutional frameworks are no longer adapted
to effectively keep up with these policy challenges, as they
only have limited effectiveness” (OECD, 2023, p. 23), cross-
border and cross-sectoral regulatory cooperation in pursuit
of shared approaches might help to reduce complexity. The
very 'Brussels effect’ sparking comparable rule-setting out-
side the EU can help pave the way as well.

Organizations such as the OECD Working Party on Data
Governance and Privacy in the Digital Economy might be
instrumental in such processes. For instance, in its commit-
ment to guiding stakeholders towards regulatory cohesion,
the OECD issued best practice principles on international
regulatory cooperation in 2021, followed by a recommenda-
tion on regulatory cooperation for global challenges in 2022.
These steps, at the very least, sparked international dialogue.
In addition, recognizing the need to operationalize data gov-
ernance frameworks, we underline the crucial role of MNEs
in engaging with stakeholders and developing and sharing
best practices among those actors facing similar challenges.
The Berlin Group, a pan-European banking association that
encompasses numerous industry players such as banks and
payments associations, is an example. It played a key role
in surmounting implementation hurdles posed by data-shar-
ing laws by creating common open banking API standards,
thereby fostering more secure and effective data exchange
within the EU and among industry (Nocash, 2023). Involv-
ing firms in an early stage to discuss practicalities of (future)
enactment and/or the feasibility of ‘real-world’ enforcement
should not be confused with ‘self-policing’ or excessive lob-
bying to avoid regulation from happening. The latter is a
well-known phenomenon but generally not considered a part
of corporate digital or data responsibility.
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Conclusion

This paper aimed to untangle the cross-country regulatory
intricacies in data governance and to build upon existing IB
studies that describe the situation as an “ever more complex,
pluralistic institutional context” (George & Schillebeeckx,
2022, p. 2). Explicating insights from the legal field, and
using illustrative examples, it demonstrated that national and
regional variations in the use, transfer, storage and flows of
data impact MNE:s in distinct ways. We advocate for fur-
ther exploration of the implications for IB with respect to
both personal and non-personal data, as well as the balance
between data protection and data innovation, which lingers
through whatever policies are taken in this realm. A bet-
ter understanding of the globally fragmented data govern-
ance landscape can also offer valuable insights into ‘decou-
pling’ or ‘derisking’, brought to the fore already for both
the US and Europe in relation to China (Witt et al., 2023).
We encourage IB scholars to further investigate the roots
of decoupling/derisking, which, in our view, extend beyond
economic, political, and technological drivers, to encompass
societal drivers embedded in data governance laws. Both the
Schrems II judgment and the DGA have data privacy and
IPR protection at their core. With this in mind, our work
aims to provide concrete insights into current regulatory
challenges facing MNEs, and we hope to inspire IB (policy)
scholars to conduct research in the data governance sphere
that will both guide MNEs in becoming responsible global
citizens from a human rights point of view (Doh et al.,
2023), and assist policymakers in achieving their intended
goals, which—in our view—would benefit from regulatory
convergence at international levels.
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