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Abstract
This interpretative field study examines how public firms deal with cybersecurity-related issues, emphasizing how the three 
lines of defense can contribute to cybersecurity effectiveness. Sixteen interviews were conducted with 18 participants, 
including 13 executives/senior managers in internal audit, information technology (IT), and information security (IS) in 13 
different public firms. The many cybersecurity structures, processes, or relational mechanisms established by the three lines 
of defense in the participating organizations are identified. These governance mechanisms are used as a baseline for analyz-
ing how teams in internal audit, IT, IS, cybersecurity, legal, finance, corporate communications, and environmental, social 
and governance (ESG) are engaged and collaborate in dealing with cybersecurity-related issues. This study entered into the 
“black box” to document how different organizational functions are involved in IT/IS governance mechanisms associated 
with cybersecurity. Findings can help board of directors and management reflect on the nature of cybersecurity activities 
that could be implemented to enhance cybersecurity effectiveness. Regulators may consider the issues raised by participants 
to clarify regulations about cybersecurity disclosure.
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Introduction

“As the digital age of information and technology has 
rapidly integrated into daily life, the importance of 
cybersecurity has become paramount for businesses… 
Companies must install information security systems 
and monitor cybersecurity controls to protect their 
organizations from breaches or attacks” (Coleman 
et al 2022, p. 3).

These excerpts from a recent research report (Coleman et al 
2022) highlight the importance of cybersecurity issues by 
public companies. In July 2023, the SEC adopted rules that 
require registrants, in addition to disclosing material cyber-
security incidents, “to describe their processes, if any, for 

assessing, identifying, and managing material risks from 
cybersecurity threats, as well as the material effects or rea-
sonably likely material effects of risks from cybersecurity 
threats and previous cybersecurity incidents.” In view of 
these mandatory requirements, it is essential to understand 
the actions that public firms take to address cybersecurity-
related issues, as this can provide insights for developing/
improving cybersecurity practices and assist financial regu-
lators in enhancing their guidelines.

Prior research has addressed cybersecurity practices. 
Research on managing and controlling information and 
information technology risks has dealt with IT investments 
and the implementation of IT controls (e.g., Gordon et al 
2008; Lainhart 2000; Wallace et al 2011), the dimensions of 
information technology material weaknesses (Li et al 2012), 
information-security policy compliance (Stafford et al 2018), 
the role of internal auditing (e.g., Islam et al 2018; Slapnicar 
et al 2022), and cyber incidents (e.g., Amir et al 2018; Carré 
et al 2018). However, Haapamäki and Sihvonen (2019, p. 
830) underline that research on “cybersecurity in private and 
public companies is still relatively scarce.”

Our research objective is to investigate how public 
firms deal with cybersecurity-related issues. To that end, 
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we document firms’ cybersecurity activities (e.g., control, 
detection, remediation, and external disclosure). Specifi-
cally, our research question is: how can the involvement of 
the three lines of defense (The Institute of Internal Audi-
tors (IIA), 2013, 2020) in IT/IS governance mechanisms 
associated with cybersecurity contribute to cybersecurity 
effectiveness? The three lines of defense model is a “risk-
management oversight and strategy-setting methodology 
actively used by many organizations” (Allen et al 2018, p. 
136). Based on the IIA’s Global Technology Audit Guide 
(GTAG): Assessing cybersecurity risk (IIA, 2016), the roles 
of the first line relate to the provision of cybersecurity ser-
vices/support to the organization’s customers/staff “charged 
with safeguarding the assets of the organization” (p. 6). The 
second line supports cybersecurity risk management “and 
oversight functions” (p. 6) (governance). The third line is 
the provision of assurance/advice “to senior management 
and the board of directors” (p. 6) regarding the governance 
and risk management of cybersecurity activities. We use the 
IT/IS governance perspective that gradually emerged from 
interviews with 18 participants to present our findings.

By analyzing how the internal audit, IT/IS/cybersecu-
rity, legal services, finance, corporate communications, and 
ESG (Environmental, Social and Governance) functions 
are engaged and collaborate in dealing with cybersecurity-
related issues, we provide an overview of the contribution 
of the first, second, and third lines of defense in that matter. 
Findings will provide insights to boards of directors, audit 
committees, and executives about how governance and man-
agement models could be applied in practice to deal more 
effectively with cybersecurity issues. Results also highlight 
areas for improvement that could be useful to financial regu-
lators. The study contributes to the literature by looking not 
only at the three lines of defense in cybersecurity-related 
structures, as Slapnicar et al (2023) did, but also at processes 
and relational mechanisms.

Background

The cybersecurity literature synthesis by Haapamäki and 
Sihvonen (2019) and the integrative review by Walton et al 
(2021) provide insights into the methods organizations use 
to face cybersecurity challenges. For instance, coordination 
between internal auditors and IS specialists is essential to 
effective IS/cybersecurity (Islam et al 2018; Steinbart et al 
2012, 2013, 2018; Wallace et al 2011). Further, the number 
of reported internal control shortcomings, incidents of non-
compliance, and security incidents is positively associated 
with the quality of the internal audit/IS functions relation-
ship (Steinbart et al 2018). By collaborating closely, the 
internal audit and IT/IS functions gain and discuss relevant 
cybersecurity information. This can lead them to contribute 

to cybersecurity effectiveness, as they can help board mem-
bers, managers, and other functions (e.g., corporate com-
munications, legal services) gain a thorough understanding 
of cybersecurity-related issues and activities.

The internal audit function is uniquely positioned to look 
across the organization (Kahyaoglu and Caliyurt 2018). 
As the third line of defense (IIA, 2020), internal audit is 
expected to provide assurance to the board of directors, 
the audit committee, and management (Chambers and 
Odar 2015; Kahyaoglu and Caliyurt 2018). Internal audit 
effectiveness is influenced by many factors including audit 
scope limitation, risk-based auditing, interaction between 
internal and external audit, and cooperation with the audit 
committee (Turetken et al 2020). Extensive risk assessment 
enhances the extent of cybersecurity focus in the internal 
audit process (Islam et al 2018). Indeed, nowadays, continu-
ous cybersecurity assurance should be included in the scope 
of internal audit (Kahyaoglu and Caliyurt 2018). Effective 
cybersecurity audit contributes to cybersecurity risk man-
agement (Slapnicar et al 2022). Internal auditors should 
apply a structured risk-based program built around a cyber 
assurance framework and develop an ongoing audit plan 
(Kahyaoglu and Caliyurt 2018). They should participate in 
cybersecurity controls testing (Caron 2021) and “check that 
employees follow safety policies and are trained on safety 
issues” (Lois et al 2021, p. 33) to mitigate organizations’ 
exposure to external violations. By achieving these actions, 
the internal audit function gains a thorough understanding of 
the organization’s cybersecurity challenges. This puts inter-
nal auditors in a privileged position to advise executives, the 
board, and its audit committee with respect to cybersecurity-
related issues decision-making.

With this in mind, we investigate how public firms deal 
with cybersecurity-related issues. Specifically, we docu-
ment how the three lines of defense represented by internal 
audit and other functions can contribute to cybersecurity 
effectiveness.

IT/IS governance perspective

As described in the next section, we adopt a qualitative 
research method based on interviews. We followed an inter-
pretive and inductive approach, without using preconceived 
theoretical assumptions. The IT/IS governance perspective 
gradually emerged as the data coding and data analysis pro-
gressed, based on participants’ comments on the objectives 
and steps for dealing with cybersecurity-related issues used 
by different functions in their organization, the sources or 
frameworks used to accomplish this work, the training of 
human resources, and the use or non-use of external human 
resources. IT/IS governance appears to be a relevant per-
spective for interpreting the data and presenting the results 
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since cybersecurity is “fully contained in information secu-
rity” (von Solms and von Solms 2018, p. 5), and “IT gov-
ernance and IS security is a tightly knit concept” (Nicho 
2018, p. 10).

To facilitate understanding of the study, this section pre-
sents the IT/IS governance concepts that were used to inter-
pret the data collected. The presentation of results rests on 
the three main dimensions of IT governance, namely struc-
tures, processes, and relational mechanisms (e.g., De Haes 
and Van Grembergen 2009; Wilkin and Chenhall 2010). 
Structures refer to committees (De Haes and Van Grem-
bergen 2009) and formal positions and roles for IT-related 
decision-making (Bowen et al 2007). Processes focus on the 
implementation of IT management techniques and proce-
dures (Bowen et al 2007), including activities such as perfor-
mance measurement, regular self-assessments, independent 
assurance, and monitoring (De Haes and Van Grembergen 
2009). Relational mechanisms involve IT leadership and 
other mechanisms such as partnerships and informal meet-
ings between business and IT executives (De Haes and Van 
Grembergen 2009).

In addition, to deepen the analysis, we went into greater 
detail regarding the processes. Following Nicho (2018, p. 
16), who built an IS governance model, the identified pro-
cesses were broken down into the following four stages:

• Plan: select appropriate frameworks/standards using a 
risk-based approach;

• Do: establish, apply, and maintain frameworks/standards;
• Check (audit/oversight): monitor and measure the effec-

tiveness of controls;
• Act: modify and update controls based on internal feed-

back and change in the business environment.

The analysis builds on the roles of the IIA’s three lines of 
defense with respect to cybersecurity risk assessment (IIA, 
2016) that were referenced by participants during interviews. 
In this study, the first line of defense deals with information 
security, including cybersecurity; the second line relates to 

governance and risk management; and the third line con-
cerns the internal audit activity.

Figure 1 illustrates the research framework.
In summary, cybersecurity activities are performed by 

various functions representing the three lines of defense via 
structures, processes, and relational mechanisms. Together, 
they contribute to cybersecurity effectiveness.

Research method

The research is a field study that involved conducting inter-
views to collect the data. We chose a qualitative interpretive 
approach to achieve the research objective (Patton 2015). 
This brought us into the “black box,” allowing us to uncover 
new knowledge regarding cybersecurity activities.

Pre-approval for the research was obtained from the insti-
tutional ethics committee for research on human subjects. 
In this paper, generic expressions are used to preserve the 
anonymity of participants and organizations, such as par-
ticipant position titles and educational background, and 
committee names. For the same reason, a range is provided 
for organizational size. Details that are too specific are also 
intentionally omitted.

Sampling

We used a purposeful sampling strategy (Patton 2015). The 
objective of the participant search was to identify high-
ranking executives/senior managers in internal audit, IT, 
IS, and corporate communications who possessed exten-
sive knowledge of various cybersecurity-related aspects of 
their organization. The participants sought must have been 
working in public companies, since these organizations 
are required to report on cybersecurity in their public fil-
ings. Selection of participants resulted from personal con-
tacts and Internet searches. Contacts with internal auditors 
were especially helpful in identifying individual stakehold-
ers who were knowledgeable about and experienced with 

Fig. 1  Research Framework
IT/IS governance mechanisms 
associated with cybersecurity
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cybersecurity-related issues and activities and were willing 
to participate in the study.

Interview process

The interviews took place as follows: After presenting our-
selves, we recalled the purpose of the interview, asked for 
confirmation of agreement to record the interview, and asked 
demographic questions. Then, an interview guide was used 
to orient the exchanges between the researchers and the 
participants. The semi-structured interviews involved open-
ended questions that dealt with topics such as the nature of 
participants’ work, their involvement in cybersecurity, the 
company IT/IS/cybersecurity governance structure, respon-
sibility for cybersecurity strategy, the measures deployed 
to reduce cybersecurity-related risks, cybersecurity inci-
dent management, the steps in the preparation of external 
cybersecurity information by different parties in the par-
ticipating organization, the sources or frameworks used to 
accomplish this work, human resources cybersecurity train-
ing, and whether external experts were used in the process. 
Examples of questions from the interview guide are: What is 
the nature of your work with respect to cybersecurity? Who 
are responsible for the cybersecurity strategy in your organi-
zation? What are the measures put in place to reduce the 
risks related to cybersecurity? What frameworks do you use 
in your work? Do you use information systems/IT experts 
(internal or external) to help you perform your work with 
respect to cybersecurity?

Sample

Between January and April 2021, a total of 16 semi-directed 
interviews were conducted on Zoom with 18 participants 
from 13 different public firms1. Each lasted about 60 min, for 
a total of 1060 min. All interviews were digitally recorded 
and professionally transcribed, resulting in 430 pages of 
verbatim text. By the end of the interviews, the research-
ers believed that they had reached saturation since the last 
interviews did not yield significant new elements.

Table 1 shows that the following sectors were represented: 
financial services (3), industrial products (3), communica-
tions and media (3), consumer products (2), industrial ser-
vices (1), and utilities (1). The diversity of the sectors repre-
sented in the sample extends the applicability of the findings 
to various industries. The total assets of the organizations 
were in the C$1.5–10 bn up to the C$100–400 bn ranges. 
All the organizations had implemented the three lines of 

defense, and the participants knew the role of each line and 
referred to it in their interviews. Table 1 also indicates the 
generic titles of the participants, who were all senior execu-
tives or directors from the following functions: internal 
audit (7), IT/IS or cybersecurity (6), corporate communica-
tions (2), ESG (2), and legal services (1). Participants had 
between 15 and 42 years of experience. Their educational 
background was varied and appropriate for their function.

Data analysis process

We followed an inductive approach to code the verbatim 
transcripts. Figure 2 illustrates the steps taken in the data 
analysis process, which are described in the following 
paragraph.

Each researcher coded the verbatims individually and 
prepared a table for each interviewee. The objective of 
the coding was to identify the organizations’ structures 
and the actions of internal audit, IT, IS, cybersecurity, and 
other functions related to cybersecurity. It emerged from 
our respective preliminary coding that the findings could 
be grouped according to the three main dimensions of IT 
governance, namely structures, processes, and relational 
mechanisms (De Haes and Van Grembergen 2009; Wilkin 
and Chenhall 2010). In light of Miles and Huberman (1994), 
our individual findings were consolidated into a first set of 
three tables illustrating in detail these three dimensions for 
each of the interviews in relation to cybersecurity. Since 
the objective was to be exhaustive in our coding, the tables 
included items that were identified by one or both of the 
researchers. Any item identified by only one researcher was 
validated by the other researcher by returning to the tran-
scripts. We then collapsed the various structures, processes, 
and relational mechanisms identified for each interviewee/
organization into three summary tables. Further, to facilitate 
the analysis of the many processes mentioned by partici-
pants, we broke them down into four stages (plan, do, check, 
and act) based on Nicho’s (2018) definitions. Finally, the 
items were linked to the line(s) of defense involved, based on 
participants’ statements regarding the activities carried out 
within the organization and the individuals/line(s) of defense 
who perform them. We reviewed the three tables several 
times before arriving at those analyzed in this article. These 
tables summarize the items common to several organiza-
tions, or those specific to some of them, in terms of the 
structures, processes, and relational mechanisms involved 
in cybersecurity.

The final tables presented in the following section con-
stitute the basis for presentation of the results, documenting 
how the three lines of defense can contribute to cybersecu-
rity effectiveness.1 Two of the 16 interviews were conducted with two participants at 

the same time (Organizations #10 and #12), bringing the total number 
of participants to 18.
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Findings and analysis

This section analyzes a variety of the cybersecurity com-
ponents deployed by the participating organizations. The 
analysis indicates the presence of these components but not 
the extent of their use by the sampled organizations.

Results are summarized in Tables 2, 3, and 4. Each table 
highlights the involvement of the first line (information secu-
rity, including cybersecurity), second line (governance and 
risk management), and third line of defense (the internal 
audit activity) in structures, processes, and relational mecha-
nisms that can contribute to the effectiveness of cyberse-
curity. Using our IT/IS governance framework, the tables 
portray how cybersecurity activities are carried out in public 
companies. As shown in these tables, more than one line of 
defense could be involved in the same mechanism. Find-
ings are illustrated with some excerpts from the verbatim 
transcripts.

The first three sections present respectively structures, 
processes, and relational mechanisms that can contribute to 
the effectiveness of cybersecurity in the organization. Those 
involved specifically in cybersecurity external disclosure 
activities are presented in “Cybersecurity external disclosure 
activities” section. “Issues raised by participants” section 
highlights some issues raised by participants.

Structures

In light of De Haes and Van Grembergen (2009) and Bowen 
et al. (2007), structures refer to the formal positions, com-
mittees, and roles of the three lines of defense with respect 
to cybersecurity.

The board of directors delegates responsibility for tech-
nology risk, including cybersecurity, to the audit commit-
tee, the risk management committee, or both board commit-
tees. The risk management committee may even establish a 

Table 1  Organizations and participants

a CPA, Chartered Professional Accountant; MBA, Master of Business Administration; CISSP, Certified Information Systems Security Profes-
sional; CFE, Certified Fraud Examiner

Organizations Total assets Participants

# Sector (Ranges in C$) # Generic title Total years 
of experi-
ence

Educational  backgrounda

1 Financial Services 100–400 bn 1 Senior Director, Internal 
Audit

18 Information systems manage-
ment degree

2 Senior Director, Cybersecu-
rity

20 Human resources management 
degree

3 ESG Director 24 Finance degree, CPA
2 Industrial products 1.5–10 bn 4 Director, Internal Audit 25 Accounting degree, CPA
3 Industrial products 1.5–10 bn 5 Director, Legal Services 20 Law degree
4 Communications and media 1.5–10 bn 6 CISO 28 Business administration degree
5 Financial Services 10–100 bn 7 Vice President, Internal Audit 33 Law degree

8 Manager, Corporate Com-
munications

26 Law degree, MBA

6 Communications and media 1.5–10 bn 9 Director, Cybersecurity 42 Electronics degree; numerous 
courses in cybersecurity

7 Financial Services 10–100 bn 10 Vice President, Internal Audit 30 Accounting degree, CPA
8 Utilities 10–100 bn 11 CISO 20 MBA, CISSP
9 Consumer products 1.5–10 bn 12 Vice President, Corporate 

Communications
40 Law degree

10 Industrial Services 1.5–10 bn 13 Vice President, Internal Audit 32 Accounting degree, CPA
14 Chief Information Officer 26 Engineering degree

11 Industrial products 1.5–10 bn 15 Vice President, Internal Audit 15 Accounting degree, CPA, CFE, 
MBA

12 Consumer products 1.5–10 bn 16 Senior Director, Internal 
Audit

25 Accounting degree, CPA

17 Vice President, Information 
Technology

40 IT degree, MBA

13 Communications and media 10–100 bn 18 ESG Director 23 Engineering degree, environ-
ment
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subcommittee specifically dedicated to overseeing technol-
ogy risk. The technology expertise of committee members 
varies from one organization to another. In some organi-
zations, the board members have a solid technology back-
ground that enables them to ask questions of management 
and the internal audit function and to follow developments 
in cybersecurity. In other boards or board committees, this 
is not the case:

You almost have to be an IT person to ask a cyber 
question that holds up. That means that boards are 
embarrassed to ask those types of questions. They 
don’t want it to be in the minutes. So if you don’t give 
them the ideas and the words on paper and tell them 
that these are the questions to ask, they don’t know 
what to ask. (Participant 10, Vice President, Internal 
Audit)

This reflects Kahyaoglu and Caliyurt’s (2018) suggestion 
concerning actively involving internal auditors by engaging 
in discussions with the board/audit committee and manage-
ment and helping them think about the organization’s cyber-
security vulnerabilities.

At the management level, responsibility for cybersecurity 
is assigned to an executive who may be a Chief Informa-
tion Security Officer (CISO) or a Director of Cybersecurity 

(first line). This executive typically reports to the Vice Presi-
dent of IT or the Chief Information Officer/Chief Technol-
ogy Officer (CIO/CTO), who may or may not be part of 
the organization’s executive committee. Sometimes the 
cybersecurity officer reports to the Chief Financial Officer 
(CFO). The cybersecurity officer develops and implements 
a security and data protection strategy for the company 
and prepares information on the subject for public docu-
ments. In addition, this is usually the person who presents 
cybersecurity-related aspects to the audit committee or the 
risk management committee, and, less frequently, to the full 
board of directors.

Several committees at the executive level are involved in 
risk management (second line). Some have a broader scope 
than cybersecurity (risk management committee, IT govern-
ance committee, and IT security committee), whereas others 
focus on it (cybersecurity steering committee).

The internal audit function is responsible for auditing 
cybersecurity-related aspects (third line). Its reports can pro-
vide the cybersecurity services/support personnel (first line), 
senior management (second line) and the board of directors 
with avenues for improvement in the governance and risk 
management of cybersecurity activities.

In summary, a mature structure based on the three lines 
of defense has the following characteristics. As the third line 
(assurance/advise), the internal audit function reports func-
tionally to the audit committee and administratively to the 
president or the CFO. This function has IT internal auditors 
and it ensures that the established policies and standards are 
aligned with best practices, and it audits/tests cybersecurity 
processes. As the second line (governance and risk manage-
ment), the IT function reports to the CIO/CTO or the CFO. 
The CIO/CTO reports to the president and is a member of 
the executive committee, ESG reports to the CFO, and there 
is a risk committee at the executive level. As the first line 
(information security, including cybersecurity), the CISO 
reports to the CIO or COO and to the full board of direc-
tors or the audit committee. There are information security/
cybersecurity teams in the business units.

In a less mature structure, there is no CIO or CISO, only 
a cybersecurity manager who reports to an IT Vice Presi-
dent who is not part of the executive committee. There is 
no risk committee at the executive level, and the internal 
audit team has few cybersecurity-related assignments. Fur-
thermore, there are variations in structure between the two 
maturity levels. Some structures are very elaborate, with 
several governance committees (second line) overseeing the 
various activities of the first line.

Processes

Processes focus on the implementation of management 
techniques and procedures, including activities such as 

Reading and preliminary coding of interview transcripts 

individually by researchers: emergence of the three 

dimensions of IT governance (structures, processes, and 

relational mechanisms)

For each interview, consolidation of the researchers' individual 

preliminary coding in an initial series of three tables, each 

illustrating in detail one of the three dimensions of IT 

governance in relation to cybersecurity

Preparation of three tables summarizing all interview data for 

structures, processes and relational mechanisms.

- Processes are broken down into four stages (plan, do, 

check, and act)

For each table, identification of the lines of defense involved 

in each element, based on participants' descriptions of how 

their organization works

Several iterations for the three tables before arriving at those 

presented in the paper 

Fig. 2  Data analysis process
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performance measurement, regular self-assessments, and 
monitoring (De Haes and Van Grembergen 2009; Bowen 
et al 2007). Further, in light of Nicho (2018), the processes 
are divided into four stages labeled Plan, Do, Check (audit/
oversight), and Act. The three lines of defense are involved 
in these stages to various extents.

“Plan”

The “plan” stage refers to the selection of appropri-
ate frameworks/standards using a risk-based approach 
(Nicho 2018). It includes items such as approach, frames 

of reference, internal policies, predefined key performance 
indicators, and plans and programs for cybersecurity risk 
management and governance.

Cybersecurity is one of the risks identified in a compre-
hensive risk-based management and governance approach, 
on which the three lines of defense base their actions. To 
develop internal cybersecurity standards and policies, 
organizations select from numerous frameworks, from 
those borrowed from public regulations to extant litera-
ture on IT governance, information security, third party 
governance, and ESG criteria (all three lines). They also 

Table 2  Three lines of defense’s involvement in structures associated with cybersecurity

Structures Roles/responsibilities Lines of defense

At the board level
Audit committee or risk management committee Is responsible or co-responsible for monitoring technologi-

cal risk including cyber risk
Follows up with internal auditor concerning cybersecurity 

disclosure

Discuss with Lines 2–3

Governance committee Monitors ESG reporting (including cybersecurity) Discuss with Lines 2–3
At the management level
An executive (CISO or Director), Cybersecurity Develops and implements a corporate data security and 

data protection strategy
Prepares cybersecurity information for public documents
Presents cybersecurity issues to the audit committee or 

the risk management committee, or the full board of 
directors

Line 1

Risk management committee
  Composed of several people from different business units 

and Line 2 representatives

Collects information and determines what will be pre-
sented to the board of directors

Line 2

IT governance committee
  Composed of senior management representatives, includ-

ing IT and internal audit

Monitors projects from an IT perspective (e.g., security 
plan, alignment of projects with the organization’s busi-
ness realities, improvements, action plan, follow-up on 
cyber incidents)

Line 2

Information security committee
  Composed of business unit managers, IT representatives, 

and senior management representatives

Monitors the information security plan and reviews inci-
dents and status of third parties

Line 2

Cybersecurity steering committee
  Composed of senior IT and security executives and repre-

sentatives of the legal and internal audit functions

Follows up on the cybersecurity aspect of IT projects and 
prepares communications for the audit committee

Line 2

The finance and legal functions Are responsible for risk factors presented in public disclo-
sure documents (MD&A)

Line 2

The communications function Is responsible for communications in public information 
documents (including cybersecurity and CSR/ESG 
information)

Line 2

The internal audit function Is responsible for auditing cybersecurity aspects Line 3
Disclosure committee (disclosure in public information 

documents)
  Composed of senior executives from administrative func-

tions and/or business units

Is responsible for writing cybersecurity information with, 
among others, CISO and IT representatives

Follows up quarterly on cyber incidents

Lines 1–2

An ESG manager Is responsible for ESG information, including cybersecu-
rity

Prepares ESG information for public documents
Presents ESG progress and priorities to the board of direc-

tors’ governance committee

Line 2
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Table 3  Three lines of defense’s involvement in processes associated with cybersecurity

Panel A –Plan: Select appropriate frameworks/standards using a risk-based approach Lines of defense

Approach Comprehensive approach based on risks, including those related to cybersecurity Lines 1–2–3
Frames of reference Reporting: 52-109, 51-201; reporting standards by the SASB helpdesk Lines 1–2–3

IT governance: COBIT, CMMI
Information security: NIST, ITIL, ISO 27000, PCI, ISF
Third party governance: CSAE 3416, analysis grid to assess criticality
ESG criteria: SASB, MSCI, CDP

Internal policies Security, including cybersecurity Line 2
Management of safety risks in relation to third parties

Cybersecurity key performance indicators (KPI) Identification of measurable targets Lines 1–2
Inclusion in the executive compensation system
Inclusion in cybersecurity disclosure

Internally defined materiality criteria For determining whether information/change is material/important Lines 1–2
Financial resources/investments Associated with different levels of cybersecurity risk tolerance Line 2
Plans and programs Cybersecurity action/improvement plan Lines 1–2

Specific cybersecurity program/protocol/contingency plan
Risk management program, including cybersecurity Line 2
Internal audit plan: Line 3
 Mandate regarding business processes, including security
 Specific mandate regarding security/cybersecurity

Tools Registers for recording: Line 1
 Risks and categorizing them
 Cybersecurity events/incidents

Cybersecurity operational dashboard
Cybersecurity event procedures manual Line 2
Risk/impact assessment grid, probability, velocity

Panel B – Do: Establish, apply, and maintain frameworks/standards Lines of defense

Cybersecurity activities Centralized around the IT/information security/cybersecurity func-
tion

Line 1

Access
Existing controls
Incidents that occurred
Reporting of issues
Follow up on testing results
Phishing tests
Breach tests

Daily press review Be informed of cybersecurity incidents Line 1
Formal/informal training Employee cybersecurity training: Line 1

 Formal: annual and periodic, awareness campaign, e-learning, 
notices

 Informal: virtual meeting, capsules
Informal training of business unit representatives on cybersecu-

rity through reports/presentations
Formal training
 Of the CISO on cybersecurity Line 1
 Of the IT internal auditors Line 3

Informal training of board of directors by the CISO on cybersecurity 
questions to ask

Line 1

Formal/informal training of the audit committee or its chair on 
cybersecurity by audit firms or internal auditors

Line 3

Communication to all members of the organization Changes in cybersecurity performance indicators (KPIs) Line 2
Cybersecurity management maturity Assessment by the IT function Line 2
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Table 3  (continued)

Panel B – Do: Establish, apply, and maintain frameworks/standards Lines of defense

Use of the expertise of external consultants For assisting in the assessment of cybersecurity management matu-
rity

Lines 2–3

For benchmarking

For specific or permanent mandates regarding cybersecurity

For internal audit mandates regarding cybersecurity

For IT consulting mandates

Panel C –Check (audit/oversight): Monitor and measure the effectiveness of controls Lines of defense

Self-assessment of cybersecurity controls Based on defined cybersecurity frameworks/policies/targets Line 3
Follow up/evaluation of cybersecurity action plans Submission to management Lines 2–3

Follow-up by the officials involved
Evaluation by internal audit

Tests on the effectiveness of controls On security (including cybersecurity) by internal audit Line 3
 Test results can be used by the external auditor

Follow-up regarding cybersecurity failures/test results By the internal audit function with management (and the IT func-
tion)

Lines 1–2–3

Audit Of cybersecurity performance indicators by the internal audit 
function

Line 3

Of third-party governance by the internal audit function
Of third-party governance by the external auditor Discuss with Line 3

Assessment of the cybersecurity control environment By the external auditor as part of the annual financial statement 
audit

Discuss with Line 3

Report/presentation On cybersecurity priorities and key performance indicators by the 
cybersecurity officer to the board of directors and the executive 
committee

Line 1

On cybersecurity by the CISO or the Chief Technology Officer 
(CIO) in the presence of the head of internal audit to the audit 
committee

Lin es 1-2

On cybersecurity by internal audit to the risk management commit-
tee/audit committee of the board of directors and to management

Line 3

On third party governance by internal audit to the risk management 
committee

Monitoring Of the improvement plan and cybersecurity performance indicators 
by the audit committee through the CISO, the CIO or the internal 
audit function

Lines 1–2–3

By benchmarking from external governance agencies’ reports Line 2
Of existing cybersecurity measures by Line 2
 Regulatory agency
 External governance agencies

Panel D –Act: Modify and update controls based on internal feedback and change in the business environment Lines of defense

Changes/adjustments To controls following the internal cybersecurity incident manage-
ment process

Lines 2–3

Monitoring Of cybersecurity maturity with the audit committee in connection 
with investments

Lines 2–3

Standards/policies to implement to keep aligned with the evolution 
of trends and threats

Lines 1–2-3

Retraining If employees fail internal phishing tests Line 1
Continuous improvement approach Following information sharing Lines 1–2-3

After follow-ups
After frequent discussions between internal stakeholders (and 

external ones, if needed)
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Table 3  (continued)

Panel D –Act: Modify and update controls based on internal feedback and change in the business environment Lines of defense

Review/update Internal policies Lines 1–2–3

Cybersecurity event procedures manual

Benchmarking
Other adjustments Following evaluations by external governance agencies or high-

profile exfiltration cases
Line 2

To cyber-risk management in strategic partnerships with third 
parties

To contracts with customers, with third party partners
To financial resources allocated for cybersecurity (optimal use—

proportion vs. risk—see Panel A—Plan)

51-201: National policy 51-201: Disclosure standards (CSA, 2013)
52-109: Regulation 52-109 respecting certification of disclosure in issuers’ annual and interim filings (CSA, 2015)
CDP: Disclosure Insight Action https:// www. cdp. net/ en/ guida nce/ guida nce- for- compa nies
CMMI: Capability Maturity Model Integration https:// cmmii nstit ute. com
COBIT: Control Objectives for Information Technology (ISACA 2019)
CSAE (Canadian Standards on Assurance Engagements) 3416: Reporting on controls at a service organization relevant to user entities’ internal 
control over financial reporting (CPA Canada 2019)
ESG: Environmental, Social and Governance Criteria
ISF: Information Security Forum https:// www. secur ityfo rum. org
ISO27000: Information technology — Security techniques—Information security management systems—Overview and vocabulary https:// 
www. iso. org/ stand ard/ 73906. html
MSCI: https:// www. msci. com/ our- solut ions/ esg- inves ting/ esg- ratin gs
NIST: National Institute of Standards and Technology—US Department of Commerce https:// www. nist. gov
PCI: Payment Card Industry Security Standards Council https:// www. pcise curit ystan dards. org
SASB: Sustainability Accounting Standards Board https:// www. sasb. org/ about/

Table 4  Three lines of defense’s involvement in relational mechanisms associated with cybersecurity

Relational mechanisms Lines of defense

Management's vision Of cyber risk tolerance Lines 1–2
For reporting (including cybersecurity)

Collaboration Close and regular between the three lines of defense on information security, including 
cybersecurity

Lines 1–2-3

Between the person responsible for information security (CISO) and internal auditors and 
external auditors regarding information security, including cybersecurity

Lines 1–3

Between the finance, IT, legal, and communications functions on reporting (including cyber-
security)

Lines 1–2

Between the person responsible for the preparation of the ESG report and the parties 
involved in the topics reported, including cybersecurity

Discussion/information sharing Informal internal discussion/information sharing groups on cybersecurity best practices Lines 1–2
Formal external discussion groups/information sharing communities on information security, 

including cybersecurity (by industry or multi-industry)
Line 1

Formal external discussion groups/information sharing community on internal audit, includ-
ing information security such as cybersecurity

Line 3

Training Formal training for all employees on new cybersecurity risks, given either by the IT or infor-
mation security functions or by external consultants

Lines 1–2

Formal or informal training of board members (or audit committee members) given by the IT 
or information security functions

Line 1

https://www.cdp.net/en/guidance/guidance-for-companies
https://cmmiinstitute.com
https://www.securityforum.org
https://www.iso.org/standard/73906.html
https://www.iso.org/standard/73906.html
https://www.msci.com/our-solutions/esg-investing/esg-ratings
https://www.nist.gov
https://www.pcisecuritystandards.org
https://www.sasb.org/about/
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recognize the limitations of each of these frameworks for 
cybersecurity purposes.

The statement “We’re going to comply 100 percent 
with the NIST [National Institute of Technology] 
framework.” That’s not managing risk. Compliance 
and cybersecurity are two things. You don’t manage 
your risk by being 100% compliant. That’s not how it 
works. If you think it is, well, you’re a bad cybersecu-
rity practitioner. … NIST, ISO [International Organi-
zation for Standardization], any other framework, 
they’re toolboxes that I use mainly to help myself, to 
figure out if I’ve overlooked something. (Participant 
6, CISO)
[The Payment Card Industry – PCI framework] is 
extremely well done because it’s technically based. 
It’s not only technically based, but it’s scope-based 
because its scope is credit cards. You should know 
what the scope of NIST is and what the scope of ISO 
is. Well, the scope is everything. (Participant 6, CISO)
There’s NIST and its CSF [cybersecurity frame-
work]. There’s ISO 27 000. There’s just one thing I’ve 
learned: there’s no framework that works from A to 
Z. You have to pick and choose bits and pieces, then 
develop your framework to suit the maturity of your 
organization. There isn’t one framework I can tell you: 
it’s this one. It’s really a combination of a little bit [of 
various frameworks]. (Participant 9, Director, Cyber-
security)

Indeed, as suggested by these practices, the internal audit 
function should rely on one of the cybersecurity frameworks 
(COBIT, NIST) to ensure consistency of benchmarks and 
terminology across the three lines of defense (Kahyaoglu 
and Caliyurt 2018). Alternatively, it can develop its own 
framework (Slapnicar et al 2022).

In the “plan” stage, efforts are made to identify quan-
tifiable security/cybersecurity key performance indicators 
(KPIs) (first and second lines). Incorporating these targets 
into the executive compensation system could contribute to 
the achievement of objectives by stimulating management 
commitment in this regard, including allocation of sufficient 
financial resources to deal with cybersecurity risks.

Let’s face it, when the time comes to put a dollar value 
on a cybersecurity risk, it’s not easy. That’s when you 
shouldn’t get caught up in details because you could 
spend a week detailing a risk in monetary terms. (Par-
ticipant 16, Senior Manager, Internal Audit)
Let’s say 10% of your bonus, your compensation plan 
is linked to these objectives, believe me, you’ll see 
change happen in the company! It’ll speed us up by 
three years. That’s the motivator. Money always talks. 
Always. (Participant 9, Director, Cybersecurity)

In addition to KPIs, internal criteria must be defined in 
advance to identify, for example, cybersecurity events or 
incidents that the organization would consider important (or 
material) because they generate a reputational risk or a loss 
of services or revenue (second line).

Forecasting cybersecurity investments is closely linked 
to the cybersecurity risk appetite of those responsible for 
governance (management [second line] and board of direc-
tors). A zero-tolerance goal (regarding cyber incidents, 
for example) is impossible to achieve in practice given the 
huge investments it would involve. Companies seek an opti-
mal balance/dose of cyber risk tolerance and investments 
to properly manage this risk, and this may vary from one 
organization to another, depending on the risk tolerance of 
the board and management.

[The president] says, “As for me, zero tolerance.” I 
say, “But you can’t have zero.” He says, “Well, 99.99!” 
“OK. 99.99.” I say, “But you have to be aware that if 
we’re not able to achieve that the first five years what 
happens? And if it costs $100 million, $500 million to 
get to that number? You have to balance your appetite 
for risk, there’s an investment to be made. It has to be 
doable.” (Participant 9, Director, Cybersecurity)

Cybersecurity risks and practices are managed by cyberse-
curity action or improvement plans, internal audit plans with 
mandates that include or specifically address cybersecurity, 
risk management programs that include cybersecurity, and 
specific cybersecurity programs (all three lines).

From an internal disclosure point of view, we have a 
risk management program, everything related to cyber-
security is always on what we call heatmaps because 
cybersecurity has been topical for a very long time. 
(Participant 16, Senior Director, Internal Audit)

Tools for managing cybersecurity risks include a cyber-
incident procedures manual, a register of potential risks 
categorized by level of criticality as well as a register of 
cybersecurity events or incidents, and a cybersecurity 
operational dashboard recording risk monitoring activities 
in line with the regulatory framework (first line). One of 
the preferred means of risk governance/management is a 
risk assessment and impact grid forecasting the likelihood 
of events or incidents occurring and the estimated speed at 
which they would damage the organization’s reputation or 
its assets (velocity) (second line).

“Do”

The “do” stage refers to the establishment, application, and 
maintenance of frameworks/standards (Nicho 2018).

Some organizations tend to centralize cybersecurity activ-
ities around a function such as IT, information security, or 
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cybersecurity because of the specific skills and knowledge 
involved (first line). Common actions include access man-
agement, management of existing controls and cybersecu-
rity incidents, and reporting problems through a centralized 
mechanism. Sometimes an internal team performs phishing 
tests or the IT/cybersecurity function manages breach tests.

A daily press review to keep abreast of national and 
international cybersecurity incidents helps in anticipating 
whether similar problems could occur in the organization 
and to establish procedures to remedy or correct the situa-
tion (first line). These incidents can affect partnerships with 
third parties.

One of the activities described is the formal or informal 
cybersecurity training given to employees, business unit 
managers, executives, and directors. It can be provided by 
the CISO, the head of internal audit, or their respective team 
members (first and third lines), or by external audit firms. 
The training is aimed at maintaining or improving cyberse-
curity risk management and governance. IT and cybersecu-
rity training is also provided by external parties to in-house 
trainers such as internal auditors or the CISO.

It includes cybersecurity awareness campaigns with 
our internal IT client and there is also mandatory 
eLearning on cybersecurity for employees. If they 
don’t do the training, we cut off their access to their 
email. So, people take the training. (Participant 12, 
Vice President, Corporate Communications)

Other actions intended to maintain or improve cybersecurity 
governance and risk management consist in communicating 
to all the organization’s members cybersecurity performance 
indicator trends, cybersecurity benchmarking and assessing 
the maturity of cybersecurity management (second line). 
The internal audit function (third line) can then assess any 
measures planned by the IT department/CISO (first line). 
In addition to the IT function, external consultants may be 
called upon to collaborate in these activities carried out by 
the second and third lines.

Our IT department will actually go and get studies to 
find out where we stand on different criteria, either 
in terms of infrastructure or patching, various things. 
And they’re able to either do it themselves, therefore 
we benchmark ourselves with the studies, or it’s hap-
pened that we actually hired a subcontractor to do 
some kind of analysis, diagnosis to tell us where we 
stand. (Participant 15, Vice President, Internal Audit)
The IT department itself has done maturity assess-
ments over the years and what we did was to see if the 
roadmap of the initiatives worked with [the maturity 
assessments], to see the achievement of the organiza-
tion’s maturity in terms of cybersecurity management. 
And also, to look at the roadmap of the initiatives to 

see if there was alignment between the deficiencies, 
the priorities and to see if everything was well aligned. 
And based on that, we identified the areas where ini-
tiatives are close to being completed or are completed 
from a technical standpoint, that we can check to 
ensure that they have been properly implemented or 
that the areas are mature. So that’s how we work. (Par-
ticipant 4, Director, Internal Audit)

“Check” (audit/oversight)

The “check” (audit/oversight) stage refers to monitoring and 
measuring controls effectiveness (Nicho 2018).

The effectiveness of existing cybersecurity controls is 
subject to various forms of verification and oversight. The 
organization’s self-assessment based on frameworks (e.g., 
NIST and ISO 27000) and internally defined policies and 
targets are common ways to monitor cybersecurity controls. 
The internal audit function, supported by external auditors, 
if necessary, plays a key role in this (third line).

In addition to testing the effectiveness of these controls, 
the internal audit function follows up on cybersecurity defi-
ciencies/test results with management/IT (all three lines). 
It audits cybersecurity performance indicators or the third-
party governance process. It evaluates cybersecurity action 
plans, which are submitted to senior management and sub-
sequently transmitted to the appropriate officials for follow-
up. It also reports to the board of directors and management 
through the risk management committee and the audit com-
mittee. The head of the internal audit function accompanies 
the CIO or CISO for cybersecurity presentations to the audit 
committee. The frequency of reporting to the board and its 
audit committee is an important quality characteristic of 
cybersecurity audits (Slapnicar et al 2022).

[The organization] has a cybersecurity program to con-
tinually strengthen its controls. And we [the internal 
audit function] monitor this over time. In each of our 
assignments, we look at what improvements are com-
ing, what the gaps are, and then we follow up on these 
action plans. (Participant 1, Senior Director, Internal 
Audit)
Competitors in our field ... started experiencing fraud. 
So, really, since ... 2019 the board suddenly made 
cybersecurity a subject that people, basically, have to 
ask questions about…. So that’s why we brought in 
our Senior VP [IT] to present to the audit commit-
tee ... [and] senior management. (Participant 15, Vice 
President, Internal Audit)
We have a number of third parties that we do business 
with, and we have a policy for correctly managing our 
third parties, correctly managing our security risk and 
other risks with respect to our third parties. We also 
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have a standard and an entire governance system with 
respect to our third parties. We have identified the most 
critical third parties, and for our critical third parties, 
we check some factors, including security. We also 
audit this third-party governance process. (Participant 
1, Senior Director, Internal Audit)

The external auditors assess the cybersecurity control envi-
ronment as part of their audit of annual financial statements. 
In doing so, they might use the internal auditor’s tests of the 
effectiveness of cybersecurity controls (third line). They can 
also be asked to audit the governance of third parties.

Generally speaking, the board of directors (including the 
audit committee and the risk management committee) tends 
to receive information on cybersecurity via reports or pres-
entations by the internal audit function, the CIO or CISO, 
or the cybersecurity manager (all three lines). In particular, 
the latter presents the cybersecurity priorities and KPIs. 
More proactive audit committees monitor the cybersecurity 
improvement plan and these performance indicators.

We have several assignments, not just the cybersecu-
rity assignment, but ones that require security checks. 
So, during the year, we perform these different assign-
ments and then, following each one, we provide our 
conclusions. In our various reports, we detail what our 
findings are in terms of security. And our reports are 
always presented to the sector leaders. We also pro-
vide a summary in our quarterly report. Our quarterly 
report is presented to the audit committee. (Participant 
1, Senior Director, Internal Audit)

Regulators such as the OSFI (Office of the Superintendent 
of Financial Institutions) or external governance agencies 
such as the SASB may monitor the organizations’ current 
cybersecurity measures. The SASB or other agencies may 
ask the organization to complete a questionnaire, after which 
they assign a score or possibly conduct an audit. The organi-
zation can then follow up by establishing benchmarks based 
on the reports of external governance agencies to improve 
cybersecurity or take other actions (second line).

When you answer the questionnaire [from an external 
governance agency], you have to substantiate what you 
say based on your public communications. So every-
thing I disclose [to the external governance agency] 
has to be public and on the website or … in reports 
we issue. They take nothing for granted. (Participant 
3, ESG Director)

“Act”

The “act” stage refers to the modification and update of con-
trols based on internal feedback and change in the business 
environment (Nicho 2018).

For instance, a change in board’s perception of the impor-
tance of cybersecurity affects subsequent actions to moni-
tor the organization’s alignment with the evolution of cyber 
threats.

So, like most manufacturing companies, we felt that 
we were less at risk than banks are. This means that 
we have very little information, I would say, of a highly 
confidential nature. We don’t really have credit cards. 
It’s really more about our clients’ bank accounts. ... [C]
ompetitors in our field started experiencing fraud. So, 
it’s really since 2019, the board, suddenly, in its list of 
questions to be asked by board members, appears to 
have made cybersecurity a subject that people, basi-
cally, have to ask questions about. So that’s why we 
brought in our Senior VP [IT] to present to the audit 
committee ... [and] senior management. (Participant 
15, Vice President, Internal Audit)

Indeed, the mechanisms surrounding the cybersecurity pro-
cesses’ stages labelled Plan, Do and Check (audit/oversight) 
lead to changes and updates in controls—in other words, 
changes to organizations’ cybersecurity, which are then 
reflected in their actions.

Overall, the interviews revealed that adjusting controls 
ensures better management of cybersecurity incidents. The 
monitoring of cybersecurity maturity leads the audit com-
mittee to ensure that the necessary resources are available to 
remedy detected flaws (second and third lines), as illustrated 
in the following interview excerpts:

I think it’s four times a year ... that we’ll go and present 
to the audit committee what's going on in terms of 
cybersecurity. .... It's a presentation that will be given 
by our senior VP IT directly to the members [of the 
audit committee]. ... It’s four, five [slides] that mainly 
present specific cases [of cyber incidents] of what hap-
pened: if there were attempts [intrusion attempts] by 
people [external], what were they, what happened, how 
were they blocked. But above all, also, what we are 
doing in terms of infrastructure, then investment to, 
every year, increase ourselves in terms of cybersecu-
rity protection to keep up to date on what's going on. 
(Participant 15, Vice President, Internal Audit)

In the same spirit, respondents justified an increase in the 
financial resources allocated to cybersecurity and said they 
would make the best use of the money but would consider 
risk tolerance in the process, as highlighted by Participant 9:

I said [to the CEO], “We have to have a Risk Appetite 
Statement. We have to declare what our risk tolerance 
is.”
... Then all the controls that are going to come in to 
support that statement flow from that.
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... You have to balance your appetite for risk, there’s an 
investment to be made. It has to be doable.
.... So he [the CEO] has set himself a target [in terms 
of risk tolerance], knowing that there are investments 
to be made. (Participant 9, Director, Cybersecurity)

Interviews also suggested that the oversight activities regard-
ing positioning and the standards/policies to implement 
in cybersecurity are shown to be aligned with trends and 
threats to cybersecurity (all three lines). Cybersecurity is 
managed with a view to continuous improvement through 
information sharing, follow-ups, and frequent discussions 
between internal (and, if necessary, external) stakeholders, 
as shown in the following interview excerpts:

I do a lot of information sharing with other companies, 
other heads of internal audit. ... In all the companies 
[with which] I share information, cybersecurity is 
always on the heatmap. ... So, cybersecurity is a risk 
to watch out for for all companies, including us. (Par-
ticipant 16, Senior Director, Internal Audit)
Over the years, I’ve had many exchanges with external 
auditors, ... The old guard being very: “Okay, well, 
here are the controls. If you don’t do it...” .... Versus 
the new guard, who are more committed to a dialogue, 
so that this dialogue, with the controls in place, brings 
them the assurance they’re looking for. At the end of 
the day, they’re looking for assurance that the data is 
well protected. (Participant 6, CISO)

This view of continuous improvement leads to reviews/
updates in internal policies, the cybersecurity event proce-
dures manual, and benchmarking measures (all three lines). 
In addition, failure on internal phishing tests forces employ-
ees to retake cybersecurity training (offered by first line).

We have an external benchmark [of our cyber posi-
tion] which we also carry out over time to see how 
we've improved and how we're positioned in relation to 
other financial institutions, whether banks or insurance 
companies. Following this, an analysis is carried out, 
and an improvement plan is put in place. The [audit] 
committee is used to monitor the progress of the plan, 
among other things. (Participant 10, Vice President, 
Internal audit)
We do business with a Big Four firm, which has the 
operations and benchmarking. We provide our data. 
They come on site to do the interviews, look at our 
positioning. Then, for example, they look at the NIST 
framework and say... I’ll just give you an example in 
terms of computer access. It’s a maturity grid, from 0 
to 4, then they determine where we are, then they show 
us where we were last time, then where the benchmark 
was two years ago, then where the benchmark is now. 
(Participant 10, Vice President, Internal audit)

The other thing we’ve also done, that we’re also doing: 
I was talking about learning from our own little [cyber] 
incidents that happened, but also learning from the 
market. We did a complete debrief, for example, of 
the Desjardins incident …: how we, our controls, our 
situation is in relation to what we learned that was 
faulty. (Participant 10, Vice President, Internal audit)
The board came to push, to say: “I want to hear more 
about it [cyberrisk]”, but we, internally, this famous 
risk which, in our top 50 was maybe at 120 a couple 
of years ago, well, every year it was going up! Then, 
at a given moment, more and more with the cases [of 
cyberincidents/cyberattacks], more and more as we set 
up integrated systems, oops, all of a sudden, this risk, 
which was ... very fragmented, all of a sudden took 
on more and more magnitude. (Participant 15, Vice 
President, Internal Audit)

Changes in cybersecurity governance/management are also 
made as a result of assessments by external governance 
agencies or high-profile exfiltration cases (second line). 
Adjustments to cyber-risk management in strategic part-
nerships with third parties have also resulted in changes to 
contracts with clients and third-party partners to include a 
cyber clause (second line).

What I’ve noticed is that ... in everything we sign, 
in contracts, even now, this notion [cybersecurity] is 
going to be there. So, I’m often sent these contracts 
and asked: “Have there been any cases of cybersecu-
rity? What are we doing in terms of cybersecurity?” 
because it’s part of the standard forms, when you 
renew for all sorts of things. (Participant 15, Vice 
President, Internal Audit)

Relational mechanisms

In light of De Haes and Van Grembergen (2009), relational 
mechanisms involve, among other things, management’s 
vision, partnerships, and informal meetings between the 
three lines of defense.

Management’s vision of cyber risk tolerance determines 
the actions that will be taken by the first and second lines in 
the organization to counter cyber threats.

We have to state our risk appetite [in regard to various 
cybersecurity issues]. These will be statements that 
the President will endorse. That’s the starting point 
for all the controls that are brought in to support [these 
statements]. (Participant 9, Director, Cybersecurity)

The three lines of defense work together on information 
security, including cybersecurity. In some instances, there 
is collaboration with the business units.
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Internally, we try to be proactive while still observ-
ing our three lines, but we all work shoulder-to-
shoulder in the organization to avoid [breaches]. 
(Participant 10, Vice-President, Internal Audit)
We work with our business units to understand what 
their vision is, what their trajectory is. (Participant 
11, CISO)

Some organizations have informal internal discussion/
information sharing groups on cybersecurity best practices 
(first and second lines). Many CISOs and internal auditors 
are part of formal external discussion groups, information 
sharing communities on information security, including 
cybersecurity, or communities that audit related processes 
(first and third lines).

We belong to groups and networks to keep up to date, 
professional groups. And, well, we receive newslet-
ters from regulatory associations as well. (Participant 
5, Director, Legal Services)
Communities that my peers are part of, we share 
information with each other, which is not anti-com-
petitive, in other words, it’s not private company 
information. It’s more like, “Hey, we’re under attack. 
We think it’s out of China or Russia.... Have you 
experienced that sort of attack?” Then the informa-
tion goes around. (Participant 9, Director, Cyberse-
curity)

Organizations are also concerned with training their employ-
ees in information security to reduce this type of risk (first 
and second lines).

The CTO team is an internal client of ours [commu-
nications function] regarding internal communica-
tions because we conducted cybersecurity awareness 
campaigns. (Participant 12, Vice President, Corporate 
Communications)
We call it awareness training. So, what we do is we 
have an education and training campaign that we 
deploy, that we do every, almost every year. And as 
part of that, we also do a phishing campaign, we do 
tests to find out, let’s say, how we’re improving from a 
first-line perspective. Who’s taking the bait, and also, 
is our training effective? Are we doing the right things 
to inform our various employees, our users? So, we 
have that type of campaign, and everyone has to do 
it. It’s just as important as an ethics campaign, eth-
ics training, occupational health and safety training. 
Our intention is to really ensure that the first line of 
defense, which is our users as such, is well trained 
in this area. We publish about this. In these training 
sessions, in those capsules, we cover the part about 
our security policies, how to report incidents, what 
the best cyber hygiene practices are, and so forth. It’s 

part of our policies. (Participant 14, Chief Information 
Officer)

Members of the board of directors (or audit committee) 
receive formal training on information security, including 
cybersecurity. This training is often provided by the IT or 
information security functions (first line). The CISO can also 
provide informal guidance to audit committee members on 
issues that need to be addressed.

Naturally, the training that [IT gives to board mem-
bers] doesn’t make anyone a specialist. It’s to share 
the vocabulary, for example, the NIST framework, that 
sort of thing, where we stand. It’s applied training, 
I would say. (Participant 10, Vice President, Internal 
Audit)

The internal audit function can indeed help organizations 
achieve an effective level of information security by cooper-
ating with the IS function (Steinbart et al 2012, 2013, 2018; 
Wallace et al 2011). Findings suggest that its collaboration 
is part of the upstream actions implemented to inform cyber-
security reporting.

Cybersecurity external disclosure activities

Cybersecurity activities related to external disclosure are 
also supported by specific structures, processes, and rela-
tional mechanisms. These are presented in the following sec-
tions, and included in Tables 2, 3 and 4 respectively.

Structures

The audit committee is responsible for overseeing external 
disclosure in financial reports, including on cybersecurity. 
Internal auditors may assist audit committee members 
regarding any questions about cybersecurity disclosure 
(third line).

Another board of directors’ committee, the governance 
committee, plays a role in cybersecurity disclosure as it is 
usually responsible for monitoring ESG disclosure. Indeed, 
cybersecurity information can fall under the Social (S) or 
Governance (G) component of ESG.

At the management level, the disclosure committee, 
composed of senior executives from the administrative 
functions (notably finance, legal, communications, and 
internal audit) and business units (first and second lines), 
is responsible for drafting the information disclosed in 
public information documents, including information 
on cybersecurity. This committee follows up quarterly 
on cyber incidents to determine whether they should be 
disclosed, and, if so, the extent of the disclosure. At the 
corporate level, the finance and legal functions are respon-
sible for the risk factors presented in the MD&A, while the 
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communications function is more specifically involved in 
ESG disclosure. The CISO and/or the internal audit func-
tion provide assistance with information on cybersecurity 
risk. The internal audit function is involved in auditing the 
cybersecurity aspects.

That [writing information on cybersecurity] is really 
a team effort between the IT department and it’s clear 
that if you look at the people involved, that would be 
the CISO, the Information Security Officer. There’s the 
CIO, the Chief Information Officer. We also have our 
process for preparing all the information in the docu-
ment. We have a disclosure committee. So everything 
we draft goes through a disclosure committee that 
includes the VPs of the different divisions, the corpo-
rate controller, all the senior people in the company 
who look at all the documents, who compare them, the 
MD&A, the annual information form. There’s a lot of 
discussion on these points and ... between the finance 
team, which prepares the first drafts, and the IT teams, 
the CFO, before the draft goes to the disclosure com-
mittee. (Participant 4, Director, Internal Audit)

The ESG managers (second line) prepare the information 
in the ESG reports, including information on cybersecu-
rity. They report to the Vice President, Corporate Services 
or the Vice President, Communications. They present ESG 
progress and priorities to the board of directors’ govern-
ance committee.

Processes

In public disclosure, organizations use legal frames of refer-
ence (such as National policy 51–201, CSA, 2013) for finan-
cial report disclosure and external governance agencies for 
ESG disclosure (such as SASB) (second and third lines). In 
addition, a common strategy is to use benchmarks against 
the information communicated by organizations in the same 
sector, other sectors, or other regions (second line).

The organization’s KPIs may be included in public dis-
closures and are of interest to external governance agen-
cies for ESG compliance.

[The external governance agencies for ESG compli-
ance] ask me: how do you measure up, because I’m 
going to check up on you next year. What’s your tar-
get? And also: did you go get an audit? So, let’s say 
we release our diversity strategy this year. We say 
what we’re going to do about the process. They’re 
going to ask us what our targets are, then what our 
measurements are. Then they’re going to ask us how 
we audit ourselves. And next year I’m going to get 
the same questions. (Participant 3, ESG Director)

Relational mechanisms

The nature and extent of the organization’s public disclo-
sure, including cybersecurity, reflects the management’s 
vision (second line), often that of the CEO (senior man-
agement). The vision regarding reporting may focus on 
the satisfaction of the information needs of investors/
shareholders or extend to satisfying the needs of other 
stakeholders, such as customers and suppliers. In the first 
case, public disclosure would be limited to complying with 
the prescriptions of financial regulators, while in the other 
case, it may include providing numerical data in relation to 
pre-determined performance indicators. However, organi-
zations are concerned about the competitive, reputational, 
and litigation issues tied to voluntary disclosure.

Every year, we go over the risk factors. We have 
[several dozen] risk factors. So that means we have 
a priority list because the law requires that we order 
them from most to least important. That’s what 
51-102 [regulation by Canadian Securities Admin-
istrators, CSA, 2023] requires, that our risks be in 
order of decreasing importance. (Participant 5, 
Director, Legal Services)
We look at our entire value chain as well. So not just 
our operations. And then, what our impacts are. But 
it’s not just the environmental ones, all the ESG issues, 
what our impacts are in that regard. And we want to 
disclose the information, we want to communicate all 
that’s important to our stakeholders and us. (Partici-
pant 18, ESG Director)
Anything that involves disclosure, if it’s required by 
law, we do it, we have to do it. However, in terms of 
voluntary disclosure, when responding to stakeholders, 
what they ask for can be hard, it’s sometimes not the 
information we want to give. Sometimes you say, “I 
don’t mind my client knowing [this information], but 
I don’t want my competitors to know!” (Participant 
18, ESG Director)

The finance, IT, legal, and communications functions col-
laborate in the preparation of public disclosures required by 
laws and regulations (second line). These functions rely on 
IT staff for the preparation of information security-related 
information, including cybersecurity (first line).

Typically, our communications teams are responsible 
for dissemination and they usually prepare the texts 
and we review them. And sometimes, when the infor-
mation or details are more technical, or if information 
is missing, we provide it. (Participant 11, CISO)

Further, the person responsible for the preparation of the 
ESG report collaborates with the parties involved in the top-
ics reported, including cybersecurity (first and second lines).
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Issues raised by participants

Several participants pointed out that board members have 
insufficient knowledge to properly perform their oversight 
role over cybersecurity. This observation is consistent with 
the lack of board IT expertise highlighted by Ashraf et al 
(2020). In the three lines of defense model, the board of 
directors is responsible for determining the organization’s 
risk appetite and exercising oversight of risk management 
(IIA, 2020), including cybersecurity risks. The results 
indicate that the recruitment of board members famil-
iar with cybersecurity currently appears to be lacking in 
organizations applying the three lines of defense model. 
This is an area for improvement.

I almost put all the words in [the board members’] 
mouths, unfortunately. Cyber is what they read in the 
news. It’s mysterious to them. Because it was one of 
my mandates. What questions should the board ask 
the officers? I gave them about ten questions that 
they should ask us. (Participant 9, Director, Cyber-
security)

One participant felt that the regulatory environment did 
not foster collaboration and transparency:

There’s very little information sharing because of 
this notion of potential penalties for companies, such 
as litigation, non-compliance, reputational impacts 
in the media, all sorts of impacts. So, it’s quite diffi-
cult for companies to share openly among themselves 
and even with the public because again, there can 
often be significant consequences. We’ve been going 
through this for years and years: we don’t want to 
share the threats that we foresee, our vulnerabilities, 
our incidents, because of these conditions. (Partici-
pant 11, CISO)
The government context isn’t always helpful because 
if we want to be open, to share, well, there are poten-
tially heavy impacts.... We haven’t struck the right bal-
ance, meaning that if we want to create openness and 
collaboration for collective work and help each other, 
we have to have an environment where we can have 
impact-free sharing. (Participant 11, CISO)

Securities administrators (SEC, 2023 or CSA 2017, 2023) 
require that firms report material information. However, 
comparability between organizations is hampered by dif-
ferent considerations of materiality criteria, both quantita-
tive criteria, such as cost implications for the organization, 
impact on share price, and number of customers who would 
be affected, and qualitative criteria, such as management’s 
credibility or reputation. This can lead to inconsistencies in 
the application of reporting guidelines when determining 
which information to report.

It's not just materiality thresholds because impacts on 
services can be loss of critical services, for example, 
a ransomware attack where a representative ends up 
being blocked for three months. Yes, for most types 
except reputation losses we can assign a value, we’re 
able to assign a value to an operational loss and so 
forth. It’s harder to say how much reputational loss 
costs us. (Participant 6, CISO)

The definition of the concepts of incident and event in cyber-
security is unclear and differs among organizations. This can 
lead to inconsistencies and difficulties when organizations 
are compared on the basis of their publicly reported cyber-
security information.

Everyone has a definition of what an incident is, for 
example, some companies consider every virus, every 
malicious email, a phishing attack, each of these as 
an incident. So they’ll consider that they’ve had thou-
sands and thousands each year. We look at incidents 
where there’s a potential impact. So, we have tools, 
they block emails, they detect events. We don’t con-
sider these incidents. But, for example, if an employee 
responds or ... discloses their password after a phishing 
email, that’s an incident for us. So a virus that shows 
up on a workstation but is detected by the protection 
tool and immediately destroyed, that’s not an incident 
for us, that’s an event. But if the tool doesn’t detect it 
and the workstation is affected, well, that’s an incident. 
Others might say that every instance of a virus is an 
incident. There’s no market definition of what an inci-
dent is. (Participant 11, CISO)

Some organizations believe that if they provide too much 
information, they could expose themselves to hackers, who 
are always eager to find new vulnerabilities. This observation 
is in line with the results of Ettredge et al (2018) regarding 
firms facing a higher probability of cybersecurity breaches 
after disclosing trade secrets.

Conclusion

This interview-based study conducted with 18 senior execu-
tives and senior managers from 13 organizations in seven 
activity sectors provides an overview of how the three lines 
of defense contribute to cybersecurity effectiveness. More 
specifically, using an IT/IS governance lens, it documents 
the actions of internal audit and other functions in respect 
of cybersecurity.

The participants clearly indicated that the rising level of 
cyber risks was part of their organizational priorities. Organ-
izations deal with cybersecurity issues by using structures 
with varying degrees of maturity and by deploying a variety 
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of processes. Collaboration between the various functions/
lines of defense on information security, including cyber-
security, is key in implementing and monitoring controls 
and in preparing public disclosure. An analysis of the data 
indicates that the participating organizations are well aware 
of cybersecurity risks and have implemented several mech-
anisms to deal with them and contribute to cybersecurity 
effectiveness.

Contributions and practical implications

This study examined how public companies deal with cyber-
security-related issues. The research was based on inter-
views, consistent with Cram et al (2023), who have called for 
greater use of qualitative methods in cybersecurity research. 
The research helps fill the gap in studies on cybersecurity in 
public companies underlined by Haapamäki and Sihvonen 
(2019), and it makes the following contributions and has 
practical implications.

First, this study entered into the “black box” to docu-
ment how different organizational functions are engaged and 
involved together in cybersecurity effectiveness. It offers 
new insights by providing details about what organizations 
actually do in that matter.

Second, by using IT/IS governance concepts for data 
coding and analysis, this study draws an overall picture of 
firms’ organization of cybersecurity, i.e., their structures, 
processes, and relational mechanisms. The study also con-
tributes to the cybersecurity management and IT/IS gov-
ernance literature by looking not only at the three lines of 
defense in cybersecurity-related structures, as Slapnicar et al 
(2023) did, but also at processes and relational mechanisms.

Third, the insightful findings on the actions of internal 
auditors complement cybersecurity audit/assurance stud-
ies. For instance, auditors’ assessment of the effectiveness 
of cybersecurity controls through different cybersecurity 
testing techniques (e.g., identifying vulnerabilities in infor-
mation systems and penetration testing, as suggested by 
Caron 2021) can contribute to cybersecurity risk mitiga-
tion. Further, findings about internal auditors’ collaboration 
with external auditors complement prior research about how 
independent internal and external auditors take into consid-
eration cybersecurity issues (e.g., Frank et al 2019; Li et al 
2019; Smith et al 2019) and can enhance the reliability of 
reporting. These results enrich the internal audit literature.

In addition, findings about the influence of executives 
on cybersecurity reporting add to prior corporate reporting 
studies (e.g., Alrazi and Mat Husin 2021; Plöckinger et al 
2016).

In terms of practical implications, the detailed description 
of structures, processes, and relational mechanisms associ-
ated with cybersecurity is helpful in understanding how pub-
lic firms deal with cybersecurity-related issues. It provides 

aspects that management, boards of directors, and internal 
audit and other functions can ponder so they can improve 
their cybersecurity effectiveness. The issues raised by par-
ticipants can also help securities regulators reflect on the 
nature and extent of cybersecurity disclosure and the assur-
ance to be provided in this regard. They bring out potential 
areas for improvements in the regulatory environment and 
cybersecurity reporting rules/guidelines.

Research avenues

Participants brought up interesting issues illustrating many 
promising research avenues that could be addressed by quali-
tative/interview-based studies with internal and external 
stakeholders. Their perceptions could provide the basis for 
extensive reflection on the issues raised below.

As suggested by our findings, boards of directors are 
engaged to a certain extent in dealing with cybersecurity 
issues and related oversight activities. Further, external 
auditors are sometimes indirectly involved in cybersecu-
rity activities. Interviews with board members and external 
auditors may deepen the understanding of their respective 
roles in respect of cybersecurity effectiveness. In that spirit, 
extending the IIA’s three lines of defense model would be 
an interesting research avenue, as the board of directors can 
be presented as a fifth line of defense (e.g., Slapnicar et al 
2023) and external auditors could be considered a fourth line 
(e.g., ICAEW 2023).

Voluntary disclosure provides leeway for those who want 
to differentiate themselves and be seen as leaders. However, 
when a company is alone in making a specific type of dis-
closure, it can be judged negatively by its stakeholders. 
Mandatory disclosure makes it easier to compare compa-
nies, but clear definitions are needed (e.g., what constitutes 
a cyber event or incident). In the same spirit, an international 
effort to reflect on having “a common definition, common 
languages, common indicators” (Participant 11, CISO) is 
needed to ensure that cybersecurity comparisons would be 
feasible between organizations. Consistency of terminology 
and benchmarks is a crucial component in cybersecurity 
reporting effectiveness, as it would contribute to disclosure 
comparability. International studies would be needed to 
guide regulators on that matter.
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