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Abstract

Empirical figures show that, especially in recent years, the frequency of industrial
and economic espionage, and consequently its dangers and negative impact, has
increased greatly worldwide. This has impacted not only the individual victims
of the infringement of trade secrets, but also the national and global economies at
large. This espionage cannot be tackled effectively through uncoordinated, stand-
alone-actions of individual countries anymore. Instead, the global community must
take a more holistic view and find universally acceptable strategies and standards,
looking for best practices through the lens of comparative law. The paper compares
and contrasts the legal approaches to the criminalisation of economic and industrial
espionage in Switzerland and Austria. It aims to show the similarities and differ-
ences and to identify the strengths and weaknesses of each jurisdiction. The results
are meant to enrich and to contribute to the discussions regarding efficient and com-
monly acceptable solutions to fighting economic and industrial espionage.

Keywords Economic espionage - Industrial espionage - White-collar crime - Crime
against state interests - Protection of trade secrets - Private prosecutor

Introduction

Industrial and economic espionage is not a new phenomenon, but “in fact it has been
around since the dawn of history” (Birmingham Post 2009). However, developments
such as globalisation, greater outsourcing activities, longer delivery chains, and the
frequent use of information and communication technology have introduced a new
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dynamic to the phenomenon of industrial and economic espionage, which has led to
an increase in its frequency, its risks, and its dangers.

Reid (2016, p. 1) even speaks of “an epidemic of economic espionage”. Similarly,
the German Federal Criminal Police Office recently used a provocative phrase in
order to stress that industrial and economic espionage has become a universal threat
to all enterprises, irrespective of their size and branch of business, when stating that
“rival companies do not sleep, but that they spy” (BKA 2018). There are still coun-
tries and enterprises that consider economic and industrial espionage a legitimate
means of doing business and which frequently resort to it (Brenner and Crescenzi
2016; Verfassungsschutzbehorden 2014, p. 8; Trim 2002, p. 7; Reid 2016, pp. 26
and 41 et sequ.).

The concept of protecting trade secrets in specific legal provisions has a very long
legal tradition in many countries. The significance of the protection of trade secrets
stems from the fact that it is functionally related to the impact of innovation in the
evolution of national economies and is a determining factor regarding the competi-
tiveness of a country (cf. Directive (EU) 2016/943 recital no. 1 et sequ.). Therefore,
in addition to civil remedies, many jurisdictions utilise specific criminal provisions
to safeguard trade secrets.

Basically, compared to other legal remedies, criminal provisions have tradition-
ally been considered the harshest measures in terms of restricting individual rights
and freedoms in order to combat and prevent illegal conduct. Accordingly, crimi-
nal remedies should be the last resort of the legislature and only be applied if other
legal or non-legal measures are insufficient (ultima ratio principle). In many Euro-
pean countries, the use of criminal remedies is considered necessary regarding spe-
cific forms of infringement of trade secrets. However, due to the lack of a common
framework, the criminal protection of trade secrets differs from country to country
in Europe (Baker and McKenzie 2013, p. 7; Carl and Kilchling Forthcoming). Until
now, the European Union has no competence to harmonise criminal law in the area
of economic and industrial espionage on the basis of Article 83(1) TFEU. However,
the EU does have the competence to harmonise laws in the area of cybercrime on
the basis of Article 83(1) TFEU.

The significantly growing international and cross-border dimensions of industrial
and economic espionage pose a new, additional challenge to criminal law. Different
terminology and the lack of commonly acceptable strategies and enforceable rules
strongly undermine the national attempts to protect trade secrets—last but not least
regarding international cooperation and legal assistance (cf. Reid 2016, p. 73; Kilch-
ling and Carl 2016, p. 188; Carl 2017, p. 1317). The need for legal cooperation is
well illustrated by two recent cases. The first involved a Chinese researcher based
in Switzerland, who is accused by the USA of having stolen trade secrets. The sec-
ond involved an Austrian employee who had stolen trade secrets from the Austrian
subsidy of the AMSC corporate group, which has its headquarters in the USA. In
the first case, the Chinese national is imprisoned in Switzerland and is going to be
extradited to the US (swissinfo 2019b), whereas in the second case, the Austrian
employee was not extradited to the USA, but instead was sentenced to 3 years of
imprisonment in Austria (Zirm 2013).
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Another problem is that legal assistance proves ineffective in cases where the
requested state is involved in or has even initiated the acts of spying (Brenner and
Crescenzi 2016; Fidler 2013).

By comparing relevant provisions across jurisdictions, we can critically assess
and, if necessary, can optimise national provisions (cf. Jescheck 1981; Eser 1997;
Weigend 2012, pp. 262 et sequ.; Kremnitzer 2011, pp. 30 et sequ.). A comparative
approach also helps the global criminal law community to facilitate communica-
tion, to promote consensus, to identify existing similarities, and to agree on common
legal strategies and law enforcement standards (Eser 2017, pp. 39, 61 et sequ.; Del-
mas-Marty 2003). Due to developments, which can be summarised under the key-
word of progressive “internationalisation of law” (Eser 2017, p. 12; Jung 1998, p. 1)
in general, and recently also of criminal law, “the call for comparative criminal law”
(Eser 2017, p. 12) has probably never been louder (cf. Meyer 2011, pp. 88 et sequ.;
Sieber 2006, pp. 79 et sequ.; Jung 2005, p. 3). Criminal law has grown out of its
traditional role of being deeply rooted in a country’s social mores and cultural pref-
erences, and therefore is no longer largely immune to transnational assimilation and
harmonisation. As a consequence, comparative criminal law is no longer a neglected
discipline (cf. Heller and Dubber 2011, pp. 1 et sequ.).

Against this background, comparative law can be considered one key element in
the global fight against economic and industrial espionage.

This paper shows that both European legislators (on the national and EU level)
and individual enterprises are increasingly becoming aware of the dangers and risks
of economic and industrial espionage. However, there still is a large research gap,
which significantly undermines the legal fight against this phenomenon. The paper’s
focus lies on exploring the criminal offences of industrial and economic espio-
nage in Austria and Switzerland and through a comparative perspective in outlin-
ing similarities and differences regarding the underlying legal concepts and the legal
structure of these offences, as well as their procedural framework. It examines the
strengths and weaknesses of the Austrian and Swiss criminal offences of economic
and industrial espionage and explores whether there is any need for amendment.

Comparing the Austrian and the Swiss offences of industrial and economic espio-
nage is interesting for various different reasons. First, Austria and Switzerland both
have a very long tradition of having criminal offences on the books to punish eco-
nomic and industrial espionage. They are geographic neighbours, comparable in
size, are both neutral, and both belong to the civil law tradition. Due to their simi-
larity of being neutral, the Austrian legislature even considered the Swiss criminal
offence of economic espionage as a role model for the Austrian provisions in 1965
(Liebscher 1976, p. 272). Both countries are German-speaking, which means that
there is no language barrier. Austria has been a member state of the European Union
since 1995, and thus the Austrian economy and the Austrian legal order are strongly
influenced by the European Union tradition, its policy, and its legislation. In con-
trast, Switzerland is not a member of the European Union, but it has been a mem-
ber of the European Free Trade Association since 1995. Switzerland is home to the
headquarters of many international companies, and therefore is the geographic base
for a large amount of IP rights and trade secrets. Switzerland has been ranked first
in the Global Innovation Index for the ninth consecutive year (Global Innovation
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Index 2019, S. 19). Due to its position as the world champion regarding innovation,
Switzerland is considered a very attractive target for economic and industrial espio-
nage. Austria, in comparison, is ranked 21st in the Global Innovation Index (Global
Innovation Index 2019, S. 35).

In order to perform a comparative analysis of the Swiss and Austrian criminal
offences of economic and industrial espionage, the national legal frameworks and
the jurisprudence of both countries have been examined. A wide variety of sources
of information, such as court decisions, surveys, articles, legal journals, and other
relevant materials have been studied.

Economic and industrial espionage in Europe: an unacknowledged
crisis?...

...Not anymore...

Carl (2017, p. 1315) describes economic and industrial espionage in Europe as an
unacknowledged crisis. However, especially over the past few years, the phenom-
enon of industrial and economic espionage and its related criminal regulations have
gained increasing attention from both academics and non-academics—not least in
the context of cybercrime (cf. Carl and Kilchling Forthcoming; Husmann 2015, pp.
60 et sequ.; Desai 2018, p. 482).

A recent study launched by the German Federal Ministry of Education and
Research called WiSKoS—Economic and Industrial Espionage in Europe—shows
that companies’ awareness of the dangers and risks linked to economic and indus-
trial espionage has increased strongly over the last few years. However, small and
medium-sized enterprises still do not regularly have adequate safeguards in place to
counter espionage (cf. Bollhofer and Jéger 2018, p. 20).

The growing interest paid to economic and industrial espionage is also reflected
by the various measures taken by many individual European countries at the national
level, including Austria and Switzerland, as well as by the EU.

Austria

In Austria, for example, the Ministry of Interior, in cooperation with other institu-
tions, has published a handbook on economic and industrial espionage (Austrian
Ministry of Interior 2011) in order to raise companies’ awareness of the dangers
of espionage. In mid-2016, the Austrian legislature enacted a new State Protection
Act (Federal Law Gazette I no. 2016/5) increasing, inter alia, the powers of the Fed-
eral Office of the Protection of the Constitution and Counter Terrorism, which is in
charge of assessing dangers concerning national security, including espionage (cf.
Salimi 2017, pp. 117 et sequ.; Heipl 2016, no. 9 et sequ.). In its activity task report
for the years 2013-2018, the Austrian government declared that special focus will be
given to combating economic and industrial espionage (Austrian Government 2013),
p. 87. In the recent governmental programme for 2017-2022, the Austrian govern-
ment stressed its willingness to re-evaluate, inter alia, criminal offences—such as
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industrial and economic espionage—which have an influence on the attractiveness
of Austria as a business location (Austrian Government 2017, p. 43).

Switzerland

Similarly, the Swiss legislature enacted a new Federal Intelligence Service Act (Fed-
eral Gazette 2015, p. 7211), which has been in force since September 2017. The Act
gives more powers to the Federal Intelligence Service, which, inter alia, is in charge
of preventing and fighting economic espionage (cf. Isenring and Quiblier 2017, pp.
127 et sequ.; Seiler 2015, pp. 130 et sequ.). The Swiss Federal Intelligence Service
has launched a programme called PROPHYLAX, which aims to raise public aware-
ness of economic espionage (Swiss Federal Intelligence Service 2015). The Swiss
Federal Intelligence Service offers information on commonly used spying meth-
ods and suspicious incidents and gives advice on security measures—not only by
publishing the brochure PROPHYLAX, but also by visiting companies and giving
presentations and advice on the subject. The Swiss Federal Intelligence Service has
also issued a fact sheet on economic espionage (Swiss Federal Intelligence Service
2018). These steps have been triggered last, but not least, by the well-known case of
the sale of Swiss bank data to foreign tax authorities (cf. BBC 2010; Miller 2019;
NZZ 2010, 2012; Heine 2010/2011, pp. 525 et sequ.; Stratenwerth and Wohlers
2010, pp. 429 et sequ.).

The European Union

Even the European Parliament has acknowledged the need to enact a Directive on
the protection of undisclosed know-how and business information (trade secrets)
aiming to prevent their unlawful acquisition, use, and disclosure (2016/943, OJ L
157, 15.6.2016). This Directive is an important milestone concerning the legal pro-
tection of trade secrets, as prior to 2016 there was no EU legislation regarding uni-
form standards on the protection of trade secrets in the member states.

Background of the directive In many European countries, the legal protection of
business and trade secrets has a long tradition and has developed into a well-estab-
lished concept (Baker and McKenzie 2013, p. 1; Czapracka 2008, p. 231). However,
generally, the national rules governing the protection of business and trade secrets
against unlawful acquisition, use, or disclosure have been strongly shaped by the
historical, legal, economic, and cultural background of each country and its specific
regulatory needs (Baker and McKenzie 2013, p. 1).

Accordingly, the legal protection of business and trade secrets afforded by the
European countries varies significantly (European Union Intellectual Property
Office 2018, p. 7; Baker and McKenzie 2013, p. 2; Directive (EU) 2016/943 recital
no. 6, §; Ohly 2019, p. 441; Desai 2018, p. 481). The difference regarding the legal
protection of trade secrets mirrors the lack of a uniform definition and the various
interpretations given to the term ‘trade secrets’ as such (Baker and McKenzie 2013,
p- 4; Sosnova 2016, p. 47).
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Since the existing national differences amongst member states with respect to the
protection of trade secrets has had a negative impact on the internal market (Direc-
tive (EU) 2016/943 recital no. 8), the EU introduced a Directive on the protection of
undisclosed know-how and business information (trade secrets) against their unlaw-
ful acquisition, use, and disclosure.

Aim and content of the Directive This Directive aims to create uniform standards
for the protection of trade secrets within the member states. The EU member states
had to comply with the Directive, at the latest, by 9 June 2018 (cf. Article 19 of the
Directive). Member states have chosen different ways of implementing the Directive.
Austria, for example, has amended its Act against Unfair Competition (Federal Law
Gazette I no. 109/2018; Gassauer-Fleissner 2019). In Germany, a new statute came
into force on 26 April 2019, called the Act on Trade Secrets or ‘Geschiftsgeheimnis-
gesetz’ in German terminology (Federal Law Gazette I p. 466; cf. Dann and Markgraf
2019; Hauck 2019; Ohly 2019; Scherp and Rauhe 2019; Schlund 2018).

The Directive offers minimum requirements, which means that member states
may provide for more far-reaching protection of trade secrets (cf. Article 1(1) of the
Directive). The Directive does not establish criminal sanctions, but only gives guid-
ance on the civil remedies available to the owner of a trade secret (Directive (EU)
2016/943 recital no. 10; European Commission 2016). However, what is signifi-
cant—especially in the context of this paper—is that the Directive offers a uniform
definition of trade secrets.

In contrast to some member states, such as Austria or Germany, this Directive
does not make a distinction between a trade secret and a manufacturing secret,
but instead, uses the term ‘trade secret’ to embrace both categories. The definition
used in the Directive corresponds to the definition of the World Trade Organisation
Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS Agree-
ment) in Article 39(2) TRIPS. Article 2(1) of the Directive defines trade secrets as
information that is not generally known or readily accessible, that has commercial
value because it is a secret, and that has been subject to reasonable steps, under the
circumstances, by the person lawfully in control of the information to keep it secret.

Whereas the definition of trade secrets provided for by the EU Directive corre-
sponds to the definition of trade secrets traditionally known by some member states,
like Portugal, Romania, the Czech Republic, Bulgaria, or Denmark (cf. European
Union Intellectual Property Office 2018; Maaflen 2019, p. 354, fn. 22), for other EU
member states, inter alia for Austria and Germany, however, the EU definition varies
from the traditional understanding of trade secrets in legal practice. In Austria and
Germany, for example, the understanding of trade secrets has basically been tradi-
tionally determined by subjective criteria, i.e. the will and the interests of the trade
secret’s owner to keep some specific pieces of information secret (cf. Baker and
McKenzie 2013, p. 57; Kohler 2019, no. 17). In contrast to this, the definition of the
Directive relies on objective criteria, inter alia, requiring measures to guarantee con-
fidentiality in order for the information to qualify as a trade secret (cf. Austria p. 3;
Busekist and Racky 2018, pp. 136 et sequ.; Trebeck and Schulte-Wissermann 2018,
p- 1177; Leister 2019, pp. 75 et sequ.). This means that the legal protection afforded
to trade secrets is made dependent on the fact that adequate measures to secure the
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secrecy of the information in question had been taken (cf. Klotzer-Assion 2018, pp.
175 et sequ.; Passarge 2018, p. 145; Kary 2018; Midtgaard 2018, p. 792). The mere
will of the owner of the secret or of the person having control over the information
to keep the information secret is not enough anymore (cf. Bruckmiiller and Kriickl
2019; Hofmarcher and Kiihteubl 2017).

What non-disclosure measures are necessary in order for information to qualify
as a trade secret is determined on a case-by-case basis, depending on the circum-
stances, such as the relevance of the information in question and the person having
control over the information (cf. Dann and Markgraf 2019, pp. 1775 et sequ.; Hauck
2019, p. 224; MaaBlen 2019, pp. 354 et sequ.; Ohly 2019, p. 444; Kohler 2019, no.
17; Baranowski and Gapl 2016, p. 2568; Scherp and Rauhe 2019, pp. 23 et sequ.;
Hofmarcher 2018a, b, p. 784). For example, one can think of confidentiality agree-
ments and measures of access control, such as password protection, and awareness
and education programmes for employees (cf. Ohly 2019, p. 444; Sosnova 2016, pp.
52 et sequ.; Klotzer-Assion 2018; Trebeck and Schulte-Wissermann 2018, p. 1177).

The fact that secrecy protection is made dependent on adequate non-disclosure
measures by the person having control over the trade secret is criticised by part of
literature as it lays an additional burden on companies, creating the need to docu-
ment the non-disclosure measures which were taken (Scherp and Rauhe 2019,
pp- 23 et sequ.; Gassauer-Fleissner 2018, p. 258). Critics say that it is hard for the
owners of the secret to know what measures they need to implement, so that their
trade secrets are legally protected (cf. Passarge 2018, p. 145; Leister 2019, pp. 76
et sequ.). Some scholars also argue that enforcement of the law must not be made
dependent on which non-disclosure measures the owner of the secret has imple-
mented to secure the secrecy of the information in question (Passarge 2018, pp. 145
et sequ.). Passarge (2018, p. 147) even assumes that creating a definition of trade
secrets which requires that the owner to take non-disclosure measures makes indus-
trial espionage easier. Similarly, Voigt et al. (Voigt et al. 2019, p. 143) and Leister
(Leister 2019, p. 76) believe that the requirements for the protection of trade secrets
are tightened by the guidelines of the Directive.

However, only future practice will show whether the requirement of non-disclo-
sure, i.e. that the person who has control over the information must take measures to
protect it, will de facto change the legal protection of trade secrets (dissenting opin-
ion: Leister 2019, p. 76). As already mentioned, the traditional criteria applied by
some countries for information to qualify as a trade secret is the will and the inter-
ests of the owner of the secret to keep the information secret. Such will and interest
can be demonstrated by the non-disclosure measures that were taken by the owner of
the secret. In other words, due to their interests and will to keep information secret,
most of the owners of the trade secret will have implemented non-disclosure meas-
ures of some kind anyway—even without the requirements of the Directive.

In the end, because the Directive allows national courts and authorities much dis-
cretion, one must observe how national courts and other authorities apply the crite-
rion of non-disclosure measures.

Even though the Directive does not give any guidance on criminal sanctions as
such, focusing instead on civil remedies, presumably the definition of trade secrets
set up in the Directive will have an impact on the criminal provisions governing the
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infringement of trade secrets. It would be hard to justify two different definitions
in criminal and civil law regarding the term ‘trade secret’. It is important to bear
in mind that the definition of the term ‘trade secret’ determines the scope of crimi-
nal liability; in other words, the extent to which the violation of business secrets is
criminalised depends on how trade secrets are defined.

The Directive just discussed is not binding on Switzerland, since it is not a mem-
ber state of the EU. Therefore, in contrast to the EU member states, the Swiss legis-
lature has no legally binding reason to change its traditional understanding of trade
and manufacturing secrets. In Switzerland, in order for information to qualify as a
trade secret protected by law, it must, inter alia, be information whose owner desires
to keep it secret (for the Swiss definition of trade secrets cf. Schwarz 2013, § 19 no.
36 et sequ.; Niggli and Hagenstein 2019, Art. 162 no. 15 et sequ.; BGE 118 Ib 547
E. 5a; BGE 103 IV 283 E. 2b). In contrast with the EU Directive, the Swiss under-
standing of trade secrets does not necessarily require non-disclosure measures taken
by the person having control over the information for the information to qualify as
a trade secret. This is a profound difference between trade secret protection in Aus-
tria and Switzerland. Switzerland will have to decide whether to keep its traditional
definition of trade and business secrets or whether to adjust its definition to the inter-
national standard, adopted in the EU Directive, in the TRIPS agreement and in the
legislation of many countries worldwide.

Research gap

Even though much attention has recently been paid to the phenomenon of industrial
and economic espionage and the risks and dangers resulting from it, there still is a
large gap in empirical research on the topic and on its prevention (cf. Carl 2017, p.
1315; Kilchling and Carl 2016, p. 183).

In Austria and even more so in Switzerland, there are very few empirical studies
and accordingly very little empirical data on economic and industrial espionage.

The Swiss studies which do contain data on industrial and economic espionage
have been carried out by the consulting enterprises KPMG and PwC (KPMG 2013;
PwC 2011). This means that the validity of the data is limited, since these studies
have mainly been conducted for commercial reasons. However, the Swiss Federal
Intelligence Service has recently ordered that an extensive empirical survey on eco-
nomic espionage be conducted (Hostettler et al. Forthcoming).

In Austria, there are only three empirical studies on economic and industrial espi-
onage so far (BML.I. et al. 2010, 2015; Corporate Trust 2014).

The WiSKoS study, which contains empirical data on economic and industrial
espionage for Austria and Switzerland, has not yet been published (Wallwaey et al.
2019).

Generally, it is important to realise that in order to fight economic and indus-
trial espionage efficiently and in order to create criminal law provisions that work
in practice, a broad criminological understanding of this phenomenon is necessary.
Studies should aim towards a profound knowledge concerning the offenders, the
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victims, the modi operandi of the offenders, and the negative effects resulting from
industrial and economic espionage.

So far, little research has been done on the criminal provisions of economic and
industrial espionage. This is especially true regarding comparative criminal law.
Most of the existing literature does not provide a very comprehensive and holis-
tic in-depth view, but is, instead, limited to very specific issues in specific coun-
tries, like Ackermann-Blome and Rindell (2018), or only gives a general overview,
like Reid (2016) and Carl et al. (2017), or is outdated, like Schaffheutle (1972) and
Oehler (1981). In connection with the WiSKoS Study, a comprehensive comparative
study on the criminal provisions on industrial and economic espionage including
country reports of all EU member states and Switzerland is expected for 2019. Until
now however, no comparative research on the Austrian and Swiss criminal provi-
sions of economic and industrial espionage, as done herein, has been published.

Definitions of industrial and economic espionage

Similar to many other European countries (cf. Carl 2017, pp. 1317 et sequ.), neither
Austria nor Switzerland has provided a legal definition of what constitutes industrial
or economic espionage.

Austria

In German terminology, there is an inconsistency when referring to, and describ-
ing the phenomenon of economic and industrial espionage (cf. Bollhofer and Jager
2018, p. 17; Carl 2017, pp. 1317 et sequ.; Kilchling and Carl 2016, pp. 183 et sequ.).

The terms ‘industrial espionage’ (in German ‘Industrie- oder Betriebsspionage’
or ‘Konkurrenzausspiahung’) and ‘economic espionage’ (in German ‘Wirtschaftsspi-
onage’) can be found neither in Austrian legislation nor in Austrian case law. How-
ever, the handbook of the Austrian Ministry of Interior et al. provides a definition,
basing the difference between industrial and economic espionage on the person who
committed the act of spying. It defines economic espionage as actions by foreign
intelligence services, spying on Austrian companies in order to strengthen the econ-
omy of their own countries, whereas industrial espionage is defined more broadly as
companies illegally spying on rival companies (Austrian Ministry of Interior 2011,
pp- 15 et sequ.).

Switzerland

In Switzerland, some Federal laws, such as the Article 10(4) of the Federal Act on
the Control of Dual-Use Goods, Specific Military Goods and Strategic Goods Arti-
cle 4(3) of the Embargo Act, or Article 28(4) of the War Material Act, use the term
‘economic espionage’, but do not provide a definition. In the fact sheet on economic
espionage issued by the Swiss Federal Intelligence Service in 2017, a difference is
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made between economic and industrial espionage (cf. Swiss Federal Intelligence
Service 2017, p. 2).

However, in contrast to the Austrian handbook and the German approach (cf.
Knickmeier forthcoming), in Switzerland, the differentiation between economic and
industrial espionage is not based on whether the act of spying was committed by a
foreign intelligence service, but on whether the Swiss economy, as such, is endan-
gered by the act of spying. This means that even though the criminal offence of
economic espionage (Article 273, Swiss Criminal Code) is deemed a ‘crime against
state interests’, it not only criminalises acts of spying on behalf of foreign intelli-
gence services, but under certain circumstances also espionage on behalf of foreign
companies. This Swiss peculiarity, which was introduced at a very late stage of the
legislative process on the initiative of Ernst Hafter, then Professor of Criminal Law
at the University of Zurich (Hafter 1937, pp. 213 et sequ.; cf. Meyer 1955, pp. 315
and 322 et sequ.) without much debate, has significant implications for the practical
application of the offence of economic espionage.

Due to this broad understanding of the offence of economic espionage, for exam-
ple a person, who tried to get information about manufacturing methods of bicycle
valves of a Swiss machine factory for a Belgian manufacturer, was found by the Fed-
eral Court to have committed the political offence against state interests according
to Article 273 Swiss Criminal Code (Federal Court, Judgment December 10 1948,
BGE 74 1V p. 206; Meyer 1955, p. 323).

Legal consequences resulting from the differentiation between economic
and industrial espionage

This distinction between economic and industrial espionage leads to classifying
industrial espionage as a white-collar crime, whereas economic espionage is consid-
ered a crime against the state (cf. Carl 2017, p. 1316; Kilchling and Carl 2016, pp.
187 et sequ.).

As will be described later, this distinction also amounts to different duties regard-
ing combating, preventing, and sanctioning economic and industrial espionage. As
the origins and aims of the act of spying are often not clear, it is frequently hard to
decide which specific authority is in charge concerning a certain incident (cf. Carl
2017, p. 1316).

The distinction between economic and industrial espionage also has procedural
consequences, as will be shown below. The classification might not only have nega-
tive effects on the efficiency of the domestic prosecution, but it might also have a
negative impact on cross-border cooperation and legal assistance (cf. Carl 2017, p.
1317; Kilchling and Carl 2016, p. 188).

Against this background, some authors question whether the distinction between
industrial and economic espionage is (still) adequate (Carl 2017, p. 1317; Kilch-
ling and Carl 2016, p. 188). Industrial and economic espionage are characterised
by largely identical modi operandi; the aim of industrial and economic espionage,
i.e. illegally gathering trade secrets, is basically the same. Economic and industrial
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espionage have mostly the same targets and victims, i.e. trade secrets and the owners
of the secrets (Carl 2017, p. 1315).

Criminal offences of economic and industrial espionage in Austria
and Switzerland

Most, but not all, European countries have specific civil and criminal laws to protect
trade secrets (European Union Intellectual Property Office 2018, p. 415; Baker and
McKenzie 2013, pp. 4, 7, 55; Desai 2018, p. 487; Carl et al. 2017, p. 94). Both Aus-
tria and Switzerland recognise special criminal provisions regarding the protection
of trade secrets. In Austria and Switzerland, and in many other countries in Europe
(Baker and McKenziet 2013, pp. 55 et sequ.), the main criminal provisions regard-
ing the infringement of trade secrets are primarily established within the Criminal
Code on the one hand, and within the Act against Unfair Competition on the other
hand (Tables 1, 2).

Switzerland

In Switzerland, Article 162 Swiss Criminal Code contains the offence of the breach
of manufacturing or trade secrecy. According to Article 162 Swiss Criminal Code,
any person who betrays a manufacturing or trade secret that he/she is under a statu-
tory or contractual duty not to reveal, and any person who exploits the same for him-
self/herself or for another person shall be punished upon complaint. The offence of
industrial espionage contained in Article 162 Swiss Criminal Code is set out under
the title of Offences against Property.

Other offences of industrial espionage can be found in Articles 4 lit. ¢, 6 each
in conjunction with Article 23 of the Swiss Federal Act against Unfair Competi-
tion. Article 4 lit. ¢, in conjunction with Article 23 of the Swiss Federal Act against
Unfair Competition, sanctions upon complaint any person who incites a company
employee, a company commissioner, or other assisting persons to spy on the trade
or manufacturing secrets of their employer or commissioner or to reveal manufactur-
ing or trade secrets to unauthorised persons. Article 6 in conjunction with Article 23
of the Swiss Federal Act against Unfair Competition sanctions upon complaint any
person who takes advantage of, or discloses, trade or manufacturing secrets, which
he had learned by spying or that he had illegitimately obtained knowledge of in any
other way.

The offence against economic espionage is contained in Article 273 of the Swiss
Criminal Code. According to Article 273, any person shall be punished who spies
on a manufacturing or trade secret in order to make it available to any external
official agency, foreign organisation, foreign private enterprise, or to the agents of
any of these, or who makes a manufacturing or trade secret available to an external
agency, foreign organisation, foreign private enterprise, or to the agents of these.
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Article 273 Swiss Criminal Code is set out under the title ‘Offences against the
State and National Defence’. This systematic classification is justified by the fact that
Article 273 is only applicable if the (intended) recipient of the secret is non-Swiss
(cf. Konopatsch et al. 2019; Bazzi 2015, no. 254 et sequ.; Schmidt 1981, p. 221)
and is not a private individual (cf. Husmann 2019, Art. 273 no. 59 et sequ.; Schwarz
2013, § 19 no. 142). A recent and very well-known conviction based on Article 273
is the one made by the Swiss Federal Court based on the sale of Swiss banking data
to the German tax authorities (BGE 141 IV 155 E. 4.3.2; Eicker 2010, 2011).

It is interesting to note that similar cases of spying on Swiss banking institutions
in order to gain information for foreign, especially German, tax authorities were the
reason for the introduction of a criminal offence of economic espionage in Article 4
of the ‘Spitzelgesetz’ (‘Espionage Act’) in 1935 (Hafter 1937, p. 215). This provi-
sion was the successor to Article 273 regarding the offence of economic espionage.

Moreover, the violation of banking secrecy (Article 47 of the Swiss Banking
Act), the violation of professional secrets in relation to securities dealers (Article 43
of the Swiss Stock Exchange Act), and the offence contained in Article 66 in con-
junction with Article 81 of the Federal Act on Patents for Innovation are categorised
as criminal offences of economic or industrial espionage. The criminal offence of
the violation of banking secrecy is peculiar, compared to all other offences of indus-
trial and economic espionage in both Austria and Switzerland, because for viola-
tions of banking secrecy, negligence is sufficient to constitute criminal liability.

Austria

The offence of spying regarding a business or trade secret (Section 123 of the Aus-
trian Criminal Code) and the offence of spying regarding a business or trade secret
on behalf of foreign countries (Section 124 of the Austrian Criminal Code) are set
out under the title ‘Violations of Privacy and Professional Confidentiality’.

Section 123(1) sanctions, upon complaint, spying to discover a business or trade
secret in order to take advantage of it, pass it to a third party, or to reveal it to the
general public.

Other offences of industrial espionage are contained in Section 11 of the Austrian
Act against Unfair Competition. Section 11(1) sanctions any employee of an enter-
prise who, without authorisation and for competitive purposes, discloses to others,
any business or trade secret, which due to his employment has been entrusted to
him, or has been made accessible to him during the terms of his employment. Sec-
tion 11(2) criminalises anyone who, without authorisation and for competitive pur-
poses, uses or discloses to others, any business or trade secret which he has received
through information as set forth in para. 1, or by an act of his own, and which is
illegal or contrary to public policy.

The EU Directive described above does not oblige the legislatures of the member
states to change the criminal provisions on the protection of trade secrets. Therefore,
the Austrian Act against Unfair Competition has only been amended regarding the
civil remedies available to the owner of the trade secret, in order to implement the
Directive (cf. Sections 26a et sequ. Austrian Act against Unfair Competition). This
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means that the criminal offences regarding industrial espionage contained in the
Austrian Code against Unfair Competition have not been amended when implement-
ing the Directive. The criminal provisions still recognise the distinction between
business and manufacturing secrets. The definition of trade secrets set forth by the
Directive, which—as described above—mainly relies on objective criteria, did not
make its way into the criminal provisions. However, as already stated, it is not justi-
fied to use different legal definitions for defining trade secrets.

Section 124(1) Austrian Criminal Code criminalises espionage regarding busi-
ness or trade secrets in order to take advantage of them abroad, to use them abroad,
or to analyse them abroad. In contrast to Section 123(1) of the Austrian Criminal
Code, the act of spying has to be carried out on behalf of a foreign country (explana-
tory remarks to the government bill 1965, p. 9; Konopatsch and Hilf 2019). Sec-
tion 124(2) Austrian Criminal Code sanctions the revealing of a business or trade
secret which the offender is obliged to keep secret, so that it can be exploited abroad
or so that it can be used or evaluated abroad. Section 124 criminalises any economic
treason against Austria as a country (explanatory remarks to the government bill
1965, p. 9; Austrian Supreme Court 11 Os 74/09f). The explanatory remarks to the
government bill consider Section 124 to govern an extraordinarily severe form of
economic espionage (explanatory remarks to the government bill 1965, p. 9).

Another offence of economic espionage contained in Section 256 of the Austrian
Criminal Code sanctions anyone who builds a secret intelligence service to operate
against Austrian interests, anyone who operates such a service, or anyone who in
any way supports such a service. Section 256 is set out under the title “Treason’.

Similarities and differences between the criminal offences
of industrial and economic espionage under Austrian and Swiss Law

The following analysis will cover aspects of the structure, characteristic features,
and content of the offences of industrial and economic espionage under Austrian
and under Swiss law, as well as aspects of the procedural framework of each coun-
try. There are remarkable similarities regarding the legal conception and the legal
structure of the criminal offences of industrial and economic espionage in Austria
and Switzerland.

A long tradition of criminal offences of industrial and economic espionage

Especially considering the rapidly changing modi operandi of industrial and eco-
nomic spies—which is also due to technical progress—it might be surprising that
neither the Austrian nor the Swiss criminal offences of economic and industrial
espionage have been amended in content for decades.

Both countries have a very long legal tradition regarding specific criminal
offences of industrial and economic espionage. Figures 1, 2 set out a timeline of the
legislative developments in Switzerland and Austria.
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1914-1920 1935 1937 1943
1 | | | S
I I I I >

Art. 5 Art. 4 Art. 162 & Art. 4,6, 23

Federal Espionage 273 Act against

Decree: Act: Criminal Unfair

economic economic Code: Competition:

espionage espionage economic industrial

& industrial espionage
espionage
Fig. 1 Timeline of legislative developments in Switzerland—federal level
1859 1922 1936 1965
1 | 1 | S
I I I I -
Trade, Section 11 Section 17 Sections 123,
Commerce Act State 124 & 256
and Industry against Protection Criminal
Regulation Unfair Act: Code:
Act: Competiti economic economic &
industrial on: espionage industrial
espionage industrial espionage
espionage

Fig.2 Timeline of legislative developments in Austria

In Switzerland, the first criminal offence regarding espionage at the federal level
dates back to the beginning of World War I and was contained in Article 5 of the
Federal Decree of August 6 1914 (cf. Meyer 1955, p. 305; Pfenninger 1918, pp.
134 et sequ.; Thilo 1917, pp. 185 et sequ.). Due to the specifically war-related back-
ground, this offence was only in force until 1920.

In 1935, the Espionage Act was introduced, which contained in its Article 4 the
criminal offence of economic espionage. Article 4 of the Espionage Act was then
included in Article 273 of the new Swiss Federal Criminal Code of 1937; however,
there was an important amendment insomuch as Article 273 of the Swiss Criminal
Code not only covers espionage in favour of a foreign authority but also espionage
in favour of foreign enterprises.

Both the Swiss Federal Criminal Code in its first version of 1937 and the first
version of the Swiss Federal Act against Unfair Competition of 1943 contained
offences regarding industrial espionage. Prior to these federal laws, some cantonal
laws included criminal provisions on economic and industrial espionage.
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In Austria, the oldest criminal provision regarding industrial espionage can be
traced all the way back to 1859 (Thiele 2016, § 11 UWG no. 1; Brunstein, 1887, pp.
7 et sequ.). In 1923, this provision was incorporated into the new Act against Unfair
Competition.

In 1936, the criminal offence of economic espionage was introduced in Sec-
tion 17 of the Austrian State Protection Act which in 1965 was then included in Sec-
tion 256 Austrian Criminal Code. In 1965, another offence of economic espionage
(Section 124) and the offence of industrial espionage (Section 123) were also intro-
duced in the Austrian Criminal Code.

Criminal liability

Many criminal offences of industrial and economic espionage in Austrian and Swiss
law only require that the offender act in the way described by statute for the offence
to be completed (Tables 1, 2). It is not necessary that damages result from the act,
i.e. the owner need not suffer any commercial loss nor must any undue distortion of
competition be proven. This means that acting as described by the offence is enough
to constitute criminal liability for the completed offence and not just for its attempt.
The Austrian and Swiss doctrine characterises such offences as ‘schlichte Tatigkeits-
delikte’ (‘offences by commission’) and ‘abstrakte Gefihrdungsdelikte’ (‘offences
of abstract endangerment’).

This classification is uncontested in literature and jurisprudence regarding,
for example, Article 273(1) of the Swiss Criminal Code (cf. Husmann 2019, Art.
273 no. 71), regarding Article 162(1) of the Swiss Criminal Code (cf. Niggli and
Hagenstein 2019, Art. 162 no. 36; Stratenwerth et al. 2010, § 22 no. 7), regarding
Section 123 and Section 124 of the Austrian Criminal Code (cf. Konopatsch and
Hilf 2019; Lewisch 2017, § 123 no. 1; Thiele 2007, § 124 no. 9), or regarding Sec-
tion 256 of the Austrian Criminal Code (cf. Eder-Rieder 2010, § 256 no. 3).

The legal structure just described results in a broad scope of criminal liability,
especially if the act demanded by the offence is not clearly specified by statute and if
it is given a broad understanding in practice. This is true, for example, for offences
under Sections 123 and 124 of the Austrian Criminal Code. Some Austrian scholars
even criticise these criminal provisions as being too imprecise and unclear, creat-
ing problems regarding the necessary standards of the principle of legal certainty
in criminal law (Thiele 2007, § 123 No. 10; Wessely 2013, § 123 No. 1; Birklbauer
et al. 2017, §§ 122-124 no. 7).

Adequate limitations on the meaning of the term ‘spying’ are therefore called for
both in literature and in case law (cf. Konopatsch and Hilf 2019; Lewisch 2017, §
123 no. 5 et sequ.; Wessely 2013, § 123 no. 3; Kock 2010, pp. 78 et sequ.; Burg-
staller 1980, p. 18). Thiele writes that more precise wording by the legislature is
necessary (Thiele 2007, § 123 no. 13).

Others criticise Article 273 of the Swiss Criminal Code for its insufficiently clear
wording of the offence (Husmann 2019, Art. 273 no. 69; Trechsel and Vest 2018,
Art. 273 no. 11).
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Another problem with the concept of offences by commission concerns jurisdic-
tions. With regard to the principle of territoriality for determining the jurisdiction, it
is only the act of spying as such and not any effect resulting from it that is relevant.
Therefore, some authors recommend the amendment of the principle of territorial-
ity, especially with regard to cybercrime (Eicker 2013, § 3 no. 5; cf. also Cassani
1996, pp. 251 et sequ.).

However, with regard to the offences of economic espionage, Austrian and Swiss
criminal laws claim jurisdiction even if the act of spying was committed abroad and
irrespective of the nationality of the victim and the offender (Graf 2016, p. 198)
(Table 2). The underlying justification is that state interests are concerned in these
cases.

Persons who can qualify as an offender

Some criminal offences of industrial and economic espionage in Austria, as well
as in Switzerland, require that the offender have certain characteristics specified by
statute in order to be criminally liable (Tables 1, 2). These offences are called ‘Son-
derdelikte’ in German terminology. Regarding Article 162(1) of the Swiss Criminal
Code, for example, only a person who is under a statutory or contractual duty not to
reveal the trade or manufacturing secret in question can qualify as an offender.

In contrast to this, other offences of industrial and economic espionage in Austrian
and Swiss law—such as Article 162(2) of the Swiss Criminal Code, Article 273 of
the Swiss Criminal Code or Sections 123 and 124 of the Austrian Criminal Code—
do not require that the offender has specific features. This means that any person can
become criminally liable no matter whether he has specific characteristics, i.e. no
matter whether he is an employee of the owner of the secret (Tables 1, 2).

Legal assets protected

In Austria, as well as in Switzerland, there is uncertainty about precisely which legal
assets are protected by the criminal offences of economic and industrial espionage
(Tables 1, 2).

Regarding Article 162 of the Swiss Criminal Code, for example, some authors
consider economic secrecy as such as the legal asset which is protected by the
offence, whereas other authors deem the property of the enterprise as protected, and
the Swiss Federal Court (BGE 118 Ib 547 E. 5a) has stated that it is the company
which owns the secret that is protected (for the discussion cf. Niggli and Hagenstein
2019, Art. 162 no. 3 et sequ.).

Regarding the offence of economic espionage provided for in Article 273 of the
Swiss Criminal Code, both case law and literature have called into question whether
only state interests are protected or whether in addition individual legal assets, like
the right of companies to secrecy and confidentiality, are protected (Konopatsch and
Hilf 2019).
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Section 124 of the Austrian Criminal Code is another example showing diffi-
culties, which lead to academic discussions on how to determine what legal assets
are protected by the offence. According to the explanatory remarks to the govern-
ment bill, to the prevailing literature, and to the case law, it is (exclusively) collec-
tive legal assets, such as the Austrian economy, specific branches of the Austrian
economy or Austrian competitiveness towards foreign countries, which are protected
by Section 124 of the Austrian Criminal Code (cf. explanatory remarks 1965, p. 10;
Austrian Supreme Court, 11 Os 74/09f; Wessely 2013, § 124 StGB no. 7; Schmid
1981, 184; Bertel et al. 2018, § 124 StGB no. 15; Fabrizy 2018, § 124 StGB no.
3). Accordingly, the Austrian Supreme Court has found that acts in contravention
of Section 124 of the Austrian Criminal Code are an offence against state security
(Austrian Supreme Court 11 Os 74/09f). However, some authors consider not only
collective assets, but also individual assets, specifically, the confidentiality of busi-
ness or trade secrets, to be protected by Section 124 of the Austrian Criminal Code.
This opinion is justified inter alia by the systematic setting out of Section 124 under
the title “Violations of Privacy and Professional Confidentiality’ (cf. Schrambock
2002, p. 23; Schmidt 1981, p. 184).

The discussion about the interests protected is not one of a mere academic or
theoretical nature, but instead, it has an important impact on the understanding and
on the practical application of the law on each offence. Just as importantly, as will be
shown below—the question has a decisive influence on the procedural framework.
For example, regarding Article 273 of the Swiss Criminal Code, it is only possible
to consider the owner of the trade secrets a party to the criminal proceedings if the
criminal statute is considered to protect individual legal assets too (Husmann, Arti-
cle 273 StGB no. 106).

Furthermore, only in cases where solely interests of individual persons are at
stake, might it be justified to make prosecution dependent on the initiative of the
person whose interests have been violated by the offender. In cases where only, or
mainly, collective interests, such as national security or the national economy are at
stake, it is not justified to make prosecution dependent on the decision of any indi-
vidual person.

Moreover, if the law is seen to only protect individual legal assets, then the owner
of the legal assets could endorse the violation of trade secrecy by having given his
or her consent to reveal the trade secret. In this case, criminal liability is excluded.
However, if the offence is considered also to protect collective legal assets, crimi-
nal liability is not excluded even if all private persons involved, including the secret
owner, gave their consent to reveal the trade secret.

Procedural framework
As in many other European countries, the criminal offences of economic and indus-
trial espionage in Austria and in Switzerland have some particularities regarding the

conditions for prosecution and for the commencement of a criminal proceeding (cf.
Baker and McKenzie 2013, pp. 75 et sequ.) (Tables 1, 2).
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General remarks

From a procedural point of view, it is important to note that generally in Austria and
Switzerland, criminal proceedings regarding the offences of economic espionage are
initiated ex officio by the public prosecutor. However, the commencement of crimi-
nal proceedings regarding the offences of industrial espionage, such as Section 123
of the Austrian Criminal Code, Section 11 of the Austrian Act against Unfair Com-
petition, Article 162 of the Swiss Criminal Code and Articles 4 lit. ¢, 6 in conjunc-
tion with Article 23 of Swiss Federal Act against Unfair Competition, require that
a criminal complaint be lodged by a person entitled to do so, in order for criminal
proceedings to be started (Table 1). This means that the criminal proceedings are not
commenced ex officio, but only ex parte by the person entitled to file a complaint,
who is usually the aggrieved person.

The underlying legal justification for requiring a criminal complaint by an indi-
vidual person aggrieved by the offence, in order for criminal proceedings to start, is
similar in Austria and Switzerland. Mostly, it is considered decisive that either the
interests affected by the offender are deemed to be of a very personal nature or the
degree of wrongdoing is seen as small (cf. Trechsel and Jean-Richard-dit-Bressel
2018, Art. 30 no. 1; Riedo 2019, Vor Art. 30 StGB no. 7 et sequ.; Horak 2009, p.
213).

Regarding the offence of industrial espionage, the Swiss legislature justified
requiring a private complaint because they did not want to expose the injured party
to the publicity attached to a criminal trial against his or her will (Expertenkommis-
sion, 1895, pp. 14-18; Meyer 1955, p. 304).

It is questionable whether requiring a criminal complaint by the aggrieved person
as a crucial prerequisite in order to begin criminal proceedings is wise in all cases of
industrial espionage (dissenting opinion Heimgartner 2018, Art. 23 UWG no. 54).
This requirement seems especially questionable when surveying the tremendous
damage caused by industrial espionage and considering the fact that it is often dif-
ficult to determine whether an incident should be considered industrial or economic
espionage.

Even though both Austria and Switzerland require a complaint from a person to
initiate industrial espionage proceeding, the two countries do still have some funda-
mental differences.

Switzerland

Industrial espionage: prosecution on complaint In Switzerland, authorities must
inform the aggrieved person about his or her right to file a criminal complaint. The
right to file a complaint expires three months after the person entitled to file a com-
plaint discovers the identity of the suspect (Article 31 of the Swiss Criminal Code).

The costs of the criminal proceedings may only be imposed on the person who
filed the complaint if he or she wilfully, or with gross negligence, initiated the pro-
ceedings, or complicated the proceedings (Article 427(2) of the Swiss Code of
Criminal Procedure).
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According to Article 216(1) of the Swiss Code of Criminal Procedure, the pub-
lic prosecutor may summon the complainant and the accused to a hearing with the
aim of achieving a settlement. If an agreement is reached, the public prosecutor will
abandon the proceedings (Article 216(3) of the Swiss Code of Criminal Procedure).
Riedo (2019, Vor Art. 30 no. 15) rightly points out that the legal structure requiring
that offences be prosecuted only upon complaint increases the number of private
settlements.

According to Article 303(1) of the Swiss Code of Criminal Procedure, it is only
after a complaint by the entitled person has been filed that the preliminary investi-
gation procedure can start. Prior to this, the authorities in charge may only adopt
measures to secure evidence when urgently necessary (Article 303(2) of the Swiss
Code of Criminal Procedure). After the complaint had been filed, it is the police and
the public prosecutor who are in charge of the investigation. According to Article
118(2) of the Swiss Code of Criminal Procedure, the entitled person who has filed
the complaint then becomes a party to the criminal proceedings, meaning that he or
she has the procedural rights of a party, such as the right to be heard.

The offences of industrial espionage which are provided for in the Swiss Federal
Act against Unfair Competition (i.e. Article 4 lit. ¢ and Article 6—each in conjunc-
tion with Article 23 of the Swiss Federal Act against Unfair Competition) contain
some particularities regarding the entitlement to file the criminal complaint, which
is necessary to start criminal proceedings (Table 1). According to Article 23(2) of
the Swiss Federal Act against Unfair Competition, the entitlement to file a crim-
inal complaint is made dependent on the entitlement to file a civil claim. This is
quite rightly criticised by some scholars, as it means that criminal prosecution is
made dependent on the legal possibility of filing a civil claim (Killias and Gilliéron
2013, Art. 23 no. 38 et sequ.; Schaffner and Spitz 2016, Art. 23 No. 75; Pedrazzini
and Pedrazzini 2002, no. 26.09; dissenting opinion: Riedo 2004, pp. 269 et sequ.).
According to Article 9 of the Swiss Federal Act against Unfair Competition, any
person whose economic interests are endangered or violated by an act of unfair com-
petition is entitled to file a civil claim.

Additionally, Article 10 of the Swiss Federal Act against Unfair Competition
declares that some organisations specified by law and, under certain conditions, the
Swiss Federation itself are entitled to make a civil claim and, thus, to file a crimi-
nal complaint to commence criminal proceedings. According to Article 10(3) of the
Swiss Federal Act against Unfair Competition, the Swiss Federation is only entitled
to file a civil claim, and thus to file a criminal complaint, if public interests are at
stake, to be precise, if the reputation of Switzerland abroad is threatened or violated
or if the collective interests of Swiss nationals are affected. The Swiss Federation is
granted a broad scope of discretion regarding its decision to file a complaint (Jos-
itsch and Conte 2015, pp. 443 et sequ.). The State Secretariat for Economic Affairs,
which represents the Swiss Federation, regularly files such complaints (David and
Jacobs 2012, no. 543). In 2013, for example, the State Secretariat for Economic
Affairs filed 28 such complaints (Jositsch and Conte 2015, p. 441). In 2018, it filed
18 (SECO 2018) such complaints and in 2017 it filed 23 complaints (SECO 2017).

The rules granting the Swiss Federation the right to file a criminal complaint,
which is necessary to commence a criminal proceeding, are a Swiss procedural
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particularity. This concept is problematic as the line between the legal categories
of offences prosecuted ex officio and offences prosecuted only upon complaint by
a person affected by the offence is blurred (Jositsch and Conte 2015, p. 443; Killias
and Gilliéron 2013, Art. 23 UWG no. 41; Baudenbacher and Glockner 2001, Art. 23
UWG no. 17).

Economic espionage: a political offence The offence of economic espionage pro-
vided for in Article 273 of the Swiss Criminal Code shows a procedural particularity
as well (Table 2). It is categorised as a “political offence’ (Schwarz 2013, § 19 no. 22;
Husmann 2019, Art. 273 StGB no. 103 et sequ.). This means that its prosecution must
be authorised by the Federal Council (Article 66(1) of the Act on the Organisation of
the Federal Prosecution Authorities).

The Federal Council has delegated its right to grant or to deny the authorisation
to prosecute to the Federal Department of Justice. The authorisation to prosecute,
for example, was denied on grounds of national interests in the case of the transfer
of Swiss banking data to the U.S. authorities by SWIFT (Husmann 2019, Art. 273
StGB no. 103).

Furthermore, it is interesting to note that Article 30(1) of the Swiss Regulation
on Swiss Citizenship states that a person who has been found guilty of economic
espionage (Article 273 of the Swiss Criminal Code) is considered to have substan-
tially affected the interests and the reputation of Switzerland. In such a case, accord-
ing to Article 30(2) of the Swiss Regulation on Swiss Citizenship, the offender’s
Swiss citizenship can be revoked subject to certain conditions (Husmann 2019, Art.
273 StGB no. 109; von Riitte 2017, pp. 211 et sequ.). According to the explanatory
report of the Federal Council, the withdrawal of Swiss citizenship is an administra-
tive sanction independent from a criminal penalty.

Despite this clear classification as an administrative sanction, the Explanatory
Report also acknowledges that the character of the sanction is similar to a penalty
(Explanatory Report 2016, p. 33; von Riitte 2017, p. 212).

Austrian offences of industrial espionage: prosecution on request

In Austria, Section 123(2) of the Austrian Criminal Code and Section 11(3) of the
Austrian Act against Unfair Competition state that the offence of industrial espio-
nage shall only be prosecuted at the request of the affected person (Table 1). This
type of offence is called ‘Privatanklagedelikte’ in German terminology, meaning
that the individual person not only initiates the prosecution but is responsible for the
prosecution too. This legal concept amounts to a private prosecution. Private pros-
ecution constitutes an exception to the procedural principle of ex officio prosecution
by the public prosecutor (Horak 2009, p. 213).

The person entitled to request prosecution is free to decide whether to prosecute
or not (Engin-Deniz 2015, p. 81). In cases of private prosecution, no preliminary
investigation procedure takes place (Section 71(1) of the Austrian Code of Crimi-
nal Procedure; Explanatory Remarks to the Government Bill 2004, p. 102). This
means that the person whose legal assets have been affected by the offender, referred
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to as the ‘private prosecutor’, has to collect the evidence necessary to file a charge
(Konopatsch and Hilf 2019).

According to Section 71(3) in conjunction with Section 211(1) of the Austrian
Code of Criminal Procedure, the charge has to include the name and personal details
of the accused, the title of the offence, and the factual circumstances of the offence.
Furthermore, it has to provide information regarding the entitlement to file the
charge. The duty to give information regarding the entitlement to bring a charge is
meant to protect against unsubstantiated charges (Explanatory Remarks to the Gov-
ernment Bill 2004, p. 103).

According to Section 71(5) of the Austrian Code of Criminal Procedure, the pri-
vate prosecutor basically has the same rights as the public prosecutor. However, the
private prosecutor is only entitled to apply for compulsory measures where it is nec-
essary to secure evidence or to secure an order concerning property. This means that
the private prosecutor cannot use compulsory measures for investigative purposes
(Engin-Deniz 2015, p. 82). The private prosecutor does not have any authority to
give instructions to the police (Korn and Zochbauer 2017, § 71 StPO no. 19; Engin-
Deniz 2017, p. 229). He/she is not entitled to apply for detention or for custody
(Section 71(5) of the Austrian Code of Criminal Procedure).

Recently, the Austrian Supreme Court has ruled that the private prosecutor has
no right to be present during the house search, which the police conduct at his or
her request, in order to secure evidence in relation to industrial espionage (Aus-
trian Supreme Court, August 23 2017, 15 Os 7/17v, OBL-LS 2018/5). Hofmarcher
(2018a, b, p. 58) and Engin-Deniz (2017, p. 228) consider the decision of the Aus-
trian Supreme Court as further weakening the position of the private prosecutor as
he/she has to rely on the police, who conduct the house search to fully understand
his/her request regarding the evidence requested.

The Austrian Supreme Court has stated that basically, the private prosecutor is
entitled to obtain access to the files as long as he/she can show a legitimate inter-
est for obtaining access. However, according to the Austrian Supreme Court, the
interest of the private prosecutor in gaining access to the files has to be balanced,
on a case to case basis, against the interests of the accused in denying the private
prosecutor access to the files (Austrian Supreme Court, decision of August 23 2017,
15 Os 7/17v; Hofmarcher 2018a, b, p. 57). In the specific case just mentioned, the
accusation was based on industrial espionage (Section 123 of the Austrian Criminal
Code). The accused person requested that the private prosecutor be denied access to
the files, which were seized during a raid of the office of the accused. The accused
argued that the private prosecutor was a rival enterprise, which might obtain trade
secrets pertaining to the accused if it were to be given access to the seized files.

The case just described shows, once more, that the concept of the private pros-
ecutor, provided for under Austrian law, is not an adequate legal instrument to deal
with industrial espionage.

Furthermore, in general, the fact that there is no official investigative procedure,
and that the private prosecutor has to investigate the circumstances of a suspicious
incident on his own, in order to be able to apply for compulsory measures and to file
the complaint, lays a substantial procedural burden on the private prosecutor (cf.
Engin-Deniz 2015, p. 82; Korn and Zochbauer 2017, § 71 StPO no. 19). It is only
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possible for the private prosecutor to proceed if he/she is able to present a suspect; it
is not possible for him/her to apply for compulsory measures in order to find a sus-
pect (Konopatsch and Hilf 2019).

In contrast with the public prosecutor, the private prosecutor is not subject to the
principle of objectivity, so that he or she has no obligation to investigate incriminat-
ing and exculpatory circumstances with equal care (Korn and Zoéchbauer 2017, § 71
StPO no. 21).

Taking on the role of a private prosecutor is not only unattractive due to the lack
of an investigation procedure but also due to the provisions regarding the procedural
costs. According to Section 390(1) of the Austrian Code of Criminal Procedure, all
costs of the criminal proceeding fall on the private prosecutor if the accused is not
found guilty.

Generally, it is questionable if the concept of the private prosecutor, as such, is
convincing or should be amended or even abolished. Some scholars even argue that
the concept of the private prosecutor is one reason for the limited practical relevance
of the offence of industrial espionage (cf. Zipf 1981, § 122 StGB no. 16).

However, limited practical relevance is also true for the offence of economic espi-
onage as defined in Section 124 and Section 256 of the Austrian Criminal Code,
which are both prosecuted ex officio (Konopatsch and Hilf 2019).

The concept of private prosecution likely increases the number of out-of-court-
settlements regarding industrial espionage. Furthermore, the individual person,
whose interests have been affected by the act of industrial espionage, will usu-
ally choose civil remedies to enforce his/her claim(s) rather than initiate criminal
proceedings.

Generally, it must be stressed that in Austrian criminal law, it is decisive whether
the act of spying was actually carried out (or at least is considered to have been car-
ried out) either on behalf of a foreign country/enterprise or on behalf of a domestic
(Austrian) enterprise. In cases of foreign espionage, it is the public prosecutor who
is in charge, while in domestic cases it is the private prosecutor who must bring
the case. However, for the individual whose interests have been aggrieved by the
offender, the damage has been done, no matter the nationality of the spying entity.
This legal situation was noted in an Austrian newspaper article, which stated that
Austrian companies, in cases of industrial espionage, are left to cope alone. Only
when the act of spying is conducted on behalf of a foreign enterprise/country, does
Austrian justice take severe action in its battle against espionage (Marko 2017).

Conviction rates

It has to be stressed that in Austria, the official Court Crime Statistics (‘gerichtliche
Kriminalstatistik’) do not reflect the actual circumstances regarding the conviction
rate for economic and industrial espionage. The statistics only show a conviction
if the offence, upon which the conviction is based, is the one which is decisive for
determining the sentence.

Furthermore, the Court Crime Statistics only provide separate data for some and
not for all offences. They do not break the data down into separate categories for
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offences falling under Sections 123 and 124 of the Austrian Criminal Code. Instead,
they generally only provide cumulative data for Sections 122 to 124 of the Austrian
Criminal Code. The same is true for the offence of industrial espionage according
to Section 11 of the Austrian Act against Unfair Competition. The Austrian Court
Crime Statistics only provide data regarding all criminal offences contained in the
Austrian Act against Unfair Competition in total.

Between 1976 and 2017, the Austrian statistics show 43 convictions based on
Sections 123 to 124 of the Austrian Criminal Code, which is an average convic-
tion rate of 1.02 per year. Regarding the offence of economic espionage according
to Section 256 of the Austrian Criminal Code, the Austrian Court Crime Statistics
show 12 convictions between 1976 and 2017, which is an average conviction rate of
0.29 per year.

In Switzerland, the statistics published by the Federal Statistical Office show 39
convictions based on the offence of economic espionage according to Article 273
of the Swiss Criminal Code and 135 convictions based on the offence of industrial
espionage according to Article 162 of the Swiss Criminal Code between 1984 and
2017.

As in Austria, the Swiss statistics on criminal convictions do not provide separate
data for the offence of industrial espionage, according to Articles 4 lit. ¢, 6, each
in conjunction with Article 23(1) of the Swiss Act against Unfair Competition, but
only on all criminal offences contained in the Swiss Act against Unfair Competition
as a whole.

Additionally, there is the problem that cases of industrial and economic espio-
nage are statistically under-represented. Unclear cases are regularly statistically clas-
sified under other categories, such as cybercrime or theft, without any reference to
economic and industrial espionage (Carl 2017, pp. 1316 et sequ.).

Regarding the figures just described, the criminal conviction rate for offences of
industrial and economic espionage is still very limited in Austria and Switzerland.

However, empirical findings suggest that industrial and economic espionage is
a far more significant problem than the figures regarding the conviction rate would
indicate. According to an Austrian study conducted by the BM.I. et al. 30% of the
companies polled reported having been victims of economic and industrial espio-
nage (BM.I et al. 2010, p. 11). According to findings of the WiSKoS study, every
third enterprise in Germany claimed to have been a target of industrial or economic
espionage (Bollhofer and Jager 2018, pp. 1 et sequ.).

A primary reason for the low conviction rate is the reluctance of victim compa-
nies to inform the competent authorities about the offences they observed. Empirical
studies show that in Austria only between 13% and 25% of the victims of industrial
and economic espionage actually informed the public authorities about the incident
(BM.L et al. 2010, p. 11, 2015, pp. 11, 23). These findings correspond to the find-
ings of other European studies and literature (Bollhofer and Jager 2018, pp. 4, 37 et
sequ.; cf. also Anderson et al. 2013) and also to U.S. findings (Orozco 2013, p. 896).

According to the WiSKoS study (cf. Bollhofer and Jager 2018, pp. 59 et sequ.;
Knickmeier forthcoming), the main reason that German companies did not report
suspicious incidents is that the damage assumed to have been caused by eco-
nomic or industrial espionage was deemed to be only minor (58%). The second
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most mentioned reason for not reporting is that companies are not clear about the
costs and benefits of cooperating with the authorities. The third most common
reason for not reporting was that the affected company had doubts about whether
the person(s) responsible for the espionage could be identified (40%). Companies’
insecurities regarding figuring out the appropriate authority in charge ranked
fourth (40%). Finally, many companies (fifth most ranked answer) considered
pursuing criminal prosecution as more complex than undertaking internal solu-
tions (31%).

According to the Austrian study conducted by the BML.IL. et al. (2015, p. 23), the
main reason that incidents of economic and industrial espionage go unreported is
that companies do not believe that there is sufficient evidence against the offender
(58,2%). Ranked second was that companies do not believe in the success of crimi-
nal proceedings, i.e. do not believe they will end with a conviction (45,1%). Compa-
nies also mentioned that the third most important factor was that companies do not
trust prosecution authorities (28,4%). Finally, in fourth and fifth place were the fact
that some companies were not aware that economic and industrial espionage consti-
tuted criminal offences (23,7%) and that some companies feared a loss of reputation
if they reported the espionage (13,7%).

These findings correspond to a recent case of economic espionage already men-
tioned in the introduction, in which a Chinese national, who was employed as a
researcher at the Friedrich-Miescher-Instituts located in Switzerland, was accused
by the U.S. of helping to steal trade secrets on behalf of a Chinese, state-financed
company. U.S. prosecutors estimate that the trade secrets stolen are worth up to CHF
545 million and the U.S. Department of Justice has characterised the case as an
instance of “economic warfare” (swissinfo 2019a, b). Even though the U.S. authori-
ties had informed the Swiss Institute about the incidents already in 2017, the Swiss
institute decided not to initiate any criminal proceedings in Switzerland, arguing
that its financial loss was only minor and that the Institute had internal policies and
procedures on how to prevent data theft (Settelen 2019). Meanwhile, the Chinese
researcher is in prison in Switzerland, awaiting extradition to the U.S., which has
already been approved by the Swiss Federal Office of Justice (swissinfo 2019b).

In general, a comprehensive in-depth discussion on the reasons for underreport-
ing is missing in Austrian literature.

This is even more true for Switzerland. There are no empirical figures available
about the reasons for companies not reporting incidents of economic or industrial
espionage to authorities.

The low conviction rate is not specific to Austria and Switzerland but is also
true in most other countries worldwide too (cf. Reid 2016; Orozco 2013, pp. 892 et
sequ.).

In order to fight economic and industrial espionage efficiently, the problem of
under-enforcement and underreporting has to be addressed and tackled. Some schol-
ars have come up with new, somewhat drastic propositions. Orozco (Orozco 2013,
pp- 908 et sequ.), for example, recommends introducing a duty to report national
security-related technology theft. He wants to amend the U.S. Economic Espionage
Act to introduce a new offence, which would sanction the non-reporting of any vio-
lation of the Economic Espionage Act with a fine or imprisonment. According to
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Orozco, such a duty to report incidents of economic espionage could be justified due
to the endangerment of national security.

Instead of introducing such a duty to report, it would be more realistic and more
commonly accepted to improve the cooperation between enterprises, which have
become a target of economic and industrial espionage, and state authorities by creat-
ing a relationship of trust and learning from each other’s experiences.

Conclusions

This paper has examined the criminal offences of economic and industrial espio-
nage in Austria and in Switzerland by analysing the basic understanding, the legal
structure, the underlying legal concepts, and the legal framework of these offences,
as well as their practical importance regarding conviction rates. The legal compari-
son between the Austrian and the Swiss legal order shows significant similarities in
some respects and fundamental differences in other respects.

In Austria and in Switzerland, the topic of industrial and economic espionage
has been given increasing attention by the legislature, scholars, and practitioners,
especially over the last few years. Austria and Switzerland have a long history of
recognising the criminal offences of industrial and economic espionage. Although
industrial and economic espionage has changed dramatically, especially regarding
the modi operandi of spies and the increasingly international dimensions of spying,
so far neither the Austrian nor the Swiss legislature has made any recent amend-
ments regarding the criminal offences of economic and industrial espionage.

In Austria and Switzerland, the offences of industrial and economic espionage
are contained in the Criminal Code on the one hand, and in the Act against Unfair
Competition on the other hand. Many of these offences lead to a broad scope of
criminal liability due, inter alia, to their legal structure, and to the use of imprecise
wording which gives the law enforcement authorities room for various interpreta-
tions. On the one hand, the complexity of industrial and economic espionage, com-
ing in many different forms and rapidly changing manifestations, requires the code
regarding economic and industrial espionage to give law enforcement at least some
flexibility in order to be able to respond effectively. On the other hand, the broad
wording of some offences of industrial and economic espionage can result in a lack
of legal certainty. Legal provisions must be sufficiently clear to enable people who
are subject to them to regulate their conduct accordingly. The requirements of the
principle of legal certainty are especially high in the area of criminal law. By and
large, the desire to formulate the offences as precisely as possible has to be weighed
against the need to provide for provisions which enable the law enforcement authori-
ties to combat economic and industrial espionage efficiently.

In both the Austrian and Swiss system, the offences of industrial espionage usu-
ally need some sort of initiative from the person aggrieved by the offender in order
to have the criminal proceedings started. This means that the legal concept of pros-
ecution on request is well known in Austria and Switzerland. However, there are
fundamental differences regarding the procedural consequences resulting from this
concept. In Switzerland, it is the public prosecutor who conducts the investigation
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procedures, whereas in Austria regarding offences prosecuted only on request, there
is no public prosecutor but only a private prosecutor, who is the person who is enti-
tled to file the criminal complaint. The position of the private prosecutor under Aus-
trian law is disadvantageous, as there is no official investigation procedure, which
means that the private prosecutor has to collect the necessary evidence on his/her
own. Furthermore, the private prosecutor has a substantial risk of having to bear the
costs resulting from the criminal proceedings. The legal concept of the private pros-
ecutor and its interpretation in practice unnecessarily weaken the protection of trade
secrets in Austria.

In Austria, the new legal definition of trade secrets provided for by the EU Direc-
tive on the protection of undisclosed know-how and business information will cer-
tainly have an impact worth monitoring on the civil and criminal remedies for the
protection of trade secrets.

While both jurisdictions have weaknesses in this area of the law, especially in the
procedural framework of the offences of industrial and economic espionage, these
weaknesses can and should be easily amended.

Overall, it has to be stressed that the phenomenon of economic and industrial
espionage poses new challenges for criminal law and criminal proceedings. In order
to achieve success in fighting industrial and economic espionage through the means
of criminal law, victims must inform the law enforcement authorities and further
cooperate with them. Cooperating with authorities has to be made as easy as pos-
sible for victims. This means, inter alia that the victims of trade secret infringe-
ment should clearly know which authority is in charge. It is necessary to ensure that
victims of trade secret infringements do not see criminal proceedings as an addi-
tional burden. That means, for example, that the provisions governing the criminal
proceedings have to guarantee that trade secrets are adequately protected during
the course of the proceedings. The EU Directive on the protection of trade secrets
provides guidelines to preserve the confidentiality of trade secrets in the course of
the proceedings (Article 9 of the Directive). However, because of the scope of the
Directive, these rules only apply to civil proceedings available to the owner of the
trade secret.

Until now neither the Austrian nor the Swiss legislature, nor the law enforcement
authorities have exploited the full potential of criminal law to contribute to the fight
against economic and industrial espionage.
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