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Abstract The article explores elements of private intelligence in the Republic of
Slovenia (hereinafter Slovenia) using a combination of theoretical, legal, and
practical aspects. The theoretical aspects define and explain intelligence through its
fundamental elements and concepts. These fundamental elements are then further
utilized in the context of legal aspects to identify the main private intelligence actors
in Slovenia. Finally, the practical aspects of private intelligence were researched
with an online survey among companies dealing with private detective investiga-
tions, private security, information security, and security consulting. The exact
spread and impact of private intelligence and counterintelligence in Slovenia is
definitively not easy to assess. However, an analysis of legal framework and find-
ings from online survey suggest that there are identifiable but limited elements of
private intelligence and counterintelligence, with the latter primarily limited to
passive protective measures, mostly performed by private detectives and private
security companies. Although it is likely difficult, further research of corporate use
of intelligence and counterintelligence in Slovenia would be needed.
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Introduction

Intelligence has long been perceived as a classical example of a state function, but
in recent decades, it made its way into the private sector as well. However, the
privatization of intelligence or the implementation of intelligence elements in the
private sector has primarily been observed in the West and in the USA in particular
(Gill and Hart 1999; Hulnick 2002; Chesterman 2008; Keefe 2010; Javers 2011).
Trend of private security industry growth has been observed also in the European
Union (EU; van Steden and Sarre 2007), so questions arise if similar developments
are also taking place in the Republic of Slovenia (hereinafter Slovenia). The country
of our research focus is therefore Slovenia, a relatively small country with
population of just over 2 million, now a member of the EU, which witnessed the
transformation from socialism to democracy and towards free market capitalism in
1990. Since then, Slovenia has often copied the ideas and trends coming from
Western countries. Therefore, we attempted to find out if the same process or
elements of private intelligence as in the West can also be found in Slovenia. To
find out, we focused our research efforts on the legal and practical aspects of private
detective and security personnel in Slovenia. That is, have private actors in Slovenia
taken on the once state-dominated functions of intelligence? In an effort to answer
these questions, this article aims to examine private intelligence in the Republic of
Slovenia through theoretical, legal, and practical aspects.

Based on a literature review and historical examination of the evolution of
intelligence as a state function, we were able to derive a theoretical and conceptual
framework to define and analyze intelligence, including private intelligence.
Intelligence itself is a broad concept, but at its core it is concerned with data and
information, and consists of the following three fundamental elements: (1) data
collection, (2) analysis, and (3) counterintelligence. The latter being an important
element of data protection. In addition to the above core elements, other concepts
that define and distinguish intelligence from other forms' of data collection include
risk, secrecy, and surveillance (Britovsek and Sotlar 2014). The theoretical model
developed and used in this article supported the systematic review of intelligence-
related legislation, as well as the conduct of an online survey of businesses involved
in private security, security advising, information security, and private detective
services. At first, we tried to find respondents in private (security) business to
conduct in-depth interviews on the topic of private intelligence in Slovenia.
However, the responses were limited and most were reluctant to talk about this
topic, likely due to the negative connotation the word “intelligence” is perceived in
post-socialist countries (Williams and Deletant 2001). From limited conversation
with them, we found out that many of them equate the term “intelligence” with
“spying.” We therefore decided to create an online survey asking respondents how
often they conduct listed activities that are considered (at least in theory) to be part
of intelligence or counterintelligence activities.

! Other forms of collection can be for example data collection for academic purposes or general data
collection for customer services. The paper is more focused on the gathering data on threats, meaning the
defensive nature of intelligence.
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Some political and economic features of Slovenia

Slovenia is a small transition economy, geographically located between Western
Europe and the Western Balkans, and highly dependent on foreign trade (mainly
with Germany, Italy, Austria, and Croatia). The country transitioned to democracy
and relatively successful market economy with current GDP per capita around
32.000 USD. Slovenia is a member of Organization for Economic Co-operation and
Development, Organization of Security and Cooperation in Europe, Council of
Europe, and many others, while the most important memberships are those in
United Nations, EU, and North Atlantic Treaty Organization (NATO).? By adopting
Euro as its currency, Slovenia became a member of Economic and Monetary Union
in 2007 (Central Intelligence Agency 2017). The country used gradualism instead of
swift reforms to transform its economy and the strategy seemed to be working, as
the initial high growth rates managed the country to reach the EU average per capita
income relatively rapidly. However, the protracted gradualism likely led to increase
of political interference in managing of state-owned companies and banks, and rise
of managing elite, which defended national interests in those companies. The
privatization of state-owned companies and banks has effectively been stopped or at
least slowed down (Guardiancich 2016). The state is still relatively heavily involved
in the economy, which can lead to privileged position of state-owned companied,
and can consequently make it harder for private entrepreneurial initiative to flourish.

The research of private intelligence in Slovenia is limited. Vrsec (1993) was one
of the first to recognize the importance of data collection in the private sector,
although when referring to the collection and data analyzing in the private sector he
tried to avoid using the term “intelligence.” He used the term “economic enquiries”
(svn. gospodarsko poizvedovanje), which has since been adopted and used by other
Slovenian authors (such as, Dvorsak 2003; Gjerek 2009; Zaze 2007). On the other
hand, Vrenko (1999), when surveying market research, adopted an English speaking
term “competitive intelligence” (svn. konkurenna obvesCevalna dejavnost).
Podbregar (2005, 2006) wrote about the negative aspects of intelligence in the
private sector, particularly focusing on “industrial espionage.” The paper aims to
build on these foundations and upgrade the knowledge on utilization of intelligence-
related tasks in Slovenia’s private sector.

Theoretical aspects of intelligence

The authors’ aim is to establish a theoretical and conceptual framework of
intelligence. The theoretical aspects have to be useful in defining and identifying
intelligence in different areas, including the private sector, and also as a tool to
distinguish intelligence from other forms of data collection. In order to conduct a
study on private intelligence, we had to derive a suitable and workable definition
and theory for intelligence generally. Through the literature review, several
definitions of intelligence and a historical evolution of intelligence were examined,

2 Slovenia joined EU and NATO in 2004.
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allowing us to identify foundational elements and premises that constitute a viable
and workable definition of intelligence. First of all, intelligence works in an
environment of data and information. Thus, when writing about intelligence, it is
important to consider concepts that distinguish intelligence collection from other
forms of data collection. We identified these distinguishing concepts as risks,
surveillance, and secrecy.

The concepts were not chosen at random, but through a careful literature review
of the theory and definitions of intelligence. Matey (2005) said that intelligence
must be able to warn decision-makers of upcoming crises and must foresee or detect
threats that they might face. Thus, the first identified concept of intelligence is risk.
Risk, as a defining concept of intelligence, was identified by Warner (2009), who
saw intelligence as a service for or interaction with leaders to manage risks that are
derived from competition with adversaries and foes. Similarly, Wheaton and
Beerbower (2006) saw intelligence as a tool for decreasing risks and acquiring a
competitive edge for decision-makers vis-a-vis their competitors. Intelligence
therefore deals with, manages, and aims to limit the risks that decision-makers or
leaders face.

The second foundational concept is surveillance, which Gill and Phythian (2006)
identified as one of the most fundamental concepts of intelligence. According to
them, surveillance is defined through two elements: collection/storing of data and
information, and control over human behavior; or, in other words, information and
power. They see intelligence as a subsystem of surveillance. Intelligence is
concerned with data collection and analysis, and also the application of finished
intelligence reports that can be used to practice power and influence people or
organizations towards ones will. One should understand that intelligence is part of a
broader political or economic tool, the aim of which is to take measures to limit
risks based on intelligence reporting.

The third concept identified is secrecy. Shulsky and Schmitt (2002) see
intelligence as a kind of silent warfare, where opponents try to neutralize each
other’s intelligence efforts. One side’s intelligence failure is the other’s counter-
intelligence success. Therefore, secrecy (that is, protecting one’s own sensitive
information and activities) is seen as one of the most important concepts of
intelligence (Gill and Phythian 2006; Warner 2009). Secrecy is perceived as a
normal concept in every organization, especially in a highly competitive environ-
ment. Its implication can often be recognized in the practice of the “need to know”
principle (Colby 1976). Intelligence exists because decision-makers try to hide their
information from competitors, consequently leading competitive decision-makers to
strive for that information (Lowenthal 2009).

In the intersection of concepts such as risks, surveillance and secrecy lay the core
of intelligence. Apart from the mentioned concepts, intelligence can be explained
through its fundamental elements: data collection, intelligence analysis, and
counterintelligence (Fig. 1).

The first fundamental element of intelligence—data collection—can be catego-
rized according to different intelligence disciplines. Among these, the most
important are the following:
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Surveillance

Data and information

Fig. 1 Fundamental concepts and elements of intelligence

e Open source intelligence, meaning the collection of data from publically
available sources (the news media, databases, publications, etc.);

e Human intelligence, meaning the collection of data through people (spies,

agents, insiders, informants, diplomats, businesspersons, tourists, etc.);

Signals intelligence, meaning the intercepting and collecting of data over

electronic means of communications (radio, radar, networks, etc.);

e Imagery intelligence, meaning the collection of imagery data from different
perspectives (photography, video, infrared technology, etc.) (Wyss 2011).

The collected data and information must later be analyzed, meaning that they
have to be collated, compared and assessed. Lowenthal (2011) saw analysis as one
of the most important elements of intelligence, as the end product of analysis is an
assessment, which is crucial in supporting the decision-makers by providing context
and supporting evidence. Other elements of intelligence are seen as a support to
intelligence analysis, providing and collecting the needed data and information.
Analysis also deals with data and information collected and provided by the third
element of intelligence, namely counterintelligence.

Counterintelligence is seen as a complementary part of intelligence and can
additionally be divided into two parts: passive and active (Whitehead 2003;
Prunckun 2012). The aim of both active and passive counterintelligence is to protect
sensitive information and neutralize intelligence threats (such as espionage,
sabotage, subversion, and terrorism). The line between them is often blurry, as
they can intertwine. Passive counterintelligence basically encompasses protective
measures, such as physical, technical, or organizational. Active counterintelligence
refers to more dynamic activities, such as counterintelligence investigations, data
collection on intelligence threats and thwarting opposing sides’ intelligence efforts
(Prunckun 2012).

¥
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Evolution of private intelligence

Intelligence activity is as old as humanity itself and has since then been a subject to
modernization, professionalization, and specialization. The main function of
intelligence has always been to support the ruler. As an activity, it has been often
equated with simple spying. However, modern intelligence has evolved through
different forms of organization, beginning with military intelligence, security
intelligence, and national intelligence, and later diversifying into more specialized
forms of organization, newly established according to intelligence discipline or
method of collection (Herman 1996). At the same time, and with the advent of the
private economy, intelligence also made its way into the private sector.

Alongside military power as a prevailing method of political domination, the rise
of economic power encouraged rulers to shift their focus increasingly to their
economies to enhance political domination. Rulers started establishing companies
and gathered information on the economic power and industrial capacities and
secrets of competitor states. With the rise of industry, private sector or private
companies became increasingly more important players. The growth and spread of
private sector and private companies also encouraged the establishment of first
forms of private intelligence. These companies mainly had their roots in the USA
and were first formed as private security or private investigative (that is, private
detective) companies (Weiss 2008).

Today, primarily in the Western world, we find several private companies that
offer intelligence or counterintelligence services in the marketplace (Bean 2015).
This situation and the process of establishing such private companies accelerated by
the end of twentieth century, with three main factors contributing to this process: (1)
the end of the Cold War, (2) the liberalization of security-related services, and (3)
the spread of information and surveillance technology. The end of the Cold War
ended the bitter rivalry between two antagonistic blocs, both of which had
substantial intelligence and security apparatuses. Many intelligence and security
personnel started moving into the private sector and brought with them their skills
and knowledge (Blancke 2011; Campbell 2013a). The liberalization of security-
related services enabled the employment of these professionals and also brought
new services to the market typical of intelligence and counterintelligence
(Chesterman 2008; Keefe 2010). The advancement of information and surveillance
technology, especially the internet, enabled rapid access to information and
provided tools to a wider population, bringing to an end the relative monopolization
of information by state intelligence services (Dedijer 2003; Campbell 2013b).

As already mentioned, private intelligence companies in the West started to
appear after the Second World War, but their numbers rapidly increased after the
end of the Cold War. However, the origins of private intelligence can be found in
nineteenth century USA. In this period, the first private detective and security
companies were established, which later led to private intelligence and counter-
intelligence companies (Weiss 2008). To research the assumption that similar
processes are going on in Slovenia we will combine intelligence theoretical aspects
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with legal and practical aspects of private detectives and the private security
industry (including security consulting and information security) in Slovenia.

Legal aspects of private intelligence in Slovenia

Using the theoretical aspects of intelligence and its fundamental elements, we were
able to identify relevant legal documents in Slovenia that could enable or at least
permit private intelligence activities to take place. Some elements of private
intelligence were found in the Private Detective Activities Act (2011) and the
Private Security Act (2011). Because intelligence activity carries with it the
inclination to infringe upon certain human rights, especially the right for privacy,
Slovenia established protective legal mechanisms through the Constitution of the
Republic of Slovenia (1991) and the Personal Data Protection Act (2004). Any
unauthorized and unlawful interventions or breaches of human rights are punishable
under the Criminal Code of the Republic of Slovenia (2008).

The collection and analysis of data in the private sector are limited for private
citizens mainly to open source collection. However, private detectives and partially
private security personnel have certain legal entitlements that enable them to collect
data and information beyond what is permitted for ordinary citizens. According to
the Private Detective Activities Act (2011), private detectives operate under certain
legal conditions that enable them to gather data and information on behalf of their
clients. A private detective is entitled to (1) collect data directly from persons or
publicly accessible sources, (2) acquire data from government records (vehicle
registration...), (3) engage in surveillance, (4) and utilize some limited technical
means of collection, such as image and sound recording. In the theoretical aspects of
intelligence, we also mentioned analysis, which is simply the cognitive process of
manipulating and working with data and information, rendering a legal framework
of analysis obsolete and unnecessary. Meaning that, if one has already been
permitted to collect information, no further legal authorization to analyze that
information is needed.

As already mentioned, counterintelligence can be divided into active and passive
forms. Counterintelligence in the private sector is mainly conducted by passive
measures, meaning the denial and protection of sensitive information from
unauthorized individuals or organizations. The manifestation of private counterin-
telligence elements can be seen in the implication of the protection of secrets in the
private sector. Such protection of industrial, commercial, and trade secrets in
Slovenia is guaranteed by the Employment Relationship Act (2013), Code of
Obligations (2001) and Companies Act (2006). The Criminal Code of the Republic
of Slovenia (2008) also prohibits and sanctions unlawful disclosure of professional
secrecy,” violation of secrecy of means of communication (e.g., unauthorized
opening of private letters) or unauthorized access into business information systems.

3 Criminal Code of the Republic of Slovenia (2008) defines it as unlawful discloser of a secret which a
person got access to due to their professional position as a counsel for the defence, lawyer, doctor, priest,
social worker or psychologist or by way of performing any other profession.
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Indeed, the importance of and need for the protection of trade secrets have been
acknowledged by the EU as well, of which Slovenia is a member. In 2016, the
Council of the EU adopted a new directive setting out rules for the protection of
trade secrets and confidential information of EU companies (Council of the EU
2016).

The legislation in Slovenia enables counterintelligence mainly in its passive
protective measures (physical, technical, and organizational security or protective
measures) and partly more active counterintelligence such as investigations. The
Private Detective Activities Act (2011) lists the areas of work for private detectives
in Slovenia. Private detectives are allowed to conduct the collection of data and
information as it relates to adherence to non-competition clauses and agreements.
Private detectives can therefore deter, prevent, and investigate the leaking of data
and information to their clients’ competitors. They are able to collect information
about criminal offences and the perpetrators of such criminal offence regarding
actions such as disclosure and unauthorized acquisition of trade and professional
secrets. Additionally, private detectives can perform certain elements of counter-
intelligence by consulting to their clients regarding the prevention of theft or leaking
of secrets. Lastly, private detectives can plan and implement measures to protect
trade and professional secrets, information systems, economic, and personal data
and information.

The Private Security Act (2011) allows private security personnel to also carry
out certain passive counterintelligence measures in Slovenia. The Private Security
Act (2011) encompasses several types of private security licenses. According to the
theoretical aspects of intelligence, physical counterintelligence measures can be
identified in the following security licenses: protection of property, protection of
persons, and the transportation and protection of currency and other valuables.
Additionally, technical counterintelligence measures can be identified in the
following security licenses: the operation of a security control center,* the design of
technical security systems and the implementation of such systems.

Due to the increased development and dependency on information and
communication technology, today’s sensitive information is largely stored or
transferred in communication databases and networks. The Electronic Communi-
cations Act (2012) regulates the protection of such networks in Slovenia. The act
defines the duties and responsibilities of private operators that deal with
communication networks. It also demands that operators prepare a security plan
in case of incidents and emergencies.

As mentioned before, the aim of intelligence is to collect relevant information,
which carries with it a risk of jeopardizing one’s right to privacy. Alongside its own
legislation, Slovenia is also bound by international legal agreements that protect
basic human rights and freedoms, including the right to privacy, which is most

4 Security control center is basically a unit or room from which operators can monitor security issues on
an organizational and technical level. According to the Private Security Act (2011), operation of a
security control center means the management and constant physical control by SCC operators of
installed technical security systems, systems and devices for protection of persons, property, an area or a
protected person, as well as control of telecommunication paths for the transmission of alarm signals,
performed in the SCC.
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relevant to this article. Article 12 of the Universal Declaration of Human Rights
(1948) and Article 17 of the International Covenant on Civil and Political Rights
(1966/1976) both state that no one shall be subjected to arbitrary interference with
his privacy, family, home, or correspondence. Additionally, The European
Convention on Human Rights (1953/2010) protects the right to privacy in one’s
personal and family life, home, and correspondence. The right to privacy is also
protected by Article 35 of the Constitution of the Republic of Slovenia (1991).
While the Personal Data Protection Act (2004) further regulates the handling and
protection of personal data in more detail, the Criminal Code of the Republic of
Slovenia (2008) explicitly forbids any activities that would jeopardize one’s right to
privacy. These protective measures safeguard one’s right to privacy and create legal
limits to private intelligence in Slovenia.

We identified private detectives and private security personnel (including
security advisers and information security professionals) as leading contenders for
intelligence in Slovenia’s private sector. As Sotlar and Trivunovic (2012) explained,
private detective powers regarding the collection of information are always
accompanied by fears or risks of private detectives gaining powers similar to those
usually associated with the state’s security and intelligence services. Therefore,
private detectives and private security personnel who hold licenses are, according to
the Private Detective Activities Act (2011) and the Private Security Act (2011),
forbidden from carrying out tasks that are legally reserved for the police, the
Slovenian Intelligence and Security Agency (SOVA) and the Intelligence Security
Service (OVS). Private detectives are also not allowed to engage in private detective
services on behalf of domestic or foreign security or intelligence agencies, political
parties or organizations that were established by political parties. This however does
not exclude intelligence being conducted in the private sector, as it only limits
consumers of private intelligence to the private sector.

Interfering with one’s rights is also limited in one’s place of work. That is, the
right to privacy extends to the workplace. The European Court of Human Rights,
which is responsible for all matters regarding the interpretation and implementation
of the European Convention on Human Rights (1953/2010), decided in the case
Halford versus the United Kingdom ([1997] ECHR 20605/92) that the right to
privacy can apply to workplaces, depending on whether there is a reasonable
expectation of privacy. The court decided similarly in the case Copland versus the
United Kingdom ([2007] ECHR 62617/00), where it emphasized an expectation of
privacy when an employee was given prior warning that workplace communications
systems were liable to monitoring. However, in the case Barbulescu versus Romania
([2016] ECHR 61496/08) the court decided in favor of the employer, as the
employer did have an absolute ban on employee’s use of work equipment for private
purposes and the surveillance of the employees’ communication had basis in the
ban. Klemenéi¢ (2001) states that there is a collision of three interests when
implementing security in private companies: the interests of the employer, the
interests of the employee, and third party interests. The employer expects that his
equipment will be used in accordance with the companies’ goals. The employee, on
the other hand, expects a certain level of privacy at work, especially if there are no
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warnings about possible surveillance. Lastly, a third party can unknowingly fall
under surveillance if he communicates with the employees.

All the above-mentioned legal documents allow the existence, albeit limited in
nature, of private intelligence in Slovenia. Besides the collection of data and
information through openly accessed sources, which is not restricted to the wider
public, we can conclude that private detectives in Slovenia are allowed or enabled to
acquire data from government records, engage in surveillance, and utilize image and
sound recording. Analysis, as a cognitive process and methodology, can be
implemented regardless of legal framework. Additionally, legislation in Slovenia
also partially enables the use of private counterintelligence, although limited to
more passive security or protective measures, such as physical and technical
security.

In the next section, we present the practical aspects of private intelligence in
Slovenia on the basis of the opinions of private detectives and private security
personnel (including private security advisers and information security profession-
als) on this subject.

Practical aspects of private intelligence in Slovenia

Theoretical and legal aspects of private intelligence in Slovenia enabled us to select
a group that would be suitable for additional research. Due to the reasons explained
in introduction section of the article, in order to research the practical aspects of
private intelligence in Slovenia, we decided to use an online survey specifically
targeting businesses involved in private security, information security, security
consulting, and private detective services. These businesses were selected because
private security practitioners (including security advisers) and private detectives
were the pioneers of private intelligence in the USA. We decided to add information
security professionals as the modern security relies heavily on information
technology. The online survey was constructed with the online research tool
1KA. The tool 1KA is an open code application that supports online surveys. It has
three main components: (1) support for research, construction, and management of
online questionnaires, (2) execution of the online survey (that is, the invitation to
potential correspondents and collection of data), and (3) statistical analysis of the
collected data (1KA 2016).

We wanted to find out if any of the elements of intelligence discussed in the
theoretical and legal aspects can be found amongst private sector practitioners in
Slovenia. The questions in the survey were divided into two parts: quantitative and
qualitative. In the first part, we asked respondents to name their main activity
(private security, private detective, information security, and security consulting).
We continued with questions on how often they conduct certain activities that we
identified as part of private intelligence or counterintelligence. We also asked them
how often they collect information for their customers on different topics (foreign
market situation, domestic market situation, their employees, their business
partners, and their competition). Then we wanted to know how often they used
particular methods in collecting information. Additionally, we wanted to know how
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often they witnessed different intelligence threats during their work (espionage,
sabotage, subversion, and terrorism). In the final part of quantitative questioning, we
wanted to know if they perceive some of their work as private intelligence or
counterintelligence. According to the last question, we divided the respondents into
two groups: Group 1, encompassing respondents who perceived their work as
intelligence or counterintelligence, and Group 2, encompassing respondents who
answered that they do not perceive their work as intelligence or counterintelligence.

The second part of the questionnaire was qualitative. Here, we tried to solicit
explanatory answers regarding respondents’ opinions on private intelligence and
counterintelligence in Slovenia. Although we defined counterintelligence as an
essential part of intelligence, we separated the two concepts when asking the
respondents their opinions on each. We tried to avoid any confusion among
respondents and also sought to keep respondents from focusing only on information
collection, with which intelligence is often conflated.

The online survey was sent to 209 online addresses of private companies and
individuals who are involved in private security, private detective work, information
security, and security consulting. The online addresses were found in the databases
of private security licenses and private detectives, and through online searches for
private companies involved in security consulting and information security. The
final sample was random. The survey started on the 16th of September 2013 and was
completed on the 16th of December 2013. Out of 209 selected addresses, 134
respondents clicked on the first page, 72 engaged the survey, but only 59
respondents completed the survey, constituting 40% of those contacted.

Among those who completed the survey, 21 (36%) respondents perceived some
of their work as private intelligence or counterintelligence, and 38 (64%)
respondents did not see any resemblance between their work and private
intelligence or counterintelligence. As mentioned above, the former encompass
Group 1 and the latter encompass Group 2 (Chart 1). Private detectives and private
security personnel dominate both groups. In Group 1; 11 (52%) respondents were
working as private detectives, 5 (24%) in private security, 4 (19%) in security
consulting, and one (5%) in information security. In Group 2; 19 (50%) respondents

60%

50%

40%

30% A uGroup 1

uGroup 2

20% -

10% -

0% -
Private Private Security Information
security detective consulting security

Chart 1 Respondents’ field of work: Group I (n = 21) and Group 2 (n = 38)
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were working as private detectives, 14 (37%) in private security, 3 (8%) in security
consulting, and 2 (5%) in information security.

It has to be noted that respondents could have interpreted the terms we offered
them to choose from in the questionnaire very subjectively, which highlights the
issue of connotation or understanding of intelligence and terms related to it. The
activities and terms were chosen through intelligence literature review and
consultation with limited number of experts. Some of the activities could also
overlap, such as observation and surveillance or technical security and bug
sweeping, which could be part of technical security, although not necessarily. Also,
as we did not follow up on some answers, such as terrorism, and can therefore not be
sure what they meant precisely by that term. The list is not perfect, but it gives us
enough indications of certain activities being conducted or noticed by the
respondents.

We found out that respondents who perceived some of their work as related to
intelligence and counterintelligence also more often performed tasks that we
identified as private intelligence and counterintelligence. Comparing Groups 1 and 2
regarding the question of how often they conduct certain activities associated with
private intelligence and counterintelligence (Chart 2), we found that Group 1 has,

Forensic investigations (Group 1)
Forensic investigations (Group 2)

Bug sweeping (Group 1)
Bug sweeping (Group 2)

Physical security (Group 1)
Physical security (Group 2)

Communication security (Group 1)
Communication security (Group 2)

Technical security (Group 1) B Several times per week
Technical security (Group 2)
M Several times per month
Security vetting (Group 1)
Security vetting (Group 2) W Several times per year
Security system testing (Group 1)
Security system testing (Group 2)

B Once per year

M Less than once per year
Security investigations (Group 1)
Security investigations (Group 2) W Never
Security briefing/debriefing (Group 1)
Security briefing/debriefing (Group 2)

Information collection (Group 1)

Information collection (Group 2)

0% 20% 40% 60% 80% 100%

Chart 2 Frequency of conducting tasks for their clients: Groups I and 2
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on average, conducted certain tasks that we identified as part of private intelligence
or counterintelligence more often. Both groups conducted information collection
most often (Group 1 = 86%, Group 2 = 61%), while forensic investigations were
least often conducted (Group 1 = 33%, Group 2 = 5%).

Information collection in general was a key activity for all respondents. More
specifically, respondents were focused on collecting information on clients’
employees, which could be understood as part of counterintelligence. Regarding
the question on how often they collect information for their clients on different
topics, respondents in Group 1 again conducted the collection of information more
often than respondents in Group 2 (Chart 3). The most common topic on which
respondents were collecting information for their clients in both groups was the
clients’ employees (Group 1 = 81%, Group 2 = 37%), followed by information
collection on their clients’ business partners (Group 1 = 71%, Group 2 = 37%),
their clients’ competition (Group 1 = 67%, Group 2 = 34%), and the domestic
market situation (Group 1 = 67%, Group 2 = 29%). The least frequent topic in
both groups was information collection on the foreign market situation (Group
1 = 62%, Group 2 = 29%).

Regarding the question, how often respondents used listed methods to collect
information, we found that respondents from Group 1 were again more likely to use
the listed methods of information collection than respondents from Group 2
(Chart 4). Respondents from both groups listed communication recording (Group
1 = 14%, Group 2 = 5%), audio-recording (Group 1 = 52%, Group 2 = 18%),
surveillance (Group 1 = 62%, Group 2 = 37%), and photography (Group
1 = 71%, Group 2 = 45%) as the least used methods of collecting information
used. These methods were likely considered the most intrusive, and are often
associated with the methods used by state security and intelligence services. The
most commonly used information collection methods in Group 1 were open source
media (86%), the internet (86%), official databases (86%), personal contacts (81%),
observation (81%), online social media (76%), and networking (76%). For
respondents in Group 2, the most frequently used methods to collect information
were personal contacts (68%), official databases (66%), the internet (63%), online

Foreign market situation (Group 1)
Foreign market situation (Group 2)

Domestic market situation (Group 1) L —

B Several times per week
Domestic market situation (Group 2)

B Several times per month

Their competition (Group 1) .
Their competition (Group 2)

I Several times per year
M Once per year

Their business partners (Group 1) M Less than once per year
Their business partners (Group 2)

I Never
Their employees (Group 1) . ]
Their employees (Group 2) -

0% 20% 40% 60% 80% 100%

Chart 3 Areas of information collection: Groups 1 and 2
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Chart 4 Information collection methods: Groups 1 and 2

social media (61%), observation (55%), open source media (53%), and networking
(53%).

When asking respondents how often they witnessed different intelligence threats
during their work (espionage, sabotage, subversion, terrorism, etc.), respondents from
Group 1 again witnessed intelligence threats more often than respondents from Group
2 (Chart 5). The most common threat that respondents witnessed was espionage
(Group 1 = 57%, Group 2 = 18%), followed by subversion (Group 1 = 33%, Group
2 = 13%), sabotage (Group 1 = 29%, Group 2 = 31%) and terrorism (Group
1 = 14%, Group 2 = 3%). Respondents from Group 2 on the other hand witnessed
sabotage more often, following by subversion espionage and terrorism.

In the second, qualitative part, we asked all respondents a follow-up, open-ended
question: who would they say is or could be conducting private intelligence or
counterintelligence in Slovenia? Respondents’ answers were limited and quite
diverse. Three respondents said that they had never seen private intelligence in their
line of work, or they never thought about it. Seven respondents tried to ignore the
word private, and claimed that intelligence and counterintelligence can be
conducted only by the state and that there is no such thing as private intelligence.
Seven of the respondents also denounced the term private intelligence or
counterintelligence, likely in order not to be associated with the state’s intelligence

X
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Chart 5 Intelligence threats: Groups I and 2

or counterintelligence activities. The last response could be explained by the notion
that intelligence and counterintelligence have a bad reputation in post-socialist
countries (Williams and Deletant 2001) to which Slovenia belongs. In previous
socialist regimes, intelligence and security services had a fearsome reputation, and
some of the respondents were likely trying to avoid being associated with that
reputation. Nevertheless, 11 respondents identified private detectives and, to a lesser
extent, private security companies as the main actors of private intelligence and
counterintelligence. Additionally, eight respondents understood the term private
intelligence or counterintelligence more broadly and mentioned private companies
or their internal departments that deal with information collection.

Conclusion

Private intelligence in the West has evolved from its humble beginnings, mainly in
private detective or security companies, and become a unique marketing service that
is being utilized in a globalized world of multinational corporations, not limited
with national borders. Clients of such services can often be countries and larger
corporations that try to manage identified risks that could endanger their interests.
Additionally, these clients also strive to protect their own knowledge and secrets
and manage risks associated with leaks or theft of information. In accordance with
the law, private intelligence can be a legitimate and normal economic activity.
Private intelligence companies that provide intelligence and counterintelligence
services do carry with them some risk for society at large. The state’s intelligence
services can intervene into one’s privacy (a basic human right) in accordance with
the law, but such interventions are strictly forbidden for private intelligence
companies. Of course, this does not necessary mean that such activities do not exist.
The importance of information in contemporary business and a technologically
advanced and competitive, free-market environment puts severe pressure on private
intelligence firms to acquire the best, most reliable information. This incentive for
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profit can prevail in such environment and may increase one’s willingness to misuse
information and surveillance technology, and consequently break the law and
endanger basic human rights, such as the right to privacy. Democratic countries
have required several decades to establish effective control over their intelligence
and security services, but private intelligence firms can be more elusive and more
difficult to regulate in this matter as they are not under direct state control. One of
the mechanisms of private companies to protect themselves from competitive
intelligence is private counterintelligence, which includes strong protective
measures.

The described developments in the field of private intelligence in Slovenia were
analyzed through legal and practical aspects. The main legislation that enables
private intelligence includes the Private Detective Activities Act (2011) and the
Private Security Act (2011). Private Detective Activities Act (2011) allows private
detectives to operate under certain legal conditions that enable them to gather data
and information on behalf of their clients. Private Security Act (2011) allows private
security personnel to also carry out passive counterintelligence measures, such as
physical and technical security. There are however also strict legal limitations in
regard to interfering with basic human rights, such as one’s right of privacy.

In order to investigate practical dimensions of private intelligence in Slovenia,
we conducted an online survey among private security industry entities (private
detectives, private security companies, security consulting, and information
security). We found out that based on their answers, respondents can be divided
into two groups: a smaller Group 1, encompassing respondents who perceived their
work as intelligence or counterintelligence, and a bigger Group 2, encompassing
respondents who answered that they do not perceive their work as intelligence or
counterintelligence. Group 1 was more often involved in activities that we
considered to be private intelligence or counterintelligence. Although respondents
from Group 2 said their work cannot be defined as private intelligence or
counterintelligence, analysis of their answers shows that they were, albeit in smaller
percentage, also involved in some activities, which we defined through theoretical
aspects as being part of private intelligence or counterintelligence.

Because of the sensitivity of using the word ‘intelligence,” it is not entirely
possible to determine with certainty how widespread private intelligence is in
Slovenia. Similarly, no private Slovenian company could be found that advertises its
services explicitly as intelligence or counterintelligence. However, the theoretical
model, legislation review and online survey revealed some elements of private
intelligence in Slovenia, primarily in the work of private detectives and private
security companies. Legislation and business practices have also shown that private
counterintelligence is being practiced in Slovenia, though mostly in form of passive
security measures.

As noted above, research on this topic is limited, and there are areas of research
that could be done in the future to expand it. The paper was focused on a more
defensive side of private intelligence activities in Slovenia, prioritizing protection of
clients” information. And although, we could not find private companies in the
Republics of Slovenia advertising their work as private intelligence, it was
suggested in the qualitative part of the questionnaire by some respondents that they
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believe private intelligence is being conducted by some corporate elements. Further
research could illuminate this and would be welcomed. However, due to the
secretive nature and also the negative connotation intelligence still has in Slovenia,
such inquiries and research will likely prove to be quite challenging.
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