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ABSTRACT This article provides an introduction to money laundering (ML) and outlines the
problems that banks face in detecting and assessing for risk. The article provides a brief history of
earlier ML techniques such as cash deposits and the traditional model of placing, layering and inte-
grating illegally acquired cash, before focusing on the modern-day problems. The banks are now
having to deal with the progression and the increased levels of sophistication of ML techniques.
Historically banks have addressed ML through national regulation systems, which have arisen from
the state’s focus on preventing the drug market expanding. However as other criminal activities are
now funded through ML, the state regulation system has also expanded and there is now the added
social obligation on banks to support the state in detecting and combatting ML activity across all
criminal activities. The article considers some of the difficulties that banks face when trying to detect
ML activity. A number of case studies are included, from recent reports from the Australian financial
intelligence unit (FIU), to illustrate the modern level of complexity involved in each scheme. Finally,
the article refers to recent research soon to be published that explores a number of suggestions made
by industry experts from across the global banking, financial services, technology, audit, training
and risk assessment sectors. The biggest challenge the article concludes is to be able to quickly and
effectively bridge the knowledge gap between what money launderers know about using financial
services and what the banks are aware of. The article proposes a new risk assessment tool that can
be applied simply within the sector, which has been developed from the research material. This
is a article that will be of great interest to anyone working in the financial regulation, banking or
financial services sector, as well as law enforcement and FIUs across the globe.

International Journal of Disclosure and Governance (2016) 13, 135-156. doi:10.1057/;dg.2015.10;
published online 3 September 2015

Keywords: anti-money laundering; trade-based money laundering; banking; risk management; financial
crime; compliance

INTRODUCTION among other things, gaps in the money laun-
There have been a number of articles in the dering (ML) detection and compliance systems
media and courts recently covering different of the major banks (Homeland Security, 2012;

banking scandals. These have highlighted, Hamilton, 2015). Some of these examples, such
as the HSBC Bank in America (HBUS) accept-

ing large cash deposits from Mexican banks
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challenges facing banks have never been as com-
plex as they are today. The reality is that ML has
now become an important component of most
large organised criminal activity (Durrieu, 2013)
and is now considered as a major business, with
a consistent estimated value at between 2 and
5 per cent global GDP (Takats, 2007; Kar and
LeBlanc, 2013). The drug market is still probably
the largest contributor to this figure with an
overall estimated worth of US$100 billion
(Simser, 2012) and an estimated 60—80 per cent
of drug profits being laundered (UNODC
(United Nations Office on Drugs and Crime),
2011). The question that many might ask, given
the scale and enormity of the problem, is ‘what
exactly are banks doing to prevent this situation
escalating any further and why can’t money
laundering be stopped completely?’.

In order to answer this question thoroughly,
a detailed level of understanding is needed of
both the history of ML and an overview of the
bank’s responses. This article starts by reviewing
the historical context of ML through the finan-
cial sector and maps out the processes that the
banks have undertaken to date. Then it con-
siders the evolution of ML as a major business
and the implications that this now has on the
banking sector and other services involved in
the business and financial services sectors.
Finally, the article concludes by considering
results from a recent research project under-
taken among experts within the financial and
banking sector. This project looked at explor-
ing the development of a modern risk assess-
ment approach to tackle the more complex and
covert types of ML schemes currently being
presented to the formal financial sector.

HISTORY OF ML

ML is not a new crime, and although its origins
are officially unknown some authors have
pointed to early Chinese traders hiding profits
from rulers as an example of early ML activity,
as far back as 2000BC (Morris-Cotterill, 2002).
Similarly the term ‘ML’ has several potential
sources, again none of which have been

determined. There are reports that state that
the name can be traced back to the mafia in the
United States in the early 1920s, and their use of
a legitimate washing laundry as a front business
to hide the proceeds of their illicit activities,
although this origin has never been officially
supported either (Durrieu, 2013). However,
since this period in time there is no doubt that
the concept of bringing money acquired
through illegal activity into the legitimate
financial sector, where it can be used freely, has
been at the core of most business models for
large-scale criminal laundering activity. The
most noticeable trade for ML has been the
drugs trade, which provides an estimated 20
per cent of all criminally acquired cash
(UNODC, 2011) with the cocaine market
alone estimated to be worth $88 million
(Simser, 2012). However, there are a wide
range of other criminal activities that use ML;
these include illegal arms smuggling, piracy,
human trafticking and political corruption.

The main financial problem for most large-
scale criminal organisations and especially drug
traffickers is that the crime tends to produce
large amounts of cash, that then needs to be
deposited into the formal financial sector. It was
by using the example of these early crime
scenarios that the traditional model for describ-
ing ML within banks was developed, that is,
placing cash in the bank, layering the money into
various accounts and finally integrating the
money in with legitimate money to disguise its
origin and illicit background (Arnone and
Borlini, 2010). However with the variety and
speed of financial transactions in operation in
current banking situations, this model is often
too simple to describe ML techniques used
among the modern criminal organisations.

Changes in the legal landscape

In the United States during the 1970s, a legal
framework for tackling ML was first introduced
through the Bank Secrecy Act or BSA (1970)
under President Nixon. The focus of this act was
to try and de-escalate the drugs trade through
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tracking the financial trails. The acknowledgement
that ML was a crime per se was slow to be
recognised globally and the first major interna-
tional legal recognition of ML was not made
until the United Nations (UN) Convention
against Illicit Traffic in Narcotic Drugs and
Psychotropic Substances was published in 1988
(usually referred to as the Vienna Convention).
The UN document provided the framework for
establishing an international legal response to
ML, which was further expanded in the 1990s
to include crimes other than drugs and again in
early 2000 after the 9/11 attacks, to include the
financing of terrorism (Durrieu, 2013).

There are now a number of acts that can be
used in order to prosecute ML offences, such as
drug laws and terrorism-related legislation, for
example, UK — Drugs Trafficking Offences Act
1986, the Prevention of Terrorism (Temporary
Provisions) Act 1989 (also UK), the USA
PATRIOT Act (Uniting and Strengthening
America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism)
(2001), the Malaysian Anti-Money Laundering
(AML) and the Anti-Terrorism Financing Act
(2001). Most countries are now developing their
own domestic legislation, and all of these regula-
tions and legal frameworks from around the globe
focus on several key actions that banks and other
financial services can do in order to detect ML
activity and report it to the relevant state autho-
rities. However, the challenge now facing law
enforcement and the financial services is that each
domestic law is different at some level. This
provides legislative gaps that criminals can exploit
in order to evade prosecution, especially when
moving money between different jurisdictions
(Amone and Borlini, 2010).

Implications of the changing legislation
on the financial services sector

Originally the crime of ML did not exist as a
separate crime it was always linked to predicate
offences, or the activity that produced the illegal
money. This meant that banks were only ever
indirectly linked to any criminal activity that their

clients engaged in. However, in recent times the
legal landscape has begun to change and ML has
slowly gained recognition as a crime in its own
right in some states (McCarthy et al, 2014). This in
turn has placed greater pressure on banks because
now the act of concealing ML is also a criminal
activity in many countries as the ML laws are
updated. Definitions such as ‘suspicious’ can now
be cited in criminal cases (Rahman, 2013), which
means that banks will have to prove that they
acted in a reasonable manner, and explain to the
court the measures they took with client accounts
considering all the evidence and information
that they had access to and the likelihood that
ML activity was taking place using their
mstitution.

MODERN-DAY ML AND AML
REGULATION

There are a number of theories as to why
regulation and laws were enacted in order to
try and address ML. One theory is that regula-
tion was enacted to defeat the drug traffickers
and dealers on the streets in the United States
and to reduce the emerging drug epidemic at
that time. It is certainly true that banks hold key
information that can assist law enforcement
agencies in their hunt for criminal activity
(Rahmen, 2013), and this theory would per-
haps explain some of the history of the bank’s
reluctance to become involved in detecting
ML, that is, there was a presumption that ML
was not a risk to the bank, it was a state concern
to tackle drug distribution. Other academics
have argued, however, that money regulation
was introduced in recognition of the impact
that it did have on the financial sector ‘this
phenomenon produces a negative influence on
the financial sector, and more broadly, on the
economy as a whole’ (Durrieu, 2013, p. 110).

The Financial Action Task Force
(FATF)

The FATF was established in 1989 after being
initiated by the G7 summit members that
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same year. It is an intergovernmental body
comprising Ministers from its 34-country
membership. Its role is to keep its members
aware of and informed on ML techniques and
trends affecting the financial and banking
sectors.

The objectives of the FATF are to set
standards and promote eftective imple-
mentation of legal, regulatory and opera-
tional measures for combating money
laundering, terrorist financing and other
related threats to the integrity of the
system.(FATF,

international  financial

2015)

FATF have produced several guidelines on
risk-based approaches (RBAs) towards ML
detection (FATF, 2006, 2012) and are con-
tinuing to update their indicators and red flags
for different ML schemes. However like the
constantly changing ML processes, financial
regulation is also constantly having to evolve
in order to meet the global and practical
challenges emerging in the banking and
financial services sectors (O’Brien and
Dixon, 2013). Among these challenges is the
recognition that ML is also an ethical and
social corporate responsibility issue and not
solely a compliance problem. O’Brien and
Dixon (2013) explain how governance and
accountability are now as much a part of AML
solutions within banking as the traditional
deterrence and compliance components. This
means that more units within the banking
structure need to become familiar with ML
techniques and a more open and transparent
communication system needs to be developed
to ensure that suspicious client and transac-
tion behaviour is shared across all the relevant
sections (Naheem, 2015).

Regulatory responses

Initial regulations and laws that were intro-
duced in the 1970s and 1980s such as the BSA
were probably not considered a high priority
to banks, as these along with other modern-

day AML compliance issues are still perceived
as cost centres rather than profit centres in the
business plan of the bank (Naheem, 2015).
This corporate attitude to ML is sometimes
still prevalent in business thinking today and
has implications for current risk assessment
processes. If there is not a high priority placed
on establishing the source of the money, at
either governance and/or audit level, then
resources and training will not be considered
a high priority for AML risk assessment pro-
jects either. In order to make it an issue of
priority, regulators have started challenging
banks through the legal system.

Regulation

AML regulation mainly focuses on acquiring
data about client behaviour and transaction
history, often referred to as ‘Know Your
Customer’ (KYC) policies. Price Waterhouse
Coopers have developed a guide available
to the financial services sector. This docu-
ment provides a global overview of all
the country responses to Customer Due Dili-
gence (CDD) along with the local approach
of regulators towards AML risk calculation —
‘as well as details around KYC requirements,
information about whether local regulators
support the use of the risk based approach
to AML, how to deal with Politically Exposed

Persons (“PEPs”) and whether doing
business with shell banks is prohibited’ (pwc,
2015, p. 6).

The KYC system revolves around tracking
suspicious client accounts and producing a
suspicious activity report (SAR) that the bank
must send onto their national financial intelli-
gence unit (FIU). There have been concerns
about breaching the confidentiality of clients by
providing such information (Rahman, 2013),
while others argue that it is within the right of
the bank to seek clarification on clients who
may be accessing bank services, in order to
instigate or participate in criminal activity.

However, the almost single-track approach
of increased regulation has been criticised

138

© 2016 Macmillan Publishers Ltd. 1741-3591

International Journal of Disclosure and Governance Vol. 13, 2, 135-156



Money laundering -).le-

by some academics as potentially being coun-
ter-productive and actually encouraging
risk avoidance strategies to emerge rather
than developing strong risk assessment tech-
niques (Macey, 1991). There needs to be
balance as Pellegrina and Masciandaro (2008)
explain as the increasing cost of regulation
in order to match the complexity of crimi-
nal laundering and the overall economic
environment are all factors that have to be
considered when developing an appropriate
AML model. At some point they argue it may
not be economically viable for banks to
constantly invest in regulation if criminals are
only developing other ways to achieve their
end result.

AML risk assessment

The basis for any AML detection scheme or
risk assessment process is to try and determine
the money that has been acquired illegally and
which the criminal is trying to enter into
the formal financial sector, where it can be
accessed easier and utilised more fully. The
traditional system of risk assessment for ML
has revolved around using an identified series
of red flag alerts that are considered to be
indicators of illicit money transactions
(Soudijin, 2014). The red flags have often
been developed by specialist bodies such as
the FATF (2012). Indicators can include
examples such as the following taken from
the Trade-Based Money Laundering (TBML)
report (FATF, 2006):

e The transaction involves the receipt of cash
(or other payments) from third-party entities
that have no apparent connection with the
transaction

e The transaction involves the use of repeat-
edly amended or frequently extended letters
of credit

e The transaction involves the use of front (or
shell) companies

These examples relate specifically to the pro-
cess of ML that can occur through the use of

goods and shipments, which aim to disguise
where the money is coming from. Other
guidelines for red flags can be developed in
conjunction with in country FIUs. These
units were established in order to process the
suspicious reports that banks raise once they
have a suspicious transaction that they believe
could potentially be linked to ML or criminal
activity. The Egmont Group report in 2000
listed six areas of concern, that they recom-
mended as the basis for developing red flag
alerts, these were:

e Large-scale cash transactions

e Uneconomical fund transfers to or from
foreign jurisdictions

e Unusual business activity

e Large or rapid movements of funds

e Unrealistic wealth compared with client
profile

e Defensive stance to questioning

Even since these indicators were developed in
early 2000, the complexity of ML schemes has
increased quite significantly. Despite this, a
lot of the training for banks and other smaller
financial companies has not developed at the
same speed and with the same level of knowl-
edge of what is actually possible (Naheem,
2015). The rest of this report focuses on how
an eftective risk assessment model could be
developed that would be useful to the bank-
ing and financial services sector.

Red flag indicators

Most of the guidelines for detecting ML
activity, such as FATF (2006) or the FIU
reports (Egmont Group, 2000) provide indi-
cators and red flags that can be incorporated
into a risk assessment model by the bank.
These risk assessment models have typically
been fairly static and consist of a checklist of
yes/no responses. The FATF (2012) has sug-
gested that risk assessment should become a
more dynamic and responsive process and
uses the term ‘RBA’. This means that banks
need to be proactive in researching local
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context risks and ensuring that trade
arrangements with other countries are also
researched to assess current political and
economic risks.

All of these factors take time and resources,
but without them they could potentially
increase the bank’s exposure to ML risk.
RBAs are by their very nature broad in their
design, and it is not always as straightforward
as simply researching a county or following a
set of indicators. In fact FATF have been
criticised for stopping short at advising banks
how exactly they should go about achieving
this more flexible RBA. While some aca-
demics have gone as far as to question the
knowledge base within FATF, especially for
the more complicated ML techniques such as
TBML (Soudijin, 2014). The lack of under-
standing and clarity as to what to look for in
ML cases and how to detect it seems to lie at
the core of why risk assessment has stalled in
its development so far.

ML patterns

Red flag alerts are developed through the
analysis of known case studies, information
that is generally kept within law enforcement.
However, there are also many typology
reports and sanitised case studies that identify
the main scenarios that banks may encounter
in a standard ML crime. Some countries such
as Australia have produced very detailed
reports on typologies that they have investi-
gated through the FIU AUSTRAC (2013).
Most countries have a report of some kind,
although the format of presentation may be
different in each country such as the Belgium
FIU report (ctif cfi, 2013). These are all
valuable research tools for local banks, which
highlight the type and complexity of cases
that have been uncovered locally, usually
between banks and law enforcement investi-
gations. These reports also tend to provide a
standard list of red flag alerts that would be
associated with each of the cases that they
have reported on.

Suspicious activity reports

Once an activity has been flagged as potentially
suspicious, then a SAR is filed with the national
FIU. The aim of this is to assist law enforcement
track criminal activity and the purpose of the
SAR is threefold; to increase the level of
disruption of criminal activity, second to bring
money launderers to justice and third to recover
the proceeds of crime (Yeoh, 2014). It is also of
benefit to the bank in terms of reputational risk
and ensuring compliance with the regulator and
state demands, that is, to keep law enforcement
aware of potential criminal activity. However,
this is a resource intense exercise and there is
always strong competition for resources within
any business seeking to generate profit. In order
for banks to prioritise spending on this level of
resource for completing and filing SARs, as
opposed to generating profit for the bank, there
needs to be strong corporate attitude of support
towards AML compliance. This support needs
to extend down from the governance structure
and permeate across all sections and units within
the bank if it is to be eftective.

Governance
The governance structure of the bank
includes the audit committee, management
and the Directors of the Board. They all play
an important role in determining how effec-
tive a bank’s corporate attitude towards AML
compliance will be. In the case of the US
branch of HSBC (HBUS), the report under-
taken by the government outlined how the
bank’s risk assessment model was fundamen-
tally flawed by not having the appropriate
level of backing and support from the gov-
ernance structure (O’Brien and Dixon, 2013).
Similarly, the recent HSBC case in Switzer-
land also highlighted how corporate attitude
dictated how the bank staft approached clients
and undertook, or failed to adequately under-
take, risk assessments on high risk and politi-
cally exposed clients (Chittum, 2015).

AML compliance is an issue that affects all
aspects of the bank’s business and this needs to
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be emphasised and supported by governance
and management if staft are to be able to deal
with it effectively. In research conducted by
Naheem (2015), many of the AML experts
stated that all bank staft needed to be trained
in AML detection not just the AML compli-
ance unit, as it affected all areas of work.
Many FIUs now produce reports outlining
the kind of cases that have been reported to
them and the outcomes of these investigations
after law enforcement agencies become
involved. The cases are offered as sanitised
versions (that is, individual details and possible

identifying features that could compromise
further investigations or court proceedings
are omitted). These are offered as typologies
or scenarios that banks or other financial
institutions could face and offer a potential
resource for risk assessment research and
auditing purposes. This article has selected
three such cases from a recent AUSTRAC
(2013) report to provide an example of the
types of cases that are occurring in the bank-
ing sector and to provide examples of the kind
of information that banks receive from sani-
tised scenarios.

CASE ONE — Drugs (AUSTRAC, 2013)

The first case example is indicative of the simple ML technique used for avoiding the reporting
threshold of $10000 case studies repooken down into smaller amounts in an attempt to avoid

raising suspicion within the bank.

The international investigation involved Australian, German and New Zealand law enforcement
agencies. AUSTRAC information assisted the investigation by linking the suspects to the purchase
of the drugs and the methods used to pay for and import the drugs. From the SAR the following

information was reported to the FIU:

remitter over a 1-month period

different locations.

One of the suspects sent six international funds transfers from five different branches of the same

All transfers were for amounts between AUD1300 and AUD4200
The total amount transferred was more than AUD20000
The funds were all sent to the same beneficiary in Colombia who collected them from three

In this particular case AUSTRAC (2013) noted, ‘it appeared as if the suspect may have split the
funds transfers into several transactions in attempt to avoid transaction reporting requirements by
establishing a number of bank accounts at various banks’ (p. 50).

After the SARs had been filed and the law enforcement officers were informed, the suspects,
originally from New Zealand, flew to Australia to organise the cocaine importation. They
transferred funds to Colombia to pay for the cocaine, which was hidden in industrial equipment to
be shipped to Australia. They also spent over AUD4000 on arrangements with couriers, mobile
phones and apartments, to avoid detection. German and Australian law enforcement agencies co-
operated to intercept the packages in Germany and confirm the presence of the cocaine. Listening
devices were attached to the packages, which were monitored by Australian law enforcement
until they were delivered to the suspects’ address in Australia.

The second example also highlights how a
group sought to avoid the suspicious trigger
alert for high cash deposits. However, what is

interesting in this case is that it was the beha-
viour of the clients that bank tellers noticed that
raised the suspicion to investigate the accounts.
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CASE TWO — Drugs in toys (AUSTRAC, 2013)

Bank staff observed the members of the syndicate undertaking a number of suspicious activities.

The suspects:

arrived at bank branches together;

went to separate bank tellers to conduct structured deposits;

left the bank branches together;

then entered another bank nearby, indicating that the suspects were undertaking structuring
activities at multiple banks.

In just 4 months these accounts received 113 deposits of AUD9000 each, totalling more than
AUD1 million.

In these two cases the first was tracked through suspicious transaction patterns and the second was
triggered by suspicious client behaviour, which was then supported by analysing the transaction
patterns. These kind of straightforward examples can be followed or detected through fairly
simple tracking software, or manual examination of accounts, especially if front office staff have
flagged something suspicious with the client. The next example, however, is not as easily
monitored.

The third case highlights how complicated their involvement. Many of these third parties

the average ML scheme can be, this time the can be family members who are living or

example involves a politically exposed person studying abroad as can be seen from the illu-
(PEP) who used third parties to try and hide strated version in Figure 1.

CASE THREE — Corruption and PEPs (AUSTRAC, 2013)

e Individual A and Suspect B are senior politicians and both are considered PEPs.
e Individual A provides confidential information to Suspect B about the proposed privatisation of a

large government entity.
After receiving this information Suspect B persuades a close associate to buy shares in Company X

on his behalf.

e Company X submits a tender for the right to purchase the government entity.
e Suspect B uses his position to improperly exert influence and favour Company X as the purchaser

of the government entity.

Suspect B indirectly benefits financially from this venture through the profits generated by
Company X.

Suspect B’s close associate moves the illicit profits through his personal and business accounts.
The funds are then given to Suspect B and/or his family as needed.

Suspect B’s wife buys a house using the proceeds of the corruption.

The proceeds of corruption are used to pay individual A for providing confidential insider
information.
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.I’F'f(—s. New owner = el
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Figure 1:  Use of third parties to launder the proceeds of corruption reproduced from
AUSTRAC (2013).

All three cases are designed to illustrate that
the financial transactions are only one element
in a law enforcement investigation to track
down criminal activity. ML usually hides a
number of other predicate crimes such as drug
smuggling, corruption, terrorism or human
trafficking as some examples. However without
the financial data many investigations are not
possible.

The challenge to banks is twofold:

e Many banks do not have the resources to
undertake major investigations into potential
criminal clients

e Most banks do not have the skills to under-
take this level of data tracking or financial
crime detection

The final challenge is perhaps more conten-
tious, in that many banks do not feel that this is

their responsibility to undertake investigations
on behalf of the law enforcement or state
agencies (Naheem, 2015). This 1s different to
supporting law enforcement efforts. If for
example law enforcement agencies have estab-
lished potential clients that are deemed suspi-
cious and they have the relevant legal search
permissions and warrants, then they can deploy
their own forensic auditors to work alongside
the bank. However, for the bank to detect the
information first is often seen as more challen-
ging and resources intensive, especially as ML
methods are constantly changing.

The evolution of ML techniques

ML techniques are constantly evolving espe-
cially as banks and other financial institutions
start to monitor transactions more closely
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within their systems. This along with the
increased availability of forensic auditing skills
within law enforcement agencies means that
criminals have adapted the way in which they
are laundering money through the financial
services sector and are constantly trying new
approaches and services. The traditional
method of using large cash deposits has largely
been reduced, as these are known to trigger
alerts within the bank (anything over $10 000 in
the BSA, 1970). Instead other ways have
been developed to achieve the same ends, that
is, depositing large cash sums while managing to
disguise the process. Systems such as ‘smurfing’
or structuring of funds into smaller amounts
have been largely recognised within red flag
alert systems in banks, whereby criminals use a
number of foot soldiers to deposit small
amounts of money at different branches and
then either place the money in the same
account or at a later stage electronically transfer
the money into one account. In order for the
bank to detect this process they would have to
know the destination account and/or be able to
monitor it for a series of smaller transactions
entering close together and amounting to a
large sum within a very short period of time.
However even these systems have evolved
into far more sophisticated processes that seek to
merge the placement, layering and integration
methods into an advanced business model.
Criminals, by using their knowledge of the
financial services and often employing accoun-
tants and former bank employees, can easily
mask the entry points for the illegitimate cash.
They can produce a combination of transac-
tions often made through legitimate business
deals, of both cash and non-cash exchanges, to
enter and integrate the money quickly into the
financial system. These exchanges can include
purchasing life insurances, trading and shipping
goods and owning multiple businesses in differ-
ent jurisdictions. For example, consider the
example shown in Figure 2 (AUSTRAC,
2014) where the level of sophistication in ML,
as can be seen from this example, can poten-
tially be quite high. In this example four

different countries are involved and three dif-
ferent companies in order to evade paying tax in
Australia.

The future of banking
In order to develop an adequate risk assessment
approach to detect ML, there is also the need to
consider future risks within this ever-changing
landscape. Banking products are changing and
also the way in which clients use the services
being provided is changing. In particular remit-
tance systems that enable cash transfers across
different countries have become cheaper, faster
and easier to use, and in 2014 represented an
estimated market worth of $436 billion to
developing countries (Rather ef al, 2015). Banks
are also starting to use social media platforms as
a means to conducting remittance services and
future risk assessment strategies need to be
cognisant of the opportunities these services
provide for ML.

The question then is ‘how advanced are the
financial services sector at capturing and check-
ing all these types of transactions?’.

ML SOLUTIONS

ML i1s thus a complex problem that is constantly
able to change its appearance depending on the
creativity of the criminals using it. From the
discussion so far there are three main areas of
concern that ML solutions need to address.

1. One of the major problems facing banks is
the ever-increasing knowledge gap between
the bank’s awareness of financial crime and
the criminal’s knowledge of ML schemes.
In particular this has become part of the
problem in developing an appropriate and
responsive risk assessment model across the
global banking sector, as the ML models
being used are constantly being adapted to
respond to new local regulations.

2. The second problem is the globalisation of
financial transactions and the speed of tech-
nology and electronic transfers that has
effectively speeded up ML processes.
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AUSTRAC (2014).

3. The third problem linked to the globalisa-
tion of banking is the need for an interna-
tional response to ML (Armone and Borlini,
2010), as a weak entry point within a
financial institution in one country can easily
become a gateway into the US or European
banking structures.

ML knowledge

The knowledge about difterent ML schemes is
constantly being expanded, as criminals invent
or try out new schemes in an attempt to foil
regulation and banking inspections. The bank-
ing sector is constantly behind this information
flow because it is only aware of schemes that
have been thwarted and only then they are
able to use the information when the details
can be analysed. However despite the constant

Method of using false invoices to launder funds and avoid taxes reproduced from

update of typologies from FIU reports and
regulator guidance, many banks are still a long
way behind implementing even basic guide-
lines. In the recent HSBC Swiss bank whistle-
blower accounts in the media, the HSBC bank
were still dealing with businesses known to
have connections to illegal arm smuggling and
diamond smuggling (ICIJ, 2015) and had only
introduced in the last 5 years a system for
reporting transactions over $10000.

Globalisation of transactions

One of the factors that has assisted ML and
the international transfer of illicit funds is the
increasing speed of technology. This coupled
with the advancements that have been made in
mobile payment and remittance systems (G20,
2014), means that the banking landscape looks
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very different today compared with the begin-
ning of 2000, when some of the first publica-
tions describing the use of AML tools were
published. Many business clients are operating
both within the formal sector and also using
external banking and financial services. This
means that some account information will be
harder to trace, and even though technology
such as Bitcoin has an open ledger system still
large sums of money can be moved within
seconds and tracing the destination can be
difficult (Simser, 2015).

International response

The international nature of most large orga-
nised crime means that multiple jurisdictions are
often involved in ML cases, and transactions
occur across a number of banks and other
financial institutions. This means that the trans-
action patterns that appear in any one bank are
possibly only a small part of a much larger
pattern of global ML behaviour. Although FIUs
have already started working at an international
level to co-operate and share data and intelli-
gence, there is not necessarily the same level of
co-operation in existence between banks or
across different country offices of the same
bank. This leaves a potential gap in the legisla-
tive frameworks and financial intelligence
between countries, that criminals are exploiting
in a phenomenon known as ‘forum shopping
practice’ (Arnone and Borlini, 2010, p. 228),
whereby criminals manipulate the gaps
between different local legislations to their
own advantage.

An industry-based response

Owing to the nature of international ML
challenges, an industry wide response is needed
in order to develop an appropriate risk assess-
ment strategy. This risk assessment process
needs to encapsulate the problems across the
whole industry and to capitalise on all the
available knowledge and skills within the sector.
The first stage in this process has been achieved

through research that was undertaken recently
on TBML and risk assessment (Naheem, 2015).
This research asked a range of industry experts,
working within the banking and financial ser-
vices sector, what in their opinion needed to
change in order for banks to effectively detect
TBML activity. Some of the areas that they
suggested that needed to be developed further
are listed below:

o Technology — Although the automation of
complex ML risk assessments was not recom-
mended (or deemed possible at this stage),
there were areas that technology could
enhance in the detection and monitoring of
potential TBML and ML activity.

® Risk Assessment — There was concern that a
lot of risk assessment processes were too
simple and merely tick box exercises. Risk
assessment needed to become more relevant
and risk specific to both the client’s business
and the country of trading for export or
import businesses.

o Training — This was seen as a large area of
work and needed to include all staft in
organisations, undertaking at least basic ML
awareness training. Front office staff and
those interacting with new client applications
or reviewing existing client files needed to be
particularly aware of the latest AML risks.

o Governance — The experts stated that govern-
ance systems needed to fully understand the
risks that AML compliance posed to the
future business of the bank and needed to
ensure that the resources and training oppor-
tunities were provided to all relevant person-
nel. Audits both internal and external needed
to assess the suitability of the risk assessment
models being used and to make recommen-
dations for improvement rather than merely
ticking that a system was in place.

o Financial Crime Auditing — It was clear from
the expert feedback that there is a clear
difference between AML compliance and
AML auditing. Although these two areas are
not necessarily distinguished in any of AML
training or discussions. The skills required of

146

© 2016 Macmillan Publishers Ltd. 1741-3591

International Journal of Disclosure and Governance Vol. 13, 2, 135-156



Money laundering -).le-

an internal or external auditor need to be
focused on analysing risk assessment frame-
works and systems, and ensuring that they are
effective and efficient for the purpose that
they have been prescribed. This is a change
from the auditing processes normally under-
taken, which tend to be check lists to
determine whether a risk assessment process
is in place or not.

In Naheem’s (2015) research these results were
analysed and then applied to the development
of a simple risk assessment framework and from
there a risk assessment tool. This tool builds
upon some of the systems already present
within banking structures today, but it changes
the emphasis of how it is applied.

Risk assessment framework
The research conducted recommended that the
first stage to developing an appropriate risk
assessment tool was to establish a risk assessment
framework. The framework was needed to
incorporate a number of additional elements
that many of the experts stated were currently
lacking in many approaches to risk assessment
that they had witnessed within the sector. The
framework was described as consisting of three
layers or tiers:

Tier one — Resources and Governance

Tier two — Risk Assessment Tool

Tier three — Research and Technology

Tier one — Resources and governance
In the research many experts highlighted how
working with a lack of resources, including
access to appropriate levels of training, was a
major impediment to a successtul AML system.
This was coupled with the fact that there was
limited support available from the various pillars
of the governance structure, including the audit
committee. They stated that if AML compli-
ance is not considered a high priority within the
bank at this level then securing the appropriate
resources and training skills will become very
difticult to achieve.

Tier two — Risk assessment tool

This tool has been described in the next section
and incorporates four areas of risk: geography,
client, transaction activity and third-party
influences.

Tier three — Research and technology
The final tier underpins much of the work of
the risk assessment tool. This includes the use of
technology to assist in research or monitor
account activity, which needs to be worked
alongside robust research strategies. The
research focus should include reviewing current
political and economic difficulties in countries
that clients are working with, accessing trade
data databases and analysis reports where
needed, to check pricing and possible falsifica-
tion of trade finance documents. It is also an
area that all staff need to be involved in,
including front office staff interacting with
clients and reporting possible suspicious beha-
viour, through to business units concerned with
unrealistic or suspicious business plans.

The three tiers are also an important frame-
work to be considered by auditors, because the
absence of any one of these areas will have a
detrimental impact on the ability of the bank to
undertake its AML compliance work effec-
tively. The research suggested that AML audit-
ing should be developed within the bank and
this framework can also be used to facilitate
internal audit reports to the audit committee
and governance structure.

Developing an appropriate risk
assessment tool — Tier two

The main tool that many banks use to deter-
mine AML risk is through a simple risk matrix,
that looks at both client behaviour and also
transaction patterns for clients. However, the
model works from the presumption that ML
operates in isolation, that is, there is one main
client account, and that ML activity can be
spotted through simple transaction patterns.
This system has its weaknesses for being too
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simplistic and working from an unfounded
assumption about how the client is involved in
ML activity. Alongside that the main risk matrix
tools and check box lists have been heavily
criticised as an ineffective risk system, because of
their inability to be responsive or specific to the
context in which they are being applied
(Soudijin, 2014).

Instead of this ‘rules-based approach’ to risk
(Simser, 2012) another system known as a
‘RBA’ has been promoted by FATF (2012),
which encourages a more responsive approach
to risk assessment; although the specifics and
guidelines of what this entails have not always
been as forthcoming from FATF as a means to
support the banks to develop this system
(Soudijin, 2014). The downside to a fully
RBA is that it requires an in-depth level of
understanding of the topic and current empiri-
cal data has suggested that these levels of skills
are not yet present within the banking and
financial services sector at the moment. There-
fore, an adapted form of risk assessment is
needed that can provide the surety and gui-
dance of a rules-based approach and yet can also
be flexible and situation specific.

The research that Naheem (2015) developed
also reviewed many of the current red flag
indicators for ML activity and some of the
specific TBML red flags suggested by FATF
(2006). The research questionnaire had high-
lighted that although there were many red
flags developed for detecting ML, it was almost
too much information for a risk assessment
process to utilise. The research sought to classify
the indicators and seek a pattern that might
assist in presenting the red flag information in a
more constructive and user-friendly format.
This was first of all achieved for generic ML
activities through using the indicators sup-
plied through the AUSTRAC reports. The
model was then applied to TBML-specific
indicators using the FATF (2006) suggestions
to see if they followed the same classification
process. The research identified that the indica-
tors were all linked to four main headings,
which were:

Geographic Risk Indicators
Client Behavioural Risk Indicators
Client Transaction Risk Indicators
Third-Party Risk Indicators

These four headings have been explained in
further detail below.

Geographical risk

The nature of global banking means that every
client is potentially engaged in business with
another country, and therefore the bank is at
risk of providing money either directly or
indirectly to countries that are blacklisted, or
supporting the entry of products that are black-
listed by those countries. Under this category
there are also indicators linked to international
transfers, shipping routes, as well as countries of
trading and locations of business parties or
third-party connections.

This is probably the area of greatest change
for bank’s risk assessment processes. It does
involve more research initially but obviously
once a country’s risk status has been researched
then that information can be used with all
clients involved. Research needs to be ongoing
to monitor media and other reports such as UN
updates on products or countries in civil unrest.
However it is no different to traditional risk
research into companies and investment
options, the focus of the research is slightly
different and would need a researcher compe-
tent in political and financial risk analysis.
Alternatively certain FIUs may already have
collated some of this information and it could
be made available to bank research units (or
trade finance units) as required.

Client behavioural risk

Client risk has tended to focus on obvious data
verification methods such as establishing iden-
tity and credit history. However, many clients
are either using falsified documents or using
legitimate clients and businesses as fronts for
their criminal activities; therefore, standard
CDD checks are not necessarily picking up on
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this level of fraudulent behaviour. Suspicious
behaviour such as making multiple deposits into
different branches, evading verification checks
and being reluctant to provide information on
clients or business partners are all indicators of
suspicious behaviour that needs to be docu-
mented. Front office staff who deal with custo-
mers are often most likely to witness any of
these behavioural traits, and therefore a system
for filing alerts internally at this level would
need to be developed.

Client transaction risk

Transaction risk is the one area where automa-
tion and technology may be introduced, to
enable computers to trawl through data-seeking
anomalies or sudden changes in transaction
patterns. However, the programmes still need
to be informed by human observations and data
analytic software needs to be developed specifi-
cally to seek out trade patterns that could be risk
related. Currently, the standard indicators of
ML activity relate to examples such as the
structuring of funds through micro deposits to
avoid detection. However, finance trade pat-
terns also need to focus on possible under and
over invoicing through price misrepresentation
activities, and complex financial transactions
involving multiple accounts and different
jurisdictions.

Third-party risk

This is also a new area of risk assessment and
links into the increased focus on beneficial
ownership of companies and transactions.
It has become increasingly evident through FIU
reports and media coverage of banking cases,
that many clients are hiding their trading
activity through the use of third-party businesses
and people. lllicit financial flows from develop-
ing countries into the Western economies
often involve PEPs (Kar and Freitas, 2013).
These PEPs know that they will be checked
through enhanced due diligent systems and so
they use third-party members and friends to

hide the source of the money (AUSTRAC,
2013).  Sometimes
will also approach legitimate business owners
for them to undertake financial transactions on
their behalf and avoid CDD checks. This means
that the bank CDD process also needs to
incorporate the analysis of key beneficiaries
within the business and to verify ownership
information. It is often through this process that
suspicious client behaviour may come to the
fore, as the client becomes uncomfortable with
the process.

criminal  organisations

Risk assessment matrix

Naheem’s (2015) research reviewed the standard
risk matrix model used in ML assessments and
considered using this as a starting framework, but
proposed a number of additional changes. In the
original risk matrix model, the client behaviour
and account transactions were viewed as the two
main components of the matrix. Assessments
were made as to whether the client was deemed
as high or low for each area. This produced
four possible outcomes for each assessment: Low
(low for both), High X 2 (for either client or
transaction) or Very High (high for both).
However if this matrix is expanded further, to
incorporate two additional components, namely,
geographical risk and client partner risk, then
this will provide a different style of outcome as
shown in Figure 3.

If a traditional risk rating was applied, for
each of the four areas of the risk assessment
model on a scale of 1-10, this would lead to
four scores marked on the matrix. The next
stage is to draw a simple line between each of
the rated points on the four axis and this would
produce a shape in the middle of the risk
assessment matrix around the centre cross.
How far out the shape expands would depend
on the rating for each sector, so four axis X 10
rating would be the maximum or very high risk
score and would produce a shape covering the
four outer sides of the matrix. At the other
extreme, four X 1 ratings would produce a small
square in the centre and most of the matrix
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3
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Figure 3:  Risk matrix (Naheem, 2015).

would remain outside of this space indicating
that it was a low risk score.

Instead of a High/Low outcome there is now
a pattern graphically depicting the amount of
risk this client and the business is to the
bank. The four quadrants are four completely
separate risk assessment areas that can be
reviewed in more detaill through further
research, interviews and analysis of account
data. The scoring provides a simple means of
communicating the risk to other staft in the
bank, as well as highlighting the areas for further
analysis if required.

Risk assessment applied to new
methods of ML

One challenge that faces ML risk assessment is
the constant adaptation that criminals will make
in order to conceal their activities. As a test for
this new risk assessment tool, the next section of
the article will consider the implications of the
latest set of red flag indicators for virtual and
digital currencies.

Virtual currencies are perceived as one ave-
nue in which money launderers will use in
order to move funds without detection.

Virtual currencies provide a powerful new
tool for criminals, terrorist financiers and
other sanction evaders to move and store
illicit funds. (FATF, 2014, p. 5)

However the 2014 report by FATF only devel-
oped guidance as far as agreeing common
definitions, associated with virtual and digital
currencies, it did not actually provide any red
flag indicators. The AUSTRAC (2014) report
only had two indicators related to digital cur-
rencies, which were already included in
Naheem’s research, these were:

e Increase over time in the value of transactions
with a digital currency exchange

e Multiple international
transfers

The UNODC (2014) report is perhaps the only
detailed list of case studies specifically focused
on digital and virtual currencies. They also
provide a detailed breakdown of the major

funds

low-value
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components of virtual currency crime and they
predict that it will continue to grow and expand
as a ML tool.

Virtual currencies therefore can act as an
enabler for the creation of new laundering
methodologies. It is reasonable to expect
that criminals will continue to evolve their
techniques for laundering crime proceeds
using virtual currencies and other techni-
ques. (UNODC, 2014, p. 75)

The report is aimed at law enforcement and
financial intelligence investigations and so some
of the indicators are probably outside the
bounds of the banking sector. Some examples
of the indicators that they provide are as
follows:

e Large number of bank accounts held by the
same virtual currency administrator or virtual
currency exchange company (sometimes in
different countries) apparently being used as
flow-through accounts (may be indicative of
layering activity), without a business rationale
for such a structure

e Virtual currency administrator or virtual cur-
rency exchange company located in one
country but holding accounts in other coun-
tries where it does not have a significant
customer base (unexplained business ratio-
nale, which could be suspicious)

e Back and forth movement of funds between
bank accounts held by different virtual cur-
rency administrator or virtual currency
exchange companies located in different
countries (may be indicative of layering
activity as it does not fit the business model).
The volume and frequency of cash transac-
tions (sometimes structured below reporting
threshold) conducted by the owner of a
virtual currency administrator or virtual cur-
rency exchange company do not make eco-
nomic sense

The fundamental challenge of these indicators is
if the multiple accounts are held with different
banks. This makes it very difficult for front
office staff in one bank to be aware of suspicious

behaviour of the client unless they begin to
detect that the client is using another account.

ML SOLUTIONS

The focus of the article so far has been to
highlight the many challenges facing the bank-
ing industry and many other financial services
across the globe in relation to tracking and
monitoring ML activity. In order for the indus-
try to move ahead on this issue a number of
factors need to be addressed, and the overall
approach to detecting ML activity needs to be
updated. From the research answers and reading
other relevant literature, most suggestions for
risk assessment development can be classified
under a number of key strategies. However
regardless of the current level of development
that a bank’s AML compliance system is at,
most of these solutions listed below require
some level of investment in order to enhance
and update the risk assessment strategies cur-
rently in place.

Learning from criminal behaviour
The obvious place to start to learn about ML
activity is from the criminals who perpetuate such
activity. There are a number of typology reports
(AUSTRAC) and FIU findings (ctif cf1, 2013)
that highlight the current systems being used by
criminal organisations to launder money into
Western banks. In the research by Naheem
(2015) there were several suggestions made in
relation to the quality of training programmes
being delivered on TBML and AML detection,
and a recommendation was made to incorporate
current typology cases within these. In addition
other interested parties such as the UNODC
and law enforcement agencies across the globe
are also beginning to develop their own typo-
logies and case studies relating to ML activity.
All of these resources should be utilised by
external training agencies and bank AML com-
pliance and research staff.

The easiest way in which to acquire this
information is through tailored training
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programmes that suit the level of expertise
already present within the bank staff. Alterna-
tive suggestions in Naheem’s research from
industry experts also included developing
industry forums similar to the ACAMS chapters
in the United States.

Investigation skills

Staff risk assessment processes are becoming
more aligned to criminal profiling or ‘risk
profiling’ rather than risk assessment. Profiling
acknowledges the client behaviour from a
psychological as well as an observational stance
(Collins, 2015). It uses this insight to analyse the
trading patterns and requests for trade finance,
being presented to the bank through the client’s
business plans and transaction history.

There are those who feel that this level of
investigation skill is beyond the scope of the
bank (Naheem, 2015), but others are more
supportive. Especially those who share the view
that AML compliance and risk assessment need
to radically change their approach if they are to
have any chance of solving many of the current
ML and financial crime problems. A closer
working relationship with local law enforce-
ment agencies might encourage an exchange of
tips and tricks, that bank staff can incorporate
into their own risk assessment processes.

Regulation as a response not the
solution
There have been a number of pieces of
research, which highlight that increased regula-
tion is not a sustainable solution for tacking
AML compliance issues within banks by itself
(Macey, 1991; Pellegrina and Masciandaro,
2008). In fact increased regulation can cause
criminals to move to weaker areas of the globe,
or to develop more sophisticated ML schemes
(Ferwerda et al, 2011), which are harder for law
enforcement agencies to detect and follow in
their investigations.

Ideally perhaps regulation should be a guide
to support and raise the standards of AML

assessment across the banking sector. This
means that banks need to develop their own
proactive approaches to assessing risk, rather
than waiting for the regulator to take decisive
action through court cases and industry fines.
The appropriate legal structure also needs to
be in place internationally if regulation is to be
effective. This would enable the legal structure
to act as a mechanism that encourages appro-
priate risk reporting to FIUs and then onto law
enforcement agencies for investigation.

Technology

There are a number of technology solutions
available to banks to help manage their large
data analytics. However, trade-specific algo-
rithms have not really been developed at the
moment, although some trade price databases
are available (Zdanowicz, 2009) to assist bank
staff in their research. However similar to the
point made on regulation, the use of technol-
ogy 1s part of an overall response, it cannot be
relied upon as the solution. It could be used in
association with a risk model such as the matrix
in the previous section, which highlights poten-
tial areas of weakness for each client. That way
technology can be used to search for specific
knowns about a client or transaction pattern
and to search for selective data, such as geogra-
phy, trading routes and so on without having to
subject every client account to a full database
search. The latter point is time consuming for
all involved and with so much data to analyse
could be of limited use overall.

International co-operation

The Belgium FIU stated in its 2013 report that a
number of foreign FIUs were approached
throughout their work in order to seek clarifi-
cation on data or to further research suspicious
cases; as an example the top six countries that
they regularly referred to were listed as follows:

o Luxembourg 177
o France 108
e The Netherlands 71
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e The United Kingdom 19
e Germany 10
e Spain 10

There is increased recognition that an interna-
tional response to ML is what is really required
and that without this criminals will simply
exploit the gaps in the different jurisdictional
systems (Arnone and Borlini, 2010). Some
authors have suggested that increased invest-
ment needs to be targeted at intelligence analy-
sis units and law enforcement rather than
increased regulation (McCarthy et al, 2014),
although in-house banking intelligence also
needs to be developed otherwise the reports
will not be generated within the bank to send to
the intelligence units.

CONCLUSION

This article has considered some of the issues
surrounding the global ML industry and tried to
explain some of the challenges and complexities
from the financial landscape, in which banks are
trying to operate. Part of the problem is
undoubtedly a slow response from the banking
sector to realise the impact that crimes such as
ML can have on their business. However, a
number of other factors are emerging as chal-
lenges to the sector and there have been calls for
a major overhaul of the regulatory and com-
pliance sectors in order to address many of these
issues (Soudijin, 2014).

Included among these concerns is the rapid
escalation of the technology and mobile pay-
ments markets. This has brought with it a
variety of challenges such as the anonymity of
client transaction history, the time needed to
trace virtual currency transactions and the speed
at which large amounts of money can be
transferred across the globe. In addition to the
more known and probably more straightfor-
ward methods of abusing the financial system
for criminal means, there are now added com-
plications of many clients having access to
anonymous and unregulated transfer systems
alongside their use of the formal financial sector.

Risk assessment

This article has considered a new approach to
risk assessment that may well be of benefit to
the financial sector in the future. Underpinning
this approach is the need to consider four areas
of risk for each client instead of the traditional
two factors. The increased global nature of
money transfers and the increased use of third
parties and hidden beneficiaries means that
these elements need to become standardised in
risk assessment processes.

The main weakness in any risk assessment
tool is the failure of the staff involved to
complete it properly. The tool mentioned in
this article is no exception to this and the greater
the level of research and analysis, the more
realistic the risk assessment score will be. How-
ever even with no real research, the collective
risks of geography, beneficial ownership, as well
as suspicious client behaviour and transaction
anomalies will be included and this at least
provides a starting point upon which to build a
more informed picture of the overall client risk.

Future work

There is evidently a lot of research and discus-
sion that needs to occur on risk assessment and
AML compliance within the banking sector.
The ML sector is evolving quickly and banks
need to be able to keep ahead of any develop-
ments related to their sector. This can only
occur if academics and industry experts con-
tinue to work together and co-develop research
projects and practical empirical literature to
keep the industry up-to-date. There is also the
need to pilot the risk assessment tool developed
by Naheem (2015) and to monitor its success so
that it can be developed further to meet the
specifics of various players across the financial
services sector.
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