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Abstract
This study aims to analyze the research work and present an SLR (Systematic Literature Review) on the initiatives taken by 
players in the banking sector, especially toward the technological innovations done in the field of AI (Artificial Intelligence) 
and ML (Machine Learning) that have contributed to the growth of the sector as well towards the ease of doing and 
building trust amongst consumers in the digitalized era of Banking. Growing security risks in cyberspace accompany the 
enormous and complex digital versions of virtual services. In total, 734 articles were reviewed to explore how Artificial 
Intelligence and Machine Learning have been used in various banking facets and how they have evolved to cater to 
different banking sector requirements. The findings reveal the areas where these modern-age technologies have been 
adopted and where the same can be used efficiently. Lastly, this study elaborates and evaluates the applications of these 
technologies on the parameters of scalability going further, keeping in mind the unprecedented dynamic times, and 
serving the very purpose of banks and how the banks are dealing with all the opportunities and challenges these new 
technologies bring in. This SLR also provides an overview of the research that can be taken up in future by the researchers 
in this domain.

Keywords  Banks · Artificial intelligence · Machine learning · Financial sector · FinTech

JEL Classification  G01 · G21 · O33 · Q55

1  Introduction

The banking sector has been changing rapidly, and the pandemic COVID-19 made the pace of change even more 
unprecedented. Digitalization in the banking sector is one of the noticeable changes which took off at such an incredible 
pace that now it is easier to think about banks with digital solutions [1]. Now we are talking about Neobanks or Mobile-
only banks, which will be far from what we had a few years back as brick-and-mortar banks. Though, the digitalization 
in banking and every other field is making the lives of consumers easier in a way; the service providers are required to 
deal with the technicalities involved. They need to see that their businesses grow and, at the same time, must take care 
of the challenges arising from the rampant usage of technology. The adoption of technology is a compulsion for banks 
to meet the requirements of their customers, keeping in mind the ease of doing, the quality of services being provided, 
and the techno-functional innovation done in the market to take care of the threats posed by the new entrants and the 
existing competitors. Thus, adopting new-age technology is always at the top of the priority list of all banks these days. 
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Now we have been talking about Banking 4.0, which needs to be in sync with Industry 4.0/5.0 [2], and accordingly, the 
technology has to be adopted both to match the growth and the issues which will come up with the growth desired [3, 4].

Artificial Intelligence refers to the ability of machines to perform tasks that typically require human intelligence, 
such as learning, problem-solving, decision-making, and perception. AI can be achieved through various techniques, 
including rule-based systems, expert systems, machine learning, and deep learning. Rule-based and expert systems 
are early approaches to AI that rely on manually programmed rules and expert knowledge to make decisions or solve 
problems. Machine learning, on the other hand, uses statistical algorithms to automatically learn patterns from data and 
make predictions or decisions based on those patterns. Deep learning is a subset of machine learning that uses artificial 
neural networks with multiple layers to extract high-level features from data.

Artificial intelligence and machine learning are being used extensively by the banking sector. The domains where 
high-end techniques are required are the performance of the bank branches, customer segmentation, credit evaluation, 
and E-banking. With the growing use of Blockchain technologies in banking, the use of AI & ML is bound to increase. 
Also, mobile banking has given a thrust to the usage of AI to reach out to more customers [5]. The study suggests the 
application of these new technologies is to enhance consumers’ experience, the convenience of banking, strengthening 
risk management, back-end operations to be made more intelligent, data analytics, new revenue models using chatbots, 
RPA (Robotic Process Automation), and to ensure more secured payment operations. This is when banks are to show what 
they are offering, with the AI and ML being the technologies behind to beat the competition [6, 7].

In a world that is dematerializing increasingly and in which customer choices are driven by the relationship with the 
service provider more than the types and price of products, AI is disrupting the ways the banks used to work in the areas 
such as Algo trading, portfolio management, cyber security, sentiment analysis, fraud detection, and loan underwriting. 
The adaption of AI has also reduced the cost of banking operations, be it front-end or back-end operations [8–10]

As per a report by [11], estimates suggest that the banking industry will save more than a trillion dollars by 2030 using 
AI, including $31 billion by AI-based risk management. Institutions in the Financial Industry have already started adapting 
advanced techniques that use machine learning in their channels in various ways like customer segmentation, virtual 
assistants and chatbots, fraud and churn predictions [12], risk modeling and underwriting, portfolio management, data 
analysis, and others [11].

2 � Background and motivation for the study

Although the Systematic Literature Reviews (SLRs) in the broader area of finance have added to the body of knowledge 
but are limited to have mainly concentrated on summing up or defining trends and applications of AI & ML, and there 
is no specific compilation on the search done in the Banking per se [13]. Researchers would gain an advantage from a 
robust discussion on the implications of its implementation and specific obstacles and opportunities for improvement 
in developing the subject, given the limited extent of a compilation of earlier research on AI & ML in banking especially. 
Review-based studies can help by incorporating existing information and outlining key areas that require significant 
academic effort. By conducting an SLR on the application of AI & ML in Banking, we respond to this need. SLRs are a 
valuable tool for summarizing knowledge in a particular area of study, identifying knowledge gaps, and opening up 
new research directions. By expanding on earlier SLRs [14, 15] in two different ways, this work adds to the body of 
knowledge on AI & ML in Banking. First, it offers a thematically organized, cutting-edge classification of earlier studies 
regarding their potential applications, constraints, and suggestions. Second, based on the results of the SLR, we suggest 
a methodology for synthesizing data that identifies possible gaps that should receive scholarly attention to advance the 
state of knowledge. Research objectives that are addressed in order to make this contribution are:

Research objectives that are addressed in order to make this contribution are:

1.	 To present the most relevant areas of academic research on the uses of AI/ML in the banking industry.
2.	 To study and present the main areas of banking where AI/ML has been used.
3.	 The concerns of the people working in the Banking domain concerning AI/ML adoption.
4.	 The potential applications of AI/ML in banking in the future.
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3 � Methodology

The current study conducts SLR based on the guidelines outlined in the previous exemplary research works [14]. The 
first methodology is bibliometric analysis which covers the analysis of articles to understand the trend of research 
in the area and the research with higher citations and their publication partners.

We followed the process into the following phases:

	 I)	 Detailed planning on what needs to be reviewed,
	 II)	 Execute the review, and
	 III)	 Compile and present the outcome of the review.

Each stage is divided into several steps and the process is presented in Fig. 1 from which the tasks from each stage 
can be easily comprehended.

We searched for the following terms in Scopus, Web of Science (WoS), and Google Scholar as the research papers 
indexed in these represent the articles of high quality and the ease of accessibility to the research scholars. Since the 
final selection is based on the citations, which represent the quality of the work of individual, the authors decided 
to choose the database based on its broader coverage as well.

A data of 997 articles were available after searching for Artificial Intelligence + Banking/ Banks, Machine Learn-
ing + Banking/ Banks, AI + Banking/ Banks, ML + Banking/ Banks, AIML + Banking/ Banks and Artificial Intelligence and 
Machine Learning + Banking/ Banks, NLP + Banking/ Banks, Big Data + Banking/ Banks searches.

In the first round of shortlisting of the research articles, using the automation software and the threshold of 
minimum 2 papers, we got relevant research authored by 18 authors only, who had at least 2 papers published 
(Fig. 2). This was done to keep a check on the quality of the papers being shortlisted for our SLR. Since the number 
of articles which got through this criterion were quite less in order to conduct the SLR, we went ahead to amend 
the threshold which was not based on the number of articles written but on the basis of citations the research work 
has been able to receive.

After carefully scrutinizing the details, 99 titles missed the years of publishing, 143 missed the source of publication, 
and 21 were in other languages than English. Thus, a total of 734 articles were found to be of relevance after the 
first round of filtration process. The shortlisting of the articles was done by choosing the articles and/or authors 
with higher citations and accordingly the sources of publication where the citations were relatively high (see Fig. 3).

In the second round and to answer one of our research questions, we looked at (a) the number of articles published 
per year Figs. 4, 5; (b) citations received by reviewed articles—Table 1; and (c) scholarly contributions by the source/
Journal Fig. 6 and Table 2.

We did an analysis of the citation of the journal article and set the threshold to more than 25 citations as any 
number more than that is considered to be a good measure for the quality of a research article. This was done based 
on research as per which, a total of 49,417 business research papers, published between 1998 and 2023, received 
769,676 citations. Interestingly, roughly one-third of the papers (32.88%) remained uncited during this time period.

Among the remaining 67.12% cited papers, those with one citation (10.60%) were the most common. Furthermore, 
39.75% of the cited papers were cited between 1 and 10 times, while 27.37% of the cited papers were cited more 
than 10 times. Among the latter group, 2.78% (i.e., 1,372 papers) received more than 100 citations each. Overall, these 
results suggest that the majority of papers (67.12%) had an impact on the global business community through being 
cited and used. The average number of citations per paper for the entire study period was 15.58 [16].

Fig. 1   Self-conceptualized by 
the authors
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Fig. 2   Authors’ overlay visualization

Fig. 3   Data on the selection 
process of articles (format 
source—PRISMA)
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In the second step, the Meta analysis is incorporated. It takes care of the variables used in the research as the 
explanatory variables and to see how these complement the research with the effect size. There are two approaches 
of meta-analysis viz. Fixed effect and Random effect model. Under both, the effect size reported in the study is cal-
culated. This study used a random effect model. In the fixed effect model, the size is calculated as:

Vy is the variance within study and N is the size of the sample variables of the study. And the weight gets calcu-
lated as follows:

While in the random effect model, no single effect size of a sample of studies exists but that keeps on changing 
research work to work. It is the total of all the variables from within the research and between the research.

where t2 the between the studies variance and is calculated as:

And

(1)Vy =
1

N − 3

(2)Wi =
1

Vy

(3)Total Variance = Vy + t2

(4)t2 =
Q − df
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Fig. 4   Year wise publications (total)

Fig. 5   Year wise publications (since 2013)
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wi is the weight of a study:

df is the degree of freedom and k is the number of research in a certain field.

Average effect size has the calculation as below:

(5)Q =

k
�

i=n

wiYi −

⎛
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Fig. 6   Source wise citations

Table 2   Top journals on the 
basis of citations

Sources Citations

Expert Systems with Applications 560
Risks 247
European Economy 237
International Review of Economics & Finance 175
Journal of Business Economics and Management 134
Engineering Applications of Artificial Intelligence 131
Big Data and Cognitive Computing 125
Journal of Economic Cooperation and Development 123
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4 � Content analysis

We, based on our study on banking operations and drawing the inputs from select literature [17–19], list down the areas 
where the banks have applied or may apply AI and ML in the future [20, 21], and these are:

1.	 Customer-oriented services

o	 Customer acquisition and customer retention—CRM
o	 Customer churning
o	 Security of transactions
o	 Selling third party products
o	 Retail banking and investments [22]

2.	 Credit scoring
3.	 Digital financial inclusion
4.	 Micro finance
5.	 Prevention of frauds and cybercrimes
6.	 Bank risk assessment and crises prediction (including prediction of rates declared by apex banks, their requirements 

etc.)
7.	 Managing NPAs
8.	 Bank operations and treasury

o	 Services between banks (inter-bank transactions)
o	 Clearinghouse
o	 Front end and back-end operations like solving the queue problem in the physical banks.

9.	 Banks’ role as financial consultant

Also, to answer the question of "What can AI and ML do in Banking?", the authors present a list of the explanations 
that justify the usage of these technologies in the banking sector, which are:

•	 The banking sector is facing huge challenges.
•	 Need for process-driven functioning without compromising on efficiency.
•	 Promoting self-service
•	 Tailor-made solutions for customers
•	 Employees’ productivity
•	 Fraud to be minimized.
•	 Managing humungous data while keeping the sanctity and speed of the process
•	 Effective and timely decision-making [3].

In the financial years from 2007 to 2018, the CAGR of 10.94 percent was recorded in the total advances and 11.66 
percent in total deposits in the banking industry. India’s share of the world’s retail credit market is huge, and in the 
emerging countries, it is the fourth largest. India’s Immediate Payment Service (IMPS) is the only system recognized as a 
level 5 system as per the Faster Payments Innovation Index. AI has been integrated with the customer-centric functions 
of Indian businesses, including advances, cross-selling, and processes [23].

4.1 � Customer orientated services

The contribution of AI in serving customers has reached a level where they can predict what customers may need and 
pitch the products accordingly. In their research, the scholars have developed an approach using time series data to 

(9)Wi =
1

T .V .
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project the customers’ preference for personal loans. The system used classification with deep neural networks and 
random forest techniques. A system for identifying customers interested in credit products, based on classification with 
random forests and deep neural networks, is proposed. Their study shows the results proving the extraction of substantial 
patterns from the historical behavior of customers being used for the likelihood of purchasing a product [24]. In similar 
research, the authors commented that "Intelligent recommender systems" can be used to recommend a product to a 
customer based on the data used from the banking database. The proposed application of "CEBRA (CasE-Based Reason-
ing Application)." The technique uses the data points from the profile of the users, ratings, and contextual information 
of users. It can support the team in promoting the banks’ products with improved end-user satisfaction [25].

Continuing with the remarkable usage of AI, it is being used as part of the front-end operations like identification 
and authentication, strengthening customer relationships, using voice assistants and chatbots [26], and recommending 
customers based on individual requirements per se. It is also being used in the functioning of middle office-related tasks 
of banks such as "Know Your Customer" (KYC) compliance, detection of frauds, and prevention Anti Money Laundering 
(AML) (Eleni [27]. KYC data can be used as a powerful tool for risk assessment for banks by identifying customers likely to 
be defaulters. The tool described and developed in one research work attempts to assess the risk more accurately using 
unique KYC data and ML techniques. It is best at the bank branch level to determine the degree of risk as the managers 
and regulators can measure it to see any suspicious behavior at that level, including suspicious transactions [28].

As per [29], Head of Digital and Mobile Strategy, Tinkoff Bank, Russia, their business model works towards providing 
the best services to all its customers irrespective of the ticket size, and they offer the same quality to all its customers by 
using AI in their customer care operations with the help of Voice and Text recognition tools provided by AI. The technology 
helps the market integrate irrespective of its location on the globe. This can be one of the reasons that banks are under 
tremendous pressure from global competition as the customers have also started expecting world-class services and 
products. Banks need to predict customers’ choices. Technology helps deliver services online or over the phone. The new 
buzzword of this technology world is E-brain, a go-to technology in which the machine mimics the human brain [30].

A very peculiar feature of the services offered in financial services depends on whether it is focused on interacting 
with customers or processing transactions. While taking care of interaction with the customer, Artificial Intelligence can 
provide interactive, digital, and real-time tools to facilitate functions like providing advice sales and, at the same time, 
keeping the probability of fraud the lowest [31].

In dealing with customers, banks must work a lot on Customer Relationship Management (CRM), a pervasive strategy 
for building and continuously strengthening the relationship with an organization’s loyal and long-lasting customers. 
Since customer acquisitions are always dearer, the objective of CRM is customer retention. Over the last few years, many 
algorithms based on Machine Learning for the early prediction of churning use various approaches like Decision Trees 
Learning, Logistic Regression, Naïve Bayes Artificial Neural Networks, Sequential Pattern Mining, Support Vector Machines, 
Market Basket Analysis, Regression Analysis, Linear Discriminant Analysis, and Rough Set Approach. There are studies 
motivated by the purpose of developing and evaluating the tools of AI and ML which can provide the best solution to the 
problem of churning. The CRM methodology is a blend of marketing strategy, processes, functions of the organization, 
and networking in order to hold the customers. The Banks can manage the customer book more efficiently if they can 
focus on four elements which are caring for existing customers, acquisition of new customers, long term collaboration 
with the current customers, and offering new services to them [32].

One of the exciting usages of AI (Artificial Intelligence) is to predict customers’ preferences and, based on that, offer 
products and services to make them happy. AI technology is also being extensively used in voice-assisted customer sup-
port, detecting patterns in anti-money laundering, prevention, and detection of frauds well in time. As per the current 
study, the authors conclude that the two factors contributing to the new AI trends, especially in the banking sector, are 
societal and personal factors [33].

At present, the way Data Mining technology has also become mature; it is being avidly used in the banking domain 
to make the task of determining target customers automated and accordingly to promote the products of banks. In a 
very recent study done by the researchers, they used Bank Marketing Data from the "UCI Machine Learning Repository 
Database" along with the C5.0 algorithm to categorize the customers and accordingly proposed suggestions for market-
ing by the bank [34].

[35] also worked on enhancing the efficiency of models to predict using model-agnostic techniques that are explain-
able artificial intelligence techniques and can work with any of the models of Machine Learning once the model is trained. 
Though as per the research, it was found that the explainability behind customers moving away to other service providers 
was limited to the other models. To overcome that, they used SHAP (Shapley Additive exPlanations) method—a model-
agnostic method and got better results.
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An investigating research work [36] tries to answer the question of how the overall consumers’ experience was affected 
by artificial intelligence technology adopted by the banking industry. The study covers how a consumer’s adoption of 
digitalization affects the development of digital banking and what are going to be the different expectations of the cus-
tomers while further investigating the scope of Neobanks. This investigation also helps banks see what better services 
the customers may demand on their app and make their virtual presence at par with the physical bank place by introduc-
ing replaceable options like chatbots and voice assistants to give an equivalent experience like a manager at a branch. 
It may also help Neobanks find the factors that make a customer choose online-only bank accounts and transmit more 
information to its existing customers, inducing them to opt for an account with a Neobank.

The study [37] shows how the advances in technology are helping the financial service providers. Machine Learning 
algorithms were used to investigate variables that were causal to building the trust of consumers in Ukrainian Banks. 
This research can also help the banks use predictive analytics techniques to forecast the trust the customers have in the 
bank by calculating the confidence index using logistic regression, Random Forrest, Decision Tree, and XGBoost Models.

Of numerous usages of ML, one scholarly work by [38] proposes a model for efficient predictive segmentation of 
credit card customers considering their value to the bank. As per this, the standard methods like NNs, Logistic Regres-
sions, Decision Trees, and random forest algorithms lead to an inferior classification, but Support Vector Machines with 
the DT method can lay down classifying explicit rules, and the clients from various segments can be dealt with suitable 
promotional strategies.

The AI may present a personalized mobile display or provide a unique menu to an individual customer. Some firms are 
using their data and Artificial intelligence to introduce the features required by an individual customer to make the app 
more appealing [39]. The decisions are taken by following the behavior of customers. If the customer of an app is logged 
in into a banking app a few times a day but stays on the first page, it may mean that the customer is looking at anything 
available on the first page, and AI can customize his login options in such a way that anytime he logs in, the preferred 
service is visible there by default. AI may help banks with offering a specific product based on his app usage, knowing 
about the login frequency, and identifying the chances of his slipping out or suggesting a new feature introduced based 
on his past login details are a few more innovative ideas [40].

4.2 � Credit scoring and risk management

Credit scoring is a common technique for evaluating credit risk analytically. Artificial intelligence helps models used for 
credit scores perform better. There are hybrid models proposed for credit scoring using ensemble learning for decisions 
related to credit granting that use ten classifier agents for their ensemble model. In this, SVM, NN, and DTs were used for 
the classification accuracy, aimed to develop a model compared to the existing ones and to see if the new model can 
reduce the loss due to the wrong credit scoring by even a minimal number, it is of great importance [41].

Artificial intelligence and Machine learning have reached a level where their performance can be compared to humans. 
It has worked in areas like speech recognition, image classification, and machine translations, but in financial sectors, 
credit risk models involving human experts have always been preferred. In their work, the researchers have developed 
a model that will estimate the borrower’s PD (Probability of Default), resulting in saving many losses by identifying 
appropriate people to whom the loans can be granted. In their study, the models such as the XGBoost and deep neural 
networks could give promising results comparable to other machine learning approaches [42]. Estimation of Probability 
of default using machine learning based on historical data was already existing. In the recent work, the authors tried to 
investigate the use of ML for a finer estimation named Spot Factoring. The model works on estimating the likelihood of 
an invoice being paid within the time allowed. Considering the overdue days, the regression of overdue days, making 
the machine learning rank the events based on the risk-related ranking is what their model does. They finally show that 
a regression model can result in higher profits and better spread the risk [43].

The methods of deciding whom to issue a credit card have primarily depended on the models evaluating the appli-
cant’s credit score. Machine learning has also been used in preparing the models. It has been growing with the efforts of 
researchers continuously working on improving models that apply a deep multiple kernel classifier that can work with 
profound structure and credit risk assessment in the presence of complex data. The results show that this model works 
better than the conventional and ensemble models. As the bad debts arising from the credit card business may hurt a 
bank a lot, the predictive intelligence doing the work of predicting the behavior of humans to know the risk of default can 
work wonders [44]. Some models can predict the early delinquency probabilities of a mortgage, including logit models’ 
machine learning methods, and some variants are of the ensemble models. However, predictive accuracy is still a more 
significant challenge despite having training data [45].
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Likewise, the financial services in Sweden have shown increased use of AI and ML over the last 5 years, as per the 
observation by authorities, consultants, and government authorities ancillary to the finance sector. The same goes for 
the trends reported by the World Bank, which call for the increased use of these new-age technologies complementary 
to traditional credit score models. Corporate customers use AI and ML less than individual loan applicants [46].

The researchers develop models on an online credit scoring non-parametric system, which continuously works on 
automatic reselection of all the features for a credit evaluation and keeps weighing the variables out based on their effect. 
The method used by the research is Kruskal–Wallis non-parametric statistical analysis which is based on ANN, Random 
Forests, SVM, and LR with Ridge Penalty [47–49].

4.3 � Microfinance

Recently, due to the high costs of transactions compared to loan sizes, online crowdlending has started gaining traction. 
Mobile payments have also grown because of the ease of doing. Credit scoring in Microfinance solves the problems 
caused by information asymmetry, where the smaller borrowers may be ignorant about many factors while deciding 
to take the loan. The credit scoring models solve the problems arising out of information asymmetry. Credit scoring is 
used by institutions in the Microfinancing sector to expand financial inclusion while improving their front-end teams’ 
productivity. However, granting loans to new customers will require the new credit scoring platforms to assess the risks 
adequately, and some of these are using the data points collected from online and social networking platforms to assess 
the creditworthiness of the borrowers. It still requires an assessment of risks for new borrowers. A spate of new credit 
scoring platforms is now collecting online data points from social networks to determine if the potential borrower is safe 
or risky [50]. Also, big data techniques are helpful when decisions are to be taken about lending money, and the credit 
banking risk in the case of equity loans needs to be measured. They can segregate the financial dataset into different 
types of risk groups [51].

4.4 � Digital financial inclusion

We found work investigating AI’s impact on Digital Financial Inclusion in the literature. People at the bottom of the 
pyramid are targeted and brought to the financially active category. There are companies in FinTech that are working on 
this inclusion. As per the study, it is found that AI has a powerful influence on the areas related to risk mitigation, solving 
the problem of information asymmetry, cybersecurity, and voice assistance using chatbots. The use of AI tools has been 
recommended by authors to increase the pace of digital financial inclusion [52, 53].

The issues involved in proper verification of the creditworthiness of a prospective client in the process of selling a 
credit instrument have always been a big problem for the financial sector players. As a solution, the researchers planned 
to check the economic and social background using a model based on a parallel social spider algorithm. For the credit 
assessment, nine internal and external measures were compared across commonly used algorithms, and the authors felt 
that due to insufficient data, the model could not work to the level expected. However, they want to continue exploring 
the work with large data sets [54]. For FinTech companies also, it is essential to be sure of the usage of AI and its tools for 
credit scoring purposes [55].

Banks have been following KYC regulations quite stringently recently, and the regulators are also making banks com-
ply with the norms. It is desirable that with the growing risks of losses for banks, if the KYC data can be used, a machine 
learning algorithm can detect risk and can finalize various factors contributing to the risk. The authors, in their research, 
developed a model which gives an accuracy of 70%. They also concluded that at the branch level only, the degree of 
risk can be determined [28].

4.5 � Prevention of frauds and cybercrimes

Fraud in the domain of the credit card business can be categorized, such as whether the fraud happens at the applica-
tion level or when the electronic or manual cards get imprinted and so on. A fraudulent transaction on a credit card can 
be identified using deep learning techniques. Besides the ML algorithms, NN (Neural Network), including the Support 
vector machine and k-Nearest Neighbor techniques, are used for this purpose. There are ANN-based models developed 
and are near to foolproof for credit card fraud detection [56]. The same risk is involved in issuing loans to the customer. 
Different hybrid machine-learning models used for appropriate credit ratings have been proven to work well in such 
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cases. Four types of hybrid models are proposed by the authors in their work, which may be used with self-organizing 
maps (SOM) and support vector machines (SVM) for various clustering and classification purposes [57, 58].

A study recommends using AI by financial institutions in fraud detection because it is highly accurate and can verify 
the reports’ reliability [59]. The traditional tools were combined with knowledge graph models. Some new features were 
used, which may influence the performance of classifier models, to explore the information on FSFD (financial statement 
fraud detection) [60].

Previous studies have proposed an analysis procedure based on the best machine learning model. Organizations can 
use them to identify fraudulent actions that may pose a threat using their cloud-based analytical platform (SAS) Viya 
[61]. In one of the works, one algorithm for detecting fraudulent transactions was developed, which can detect a money 
transfer instant and allows timely help the organization detects potential fraud [62].

4.6 � Bank risk assessment and crises prediction

The application of AI is also being witnessed in bank risk management. The global financial crisis has changed the working 
of banks with more stringent capital adequacy regulations, and now technology is driving the way banks work. AI has 
the potential to bring revolution in banking, and the techniques related to machine learning, speech recognition, NLP, 
and Deep Learning, can mimic how human beings think and may analyze big data in significantly less time. In their study, 
the authors look at the risks related to operations, credit, liquidity, and reputation and conclude that AI can potentially 
mitigate them [63]. AI, along with the Blockchain, can change the ways banks manage their risk fronts. Processing of 
Big Data, fraud prevention, AML processes, Risk modeling and forecasting, regulatory compliance, and cybersecurity; 
however, they must have a team of people along with infrastructure and the adaption of new-age technology to the 
core of their policies and strategies [64–66].

The institutions with similar performance were grouped into categories using the clustering technique. After training 
the ANN, the training and testing accuracy was relatively high, motivating them to continue using the same model to 
predict that the institutions would not perform well in the future. The outcome of another experiment using ML methods’ 
decision trees with some modifications to predict those credit organizations which are potentially unstable is encourag-
ing while Supervised Machine Learning, including Bagging, Boosting, and Neural Networks techniques are also used to 
model the credit risk for financial institutions [67, 68].

Scholars in this field propose a toolkit based on ML that may detect rare events and events that can result in crises. A 
set of macroeconomic factors like the credit-to-GDP gap, stock prices, interest rates—both long-term and short-term, and 
inflation rates, along with the leads and lags, methods for filtering the data, and the time series analysis were collected, 
and out of the few models developed, the best model can help find the probability of banking crisis up to 6 quarters 
before the real-time and related to various economies [69].

Similarly, the econometricians construct an Early Warning System (EWS) as the primary predictive tool to predict and 
prevent the probable banking crisis. Based on the changes in the economic indicators and their impact, the informa-
tion is extracted to predict the crisis. As per the author in their research, the experts voting EWS framework can infer 
crisis data more efficiently in various contexts [70]. Still, some finetuning to EWS models based on machine learning is 
required. These are of substantial value in predicting the banking domain’s systematic crisis. The benchmark logit models 
developed in the previous research used the information efficiently and proved that it could have predicted the 2008 
crisis for many countries [71, 72].

As the financial crises have become a recurring phenomenon and can be said to be banking crises, in one more of 
its kind of studies, a statistical model can detect the crises based on PUNN (Product Unit Neural Networks) and RBF 
(Radial Basis Function) networks. The techniques proposed are better than other existing statistical and AI methods as 
the model has been trained on the data of 18 years relevant to the problem [73]. In more research, the scholars applied 
their developed AI and ML models to predict bank failure. They could identify the banks with high risk by measuring the 
variables indicating financial distress [74–76].

4.7 � Managing NPAs (non‑performing assets)

Since the NPAs have become a significant problem for the banking industry, the banks need to have a robust system in 
place to determine the creditworthiness of the clients not only at the time of lending but also by looking into the fore-
casted financials of the clients. If the AIML can help banks determine the financial distress of the companies, it is possible 
that the losses incurred by banks can reduce substantially [77]. While AI is pervasive in banking, its application in dealing 
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with NPAs has yet to be researched. In this study, the authors compared the machine learning algorithms and regression 
techniques for predicting the recovery percentage of non-performing loans. Cubist, random forest, and boosted trees 
techniques were used to analyze the datasets. To improve the performance of algorithms, the variables available from the 
loan contracts, along with some derived from the time series, were used and have contributed to better projections [78].

4.7.1 � Operations and treasury

Operational problems like queuing problems are also being solved using AIML techniques now. Recently, ANN (Artificial 
Neural Networks) was used to solve queuing problems in a bank [79]. Workforce planning is also one area where the 
researchers could see the potential of AI and ML being used. In a study, the researchers developed a hybrid multistage 
approach for planning the workforce requirement in a bank’s operation center using supervised and unsupervised 
algorithms [80].

AI and ML can also be used in the treasury of banks. For better prediction of cash, machine learning tools can be trained 
and used to predict the requirements in unforeseen situations. We may see the usage of these new technologies in cash 
forecasting, balance checking, and auto investment solutions to save time and increase efficiency [81].

4.8 � Banks’ role as financial consultants

Artificial Intelligence is gaining acceptance in all fields, especially in the financial sector. In Banking, Stock Trading, and 
Insurance, the adoption of AI is increasing for its safety and security-providing features. As we have seen, AI can provide 
tools for controlling fraud within the boundaries of compliances and regulatory frameworks laid down by various authori-
ties. It is expected that as we advance in Financial services and products, the risks and challenges of adopting the new 
technology will also increase, which needs to be taken care of considering both the service providers’ intents and the 
acceptance of the same by the consumers as they belong to diverse topography and education levels [82].

In India, the State Bank of India (SBI) has attained integration of AI, ML, and DA in many of its projects like Shikhar—the 
model for issuing credit cards, instant digital loans on Yono, footfall reduction at branches, "Krishi" app-based lending, 
and ATM winback. Similarly, PNB—Punjab National Bank uses technology-based models to predict credit card default, 
Loan slippages in the MUDRA category, analyze the "National Automated Clearing House (NACH)" mandate, and sell 
third-party products. ICICI bank focuses on AI & ML-based "Zero Credit Touch" (ZCT) techniques in which the customers 
are given credit facilities without additional information required from the customers. HDFC has applied these technolo-
gies in aligning their business, data workflow from end to end, competency, and skill mapping. Citi Bank uses LR-based 
models of AI and ML to distinguish customers with a high propensity for their niche products. The Machine Learning 
models are also being used extensively for an optimized level of cash at the ATM level to minimize idle cash. AI-embedded 
TransUnion CIBIL is used for the credit scores, and the data is taken from social media, the history of the customer, SMSs, 
and address stability. Banks in India increasingly use AI and ML to enhance customer engagement, suitable products, 
and services, simplify banking operations, and prevent payment fraud. The AI-enabled chatbots available in vernacular 
language work on a 24 × 7 basis. This kind of service motivates customers to reach out to the banks for their little needs 
and helps with financial inclusion. AI being used to prevent fraud also enhances confidence and trust among people not 
yet part of the banking system. India has such platforms like "Unified Payments Interface (UPI)" and "Bharat Interface for 
Money (BHIM)," which uses AI extensively to promote payments in the digital world as well as advise the customer to 
make better financial decision, are also contributing towards financial inclusion [83].

Information extraction from various visual and textual documents has always been a challenge for all financial institu-
tions. A study uses visual and textual information for a deep learning-based model to obtain helpful information. Their 
experiment showed an improved information extraction process using ML, and compared to the manual work, it was 
pretty fast and accurate [84, 85].

4.9 � Infrastructure requirements to adapt AI and ML

Any organization would need to understand that three types of drivers must be taken care of for adopting AI and ML. 
First, the technological drivers in which the system trustworthiness, justifiability, Data quality, quantity control, and gov-
ernance for technology would come. Another category would be organizational drivers, which require the technological 
readiness of the current workforce and adding more people with the required skillsets, hierarchical amendments, and the 
work structure to be aligned. The third one would be the environmental drivers, which are both internal and external. The 
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concerns under this category include the fear of unemployment, chatbots misfunctioning, and algorithms continuing 
with the same bias as humans because of data sets being drawn from the available ones. Whether the adoption of AI 
and ML would be successful or not would depend on how an organization has handled these [86, 87].

5 � Is it all “only” good?

As we have seen in the past, advancements, whether in technology or processes, however powerful and productive, also 
bring negatives. Similar is the case with the adoption of AI and ML. Many researchers have their views on all the positive 
sides of these technologies, but at the same time, some views raise relevant questions also.

As per a small survey conducted by the authors, one respondent working in financial markets stated that there is a 
type of fear that may be described as the fear of "Overfitting Patterns," due to which the AI has not been able to establish 
that confidence in Investors. As per him, it is difficult for AI to follow the more excellent noise-to-signal ratios, which 
exist in the Indian market per se, because an algorithm works onto trained set patterns, especially when the complexity 
is multiplied by high volatile relations between markets. Another respondent has reckoned with the same as per whom 
the structured data sets for the training of the algorithms are lacking in such a dynamic and complex eco-system. As 
AI becomes more human, finding a sustainable division between AI and the workforce will not be easy. As per a report 
from McKinsey, the statistics show that approximately fifty percent of the job profiles will be automated, and around 15 
percent of people across the globe could lose their jobs [88]. In another study having research done on similar lines and 
having an exciting title talking about "The Feeling Economy," the authors state that going further, only jobs that require 
feelings will remain with human beings, and the thinking tasks will be taken over by machines [89].

Despite the widespread acceptance of AI and ML in the financial domain, there are concerns of the organizations, 
which included the tools to improve continuously, the availability of better training data for ML to be more accurate, the 
explicability of the model and its back testing, the performance management and monitoring along with keeping the 
privacy of end-users as its prime goal. All must be taken care of for AI to be in vogue [50].

The researchers recorded similar observations in their work that the banking infrastructure needs to be modernized 
to have a better Artificial Intelligence application. The banks need to ensure the accuracy and quality of the data being 
used by AI to enhance customers’ experience rather than hurting it. Besides these, the integration of technologies, 
constraints laid down by regulatory bodies, skilled workforce to work with advanced technologies, and the flexibility of 
processes and teams [90].

AI in the financial sector has already been accepted as a reality and has proven to provide many benefits to all the 
participants, but at the same time, the cons of it are to be managed [91]. There are studies that describe the landscape of 
AI and ML and have deliberated upon the aspects of those areas that have affected digital banking the most. As per the 
views presented, AI and ML are natural extensions to data-driven organizations. There are many challenges and oppor-
tunities for digital banking in these technologies. However, to exploit the full potential of all these new-age technologies, 
the banks need to be sure of the characteristics and shortcomings of the technology [92].

Digitalization has disrupted most industries functioning. In banking, customers are becoming tech-savvy as smartphones 
and gadgets have increased tremendously. The technology giants are posing indirect challenges to the banking system, 
which can still not come from their traditional ways of working [93]. Players like Paytm and payment banks like Airtel have 
paved the way for Neobanks. Traditional banking is no longer impressive. Banks are now sorting to the latest technology 
like AI and ML to meet customers’ expectations, who want all the services at their fingertips, anytime, anywhere [94].

Other views also talk about the weaker side of AI and ML. A study provides an overview of these techniques with their 
usefulness in banking. Though these techniques have been there for some time, their usage is still limited, and there 
are many things to be learned about their widespread use is still somewhat limited, and there is still much to be learned 
about all these. There are many questions related to algorithms and the same usage in different situations. The selection 
of models and the variables remains a question to which answers are unavailable [68].

Another research done on the same lines shows that consumers and Russian businesses take AI positively. The spe-
cialists of SberBank, a Russian Bank, accept the AI implementation in their work and are not afraid of dismissals. It is 
also hoped that with time the resistance from both sides will also reduce, and the role of regulators will be important in 
making the banking environment conducive to these techniques [95].

The adoption of technologies related to AI must be evaluated with pros and cons. The benefits brought by AI will be 
accompanied by risks that may be unforeseen [96]. Artificial Intelligence brings many opportunities. Process automation, 
digital financial inclusion, personalized services, customer satisfaction, and smart wallets are the areas being worked upon 
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by many FinTech start-ups [97, 98]. At the same time, the legislators are also optimistic about AI adoption. The challenges 
while adopting AI must also be prioritized: loss of jobs, privacy issues, creativity loss, acceptance concerns by users, opera-
tional requirements, digital divide, the large amount of quality data, AI vs. strategy alignment, and loss of the human touch.

Going further, we must realize that the demand for xAI (Explainable AI) will also rise, which is a step toward using AI rela-
tively and unbiasedly. In one of the papers, the authors present the scope, the desiderata, and uses of explainable Artificial 
Intelligence (xAI) and machine learning used by the European Central Bank [99].

6 � Latest in the area of AI and ML

As per the latest news, the banks are putting on money and resources to increase the use of AI, and the analysts at IHS Markit 
have predicted that by 2030, the value of AI in banking will be $300 billion. They also predict that AI technology will free 
employees from routine manual tasks and put them on more valuable tasks. As per the report, 1.3 million workers in the 
US and 500,000 workers in the UK would no longer be required. There is also a question about AI: whether the AI banking 
world was free of bias and assumptions existing before the adoption of AI. The risk of having prejudices persists because the 
algorithms are trained on the data available from historical data sets [100].

The future of AI seems to be brighter. As per the very innovative research, the authors proposed a technique using which 
the data scientists will measure the empathy behavior of the prospective consumers towards the products and services 
offered by the businesses [101]. Gradually the business will learn to use machine learning to evaluate and analyze the 
empathy of potential customers. They used connections between various aspects of emotional dimensions and behavioral 
reactions of individuals with "lexicon-based unsupervised machine learning methods" [102]

AI brings a very high level of automation and improvement inefficiencies, considered the most crucial factors offered by 
portfolio management and investment platforms. AI is seen in many areas of the financial system now and is at the core of 
all RegTech and FinTech companies [103–105].

The use of AI has reached another panacea in banking now. The very recent example of how open banking or Neobanks 
enables the international consumers of a bank to offer them enough flexibility and a better hold on their accounts to make 
well-thought-of financial decisions are adopted by the regulators. It can help businesses budget better. As per the author, 
open banking is growing fast and will be accepted by the world in two years. The same report talks about how the banks 
transform the customer experience through an AI-driven Human assistant named ’Fatema’ who works autonomously and 
efficiently. It is a digital human, fully autonomous AI-driven. Unlike the other assistants, it appears like a human with emo-
tional intelligence and knowledge of the bank products capable of engaging in the customer conversation. It has a digital 
brain that can learn and respond based on experience. ABC Bank of Bahrain, an only-mobile digital bank, has developed to 
deliver a personalized and hyper-realistic customer experience [106, 107].

Moreover, we heard that META (earlier Facebook) has announced that their fastest AI supercomputer, part of their 
Metaverse, will be ready very soon. They have also developed the AI research SuperCluster (RSC), the fastest globally [108].

As per research, the pros and cons of AI and ML are to be seen as a package. The Pros are enabling and fostering auto-
mation of all the banking processes; errors compared to human errors are lesser, the cost of banking services may reduce 
substantially, it is easier for machines to analyze the behavioral patterns of customers and to offer individualized services 
and AI and ML-enabled security threat recognition system will be fast and banks may response well in time [109]. Scholars 
conducting research have analyzed the features of banking Trojans using the cyber kill chain (CKC) based taxonomy. This 
particular taxonomy, derived from threat intelligence, offers a comprehensive understanding of the various stages of a cyber-
attack. It can prove highly advantageous for security practitioners and the development of Trojans’ detection and mitigation 
strategies using evolutionary computational intelligence [110].

Cons are that it will be disruptive in the beginning for all the banks to use AI in their processes, the complete automation 
may lead to a no-supervision situation, the inability of AI to decide under extraordinary circumstances, and security protocols 
will need to be foolproof for the whole environment to be automated [111, 112].

7 � Discussions, conclusions and the way ahead

The adaptation of AI and ML has been noticeable in the banking sector for reasons well known now. After doing an 
extensive literature view of the selected research papers, we have been able to conclude the most common areas 
where these two technologies have been able to contribute. Most of it has been in activities around Customers, 
including acquisition, retention, churning, enhanced experience and ease, and loyalty.
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The second most researched area is automated credit scoring techniques, where many scholars did find the appli-
cation of AI and ML on a very advanced level.

The area of bank crisis prediction was the next area where we could find a large number of research articles, papers, 
and projects that have been published.

Fraud detection and prevention is also one of the areas where the usage of these technologies has been concep-
tualized. Along with this, work has been done on the early delinquency probability of mortgages.

Many studies [28, 42, 62] suggest that the area of Bank Risk Management is also one where the application of AI 
and ML is observed noticeably [113].

The application of AI and ML has been very little in the operational activities of banks, as suggested by the stud-
ies [5, 17, 80]. We could find very little literature on using these technologies in operations except on managing the 
workforce (only one paper) and solving the queuing problem.

We believe that the areas like managing NPAs, not only at the individual bank level but also at the level of the sec-
tor as a whole, AI and ML can be used to predict undesirable events well within the time and can alert the managers 
to take a necessary action to avoid the circumstances resulting into lost assets.

Also, commercial banks deal with Apex Banks for many reasons, including borrowing and depositing money for 
concise terms. The same is governed by frequently changing interest rate regimes and policies. Similarly, the banks 
deal with other commercial banks for such short-term money requirements. AI and ML can prove to be very handy 
for automated treasury management that may take care of all the probable requirements or surplus, considering 
the current policies and rates.

We propose the study be taken up by researchers in the areas mentioned above and analyze why the adoption of 
AI and ML in these areas has yet to be there so far, and if it is being done, to what level it has reached.

Using the automation software and based on the factor loading and related analysis, we identified some keywords 
which had minimum 30 occurrences in the database downloaded for this SLR. In all, 21 keywords met the criteria 
(Fig. 7, overly visualization, Table 3). For example, bank & machine learning, bank/banking & Artificial Intelligence 
show dense connecting lines and similar is the case with linkages between Bank/Banking & AI + ML also are dense 
but linkages between the bank/banking & ANN or Deep Learning or customer etc. to name a few are the keywords 
where the linkages are not that dense and hence these can be identified as the areas where the research gap exists 
for the research scholars to act upon.

Further the keywords were analyzed by looking into the correlation matrix based on the count of the keywords 
used in the research articles shortlisted from the database, and the values were used as variable into SPSS software 
for the factor analysis. The keywords were found to be grouped in 9 clusters. The keywords which have an eigenvalue 
of 1 and more are the ones which have been used extensively in the research done in the area of AI & ML in the 
Banking Industry. This can also be observed in the Scree Plot (Fig. 8). The Scree Plot is a graphical representation of 
the explained variance per PC (Principal Component) and the Eigenvalues are the percentage or the absolute value of 
the explained variance. As per the Kaiser’s rule, to select the number of components while performing PCA (Principal 
Component Analysis), the components having eigenvalue of more than 1 are chosen. In our study components 
(Keywords) with id number 1 to 9 have eigenvalue greater than 1 and the keywords with id number 10 to 21 are the 
ones which have lesser than one eigenvalue. These are the terms which can be seen as the ones which have not been 
used much and the research done previously and that suggests that around these keywords the research gap exists.

The rotated variance components table shows the best fitment of a keyword with a cluster like the keyword Algo-
rithm is best fit with cluster number 5 and so on (Table 4). Also, the rotated variance components table can be used 
to go for a research area based on the keywords falling into one cluster and that research area is likely to have more 
acceptable research work since the gap exists there as per the results obtained by statistical tests. It can also be seen 
that the clusters having lesser number of keywords falling into it as an opportunity to find an area of research using 
the combination of those keywords.

7.1 � Limitations of the study

Since the databases available currently are not integrated and the researchers will always be in dilemma to choose 
amongst the available database, it becomes difficult to restrict to only 2 or 3 databases. Also, since the length of a 
research paper cannot be more than a stipulated number of pages, it was found very difficult to accommodate even 
the summary of important and highly cited papers. It was felt that the same research can be taken up further by 
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Fig. 7   Network visualization showing the keywords used and their extensiveness in the past research

Table 3   Occurrence of 
keywords in the shortlisted 
articles

Keyword Id Keyword Occurrences

1 Algorithm 75
2 Application 100
3 Artificial Intelligence 475
4 Artificial Neural Network 69
5 Bank 543
6 Banking 369
7 Banking Industry 90
8 Banking Sector 140
9 Banking System 51
10 Big Data 32
11 Customer 65
12 Data 73
13 Deep Learning 56
14 Impact 49
15 Machine 205
16 Machine Learning 350
17 Model 101
18 Study 99
19 Technique 99
20 Technology 113
21 Use 52
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looking into different functions of the banking industry and how AI and ML are affecting the individual functions 
with incorporating the crux of all the relevant research work in the research papers.

Author contributions  Both of us contributed equally in terms of I contributed to Literature review and Dr. Neha Gupta did the analytical part 
of the work.

Fig. 8   Scree plot

Table 4   Rotated variance 
components

Extraction method: principal component analysis

Rotation method: varimax with Kaiser normalization
a Rotation converged in 16 iterations

Rotated component matrixa

Component

1 2 3 4 5 6 7 8 9

Algorithm 0.439
Application 0.102
Artificial Intelligence 0.784
Artificial Neural Network 0.132
Bank 0.815
Banking 0.301
Banking Industry 0.645
Banking Sector 0.860
Banking System 0.191
Big Data 0.166
Customer 0.712
Data 0.641
Deep Learning 0.827
Impact 0.244
Machine 0.818
Machine Learning 0.288
Model 0.245
Study 0.615
Technique 0.541
Technology 0.167
Use 0.576
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