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Abstract

In a world where many activities are carried out digitally, it is increasingly urgent to be able to formally represent the norms,
policies, and contracts that regulate these activities in order to make them understandable and processable by machine. In
multi-agent systems, the process to be followed by a person to choose a formal model of norms and transform a norm writ-
ten in a natural language into a formal one by using the selected model is a demanding task. In this paper, we introduce a
methodology to be followed by people to understand the fundamental elements that they should consider for this transfor-
mation. We will focus mainly on a methodology for formalizing norms using the T-Norm model, this is because it allows
us to express a rich set of different types of norms. Nevertheless, the proposed methodology is general enough to also be
used, in some of its steps, to formalize norms using other formal languages. In the definition of the methodology, we will
explicitly state which types of norms can be expressed with a given model and which cannot. Since there is not yet a set
of different types of norms that is sufficiently expressive and is recognized as valid by the Normative Mutiagent Systems
(NorMAS) community, another goal of this paper is to propose and discuss a rich set of norms types that could be used to
study the expressive power of different formal models of norms, to compare them, and to translate norms formalized with
one language into norms written in another language.
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Introduction

In a world where more and more activities are performed
digitally by humans and software agents using the Internet,
it is crucial to be able to formally represent the rules, norms,
contracts and policies that govern the performance of these
activities. These are activities of various types that have an
impact on the digital life of citizens such as payments, access
to online services and those related to creating, storing,
using, exchanging and manipulating the enormous amount
of digital resources that exist today, such as data spaces,
images, videos, books, articles and so on.
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The formal representation of these rules is essential to
make them readable and even better understandable by the
machine and thus being able to provide useful services to
those involved in the rules as parties and to those in charge
of checking that they are respected. Indeed, it is important
to keep in mind that these norms regulating the actions of
autonomous agents cannot always be regimented (for exam-
ple, it is very difficult to regiment obligations [1]), therefore
it is possible for such rules to be violated and in certain
applications it is crucial to be alerted whenever a violation
occurs or a violation will occur as a result of the execution
of a certain action.

Analysing the advantages of a formal specification of
norms in more detail, we can see that when norms become
machine-readable, it is possible to automatically analyze
and query them as it is discussed in [2] where the PrivOnto
ontology is used for analyzing 115 privacy policies. For
example, it will be possible to search the set of resources
on which it is possible to perform certain actions based on
the customers’ interests. When a policy is formalized with
a model that has an operational semantic, it is also possible
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to provide services for compliance checking of policies
[3-6]. This functionality plays an important role, especially
in domains in which the customers’ sensitive data is col-
lected because it helps to create a trustworthy environment
for customers, this by providing a monitoring platform that
they can use to see whether their privacy policies (norms)
are violated or not. For instance, a customer can attach to
one picture the prohibition to publish it on a public platform
for advertisement and would like to monitor if the actions
which are performed on the picture are compliant with this
prohibition.

Another reason why it can be useful to specify norms with
formal languages is that it may become easier for humans
to understand their actual meaning, which is not always as
immediate as it should be. For example, during the Covid-19
pandemic, it was not always easy to immediately understand
what norms are in effect at any given time in a specific loca-
tion and whether they entail obligations or prohibitions to
perform actions. Another example of norms whose meaning
and implications are not always immediately clear to the
reader are the various privacy policies that regulate the pro-
cessing of our data when we browse websites and use social
networks. Users often accept such policies in order to use
online services often without fully understanding what they
mean, this is because they are too long or complex.

A considerable number of different models for the formal
representation of norms and policies have been proposed in
the academic literature in different fields of research such
as the study of Normative Multiagent Systems, Digital Law,
Privacy and Security, and Access Control for databases.
For some of these models a logic-based semantics or an
operational semantics has been proposed. In the approach
described in this paper we will focus our attention on a sub-
set of these models that are close to being able to be used in
real applications on today’s Web, especially those that make
use of standard Semantic Web Technologies, a key char-
acteristic for realizing interoperable systems and perform
automatic reasoning with guarantees of decidability of the
reasoning process.

One of these models, which owes its importance to being
a W3C Recommendation, is the Open Digital Rights Lan-
guage (ODRL 2.2). ODRL is a policy expression language
that is specified through an Information Model' for speci-
fying permissions, prohibitions, and obligations about the
usage of digital assets and services. The semantics for the
concepts and terms of the ODRL Information Model are
specified in the core and in the common vocabularies (that
are formalized in an OWL ontology).2 Two other models
for specifying norms and policies based on semantic web
technologies are: the OWL-POLAR framework for semantic

! https://www.w3.org/TR/odrl-model/.
2 https://www.w3.org/TR/odrl-vocaby/.
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policy representation and reasoning [3] and the T-Norm
framework for automatic monitoring of norms that regulate
time constrained actions [6, 7]. As we will discuss in the rest
of the paper, these are two complementary models of norms/
policies whose operational semantics (the first computed
using SPARQL-DL queries and the latter using production
rules) can be used for different purposes: the former to do
what-if reasoning (i.e. deducing what happens if an action is
performed) and anticipating conflicts between policies; the
latter to do monitoring and receive notifications if violations
or fulfilments of norms occur.

The papers that introduced these models mainly consisted
of presenting the components of the model and exemplifying
its use by formalising a few examples of norms or policies.
What is missing, however, is a methodology that explains
what steps should be followed if one wants to start from a
norm written in a natural language (e.g., English) and be
able to choose the model for its formalization and use it to
arrive at the formal specification of the norm, which can
then be used to reason about it and to evaluate its fulfillment
or violation. In particular, in order to be able to decide which
of the available models can be used for the formalisation of a
given norm (e.g. a norm regulating access to restricted traffic
zones in a city), it would be essential to know which types
of norms can be formalised with a given model. But since
there is no commonly accepted set of types of norms in the
literature, papers presenting a given model do not always
specify which types of norms can be expressed with that
model and which cannot.

Contributions. Starting from these two shortcomings
(the absence of a methodology and of a rich list of types of
norms), in this paper we will give our contribution to the
achievement of the following two goals.

The first goal of this paper is to propose a rich set of
norms types that could be used to study the expressive power
of different formal models of norms and to compare them.
Knowing that a certain model is or is not capable of express-
ing certain types of norms is fundamental for deciding which
model is the best to adopt in a certain application context.
For example, if the activation of a norm has to generate a
specific obligation for a particular agent and with a precise
deadline, it is necessary to choose a model of norms that
allows us to express this temporal constraint and check its
satisfaction. Secondly, once it is clear that a certain type of
norm can be expressed in both model A and model B, it will
also be possible to translate norms written in the first model
into norms written in the second one. Thus making systems
that use different norms models interoperable. This is a fun-
damental aspect in today’s world where one software agent
must be able to interact with multiple open socio-technical
systems without having to be reprogrammed and where a
system may need to monitor different set of norms that could
be specified using different languages.
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Our second objective is to propose a methodology that
can be used by people to formalise norms that are written in
a natural language with the chosen norm model. By using
the term methodology, we mean a systematic method for
dealing with a complex problem by specifying the various
steps that need to be taken in order to achieve an end goal.
This term is well suited to describing a complex task requir-
ing interdisciplinary skills, in fact it requires a profound
knowledge of the meaning of the policy one wants to start
from, of the model one wants to use and of its semantics,
furthermore since there is no one single formalisation possi-
ble it requires at each step to decide which of the alternative
approaches to follow. The proposed methodology consists
in first understand to which types the norm belongs. This
step is important because once we know the types of the
norm and assuming that we know for a certain model what
types of norms it supports, we will be able to determine
which models can be used to formalise the norm we started
from. The second and more complex step of the methodol-
ogy consists in coming to a proper formalization of the norm
using the chosen model. In this paper, we will focus mainly
on formalizing norms using the T-Norm norm model, this
is because it allows us to express a rich set of different types
of norms. However, it is important to emphasize that the
proposed methodology is general enough to also be used, in
some of its steps, to formalize norms using other formal lan-
guages that have some similarities with the T-Norm model,
such as at least OWL-POLAR and ODRL.

This paper is an extended version of paper [8]. In this
paper we introduce the “Type of Norms” section (4) to
describe a rich list of possible types of norms that can be
found in normative systems. Moreover, referring to this new
list of types of norms, we have clarified the steps of the
methodology and we have added two subsections to rep-
resent norms inducing normative power among agents in
multi-agent systems (“Formalizing Norms Inducing Norma-
tive Power” section) and a section to explain the formaliza-
tion of exceptions that are used to specify permissions and
exemptions (“Representing Permissions and Exemptions”
section).

Organization. “Related Works” section discusses the
problem of formalizing existing norms using formal mod-
els and presents relevant and recent papers presenting mod-
els for norms and policies specification in which Semantic
Web Technologies have been used. In “Running Examples”
section two running examples are introduced. In “Types of
Norms” section, we will propose and explain a list of dif-
ferent types of norms. In “The T-Norm Model” section, the
T-Norm model is briefly presented. Then in “Methodology”
section, the proposed methodology for formalizing norms
belonging to different types of norms is discussed. Finally in
“Conclusions” section we draw some conclusions.

Related Works

In the multi-agent systems community, over the past two
decades, many models of norms and policies® have been
proposed to regulate the behavior of autonomous agents [9,
10]. The Semantic Web and Linked Data community is also
another active research community in studying the formali-
zation of policy languages for regulating the use of digital
assets [11], or for representing legal rules [12].

Norms, formalized with these models, can usually express
various types of normative concepts, the most common of
which are the notion of obligation, prohibition, and permis-
sion. These models (as will be discussed in this article) are
generally capable of expressing only some of the different
types of norms proposed in “Types of Norms” section. For
example, it may be the case that a model can be used to
express obligations with a fixed deadline, but is not able to
express an obligation whose deadline must be calculated
when the norm expressing the obligation is activated.

Since a list of different types of norms that are commonly
accepted by the research community does not yet exist, it is
impossible for a paper proposing a model to clearly indicate
the types of norms that can be expressed by that model. It is
also rare to find papers or tutorials explaining a methodology
that must be followed to formalize existing norms using a
given formal model. That is a methodology that describes
the steps to be followed by a person to choose the model of
norms they want to use and guides them through the process
of formalizing a norm written in a natural language using
the selected model.

A paper that presents a framework and a methodol-
ogy, termed LOGIKEY, was introduced recently in [13].
LOGIKEY stands for Logic and Knowledge Engineering
Framework and Methodology and it was introduced with the
objective to support the practical development of computa-
tional tools for normative reasoning based on different for-
mal methods. The LOGIKEY methodology consists of the
following steps: (i) selecting a logic (like the dyadic deontic
logic); (ii) selecting an ethico-legal domain of interest (like
the German road traffic act or the GDPR); (iii) deploying the
theory selected in the previous step in practical applications
to regulate the behavior of an intelligent autonomous system.
This methodology is complementary to the one proposed in
this paper. Indeed, the first step of the LOGIKEY methodol-
ogy, which consists of choosing the logic to be used, bears
some similarities with the methodology proposed here in
which the choice of the model of norms that can be used to
formalise a given norm is discussed. But in the LOGIKEY
methodology they use classical higher-order logic (HOL) as

3 In some models the term policy is used, in others the term norm is
used. For this reason, the two terms will be used as synonyms in this
document.

SN Computer Science
A SPRINGER NATURE journal



749 Page 4 of 22

SN Computer Science (2024) 5:749

their formal framework whereas we propose to use models
of norms whose semantics is only partially based on descrip-
tion logic. Moreover, our methodology does not focus on
choosing a formalism that is then used for a set of norms
but explains how to formalise a set of norms of interest on
the basis of their type.

Since we cannot compare the proposed methodology with
other similar ones in the literature, we consider it useful to
introduce in this section some models of norms that have
some similarities with the T-Norm model of norms, which
will be mainly used in this paper in the exemplification of
the methodology. Thanks to these similarities, the proposed
methodology can also be used, in some of its parts, for the
formalization of norms using such models. In particular,
we will focus in this section mainly on those models that
use standard Semantic Web Technologies and/or rule-based
systems for the formalization of certain components of the
norms model or for reasoning about them.

The first norms models that used semantic technolo-
gies were the KAoS framework [14], the REI [15] policy
language, and the PRovisional TrUst NEgotiation (PRO-
TUNE) framework [16]. Those approaches are summarized
and compared in [17] where the requirements for a policy
framework are discussed and the various approaches are cat-
egorized discussing whether the policies are public or not.
For example, for the public policies, it is possible to use
KAOS and REI frameworks as we need just one step evalu-
ation to see if the two policies are compatible. On the other
hand, if a policy contains sensitive data, they are required to
have stateful and stateless negotiation protocols for further
security concerns.

A well-known policy language based on semantic web
technologies, which is a W3C Recommendation since 15
February 2018, is the Open Digital Rights Language (ODRL
2.2).* It is a policy expression language that can be used to
represent permitted, prohibited, and obliged actions over a
certain asset. ODRL policies may be limited by constraints
(e.g., temporal or spatial constraints). ODRL was originally
(in 2001) an XML language for expressing digital rights,
that is, digital content usage terms and conditions. ODRL
2.2 is a Policy Language formalized in RDF with an abstract
information model specified by an ontology. It has no for-
mal semantics, so compliance checking of policies written
with this language cannot be performed automatically. An
interesting attempt to give a formal semantic to ODRL 2.1
policies is presented in [11]. Some extensions of ODRL have
been proposed to overcome some of its limits. In particular,
in [5] an extension of the ODRL Information Model has
been proposed together with a set of state machines used for
describing the evolution in time of the deontic state of obli-
gations, prohibitions, and permissions. Another extension

4 nhttps://www.w3.org/TR/odrl-model/.
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of ODRL is presented in [18] to model both regulatory
policies (in the form of nested permissions, prohibitions,
obligations, and dispensations), and business policies via
discrete permissions. A policy written with that extension
of the ODRL language is then translated into an Institutional
Action Language (InstAL) [19] policy and thanks to its for-
mal semantics, expressed in Answer Set Programming, it is
possible to automatically check compliance and also provide
an explanation of the aspects of the policy that brings to the
non-compliance. In [20] a specific use case drawn from the
social networks field is used to validate the expressiveness
of the ODRL 2.0 model.

Other two interesting proposals of a policy/norm model
and framework, which are based on semantic web technolo-
gies, are OWL-POLAR [3] and T-Norm [6, 7]. Those poli-
cies/norms models and their expressivity will be discussed
in “The T-Norm Model” section. An interesting aspect that
differentiates the two models is the way in which these
models define mechanisms to reason about policies to test
whether agents’ behavior satisfies them or not. In the OWL-
POLAR a query answering mechanism (DL-safe) has been
used to check if any action that happened satisfies the poli-
cies. In the T-Norm model, a rule-based approach is used
that brings the generation of several deontic relations used
to represent obligations and prohibitions generated by the
activation of norms. In addition, the T-Norm model makes
it possible to formalize the temporal constraints that exist
between the activation of a norm and the class of actions
regulated by the norm.

Other interesting models of norms that, like the T-Norm
model, are rule-based are: the one proposed by Garcia-
Camino et al. [21] where rules are operationalized using
the JESS a rule engine for the Java platform; and the one
proposed in [22] where reasoning on norms is realized with
DROOLS a business rule management system. Another
interesting proposal of a language for the specification of
legal text is the OASIS standard LegalRuleML’ [23], which
defines a rule interchange language for the legal domain that
is formalized using RuleML.

In the models that we used in this paper to represent
our methodology (such as the T-Norm model or OWL-
POLAR), we assume that norms are already selected and
we only need to formalize them. However, there exist norm
selection approaches that assume the availability of a col-
lection of norms, emphasizing the consideration of moral
values in the selection process. In [24] the authors advance
the Normative multi-agent systems literature by formally
defining the problem and proposing its encoding as a lin-
ear program, making it controllable to automated solutions.
The research introduces three norm relationships-generali-
zation, exclusivity, and substitutability and considers norm

3 https://www.oasis-open.org/committees/legalruleml/.
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representation power, cost, and associated moral values as
explicit preference criteria. The paper emphasizes the impor-
tance of including moral values in decision-making, which
is a novel contribution in the context of normative systems.
In practical terms, the study’s findings have implications
for dynamic organizations or evolving societies that already
have norms in force. The decision-making process involves
considering existing norms alongside a new set of candidate
norms. The proposed optimization-based framework pro-
vides a systematic approach to determine the optimal norm
system, balancing conflicting objectives and constraints.
Overall, the paper contributes to enhancing transparency
and decision processes in practical tools, paving the way for
future research on norm decision scenarios and the interplay
between norms and moral values.

Two years later, in [25] the authors propose a qualitative
approach to norm selection, focusing on inferring a norm
system ranking based on value preferences. This approach
avoids the quantitative approaches of previous methods and
introduces a novel method for transforming qualitative pref-
erences into norm system preferences. They make two major
contributions: a novel ranking system allowing qualitative
assessment of norm systems based on promoted values and
an encoding method to solve the norm selection problem
as a linear program. Some other studies address the chal-
lenge of coordinating multi-agent systems through the syn-
thesis of norms. In [26], a novel mechanism named IRON
(Intelligent Robust On-line Norm synthesis mechanism) is
introduced and designed for the on-line synthesis of norms.
IRON aims to produce conflict-free norms for effective
coordination without lapsing into over-regulation, ensuring
that the synthesized norms are necessary and concise. The
norm synthesis problem, which involves determining a set
of norms to avoid conflicting states, has been approached
through both off-line and on-line strategies. The off-line
approaches focus on synthesizing norms at design time,
requiring detailed knowledge of the system. In contrast, on-
line approaches, such as norm emergence, aim to regulate
a system at runtime. However, these approaches face draw-
backs like sensitivity to initial conditions and assumptions
about agent collaboration. Against this backdrop, IRON is
proposed as an on-line synthesis mechanism that not only
ensures the effectiveness and necessity of norms but also
addresses over-regulation by generalizing norms. Another
framework focused on off-line synthesis is introduced in
[27]. This paper explains a framework for the off-line syn-
thesis of Evolutionarily Stable Normative Systems (ESNS)
within multi-agent systems. The focus is on coordinating
agents in multiple interdependent situations that cannot be
easily identified in advance. The framework is based on
evolutionary game theory and employs simulations and
domain information to automatically enumerate potential
conflict situations. Norms are then synthesized through an

evolutionary process, leading to sets of codependent norms
that effectively coordinate agents in various situations. The
paper empirically evaluates the framework in a simulated
traffic domain, demonstrating its ability to synthesize ESNSs
that successfully avoid conflicts in numerous interdependent
traffic situations.

Running Examples

In the remainder of this paper, we will use various exam-
ples of norms to exemplify the types introduced and the
procedure leading to their formalization with a given formal
model. Two concrete examples will be particularly relevant
and are as follows.

The first example (which we call Norm1) is inspired by
the law regarding access to limited traffic area in Milan city,
its formalization in natural language is: “when an agent
enters in the limited-traffic area of Milan, between 7:30 and
19:30, they have to pay 5 euro before 24:00 on the day of
entry”.%

The second example (which we call Norm?2) is the rule
that must be followed by libraries in Italy regarding the lend-
ing of DVDs, it natural language formalization is: “Italian
libraries cannot lend DVDs until 2 years are passed from the
distribution of the DVD”.

We are going to use these examples in the following sec-
tions as well together with some other original examples that
have been used in the related works.

Types of Norms

As mentioned in the introduction, one of the two objectives
of this paper is to introduce a list of the various types of
norms that can be found in existing regulatory systems gov-
erning human relations from laws, to contracts, to policies
for the use of services or resources. Our focus will be on
regulative norms, i.e. norms that regulate the performance of
actions by making them obligatory, prohibited or permitted.
In this section we will introduce and explain what character-
ises these different types of norms.

Being able to define a list of types of norms that is
accepted by the scientific community is important because
it could lead to the possibility to study which types of norms
can be formalised with a certain model and which cannot.
Secondly, it could lead to the possibility of recognising that
a certain existing rule (e.g. an article of a law) belongs to a
specific type and it is important in order to then be able to

5 https://www.comune.milano.it/aree-tematiche/mobilita/area-c.

7 According to Art. 69 c.1 of the Copyright Law (22-4-1941, no.
633).
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decide which model to use for its formalisation among all
those with which that type of norm can be formalised. For
example, if we are able to recognize that a norm is activated
by an event and when it is activated generates a specific
obligation to perform a certain action before a deadline, it is
necessary to choose a model capable of expressing all these
characteristics in order to express the norm into a machine-
readable format.

Based on our research and the study of related works [3,
9, 10, 28-31], we have identified the following four main
types for norms:

1. Norms activated by an event or a state of affairs or both;

2. Norms defining general or specific obligations or prohi-
bitions;

3. Norms expressing a temporal constraint for the actions
that regulate;

4. Norms that induce normative powers.

It is important to mention that a norm defined in a certain
normative system (like for example the European General
Data Protection Regulation (GDPR)) may belong to more
than one of the types of norms defined here. It means for
example that it is possible that a norm that is activated by
an event will create specific obligations characterized by a
temporal constraint for the regulated action that should hap-
pen before a specific deadline.

Norms Activated by an Event or State of Affairs
or Both

The first important distinction between different types of
norms can be made on the basis of the type of condition
that must be satisfied in order for a norm to become active.

On one hand, there are norms that are activated by the
occurrence of an event belonging to a specific class of events
(which is described in the norm). When such an event hap-
pens, the activation of the norm creates a specific type of
deontic relation that obliges certain agents to do something
before a specific point of time (deadline) or prohibits them
from doing it for a certain interval of time. For example,
Norml belongs to this type, in fact when drivers enter the
limited traffic area of Milan (activation event), they become
obliged to do a payment of a certain amount (regulated
action) before the specified deadline (midnight on the day
of entry). Norm2 also belongs to this type, in fact, from
the moment a DVD begins to be distributed on the market
(activation event), libraries are prohibited from lending it
(regulated action) for two years (interval of time when the
prohibition is active). In both examples, there exists a class
of actions (where the class of actions is a subclass of the
class of events), such as entering a limited traffic area or
the distribution of a DVD on the market, such that when an
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action belonging to that class is performed, it leads to the
activation of the respective norm.

On the other hand, there are norms that are activated
when a certain state of affairs is satisfied and deactivated
when that state of affairs is no longer satisfied. For instance,
if we take into account the following norm discussed in [31]
that regulates littering in a public park: “agents should not
drop litter in the park as long as a rubbish bin is 50 ms away
from them”. This norm is activated for an agent when there
is a rubbish bin close enough to it and it is deactivated (or
we can say it expires) when the agent moves away from a
rubbish bin. In this example, the distance between an agent
and the rubbish bin is the condition (or the state of affairs)
for becoming obliged to use it or for activating the prohibi-
tion to drop litter in the park.

There are also norms that are activated upon the occur-
rence of an event only if certain states of affairs hold. For
example, the obligation to pay for access to a city’s restricted
traffic zone only if you enter on weekdays.

In “Methodology” section, we will describe how to model
a norm, whether activated by the occurrence of an event or
the satisfaction of a state of affairs. We will see how this
distinction has implications for the choice of the best model
to formalize such norms.

Norms Defining Specific or General Obligation
or Prohibition

When a norm is activated (whether by the occurrence of an
event/action or by the satisfaction of a state of affairs), it
creates an obligation or a prohibition to perform an action
that belongs to a specific class of actions. For example, the
obligation to pay a certain amount of money or the prohibi-
tion to lend a specific DVD.

The obligation or prohibition created by the activation of
a norm can apply either to a specific agent, who is called the
debtor of the specific obligation or of the specific prohibition
or to a more general set of agents, e.g. all the agents playing
a given role at the time of the activation (we speak about
general obligations or prohibitions).

Norml belongs to the first category of norms: when a
driver enters a limited traffic zone, the owner of the car (a
specific agent known at the time of activation) becomes
obliged to make the payment before the deadline, and if the
payment is not made on time, the owner of the car is the
agent who violates the obligation.

Norm2 belongs to the second category of norms. When a
DVD is distributed, the norm is activated and it starts to hold
the prohibition for all the Italian libraries to lend the specific
DVD until the interval of 2 years elapses. The debtor of the
prohibited action (lending DVD) is not a specific agent, it is
a set of agents, i.e. the agents who play the librarian role in
Italian libraries. When this type of norm is activated, there
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is no specific agent playing the role of the debtor of the obli-
gation or prohibition. The specific agent becomes known in
case of violation of the prohibition because he or she is the
actor who performs the prohibited action, i.e. the librarian
who lend the DVD before the two years passed.

Therefore we can observe that a norm that creates an obli-
gation (like Norm1) or a prohibition that applies to a spe-
cific agent can bring the generation of one fulfillment or one
violation. Differently, a norm that creates an obligation or a
prohibition (like Norm2) that applies to a group of agents
can bring the generation of many violations or fulfillments,
e.g. in the DVD example, more than one librarian can violate
the prohibition.

The recognition of the difference between these two types
of norms is important because there are certain models that
can be used to formalize a norm if and only if the debtor
of the action regulated by the norm is a specific agent that
becomes known at the time of the activation of the norm.
Such a model cannot be used for the formalization of those
norms whose specific debtor is unknown at the time of their
activation.

Norms Expressing a Temporal Constraint
for Regulated Actions

An important and widespread type of norms involves
specifying whether a particular action must be carried out
(obligations) or prohibited (prohibitions) within a certain
time interval. In particular, when the norm expresses an
obligation, the obliged action must be performed after the
activation of the norm and before a specific instant of time
that is called the deadline. In this type of norm, when the
deadline is elapsed the obligation can no longer be fulfilled
and becomes violated. This type of norm is very common
in normative systems because the presence of the deadline
allows for an expectation of the behavior of the agents sub-
ject to these norms.

When the norm expresses a prohibition, the performance
of the regulated action is prohibited from its activation until
a certain instant of time, after which the prohibition can no
longer be violated and becomes fulfilled. For this type of
norm, the deadline for obligations or the end of the time
interval in which a prohibition is in force may be calculated
based on the time at which the norm is activated. Recog-
nizing that a norm specifies a deadline (when it expresses
an obligation) or an interval of time (when it expresses a
prohibition) is important because it determines the model of
norms that should be used for its formalization.

Norml and Norm?2 belong to this type of norm. Norm1l
expresses that when a driver enters a restricted traffic zone,
the time instant of this action is very important for calcu-
lating the deadline of the payment obligation. Having an
obligation to pay without a deadline would not make sense.

Norm?2 expresses that the release date of a DVD is the start-
ing point of the two-year prohibition on lending DVDs. It
is also possible to have another type of prohibition: the pro-
hibition to perform an action without an associated time
interval, in this case the prohibition to perform the action
will be active forever.

When rules express an obligation to perform an action
within a deadline, it is possible to identify two sub-types of
such norms based on whether or not the obligation persists
after the deadline has passed as it is discussed in [28]. In a
certain type of norm, the deadline for the obligation is such
that if an agent does not perform the required actions before
the deadline, the obligation is violated and the agent can no
longer fulfill the obligation. For instance, if a student sub-
mits assignments after the deadline, they will not be graded
by the teacher. On the other hand, there are norms in which
the obligation persists even if the deadline is not met. In
the example of the restricted traffic zone, if a driver does
not make the payment by the deadline, it does not mean
that they are no longer obliged to pay. Instead, they will
receive an additional payment obligation on top of the first
one, which is the fine for not meeting the deadline. This lat-
ter type of regulations are known as standing obligations. In
some scenarios, it is also possible that the same obligation
with a deadline is repeated over a period of time. We call
these deadline obligations as repetitive obligations[28]. An
example of such obligations are the monthly payments to be
made by mobile phone subscribers.

In “Methodology” section we will describe how to for-
malize norms having temporal constraints in detail.

Norms that Induce Normative Powers

Another type of norm is the one where the norms are able
to represent the normative power of agents or with a differ-
ent name used in literature the institutionalized power of
agents [29].

In [30] the notion of normative power is defined as fol-
lows: in a normative system, an agent has a normative power
if the agent has the ability to create, modify or delete certain
norms, and those changes to the norms are recognized by
the other agents. This notion of power has been introduced
to represent the fact that an agent can modify only a sub-
set of a normative system. This notion of normative power
that focuses on modifying only norms runs the risk of not
emphasizing that the notion of normative power is related
in general to the creation or modification of the normative
state of affairs involving agents, i.e. when one changes their
rights or obligations not only their norms [29].

Given that, in many norms models, by activating a norm
an agent may be able to create obligations or prohibitions
for other agents, this means that certain types of norms are
able to give a particular power to the agents playing a certain
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role, i.e. the role that an agent has to play for being able to
perform the action that activates the norm. For example, in a
certain university, the professors supervising a PhD student
(they have the specific role of supervisor) have the normative
power to request the student to write a paper for a confer-
ence, but they do not have the power to request the student
to do the shopping for them. This normative power could be
represented by a norm that is activated with the request to
write a paper. When such a norm is activated then an obliga-
tion for the student is created. In [32] these kinds of norms
are called norms in their role definition. In this paper when
we speak about the particular type of norms that induce nor-
mative powers, we are considering this extended notion of
normative power.

When one wants to understand whether a particular norm
is a norm that induces normative powers, it is important to
check whether it has the ability to give normative power to
certain agents who play specific roles. One approach to fig-
uring out whether norms induce agents’ normative power or
not is to look for the notion of “power” or similar notions in
the description of the norms. For example in the norm, “The
University has the power to oblige students to participate in
lectures”, the word "power" already exists in the formula-
tion of the norm. Therefore, by introducing that norm in a
normative system the agents are aware that the university
acquires such a normative power to create this obligation
for its students.

When the notion of power is not explicitly present in the
formulation of the norm, distinguishing between the norms
that give the agents a normative power and those that do
not induce a normative power may become difficult. This is

because it is possible that the notion of power is hidden in the
description of norms. It means that, despite the absence of the
notion of power in the description of the norm, if in a norm
Agent A (usually thanks to their roles) may take an action that
creates a deontic relation (an obligation or a prohibition) for
another Agent B in a multi-agent system and Agent B together
with all the other agents in the system recognized that they
should fulfill such a deontic relation that is created by Agent
A, we say that Agent A has a normative power over Agent
B. This happens for example in the following norm: “When
professors ask their Ph.D. students to write a paper for a con-
ference, the students are obliged to do it before the deadline
of the conference” where there is not any notion related to
power in its description. However, by reading the norm we
understand that there is an agent (Agent A) with the role of
professor that (by performing the action of asking) may cre-
ate an obligation for another agent (Agent B) having the role
of student. Therefore this norm represents the professors’
normative power who can oblige a student to write a paper.

We will discuss in detail how it is possible to model this
kind of norm in different circumstances in “Formalizing
norms inducing normative power” section.

The T-Norm Model

The T-Norm model can be used to formalize a precise and
rich set of types of norms that regulate the interactions
between autonomous agents. Namely (as we will further dis-
cuss in the paper) the model can be used to formalize those
norms with an activation condition expressible as a class of
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events; the norms that generate general or specific obligations
or prohibitions to perform (or not to perform) actions that
can be constrained to happen before something else happens;
exceptions to those norms and to obligations and prohibitions
(i.e. exemptions and permissions respectively); and norms
that induce a normative power. Once a set of norms is formal-
ized using the T-Norm model, a specific framework can be
used to automatically check if the agents’ behavior conforms
or does not conform to the given set of norms. This is done by
monitoring the evolution of the state of those sets of norms
as time passes, events occur and autonomous agents perform
actions. The framework for norms monitoring has been pro-
posed by taking into account the operational semantics of the
T-Norm model. The model, its operational semantics, and the
framework were introduced in [6, 7].

The T-Norm model captures the following intuitive mean-
ing of norms: whenever a particular activation condition
is satisfied (i.e. an event that belongs to a particular class
of events occurs) a deontic relation (general or specific) is

NORM Norm_n

In order to formally describe such a dynamic behavior,
the abstract model of a norm cannot only consist of a set of
facts (like it is in many models of norms and policies, e.g.
ODRL, OWL-POLAR [3], and the model proposed in [22]).
In all these models the intrinsically dynamic nature of norms
is described in their semantics or is left to their intuitive mean-
ing described in the text. The T-Norm model allows us to
specify how the performance of certain actions or the occur-
rence of certain events will change the state of the interac-
tion among agents. Therefore the basic building blocks of
the T-Norm Abstract Norm are rules of the form ON. . .
THEN. . .ELSE.® The Abstract Norm has not a pre-defined
deontic type, as will be discussed in “Methodology” section, it
is those who formally specify a norm who will decide whether
the norm activation creates obligations or prohibitions. In the
T-Norm model, a generic Abstract Norm has the following
form:

[ON ?eventl WHERE conditions on 7eventl

THEN
COMPUTE]

ASSERT isGenerated(?dr,Norm_n);

[activated(?dr,?7eventl) ;]

ON 7event2 [BEFORE 7event3 WHERE conditions on 7event3]
WHERE actor(7event2,?agent) AND conditions on 7event2
: THEN ASSERT fulfills(?agent,?dr); fullfilled(?dr,?event2) |
10: violates(7agent,?dr); violated(?7dr,7event2)
11: [ELSE ASSERT violates(7agent,?dr); violated(7dr,7event3) |
12: fulfills(7agent,?dr); fulfilled(7dr,7event3]

1
2
3
4:
5: CREATE DeonticRelation(?7dr);
6
7
8
9

created for regulating (oblige or prohibit) the performance
of a class of actions by certain agents. In turn, every time
an action belonging to the class of the regulated actions is
executed before a certain event happens (for example a cer-
tain temporal event representing a deadline) and the deontic
relation represents an obligation it will be fulfilled, while it
will be violated if it represents a prohibition. On the con-
trary, when an action belonging to the class of regulated
actions can no longer be performed (for example because
the deadline has expired) and the deontic relation represents
an obligation it will be violated, while if the deontic relation
represents a prohibition it will be fulfilled.

In the proposed model the first (optional) ON. . . THEN
component (lines 2, 3) is used for expressing those norms
that have an activation condition. The second ON. . . THEN
component (lines 7, 9) is used for expressing that when a
specific action, which belongs to the class of actions reg-
ulated by the norm, is performed (before something else
occurs) there will be a fulfillment or a violation. In alter-
native, the ELSE part of the second rule (line 11) will be

8 The ON clause has been chosen instead of the more common IF
clause to highlight that the part after THEN is executed when a par-
ticular event or action occurs and not simply when a condition is sat-
isfied.
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followed when an action that belongs to the class of the
regulated actions can no longer be performed.

The formulas used in the Abstract Norm are conjunc-
tions (in the WHERE part) or sequences (in the CREATE
and ASSERT part) of atomic assertions written using the
classes (unary predicates starting with a capital letter) and
the properties (binary predicates starting with a lowercase
letter) defined in the T-Norm Ontology depicted in Fig. 1.°
Variables (starting with ‘?) refers to individuals. Variables
used in the WHERE parts of the norm for expressing con-
ditions on events can be used freely and have to be bound
to individuals in the State Knowledge Base (where the inter-
action among agents is represented) for the conditions to be
met. In the WHERE parts, it is also possible to compare the
value of a variable with a constant value using any of the
symbols {<,>, =, #, <,>}. A constant is a numerical value
or an individual in the ontology. Variables that appear in the
ASSERT part of a norm must have been introduced previ-
ously in one of its ON or CREATE parts. In the COMPUTE

part some values can be calculated (for example the dead-
lines) using the value of previously introduced variables.'”

By using the T-Norm model it is possible to formalize
exceptions, that can be used for modeling both permission, as
an exception to prohibitions, and exemption as an exception
to obligations. By using the model it is possible to specify
different types of exceptions. The first is an exception to the
activation of norms. When certain peculiar conditions are sat-
isfied on the event activating the norm, the resulting deontic
relation has not to be generated. For example “firefighters do
not have to pay the train ticket”. The second type of exceptions
are those to deontic relations, i.e. when specific conditions on
the regulated event are fulfilled the generation of violation/
fulfilment is blocked. For example, in a library, the lending
of a certain book is prohibited to everyone except teachers.
There is also a third type of exceptions, these are those always
related to deontic relations (like the second type) but which are
triggered by an event that is not the one regulated by the norm.
This third type of exception can be formalized only for those
norms that generate specific deontic relations.

An exception is expressed in one of the following ways
on the basis of its type:

Exception Typel

EXCEPTION TO Norm_n
ON “7eventl
WHERE conditions on eventl
THEN exceptionToNorm(Norm_n,?event1)

EXCEPTION TO Norm_n
ON 7event2

WHERE conditions on event2 AND isGenerated(?dr,Norm_n)

THEN exceptionToDR (?dr,7event2)

EXCEPTION TO Norm_n
ON 7event_n

WHERE conditions on event_n AND isGenerated(?dr, Norm_n) AND
NOT fulfills(?agent,?dr) AND NOT violates(7agent,?dr)

THEN exceptionToDR(7dr,?event_n)

° The T-Norm ontology in OWL is available at https://raw.githubuser
content.com/fornaran/T-Norm-Model/main/tnorm.owl.
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10 The choice of using conjunctions or sequences of atomic asser-
tions (analogously to what is proposed in OWL-POLAR to express
the various components of their norm model) has the advantage of
avoiding requiring the user of the model to learn a specific formal
language, once written those expressions can be easily and automati-
cally translated into the conditions or actions of production rules or
into SPARQL queries.
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In order for exceptions to inhibit norms, they must be
evaluated before the norms. In the T-Norms model where
norms and exceptions are translated into production rules
to be computed, the rules of exceptions have higher prior-
ity than those of norms. In “Representing Permissions and
Exemptions” section we will explain how to formalize these
types of exceptions in detail by using some examples.

Methodology

In this section, we describe the various steps of the proce-
dure to be followed to transform a norm written in a natural
language (for example in English) into a norm written using
a formal machine-readable language like the T-Norm model.
As will be discussed, some steps of the described procedure
can also be used to formalize norms using the OWL-POLAR
model or the ODRL policy expression language. Starting
from a norm expressed in natural language, following each
step of the methodology, the Abstract Norm, introduced in
“The T-Norm Model” section, is made at every step more
concrete to the point of being the formalization of the norm
from which the process started.

Using Ontologies for Modeling Norms

As discussed in the Introduction, we decided to propose a
methodology that can be used to formalize norms by using
models based on Semantic Web Technologies. In particular,
in those models the activation conditions of the norms, the
class of actions that is regulated by the norm, the expira-
tion conditions, and the temporal constraints to the perfor-
mance of the actions regulated by the norm are specified
using the classes (aka concepts) and the properties defined
in ontologies encoded using one of the semantic web lan-
guages, namely the W3C Web Ontology Language (OWL
2) or RDF-Schema. An important advantage of using those
well-known standard languages is that they can easily be
used by those who need to formalise norms.

In the first step of the procedure, it is required to: identify
the events, the actions, the activation and expiration condi-
tions, and the temporal constraints described in the norm
and decide which OWL or RDF-Schema ontologies can
be used to represent them. Such ontologies can be defined
from scratch or better, in a re-usability perspective, through
the re-use of existing ontologies that can then be adapted
to express the concepts and properties present in the norm
under consideration.

When the ODRL policy language is used for the formali-
zation of one policy, the terms in the policy can be expressed
using the ODRL Common Vocabulary'' that provides a list
of actions and properties for representing statements about
the usage of content and services (for example it defines
actions like Display, Distribute, Derive and properties like
payAmount and spatialCoordinates).

When the norm is formalized using the T-Norm model,
three classes of events or actions should be specified using
ontologies:

e The class of events that represent the activation condi-
tion of the norm. The variable ?event1 in line 2 of the
Abstract Norm refers to an individual that belongs to the
activation condition class and such a class is described in
the WHERE part using the classes and properties defined
in the adopted ontologies;

e The class of actions regulated by the norm. The variable
?event?2 in lines 7,8 of the Abstract Norm refers to an
individual that belongs to the class of actions regulated
by the norm. Such a class is described in the WHERE part
(line 8) using the classes and properties defined in the
adopted ontologies;

e The class of events defined for constraining the perfor-
mance of the actions regulated by the norm. One action,
belonging to the class of the regulated ones, should or
should not occur before an event belonging to this con-
straining class. The variable ?event3 in line 7 of the
Abstract Norm refers to an individual that belongs to the
constraining class. As in the previous two points, in the
WHERE part (line 7) the constraining class is specified
using the classes and properties defined in the adopted
ontologies.

The ontologies selected for the formalization (each one
referred to as a domain-specific Ontology in Fig. 1) should
be imported into the Event Ontology which is formalized
using the OWL 2 language. Therefore even if in principle it
is possible to use several different ontologies for specifying
the class of actions and their properties inside one T-Norm
norm, for compatibility reasons, we suggest using ontologies
that are compatible with OWL ontologies.

When a norm is formalized with OWL-POLAR policy
model, the class of actions regulated by the policy is speci-
fied in a similar manner as with the T-Norm model. Due to
substantial differences between the two models, in OWL-
POLAR it is not required to describe a class of events as
activation condition but it is possible to specify a condi-
tion on the state of the world (such as “when there is a fire
risk” or “if a room contains patients”). Furthermore, it is not

' https://www.w3.0org/TR/odrl-vocab/#vocab-common.
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required to specify a temporal constraining class of events
but it is necessary to specify an expiration condition (such
as “there is no longer a fire risk” or “the room is empty”).

We will now exemplify the formalization of the two
classes of events necessary for the formalization of Norm1.
Norml is activated every time a vehicle enters the restricted
traffic zone of the city of Milan. We assume that the
RestrictedTraficAreaAccess is an OWL class of
actions, vehicle and owner are two properties; the first
has a domain RestrictedTraficAreaAccess class,
the second has a domain of class Vehicle. Those classes
and properties are defined in an OWL 2 domain-specific
Ontology. The class of events that activates Norm1 can be
specified in the following way'?:

NORM Normil

Schema.org represents an interesting attempt to realize a
lightweight ontology that can be reused in different appli-
cations and in particular it is used for the specification of
structured data on the Internet and on web pages and is used
by main search engines.

As mentioned earlier, the class of events described with
the variable ?event3 has the role of constraining the time
interval in which the action belonging to the class of actions
regulated by the norm shall or shall not be performed. In
Norml, the time interval when the payment action should
be performed is constrained by a deadline (below referred
with the variable ?paymentDeadline),i.e. the payment
action must occur before 24:00 on the day of entry into
the limited traffic area. The formalization of norms where

ON 7el WHERE RestrictedTrafficArealAccess(?el) AND vehicle(7el,?v)
AND owner (?v,7agent) AND atTime(?7el,?instl)
AND inXSDDateTimeStamp(?instl,?t1) AND 7til.time()>07:30:00

AND ?t1.time()<19:30:00

In the previous expression the variable ?agent is intro-
duced because it will be used in the second part of the norm
to recognize who fulfills or violates the norm. The proper-
ties used to express conditions on when the event occurs are
defined in the Time Ontology in OWL'? which is imported
in the Event Ontology as it is represented in Fig. 1.

The class of actions regulated by Norm1 is the payment
of 5 euro before 24:00 on the day of entry. For formalizing
it we can for example use the PayAction class defined in
the Schema.org'* vocabulary, which has an OWL version.

ON 7e2 BEFORE 7paymentDeadline

?event3 is a time event are discussed in “Representing the
Temporal Constraints of Norms” section. However, in the
formalization of other norms the time constraint could be
expressed with any class of actions (e.g. the payment must
be made before leaving the restricted area) and in this case
we will need to use another ontology to represent that class.
The class of actions regulated by Norm1 can be specified
in the following way (where ?el and ?agent are the vari-
ables introduced in the specification of the activation condi-
tion of Norml in the previous ON clause):

WHERE PayAction(7e2) AND reason(?e2,7el) AND recipient(?7e2,MilanCity)
AND price(?e2,5) AND priceCurrency(?7e2,euro)

12 Where ?event1 is shortened to 2e1.
B https://www.w3.org/TR/owl-time/.
14 https://schema.org/.
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Formalizing the Activation Condition

The goal of this section is to explain the second step of the
methodology. It consists in recognizing whether a norm has
an activation condition or not and if it does, how to formal-
ize it by taking into account its type, i.e. whether the norm
is activated by the occurrence of an event that belongs to a
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class of events or actions or by the occurrence of a certain
state of affairs.

The question to ask in order to recognise whether a rule
has a trigger condition is: under what conditions is there an
obligation or prohibition for someone to perform a certain
action? If these conditions correspond to the occurrence of
an event or action then the norm can be modelled with the
T-Norm model and it is important to underline that in the
T-Norm model, the activation condition of a norm cannot
simply be a description of a state of affairs. If these condi-
tions relate to the fulfilment of a certain state of affairs then
the norm can be modelled with the OWL-POLAR or ODRL
model.

A very common objection to the differentiation between
events and states of affairs such as the one proposed here is
that an event leads to a new state of affairs and that therefore
the new state of affairs can be used as a condition instead of
the event. For example the effect of entering in the limited-
traffic area of Milan is the state of affairs of being inside the
area. But this event-state substitution is not always possible
because for certain norms the activating event has crucial
characteristics (such as an instant of time when it happens)
that cannot be replaced by a state of affairs.

The reason why, in norm models, these two different
types of activation conditions are treated differently is
mainly due to their ontological difference: an event happens
at a specific point in time and when it has happened it can
no longer be retracted. Differently, there are states of affairs
that can be satisfied for a certain interval of time and become
unsatisfied in another interval (as for example the condition
“it is a weekday”). This is a crucial difference, indeed in the
T-Norm model, any satisfaction of the activation condition
leads to the permanent creation of deontic relations. This
permanent creation is required when the newly created deon-
tic relation regulates a class of actions that should or should

ON 7el

not be performed in an interval of time and when the deontic
relation itself can generate many violations and fulfillments,
as it is discussed below when Norm2 will be formalized. On
the other hand, in the OWL-POLAR and ODRL models, the
satisfaction of the activation condition simply leads to an
activated policy for a specific agent, and when the activation
condition is no longer satisfied or the expiration condition
becomes satisfied, the policy becomes inactive.

By using the T-Norm model, in order to recognize the
activation condition in the text of a norm, we have to look
for the events or actions that when happen induce the model
to create certain obligations or prohibitions. When an event
that belongs to the class of events described in the activation
conditions actually occurs a new deontic relation express-
ing the obligation or prohibition to do a certain class of
actions is created and, if applicable, the values of the time
constraints relating to the execution of that action are calcu-
lated. The temporal relation between an event or action that
satisfy the activation condition and the action that should or
should not be performed is crucial: the activation condition
must be satisfied before the obligation or the prohibition to
perform a certain class of actions starts to hold. The instant
of time at which the activation condition of a norm is satis-
fied by an event or action is very important because it can
be used to calculate the deadline of obligations generated by
the norm or the instant of time at which a prohibition ceases
to subsist. For example in Norm1, the activation condition
is represented by the class of actions regarding entering the
Milan limited traffic zone and it is used for computing the
deadline for the payment, its formalization is available in
the previous section. In Norm2, the activation condition is
given by the class of actions with which a DVD distribu-
tion is initiated and can be formalized, using the classes and
properties of OWL ontologies, in the following way:

1
2 WHERE isReleased(7el) AND object(7el,?dvd) AND VideoObject(?dvd)
3: AND place(7el;Italy) AND atTime(7el,?instl)

4 AND inXSDDateTimeStamp(7instl,?t1)

SN Computer Science
A SPRINGER NATURE journal



749 Page 14 of 22

SN Computer Science (2024) 5:749

When the activation condition of a policy describes a
state of affairs, the OWL-POLAR model can be used for
their formalization. Examples of this type of policies are: “a
person is obliged to leave a location when there is a fire risk”
or “when a person has a child which is under 18 they have to
pay their tuition” [3], where the activation condition is the
part after the word “when”. In the OWL-POLAR model,
a policy is activated for a specific agent when the world
state is such that the activation condition holds for that agent
and the expiration condition does not hold. Therefore, at the
time of activation, it is necessary to know the specific agent
for whom the policy is being activated. As we will further
discuss in “Formalizing Specific or General Obligation or
Prohibition” section, this is not the case when the activation
of a policy leads to the creation of general deontic rela-
tions. Another interesting aspect of the OWL-POLAR policy
model, is that in this model there is not an explicit repre-
sentation of the requirement that the activation condition
must be satisfied before a policy could become fulfilled or
violated. This requirement is only expressed in the descrip-
tion of the process for reasoning about policies activation.

In the ODRL 2.2 model, the Rule class is the parent
of the Permission, Prohibition, and Duty classes
and it represents their common characteristics. It is possi-
ble to express constraints associated with the Rules
contained in one policy and refinements associated with
three parts of the rule: the actions regulated by one Rule,
its Asset Collection,andits Party Collection.
In the ODRL Information Model 2.2 there is a textual speci-
fication of the meaning of a prohibition and a Duty, and
one can see the satisfaction of constraints can be considered
as an activation condition of the rule. Therefore, when the
activation condition is a state of affairs, the policy designer
can choose whether it is better to put the conditions in the
constraint or in the refinement of an ODRL policy. But, as
in the case of OWL-POLAR, the time constraints between
the satisfaction of the activation condition and the execution
of the policy-regulated action are not explicitly expressible
with the ODRL model and it is impossible to specify in the
policy formalization the how to calculate at run-time the
value of deadlines. It is also impossible to formalize those
policies that when they are activated generate general deon-
tic relations that will be discussed in “Formalizing Specific
or General Obligation or Prohibition” section.

By analysing the numerous examples of policies for-
malised with the ODRL 2.2 model, we made an interest-
ing observation: when the activation condition in the text
of a rule describes a state of affairs, one should ask whether
this condition should actually be formalised as an activa-
tion condition or whether it is better to formalise it as a set
of conditions delimiting the class of actions regulated by
the policy. For example, consider the following conditional
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norm “it is prohibited to litter as long as there is a rubbish
bin within x meters from an agent” (which is discussed in
[31]). The condition of being within x meters of a rubbish
bin may be modeled as an activation condition but it can
also be considered as a condition that constrains the class of
actions regulated by the policy, i.e. littering when the actor
of the action is within x meters from the rubbish bin. When
this last approach is adopted, the policy can also be modeled
with the T-Norm model because there is not anymore a state
of affairs as an activation condition. The choice between
using the first or second formalization depends on the type
of reasoning that the norm designer!®> wants to be able to
perform on that policy. In the first case (when the state of
affairs is formalized as an activation condition) it is possible
to compute if the policy is active in a given situation and
therefore plan the action for fulfilling or violating it. When
computing the satisfaction of all the activation conditions
of the policies may be too costly or the goal of reasoning
about policies is monitoring their fulfillment or violation,
the second formalization (without activation condition) is
the more efficient because it does not require computing the
activation of the policies.

Representing Obligations and Prohibitions

In this section, we explain the third step of the method-
ology, by clarifying: (i) how to recognize whether a norm
generates an obligation or a prohibition; (ii) how to express
obligations and prohibitions using one formal model.

By reading the text of a norm it is quite intuitive to rec-
ognise its deontic component, usually the verbs “have to”
or “must” or “is obligatory” are used to express obligations.
Conversely, the negation of these verbs or the verb “cannot”
are used to express prohibitions.

Sometimes, however, it may be convenient to formalise
a norm containing an obligation as a prohibition and vice
versa. In fact, as we know from deontic logic literature [33]
the expression “it is impermissible (IM) that p” is defined
as equivalent to “it is obligatory (OB) that not p” (IMp = def
OB-p). In particular, when the activation of a norm brings
to the creation of general deontic relations (see “Formal-
izing Specific or General Obligation or Prohibition” section
for more details), it is very important to evaluate which of
the two formalizations would be most cost-effective. That is
because, as discussed below, every general deontic relation
created by the activation of a norm, may in turn bring to the
costly generation of many fulfillments and violations. For
example, the norm “when the school bell rings, students
should go back to the classrooms in five minutes” can be

15 The term “norm designer” refers to the person in charge of formal-
izing norms with a formal model.
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formalized either as a norm that generates obligations or as
a norm that generates prohibitions. Suppose that the person
in charge of formalizing the norm is only interested in com-
puting the violations of the norm. In the first scenario, if we
formalize the norm as a generator of obligations when the
activation condition is satisfied because the school bell rings,
the norm generates a general deontic relation that will gener-
ate fulfillments for all those students who respect the school
rule and go back to their classrooms, and violations for those
students who did not fulfill the rule before the deadline. In
the second scenario, it is possible to formalize such a norm
as a generator of prohibitions by reframing it as follows
“when five minutes have elapsed since the bell rang, stu-
dents cannot remain in the courtyard”. The formalization of
this norm is much easier and cost-effective as we only need
to check the violations that are generated for those students
who stay in the courtyard.

Once it has been decided whether to formalise a particu-
lar norm as an obligation or as a prohibition, if it has been
chosen to use the OWL-POLAR or the ODRL model, it is
enough to explicitly indicate if the policy is (or contains) an
obligation or a prohibition. Differently from those two mod-
els, in the T-Norm model there is not a component or a pre-
defined class that may be used to specify whether the norm
expresses an obligation or a prohibition. The advantage of
this approach is that both obligation and prohibitions can be
expressed starting from the same abstract norm and there is
no need to formalize the semantics or the state machine for
obligations, another one for prohibitions, and others for other
deontic concepts like permission, right, privilege, liability
and so on, as it is proposed in [5].

In the T-Norm model the intuitive meaning of having an
obligation or prohibition is that when something happens
and certain conditions hold, an agent is obliged or prohibited
to do something in a given interval of time. We can use a
few basic constructs and combine them in different ways to
express the obligation to perform an action before a given
deadline or the prohibition to perform an action within an
interval of time. The main difference in formalising a pro-
hibition or an obligation lies in the choice of the fulfills
or violates assertions to be included in the last THEN ...
ELSE part of the abstract norm presented in “The T-Norm
Model” section.

If the norm designer wants to formalize the obligation
to perform an action, performing the regulated action must
bring to the specification of the fulfillment of the deontic
relation by a specific agent in the THEN part of the norm.
The ELSE part has to be used to specify that in case an
action belonging to the class of actions regulated by the
policy cannot be performed before a certain event happens,
the deontic relation (representing the obligation) becomes
violated. On the contrary, if the norm designer wants to
formalize the prohibition to perform an action in a specific

interval of time, performing the action will bring to the vio-
lation of the deontic relation in the THEN part. Once the pro-
hibited action can no longer be performed before a certain
event happens (for example, the time interval has expired)
the deontic relation (representing the prohibition) becomes
fulfilled.

Representing the Temporal Constraints of Norms

The fourth step of the methodology consists in recognising
whether the norm regulates an action that must, or must not,
be performed before:

1. an event/action occurs (i.e. “pay before leaving a car
park”™), or

2. agiven instant of time has elapsed (i.e. “pay before the
end of year 2023”), or

3. an instant of time, whose value is calculated at the time
of activation of the norms, has elapsed (i.e. as in Norm1
“pay before midnight on the day of entry”).

This can be done by searching the text of the norm for the
words “before” or “until” or the indication of precise time
intervals where the regulated action should or should not
be performed.

In order to formally express such a constraint the T-Norm
model has to be used. In fact, the ability to represent tem-
porally constrained actions in norms is one of the distin-
guishing features of the T-Norm model that differentiates
it substantially from the OWL-POLAR and ODRL mod-
els. Indeed in these two models, it is impossible to express
deadlines for obligations, especially those whose value is
computed at run-time.

A completely different time constraint that can be
expressed in OWL-POLAR is the expiration condition of
a policy that, when it is satisfied, makes the obligation or
prohibition inactive (for example, the obligation to leave a
place ends when the risk of fire ceases). Similarly, when
ODRL is used, it is possible to formalize a constraint for the
performance of an obliged or prohibited action by using the
dateTime leftOperand, but its semantics is not well
documented and examples of its use express only permission
and no obligation or prohibition.

Once it is realised that the T-Norm model must be used
to formalise the norm under consideration, it is necessary
to proceed by specifying the part of the Abstract Norm (see
“The T-Norm Model” section) that follows the BEFORE
clause. Here it is required to specify the description of the
class of events that constrains the performance of the actions
regulated by the norm by specifying to which class the vari-
able ?event3 belongs and what the values of some of its
properties must be. Based on the type of constraint specified
in the norm, it must be specified that the variable ?event3)
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belongs to the TimeEvent class or the more generic Event
class (see Fig. 1).

The TimeEvent class is used for specifying that
?event3 is a time event that happens at a specific instant
of time, which represents a deadline for an obligation or
the instant of time when a prohibition ends. For example,
in Norm1, an agent is obliged to perform the paying action
before midnight (the deadline) of the day on which the norm
was activated. In Norm2, the time interval in which Italian
libraries cannot lend DVDs begins with the release of the
DVD (activation of the norm) and ends after 2 years. Fol-
lowing all the steps of the methodology explained so far,
Norm?2 is a prohibition activated by an event that can be
represented with the T-Norm model as follows:'®

parking ticket before leaving”, there exists no deadline for
the payment action, but the payment action must be per-
formed before leaving the parking area with one’s car.
Therefore, in the *conditions on ?event3’ partof
the Abstract Norm the event of leaving the parking should
be specified.

In literature there exist other models, such as [34], in
which time-constrained norms are represented using tem-
poral logics, such as the Linear Temporal Logic (LTL).
However, using these approaches present some difficulties
when it comes to automatically reasoning on the evolution
of the normative state from activated to fulfilled or violated.

Norm2

1: ON 7el

2:  WHERE isReleased(7el) AND object(?7el,?dvd) AND VideoObject(?dvd)
3:  AND place(7el;Italy) AND atTime(7el,?instl)

4:  AND inXSDDateTimeStamp(7instl,?t1l)

5: THEN

6: COMPUTE 7tend_n=7tl.year+2;

7: CREATE DeonticRelation(?dr) ;TimeEvent(?tev_end_n) ;Instant(?inst_end_n);
8: ASSERT isGenerated(?dr,Norm2); activated(?dr,?7el);

9: end(?dr,?tev_end_n); atTime(?tev_end_n,?inst_end_n);

10: inXSDDateTimeStamp(?7inst_end_n,7tend_n);

11: ON 7e2 BEFORE 7tev_end_n

12: WHERE LendAction(?7e2) AND object(7e2,?7dvd) AND actor(7e2,?7agent)
13: THEN violates(?7agent;?dr); violated(?dr,7e2)

The COMPUTE, CREATE and ASSERT components are
important parts of the norm above, which are used to specify
the characteristics of the time event used to constrain the
class of actions governed by the norm. Their formulation in
the above norm represents a prototype of what these com-
ponents look like in all kinds of norms of this type. In par-
ticular, the time event, represented with the variable ?tev
end n (instead of ?event3), is associated to a specific
instant of time by using the at Time property whose value
is computed when the norm is activated.

The Event class (or one of its sub-classes) is used for
specifying that the temporal constraint of the norm belongs
to a generic class of events. This means that the regulated
action is temporally constrained by another generic class
of events. For example, in the norm “you have to pay the

16 The formalization of Norm1 using the T-Norm model is available
in [6].
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Formalizing Specific or General Obligation
or Prohibition

The fifth step of the methodology consists in recogniz-
ing whether the norm under consideration is a norm that
defines specific or general obligation or prohibition, that
were introduced in “Norms Defining Specific or General
Obligation or Prohibition” section. Namely, it is important
to distinguish between two types of norms: those that can
be activated for a specific set of agents, this means that at
the time of the activation the specific debtor of the acti-
vated obligation or prohibition is known; and those that
can be activated for a general set of agents, whose specific
name is unknown at the time of the activation.

The fact that the norm to be formalized belongs to one
or the other type has an impact on the choice of the norma-
tive model to be adopted. In particular, if the norm belongs
to the first type (such as Norm1), both the T-Norm and the
OWL-POLAR model can be used; if the norm belongs to
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the second type (such as Norm?2) only the T-Norm model
can be used for its formalization. Regarding the ODRL
model, it can only be used when the debtor (that is ODRL
is called the assignee) of the obligation or prohibition is
already known before the policy is activated.

We will now better explain how to proceed in formalis-
ing the norm. If the norm defines a specific obligation or
prohibition and the OWL-POLAR model is chosen, it is
important to to include the ?x variable, used in OWL-
POLAR to represent the policy addressee, in the policy
activation condition as well. This is required because the
policy can only be activated for all those specific agents for
which the activation condition is satisfied. Thus, when the
condition is satisfied by the state of the world, there will be
one or more substitutions of the ?x variable present in the
activation condition with specific agent names.

Differently, if the T-Norm model is adopted, we have
that the norm can create many specific deontic relations
with a known debtor, one, each time its activation condi-
tion becomes satisfied by the execution of an action or the
occurrence of an event. For example in Norm1, for each
vehicle entering into the limited traffic area an obligation
to pay for the owner of the vehicle is generated. This is
expressed in the formalization of Norm1 by using, in the
ASSERT part, the debtor property to connect the gen-
erated deontic relation with the owner of the vehicle that
entered in the limited traffic area (i.e. by using the follow-
ing formula: debtor (?dr, ?agent) ). The debtor
property has to be specified in the ASSERT part of the
formalization of all those norms that generate specific
deontic relations.

If the norm belongs to the second type, only the T-Norm
model can be used for its formalization. For example, when
Norm?2 is activated, i.e. when the DVD is distributed, the acti-
vation condition is not satisfied for specific agents. In this case
the agents who will be able to violate the prohibition to lend
the DVD are the actors of the lending action, i.e. the agents
working for Italian libraries. This type of norm cannot be for-
malized using the OWL-POLAR model because the satisfac-
tion of the activation conditions does not provide substitutions
for the ?x variable that is used for representing the policy
addressee. This limitation of the model is mainly due to the
design choice to propose a model for reasoning about policies
that do not create deontic relations when policies are activated.

Formalizing Norms Inducing Normative Power

The sixth step of the methodology consists in understand-
ing whether the norm implies normative power or not, this by
taking into account what is explained in “Norms that Induce
Normative Powers” section.

Norms represent a normative power when, thanks to the
norm, one agent can trigger the creation of an obligation for
another agent. For example, in the following norm (that we call
Norm3) “when professors ask their PhD students to write a
paper for a conference, the students are obliged to do it before
the deadline of the conference”, the agents playing the role
of professors have a specific normative power over their PhD
students. Conversely, if the activation of the norm creates an
obligation for the same agent whose action led to the activation
of the norm, the norm does not give any normative power to
agents with a given role. For example, Norm1, according to
which if an agent enters a restricted traffic zone, they become
obliged to pay 5 euro to the City of Milan, does not represent
any normative power.

After understanding whether or not the norm represents a
normative power, the norm designer must figure out how this
power is represented and, based on this, select the appropriate
model to represent the norm. As described in “Norms that
Induce Normative Powers” section, there are two types of such
norms. Firstly, there are norms that have the notion of power
explicitly in the description of the norm, and secondly, there
are norms that induce normative power for agents who have a
certain role but do not explicitly mention the notion of norma-
tive power in their text.

If the notion of power is explicit in the text of the norm,
a model of the notion of normative power, such as that pro-
posed in [30], is required for the formalization of the norm.
For example, this would happen for the formalization of the
following norm: “When Professor John asks a PhD student to
write a conference paper and they have the normative power
to oblige his PhD students to write a conference paper, the
student becomes obliged to write the paper”.

On the other hand, if the norm is stated in such a way that
it does not require an explicit formalization of the concept of
normative power as in the case of Norm3, then it is possible
to model it with a norms model, such as the T-Norm, without
using a model of normative power. Indeed, Norm3 can be
formalized using the T-Norm model as:
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ON 7el

WHERE WritingPaperRequest(?el) AND Professor(?p) AND Student(?s)
AND actor(?el,?p) and receiver(7el,?s) AND object(7el,?paper)
AND Conference(?conf) AND target(?paper,?conf)

AND hasDeadline(7conf, 7?deadline)
THEN
COMPUTE ?7t_end=7deadline

CREATE DeonticRelation(?dr) ;TimeEvent(?tev_end_n) ;Instant(?inst_end_n);
ASSERT isGenerated(?dr,Norm3); activated(?dr,?el);
debtor(?dr,?s); end(?dr,?tev_end_n);
atTime(?tev_end_n,?inst_end_n);
inXSDDateTimeStamp(?inst_end_n,7t_end);

ON ?e2 BEFORE ?7t_ev_end

WHERE WritePaperAction(7e2) AND actor(7e2,?s) AND
object(7e2,7paper) AND target(?paper,?conf)

THEN ASSERT fulfills(?s,?dr); fullfilled(7dr,7e2)

ELSE ASSERT violates(?s,?dr); violated(?dr,?t_ev_end)

Representing Permissions and Exemptions

In this section, we describe how to formalize those norms
that express the deontic notion of permission and exemp-
tion. The meaning of having a permission to do something
has been extensively researched in the literature, and sev-
eral forms of permission have been analyzed. In [35, 36],
they consider permissions as an exception to prohibitions,
which means that the agent’s behavior does not count as a
violation and thus there will be no penalty if the permit-
ted action happens. In many normative systems there is a
default assumption related to permissions and prohibitions,
i.e. when it is necessary to explicitly specify permission to
perform an action, it is because a prohibition to perform
that action already exists or it is assumed to exist. Indeed, it
is possible to distinguish among two types of permissions:
weak permission and strong permission. The important
distinction between strong and weak permission has been
addressed in [37]. If there is no prohibition to do an action,
it means that we have weak permission to do that action. On
the other hand, if there exists explicit permission for doing
a prohibited action, we call it strong permission. In a similar
situation for obligations, if an agent has strong permission to
derogate an obligation, it is called an exemption.

The notion of permission is formalized in different ways
in the various models of norms considered in this work. In
the T-Norm model the notion of exception can be used for
formalizing both strong permissions (exceptions to prohibi-
tions) and exemptions (exceptions to obligations) as will be
presented below. Differently, in OWL-POLAR weak per-
missions are simply represented with a P indicating that the
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policy is a permission, all other policy parameters are those
already discussed for the specification of obligations or pro-
hibitions. The model does not provide a way to indicate that
a permission allows an action that is prohibited. Similarly,
in ODRL, permissions are formalised within a policy using
the permission property and “a Permission allows
an action, with all refinements satisfied, to be exercised on
an Asset if all constraints are satisfied and if all duties are
fulfilled”.!” For instance, it is possible to specify that an
agent is allowed to play a game for a certain time interval
and it is impossible to indicate what is the precise prohibi-
tion to which an exception is being created.

When a prohibition or obligation is formalised using the
T-Norm model, it is possible to introduce exceptions to it
using one of the following types, whose abstract model was
introduced in “The T-Norm Model” section:

1. Exception to norms activation;

2. Exception to deontic relations (that were generated by
the activation of a norm) due to some particular condi-
tions on the event that is regulated by the norm;

3. Exception to specific deontic relations due to an event
that is not the one regulated by the norm.

Exceptions of the first type are used to block the activation

of a norm in certain specific cases concerning the conditions
of activation of the norm. For example, one may wish to

17 https://www.w3.org/TR/odrl-model/#permission.
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inhibit the activation of Norm1 if the vehicle entering the
limited traffic area is an ambulance. In the specification of
the exception, it is enough to write the further conditions
that ?e 1 must satisfy, knowing that when the exception is
evaluated, the other conditions on ?e1l contained in Norml
will also be considered. The exception is able to inhibit the
activation of the norm because the constructs specifying
exceptions are all evaluated before the constructs used to
represent the norms in a system. The exception to Norm1l
described above is formalised as follows:

EXCEPTION TO Norml
ON  7el WHERE Ambulance(?v)
THEN exceptionToNorm(Norml,?el)

EXCEPTION TO NormCovid
ON 7en

The third type of exception is used to inhibits the fulfill-
ment and violation of specific deontic relations. Due to the
fact that these exceptions are brought about by events that
are not the one regulated by the norm, they differ from those
of the second kind. For instance, an exception to the follow-
ing Covid-19 norm: “a person who has a positive swab to
Covid-19 cannot leave the house for the next 15 days”, is:
“if the house is on fire then everybody is allowed to leave
it”. This exception is activated by an event (the house is on
fire) that is different from the action that is regulated by the
norm (leaving the house). We model this exception in the
following way:

WHERE Fire(7en) AND place(?en,?house) AND residence(7house,?agent) AND
isGenerated(?dr,NormCovid) AND activated(?dr,7el) AND
affectedPerson(7el,?agent) AND NOT fulfills(7agent,?dr) AND

NOT violates(7agent,?dr)

THEN exceptionToDR(?dr,7en)

Where the specific exception to Norm1 for the specific event
is created if the vehicle that satisfies the activation condition
of Norml1 (represented with the variable ?v), by entering in
the limited traffic area, belongs to the class Ambulance.
The second type of exception is used to inhibit the gen-
eration of the violation or fulfilment of deontic relations
even if the action regulated by the norm is performed or
not performed. For example, an exception to the prohibition
expressed by Norm2 may be to give teachers permission to
borrow DVDs from the library for educational purposes even
if the two years have not elapsed. In the specification of the
exception, it enough to add that the recipient of the lending
action introduced in the formalisation of Norm?2 (see “Rep-
resenting the Temporal Constraints of Norms” section) by
using the variable ?e2, belongs to the class Teacher. This
exception is expressed with the T-Norm model as follows:

EXCEPTION TO Norm2
oN 7e2

Conclusions

Nowadays, the importance of formalizing the rules, norms
and policies that govern activities of human and software
agents in order to make them understandable and process-
able by machines, encourages many research communities
to propose formal models or languages to reach this goal. In
this paper, we proposed a methodology that explains how a
norm designer can formalize norms written in a natural lan-
guage into a machine-readable format by understanding the
type of the norm under consideration, choosing the appropri-
ate model, and using it correctly.

The presentation of this paper has two objectives. Firstly,
proposing and discussing a methodology that can be used
by people to translate norms written in natural language into
a language specifically designed for the formal specifica-
tion of norms. The second goal is to propose and discuss

WHERE recipient(7e2,7agent2) AND Teacher(?agent2) AND isGenerated(?dr,Norm2)

THEN exceptionToDR(?7dr,7e2)
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a rich set of norm types that could be used in the steps of
the proposed methodology, to study the expressive power
of different formal models of norms, to compare them, and
to design methods for translating norms written in one for-
mal language into norms written in another formal language
enhancing the interoperability of normative systems.

The proposed methodology is relevant mainly for two
reasons. The first is that it introduces some criteria for the
choice of the model of norms to be adopted for the for-
malization of a given norm. For example, one of the criteria
discussed is whether the norm is activated by the occur-
rence of an event or by the occurrence of a state of affairs;
another criterion is the presence in the norm of a deadline
within which a certain obliged action must be performed.
The second is that it is not at all obvious how a norms model
can be used to formalize existing norms written in natural
language and how to choose between different possible for-
malizations of the same norm, e.g. deciding whether it is
better to formalize a norm as a prohibition to do an action or
as an obligation to do the opposite action. The value of the
proposed methodology has been highlighted by discussing
the formalization with the T-Norm model of two different
types of running examples, by presenting the formalization
of a norm that induces a normative power and by exempli-
fying how permissions can be formalized as exceptions to
prohibitions.

An interesting characteristic of the proposed methodol-
ogy is that it is difficult to automate because it requires a
deep understanding of the meaning of a norm and requires
the user to be able to choose between different ways of for-
mulating the same norm e.g. as an obligation or as a prohibi-
tion as discussed in “Representing Obligations and Prohibi-
tions” section.

A limitation of the proposed methodology is that the eval-
uation of its comprehensibility and feasibility of application
for the formalisation of different types of norms has been
carried out by a restricted group of researchers. The dif-
ficulty in this type of evaluation lies in the fact that in order
to be able to use a formal model of norms based on semantic
web technologies, it is necessary to have good knowledge in
different fields, from the legal one (to understand the mean-
ing of the norm) to the computer field and in particular in the
field of normative systems and semantic web technologies
(to be able to use formal ontologies), which is not easy to
find in a significantly large group of people.

Another limitation of the proposed methodology is that
it focuses only on manually transforming norms in natural
language to machine-readable norms. We have not investi-
gated how this process can be, at least in part, automated
by, for example, trying to extract the meaning of certain
parts of the text (e.g. the activation condition of a norm)
with machine learning techniques, especially those based on
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Natural Language Processing techniques as it is discussed
by the “Al and Law” community [38].

In our future work, we plan to extend the methodology by
discussing the formalization of norms and investigating the
possibility of adding more types to our type selection. For
example we plan to investigate the formalization of sanctions
for norms violations and the formalization of constitutive
norms. In addition, we plan to test our methodology with
a significant number of developers (students or colleagues
who are familiar with this field of research) to check the fea-
sibility of our approach and after receiving their feedback,
apply the required modification for the improvement of the
methodology. In our future work we plan also to study the
applicability of the proposed methodology to other models
of norms and in particular to those proposed in the legal field
where the “Al and Law” community has proposed interest-
ing legal ontologies and legal rule languages. We also plan
to investigate how to extend the T-Norm model so that it can
be used for formalizing norms activated by states of affairs.
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