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Abstract
IoT has grown in popularity and acceptance as a result of its numerous uses across different industries. They gather informa-
tion from the live environment and some send it over networks. These devices may range in size from one cubic millimetre 
to a credit card size. When deploying in real-time, there are numerous obstacles to overcome, including those related to 
processing power, wireless capability, interoperability, and security. When billions of smart devices make a connected 
network in a diverse set of platforms, especially when shifting from the server world to sensors, it gives birth to various 
unprecedented challenges for their owners or users. These challenges constitute safety, durability, & privacy, interoperabil-
ity, and technologies. In this paper, the need for secure data communication for low processing power devices is presented 
and a new lightweight block cipher cryptographic technique called RLCA (Robust Lightweight Cryptographic Algorithm) 
uses a combination of linear and non-linear mathematical techniques. Choosing the PRESENT algorithm as a benchmark, a 
comparative analysis based on the time taken to encrypt and decrypt for different data sizes is carried out. The experimental 
results have shown an improvement of 97% in execution time as compared with the standard PRESENT algorithm.

Keywords  Energy-data security · Efficient cryptography · Feistel structure IoT security · Secure communication

Introduction

The Internet of Things (IoT) has now become a leading 
research period due to its applications in different area seg.
smart healthcare, smart vehicles and transportation, smart 
manufacturing, smart infrastructure (smart buildings, smart 
water management, smart energy grids), and smart agricul-
ture [11, 13]. The factors that are making significant contri-
butions in making it challenging for data security in IoT are: 
The IoT devices interact directly with the other systems in 
the network so that confidential information can be collected 
or regulate physical environment variables. IoT devices are 
an easy target for attackers and therefore, are bound to be 
attacked [10]. Such devices are also easily available making 
them soft targets for attackers [9].

The combination of the above factors makes cyber secu-
rity a challenging issue in IoT devices which requires con-
sideration of confidentiality of sensitive information, data 
ethicality, protection, user authentication, authorization of 
information, accessibility, privacy, regulatory measures, and 
the need for frequent updates of systems [7, 8]. Therefore, 
cryptography plays a vital role in ensuring confidentiality, 
data validity and data verification& authorization so that 
the data remains unaffected while transferring before crea-
tion and after accessing it through IoT devices [12]. It could 
also be an answer for protecting the data which is either 
stored or transferred over the network. However, due to the 
resource-constrained nature of IoT devices, the traditional 
methods which were applicable for PC-based cryptography 
are not effective or applicable as they quest for large amounts 
of resources to operate. A lighter type of these solutions is 
lightweight cryptography which can solve these problems 
for protecting the communication in IoT devices which are 
limited in resources [15].

Cryptographic algorithms like Blowfish, RSA, DES, TRI-
PLE DES, AES etc.,that are in use today were developed to 
satisfy the demands of the desktop computing era [3]. But 
the IoT Devices which have low memory and processing 
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power, these devices require cryptographic solutions that 
are not only reliable for protecting data but also designed to 
function well under strict limitations. In the digital age, data 
protection is still of utmost importance, hence it is critical to 
build cryptographic algorithms that maintains the equilib-
rium between security and resource efficiency [16].

Major constraints IoT devices have are Restricted mem-
ory (registers, RAM, ROM) with limited computing effi-
ciency as most of it works on low-power ARM-based pro-
cessor segments, will have less physical area to implement 
the assembly and devices will have low battery power or 
no battery due to its size constraints. In these constraints, 
if conventional cryptography standards are applied to IoT 
devices their performance may not be acceptable [6, 14].

In this proposed work a new RLCA (Robust Lightweight 
Cryptographic Algorithm) is developed using a combination 
of linear and non-linear mathematical techniques.

RLCA has been enhanced for 64-bit key and block sizes. 
Because of its lightweight architecture and ability to balance 
security and efficiency, RLCA is a good choice for applica-
tions with constrained computational resources.

The Feistel cipher structure, a tried& tested cryptographic 
method renowned for its efficiency and simplicity, is adopted 
in the RLCA algorithm. RLCA uses a sequence of rounds in 
this structure, where each round consists of applying basic 
mathematical operations to the plaintext block. These opera-
tions consist of bit rotations and addition modulo bitwise 
XOR.

The approach taken here is to have the least amount 
of computing overhead possible while still having strong 
encryption capabilities. By carefully choosing cryptographic 
primitives and optimizing algorithmic parameters, this equi-
librium is reached.

Literature Review

The necessity to safeguard data in cloud computing and 
Internet of Things (IoT) contexts is driving a rapid evolu-
tion in the development of cryptographic algorithms. The 
fundamental ideas of the Feistel structure, which emphasizes 
iterative rounds of substitution and permutation to generate 
durable encryption, are frequently the source of inspiration 
for these algorithms. The goal in the context of cloud and 
IoT is to develop algorithms that provide robust security 
guarantees and can function well in contexts with limited 
resources. A review of some of the feistal structure-based 
and Cloud -IoT integrated cryptographic designs is presented 
below.

A key architecture in cryptography is the Feistel structure, 
which divides data in half and undergoes a function flurry on 
each half as shown in Fig. 1. With a key's play, the structure 

shuffles bits round by round to create a strong cipher that 
gets stronger every iteration.

Using protocols like MQTT or CoAP for communication, 
cloud-based IoT data transmission algorithms route sensor 
readings through effective and secure data schemes, man-
aging massive data streams, and guaranteeing dependable 
information dissemination as shown in Fig. 2.

Feistal Structure‑Based Algorithms

An Innovative Effective Lightweight Homomorphic Cryp-
tography Method for Data Protection in cloud computing 
by Thabit et al. [5]

This is a lightweight cryptography algorithm that works 
in two phases. In the first phase, the complexity of encryp-
tion is increased by combining Feistal and substitution or 
permutation methods using the following logical operations: 
shifting, XOR, swapping and XNOR. A secret key of 128-bit 
is generated using the above operations. In the second phase, 
the encryption is made stronger by implementing multiplica-
tive homomorphic encryption. The multiplicative homomor-
phic property is based on the law of exponent as follows:

In cryptography, this property indicates that the multipli-
cation of two cipher texts is equivalent to the multiplication 
of two plaintexts which are then encrypted with the same 
secret key. The method presented in [5] uses 7 rounds for 
encryption.

The encryption is performed in two layers: Layer 1 and 
Layer 2.Encryption layer 1 involves the following steps: 
key expansion, encryption and decryption. In the key 
expansion step, the key is divided into 7 sub-keys. In the 
encryption block step, there are 7 rounds and the output 
of one round is sent as an input to the next round. The 
reduced number of rounds is chosen to reduce energy con-
sumption. The decryption step consists of the decryption 
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Fig. 1   Typical Feistal structure block
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of ciphertext. The 128-bit Ci block is sub-divided into 
four blocks which use mixing of XOR and Sub operations.

The complete process has two layers, both layers at each 
of the sender and receiver end. At the sender’s end, the 
encryption of plaintext takes place where plaintext under-
goes an encryption process in layer 1, then ciphertext is 
converted to decimal form and then a multiplicative homo-
morphic property is used where ciphertexts (generated 
using secret key) are multiplied. The next step is uploading 
encrypted data on the cloud to be directed to the receiver. 
At the receiver’s side, the encoded data is downloaded and 
converted to a binary system, then the cipher text under-
goes the multiplicative homomorphic property of the RSA 
algorithm. The next step is the decryption of ciphertext 
using a decryption algorithm. The output is converted to 
a 128-bit binary system. In this way, the sensitive data is 
decrypted to the plaintext at the receiver’s end.

A private cloud Omnet C++ version 6 is set up on the 
system with the following configuration: 16 GB RAM, 
2.5GHz, Intel core I7 processor. The implementation was 
performed on MATLAB and written in Dev. C++ lan-
guage. The two images with different sizesare tested on the 
algorithm and are evaluated on the following parameters: 
throughput, time and correlation. This algorithm presented 
in [5] has a minimum encryption/decryption time of 1.66 
ms as compared to LED, SEA, HIGHT, RC6 and NLCA 
algorithms. The integrity, confidentiality and authenticity 
are maintained by the proposed algorithm. All algorithms 
have used 128-bit key except SEA and RC6 which used 
96-bit and 256-bitkeys respectively.

A novel lightweight cryptographic algorithm for 
improving data protection in cloud computing by Fursan 
et al. [1]

This was developed based on Feistal and substitution 
permutation architecture for improved security in cloud 
computing. It uses 128-bit key for the encryption of data 
on the cloud. It is a 128-bit block cipher with 5 rounds for 
maximizing the energy efficiency of the algorithm. The pro-
cedure consists of three stages: key creation, encryption and 
decryption. During the key generation process, the 128-bit 
key is divided into two 64-bit segments. Each of these two 
sections are additionally split into 4-bit segments.

During an encryption process, the plaintext is subdivided 
into 4 parts each of which will be 32 bits. The XNOR oper-
ation of the first set of plaintexts with the first key K1 is 
sent to the function. Similarly, the second set is performed 
XNOR with key K1. The third set of plaintext is XORed 
with the output of the first plaintext with K1. Similarly, the 
fourth part is XORed with the output of the second part of 
plaintext with key K1. Then the following operations are 
performed to generate a ciphertext: transformation, swap-
ping function, F function, left shifting and XOR and XNOR 
operations. The decryption process uses ciphertext split into 
four parts and each part undergoes each of the same opera-
tions as used in encryption. Decryption is just the opposite 
of the encryption process.

Authors have claimed that the proposed NLCA algorithm 
can work efficiently against the following types of threats: 
Differential and linear cryptanalysis, weak-key attacks, 
related-key attacks and symmetric properties.

Fig. 2   Cloud -IoT integrated environment for data security
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The PRESENT algorithm This is considered the most effi-
cient algorithm in terms of both software and hardware. It is 
an ISO/IEC (29192-2P:2012) approved algorithm. It works 
on a Substitution-Permutation based network which uses a 
64-bit block. This block is utilized on two key alternatives: 
128-bit and 80-bit keys with the GE requirements of 1886 
and 1570 respectively. Approx. 1000 GE (encryption only) 
is the minimum requisite for GE for the PRESENT cipher, 
where it takes 2520–3010 GE to offer a satisfactory level of 
protection. PRESENT employs S-boxes (substitution layer 
–only one S-box in exchange for 8 S-boxes) of 4 bits where 
as it provides large cycles in the permutation layer.[18]

Cloud—IoT Based Algorithms

Investigation of Applied Application of Lightweight Crypto-
graphic Algorithm ASCON: The lightweight cryptography 
algorithm proposed by Jefferey et al. [4] was tested at the 
Airforce Academy of the United States. It was observed that 
the algorithm provides high-quality security and authentic-
ity with low memory requirements. The test was performed 
with the MQTT (Message Queuing Telemetry Transport) 
protocol which is a set of rules for queuing of the messages. 
The experimental setup was done using a weather messag-
ing system and real-world MQTT and message broker. The 
weather system sends data providing weather information in 
real-time. These messages were sent to the server of MQTT 
and are stored in it as plaintext along with the timestamp 
linked to the particular message. These messages are then 
encrypted and broadcast by the MQTT server. The Rasp-
berry Pi extracts the encrypted messages among the broad-
casted data and then performs decryption on them. These 
decrypted messages are then sent to the e-link way and dis-
play the plaintext messages. It is also applied in location 
tracking systems. The location tracking system is a wear-
able smart device which provides the information regarding 
location of the person wearing it. The information includes 
the proximity, availability, tracking location in the form of 
longitude and latitude, and timestamp for the message. The 
sending and receiving of messages are vulnerable to various 
types of attacks, thereby, encrypting these messages before 
sending, will provide security to data.

ASCON cryptographic system is applied and tested for 
12 hours and cron job measures in every half second. The 
implementation was performed with different message 
lengths: 500, 100 or 10 bytes where two Raspberri Pi are 
connected with wi-fi system. The configuration of Raspberry 
Pi is RAM of 512 MB and a processor speed of 1 GHz. 
After the setup, a roundtrip time is measured to calculate the 
performance of the algorithm in IoT. ASCON algorithm is 
executed in three ways: only encryption, only hashing and 
both encryption and hashing.

The performance of the algorithm is measured with time 
as a parameter and CPU and RAM usage. The performance 
of AES cryptography and ASCON is compared with a con-
trolled environment where no encryption was done. This 
comparison was done for different lengths of randomly gen-
erated messages. It was observed that AES has a minimum 
execution time varying between 5.3e–06 and 6.96e–06 as 
compared to the time taken by ASCON which varies from 
1.85e–04 to 7.76e–04. However, AES performed better in 
terms of execution time but it can be used only on devices 
with additional memory of 512 bytes. A comparative analy-
sis of RAM and CPU usage was performed with AES and 
ASCON-encryption, ASCON-hashing and ASCON-encryp-
tion-hashing. However, RAM usage is similar across all 
ASCON and AES algorithms but CPU usage is least for the 
AES algorithm as compared to all three execution variants of 
the ASCON algorithm i.e. hashing, encryption and hashing-
encryption. During a run of 30-minute timespan, there is 
an impact on performance of the ASCON algorithm. It was 
observed that however, AES is an optimal solution in terms 
of application to IoT devices but ASCON can be executed 
on embedded devices which is difficult to achieve with the 
AES cryptography algorithm.

Lightweight Revocable Hierarchical Attribute-Based 
Encryption for Internet of Things: The proposed paper by 
Ali et al. [2] executes a lightweight encryption mechanism 
based on attributes. The purpose of the work was to resolve 
the problem of single authority for key generation in an 
attribute-based encryption scheme. In large IoT networks, 
multiple users request for secret key to the single key author-
ity which raisesproblems.

The system works in five parts as follows: initialization, 
key delegation, data outsourcing, decryption and user revo-
cation. During system initialization, a central authority (CA) 
generates a universal set of attributes, security parameters 
and master secret keys for domain authority (DA). The mas-
ter secret key is kept by the central authority confidentially 
and the master secret keys for DAsare assigned to them 
respectively. During the key delegation phase, DAs gener-
ate one key, each for users and two keys for data owners. 
For users, secret key is generated according to their attrib-
utes; and public keys and secret keys are generated for own-
ers of the data. Before generating a secret key for the user, 
DAs check for the attribute associated with the user. If no 
such attribute is liked by the user then either DA rejects the 
request for a secret key or generates a new attribute associ-
ated with the user.

During the data outsourcing phase, the data owner cre-
ates a ciphertext by encrypting the data using the secret key 
and storing it with the cloud service provider (CSP).Then, 
an authorized user is identified using an access tree and a 
partial ciphertext is sent to the CSP. The ciphertext is gener-
ated by the CSP using the public key of the data owner and 
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the data file is outsourced. In the decryption phase, a user 
with associated attributes asks for access to the data file 
then it checks if the attribute of the user exists in the set of 
attributes earlier generated by the central authority. If not, 
then further processing is aborted. If the attribute exists in 
the set then the decryption token generator generates a secret 
key and decryption token where the secret key is kept by the 
data user confidentially and the decryption token is sent to 
the CSP. The CSP then runs an algorithm to output partially 
decrypted ciphertext using a decryption token and param-
eters and sends it to the user. The data user then deciphers 
the complete data from partial ciphertext using secret keys 
and parameters. In the user revocation phase, if the data user 
misses the attribute then it needs to be ensured that the user 
no longer has a valid secret key associated with the respec-
tive attribute. For this purpose, DAs generate a new secret 
and public parameter and according to them, CSP creates a 
new ciphertext by re-encrypting the cipher texts in the access 
trees. Accordingly, a new authorized secret key linked to the 
attribute is updated based on new parameters.

The experimental results have shown that encryption time 
of attribute-based encryption algorithm is very less as com-
pared to other algorithms mentioned in two other papers. 
However, the decryption time of all algorithms was almost 
similar. Also, it was observed that communication overhead 
is reduced considerably for attribute-based cryptography 
algorithms as compared to other algorithms used in other 
works. For e.g. only 2Kb is used in the proposed work as 
compared to 12Kb and 26Kb in other works for 100 leaf 
nodes. The communication overhead has been shifted from 
data owners to the cloud service provider.

The literature review conducted shows the importance is 
not given to assessing cryptographic algorithms for hard-
ware implementation and its suitability. This involves evalu-
ating factors such as hardware efficiency, energy consump-
tion, and performance on IoT devices with limited resources. 

Also, these devices vary significantly in terms of processing 
power, memory, communication capabilities, and energy 
constraints. As a result, cryptographic algorithms must be 
adaptable to diverse IoT environments [17].

Proposed Algorithm

The proposed BLOCK cipher RLCA (Robust Lightweight 
Cryptographic Algorithm) is designed which uses the Add 
function, Rotate Function and X-OR function and is a non-
linear MOD addition that utilizes X-OR and rotation for 
mixing.

Feistal Structure adoption to the current RLCA algorithm.

Algorithm Notation:

•	 x and y: 32-bit words representing the plaintext block as 
shown in Fig. 3

•	 ki: 32-bit round key
•	 rol32(x, n): Rotate left operation on a 32-bit word x by n 

bits
•	 ror32(x, n): Rotate right operation on a 32-bit word x by 

n bits as shown in Fig. 4.

Encryption Algorithm Initialization

1. Initialize
a. Plain text – 64 bits
b. Key – 128 bits
2. Split the 128-bit Key into four 32-bit subkeys: Key-

Part1, KeyPart2, KeyPart3, and KeyPart4.
3. Initialize round keys.

Fig. 3   Representation of a 
Round function x

Shift right

+

y

Ki

x

Shift left y
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Encryption Algorithm

1. Initialize two 32-bit words, Left and Right, with the 
PlainText.

2. Perform a series of rounds.
a. Apply a round function to Left and Right using the 

current round key.
b. Update Left and Right using the round function results.
3. The final CipherText is the concatenation of Left and 

Right.
Key Schedule Update (for 128-bit key):
1. Rotate the subkey (KeyPart1) left by a fixed number 

of bits (e.g., 8 bits).
2. XOR the subkey (KeyPart1) with the current round 

number.
3. Rotate the subkey (KeyPart2) left by a fixed number 

of bits (e.g., 3 bits).
4. XOR the subkey (KeyPart2) with the current round 

number.
Round Function (for 128-bit key):
1. XOR Right with the Left rotated right by a fixed num-

ber of bits (e.g., 8 bits).
2. Add the current subkey to Right.
3. XOR Right with the Left rotated left by a fixed number 

of bits (e.g., 3 bits)

where r is the rotation parameter, Ki​ is the round key for the 
ith round derived from the key schedule.

(1)R
i
=
(

L
i
− 1 + ROR

r

(

L
i
− 1

))

⊕ K
i

Decryption Algorithm

The inverse of the round function is used in the decryption 
process. This function undoes the operations performed by 
the round function in reverse order.

1. XOR with x: XOR is the 32-bit word y with the origi-
nal value of x.

2. Rotate Right (ror32): Rotate the 32-bit word y to the 
right by CIPHER_B(fixed number of bits) bits.

3. XOR with Key: XOR the 32-bit word xwith the round 
key k.

4. Subtraction: Subtract the rotated y from the 32-bit word 
x.

5. Rotate Left (rol32): Rotate the 32-bit word x to the left 
by CIPHER _A(fixed number of bits) bits.

This proposed RLCA is implemented in C language. 
The necessary libraries included for building the cipher are 
stdint.h, stdio.h,time.h, stdlib.h. The helper functions used 
in the code are: ror64, rol32, and ror32 are helper functions 
for rotating bits. The typedef is used in C to create aliases 
for other data types 8, 16, 32 and 64-bit unsigned integers. 
The macros are made for the cipher round function with the 
name round Function and invert Round Function—the func-
tion clock_gettime to measure the encryption and decryption 
time.

Decoding Proposed Algorithm

The step-by-step process of the RLCA algorithm is detailed 
below. In the encryption phase, there are three subroutines 
called key scheduling, Initialization and computation phases. 
In the decryption phase, the same three subroutines will be 
there but will be processed in the reverse order as that of 
encryption.

Demonstration of the Process with Plain Text 
0 × 0123456789ABCDEF as an Example

Encryption Phase

•	 PlainText: 64-bit value—0 × 0123456789ABCDEF
•	 K e y :  1 2 8 - b i t  v a l u e — 0   ×   0 F E D -

CBA98765432100123456789ABCDEF

Key Scheduling:

•	 Split the 128-bit Key into four 32-bit subkeys:
•	 KeyPart1: 0xFEDCBA98; KeyPart2: 0 × 76,543,210; 

KeyPart3: 0 × 01234567;

KeyPart4: 0x89ABCDEF

Xn+1

Shift right 

+

Xn+3

Xn

Shift left

Xn+2

Ki

Fig. 4   Representation of sub-cipher after n steps of encryption
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Initialization:

•	 PlainText: 0 × 0123456789ABCDEF
•	 Divide it into two 32-bit words:
•	 Left: 0 × 01234567
•	 Right: 0 × 89ABCDEF

After all rounds, swap Left and Right:

•	 Left: 0 × 89ABCDEF
•	 Right: 0 × 01234567
•	 The CipherText is the concatenation of Left and Right:
•	 CipherText: 0 × 89ABCDEF01234567

Decryption Phase

CipherText: 0 × 89ABCDEF01234567.
Divide it into two 32-bit words:

•	 Left: 0 × 89ABCDEF
•	 Right: 0 × 01234567

For each round:
Apply the round function in the reverse order using the 

current round key.

•	 Update Left and Right using the round function results.
•	 After all rounds, swap Left and Right:
•	 Left: 0 × 01234567
•	 Right: 0 × 89ABCDEF

The PlainText is the concatenation of Left and Right:
PlainText: 0 × 0123456789ABCDEF

Results and Discussion

RLCA has been tested on different sizes of data. The size of 
plaintext test data files are as follows: 1 byte, 10 bytes, 1 kb, 
100 kb and 100 mb. The encryption and decryption time is 
measured for all ciphers.

1. CIPHER 64-bit plain text and 128-bit key length:
It is evident from Fig. 5 that the proposed algorithm is 

taking approx. same time for encoding and decoding, Also 
the time of encoding and decoding linearly increases with 
the increase in data size, this shows the anticipated algorithm 
is linear in terms of implementation time which is one of the 
functional requirements of a cryptographic technique [8].

Algorithm Evaluation The developed RLCA (Robust 
Lightweight Cryptographic Algorithm)is based on the 
Feistel structure and makes use of both linear and nonlinear 
mathematical functions, this combination strengthens the 
algorithm's defences against a variety of attacks, especially 
cryptanalysis. The Feistel structure introduces confusion and 
diffusion by nature, which are necessary characteristics to 
hinder cryptanalytic attempts. Furthermore, the addition of 
both linear and nonlinear mathematical functions strength-
ens the algorithm's defence against attacks by making the 
encryption process more complex and making it harder 
for adversaries to use mathematical analysis to decrypt 
encrypted data. This combination of strategies guarantees 
that it withstands malicious efforts to compromise critical 
information.

For a varied throughput, the PRESENT algorithm's 
encryption and decryption time is measured and plotted 
in Fig. 6. For 1 byte of data, it takes 15 microseconds for 
encryption and decryption. On the contrary, the proposed 
algorithm takes 0.4 microseconds for the encryption-decryp-
tion cycle.

Fig. 5   Encryption time and 
Decoding time for various data 
sizes of the proposed algorithm
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From Table 1, it was observed that the proposed Cipher 
has consumed less time during the encryption and decryp-
tion process. It was found that for 1 MB of data, the encryp-
tion-decryption time by the proposed Cipher_64_128 is 
98% reduced as compared to NLCA algorithm. It is evident 
from the results that the proposed Cipher performed better 
as compared to the previous NLCA algorithm.

From Table 1, it can be derived that the proposed algo-
rithm is taking 15µsec less as compared with the PRE-
SENT algorithm for the data size of 1byte to 100 k bytes, 
on performing multiple iterations the results show that the 
algorithm developed is 97% efficient as compared with 
PRESENT algorithm, which is a benchmark algorithm in 
lightweight cryptography, graphical representation of time 
taken by RLCA and PRESENT is shown in Fig. 7.

Comparative Study: A comparative analysis is performed 
based on the time taken for encoding and the time taken for 
decryption. Also, the algorithm is evaluated for its efficiency 
over different data sizes.

Our proposed RLCA performance is compared with the 
NLCA (New lightweight cryptographic algorithm) Thabit 
et al. [1]. After careful analysis of NLCA, it is understood 

that 1 Mb data size is common between both, and there-
fore, is considered for comparison.

Cryptanalysis Using a 128-bit key and a 64-bit block 
size, it provides a lot of key space, which protects against 
brute force assaults. With 2128potential combinations that 
would need to be looked through in order for the attacker 
to identify the right key. With today's technology, brute 
force attacks are computationally impossible due to their 
sheer number. Bitwise XOR, bit rotations, and addition 
modulo 264are the operations carried out in each cycle of 
the RLCA algorithm. These actions add complexity to the 
encryption process, making it more difficult for attackers 
to take advantage of algorithmic faults, especially when 
repeated across several rounds.

The RLCA algorithm creates round keys from the origi-
nal encryption key through an iterative key scheduling. 
This procedure increases the encryption's complexity and 
unpredictability, making it harder to carry out a success-
ful brute force assault.Overall, when implemented appro-
priately and with good key management procedures, the 
RLCA variant is very resistant to brute force assaults due 

Fig. 6   Encryption and 
Decryption time of PRESENT 
algorithm

Table 1   Time duration in 
encoding and decoding process 
by Cipher_64_128

Proposed Method PRESENT Algorithm

Size Time in 
Encryption(in 
µs)

Time in 
Decryption(in 
µs)

Overall 
time (in 
µs)

Time in 
Encryption 
(in µs)

Time in 
Decryption 
(in µs)

Overall 
time (in 
µs)

1byte 0.3 0.4 0.7 14.8 15.7 30.5
10byte 0.3 0.3 0.6 15.1 15.1 30.2
1 kb 0.3 0.4 0.7 15 15 30
100 kb 0.3 0.3 0.6 15.6 15.7 31.3
1000 kb(1mb) 0.9 0.9 1.8 15.1 18.2 33.3
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to its huge key space, efficient cryptographic operations, 
and lack of known flaws.

Conclusion

This study has provided valuable insights into the chal-
lenges of designing a new algorithm for IoT-based devices. 
A new algorithm developed RLCA is presented which uses 
fiestal structure, and linear and non-linear mathematical 
techniques. A 64-bitblock size and a key length of a 128-
bit key are chosen for the algorithm. The shifting and 
XOR operations are used for each round in generating 
the ciphertext. For the decryption of ciphertext, the key 
is generated in reverse order for each round and the round 
function is applied in the reverse order. The encryption 
time and decryption time taken by the proposed RLCA is 
noted for different input data sizes. A comparative analysis 
is done with the NLCA algorithm, where 1 Mb of the data 
file is chosen. NLCA and the proposed work both were 
tested on 1 Mb of data file, the encryption-decoding time 
by the anticipated method is 98% less as compared to other 
NLCA algorithms. It was concluded that the proposed 
RLCA is time-efficient during encoding and decryption 
processes. Results also show that as RLCA compared to 
the PRESENT algorithm, the performance is 97.2% better 
both in terms of encryption and decryption time. Future 
work includes the algorithm's resilience to new security 
risks and weaknesses before implementing it in the real 
world incorporating the algorithm into real-world applica-
tions and evaluating how well it works to secure sensitive 
data in various contexts.
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