
Vol.:(0123456789)

SN Computer Science           (2024) 5:290  
https://doi.org/10.1007/s42979-024-02618-6

SN Computer Science

REVIEW ARTICLE

A Bird’s Eye View of Near Field Communication Technology: 
Applications, Global Adoption, and Impact in Africa

Simon Karanja Hinga1   · Agbotiname Lucky Imoize2   · Taiwo Samuel Ajani2   · Aderemi Atayero3 

Received: 12 June 2023 / Accepted: 10 January 2024 
© The Author(s), under exclusive licence to Springer Nature Singapore Pte Ltd 2024

Abstract
Owing to the ease and efficiency of contactless communication between intelligent devices, near-field communication (NFC), 
a wireless communication technology, is attracting the attention of customers. In today’s world, NFC is useful for mobile 
payment apps, electronic ticketing, access control, and authorization. Despite the widespread adoption of NFC technology, 
quite little is known about how to analyze its adoption with typical technology acceptance methods. Furthermore, there is 
an insufficient adoption of NFC technology in Africa. Therefore, this study provides a bird's-eye view of NFC technology, 
encompassing both the worldwide adoption models and the African market ecology. We conclude that this technology offers 
significant advantages over the status quo in areas such as mobile payment systems, public transit, event tickets, and medical 
care applications. Due to the significant smartphone penetration in South Africa, Nigeria, and Kenya, we select these nations 
to model the impact and downsides of adopting NFC in sub-Saharan Africa. Reports from the facts presented in this article 
about smartphone penetration rate, industrial acceptance, etc., show that NFC is finding useful applications on the African 
continent and has the potential to revolutionize various sectors of the African economy. The time is right for NFC to take 
off in Africa for mobile payments and other useful applications. Interestingly, the scope of this assessment extends beyond 
just the influence of NFC technology in Africa; it will also be useful to researchers, industry experts, product manufacturers, 
and NFC investors everywhere across the globe.

Keywords  Near-field communication (NFC) · Mobile-enabled NFC · Mobile money (MM) · Smartphone market · Radio 
frequency identification (RFID) · Mobile payment technology · Next-generation mobile system · Network security

Introduction

Wireless communication technologies have, since their 
inception, gradually improved how we use our smart phones 
and internet of things (IoT) devices making communication 
between two devices easier and faster and introducing great 
flexibility in the usage of these devices [1]–[3]. For example, 
some standard wireless technologies are 5G, 4G, 3G, Wi-Fi 
[4], Bluetooth, ZigBee, barcodes, and radio frequency iden-
tification (RFIDs) [5–7]. More specifically, radio frequency 
identification technologies (RFIDs), since their inception in 
the 1980s, have gained traction among the contemporary 
wireless technology protocols due to important features such 
as short working range, minimal power consumption, and 
the ease in establishing connections between active and pas-
sive devices (reader and tag, respectively) [8]–[10]. These 
features enable RFIDs outperform other shorter range tech-
nologies like Bluetooth and barcodes, which require extra 
time to establish a connection between two actively enabled 
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devices [11]. A unique type of RFID technology is the near 
field communication technology (NFC) [12].

Near field communication (NFC) is a non-contact short-
range wireless communication technology that allows 
devices to communicate within 4–10 cm proximity using 
inductive coupling [13]. Precisely, NFCs operate using a 
very-low power quasistatic magnetic field at a frequency 
of 13.56 MHz, making them fall in the industrial, scien-
tific, and medical (ISM) band with a data transfer rate of 
106 to 424 kbits/s and almost zero power dissipation [14]. 
Besides, while RFIDs are more suitable for industrial use 
like inventory tracking, NFCs are ideal for consumer-centric 
applications. For this reason, NFCs are generally adopted 
in mobile payment systems, smart ticketing, in-vehicular 
communication, access control and authorization, agricul-
tural management, identification, location-based services, 
information supply, and network access [15]. For instance, 
instead of using debit or credit cards, a user may perform 
secure transactions using contactless cards or, more inter-
estingly, their NFC-enabled mobile devices or smartphones 
[16, 17]. According to the research statistics of Blue Bite, 
these possibilities have exponentially increased the global 
adoption of NFC technology [18].

Despite this massive adoption of NFC technology glob-
ally, Africa currently lags in growth touching NFC support 
[19]. This slow growth owes to: (1) the slow penetration of 
smartphones into African countries, (2) the limited adoption 
of NFC technology by companies and merchants in Africa, 
and (3) the limited awareness of the use of this technology 
among consumers. Interestingly, there has been a sudden 
jolt in smartphone penetration into sub-Saharan Africa in 
recent times. GSMA intelligence 2020 reports that smart-
phone usage in sub-Saharan Africa should rise from 50% in 

2020 to 65% in 2025, with Nigeria, South Africa, and Kenya 
projected to lead the mobile market by 2025 [20]. Therefore, 
these countries are perfect models to understudy the suc-
cessful adoption of NFC technology in Africa. They can be 
considered case studies to observe how NFC technology can 
influence sub-Saharan Africa as a continent.

In this study, we examine different areas of applications 
of NFC technology. Additionally, we examine the global 
adoption of NFC technology using different technologi-
cal acceptance models such as the technology acceptance 
model (TAM); diffusion of innovation (DOI); unified theory 
of acceptance and use of technology (UTAUT); strengths, 
weaknesses, opportunities, and threats-analytical hierar-
chy process (SWOT-AHP); and artificial neural networks 
(ANN). Following this, we consider the current state and 
posterity of NFC-based applications in Africa. Furthermore, 
we consider the potential impact of this technology in sub-
Saharan Africa with a binocular focus on Nigeria, South 
Africa, and Kenya as case studies. A layout of the survey 
is presented in Fig. 1. We make the following contributions 
to this survey;

1.	 We present a comprehensive theoretical background of 
NFC technology.

2.	 We highlight the adoption of NFC technology in mobile 
payment systems, healthcare systems, and ticketing 
schemes.

3.	 We present a survey on customer perception, intention, 
adoption, and continued use of NFC technology using 
diverse technological acceptance models on a global 
scale.

Fig. 1   A layout of NFC technol-
ogy theory, adoption, applica-
tion, and future
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4.	 We present a comprehensive discussion on the adoption 
of NFC technology in the African market using Nigeria, 
South Africa, and Kenya as suitable case studies.

5.	 We consider the future of NFC adoption in banking 
schemes, medical applications, and transportation sys-
tems.

This survey is organized as follows; section presents 
related works and contributions. Next section considers the 
theoretical background of near field communication (NFC) 
technology and provides a detailed description of certain 
key areas of application of NFC technology, particularly in 
Africa. Additionally, we survey the customer perception, 
intention, adoption, and continued use of NFC Technology 
on a global scale. Following section presents a discussion 
on the current state of NFC adoption in Africa. Next sec-
tion highlights the future of NFC technology in the African 
market. Following section presents the lessons from this 
study. Next section presents open issues and future research 
directions for NFC technology. In the last section, an appro-
priate conclusion is drawn.

Related Work and Contributions

Several works of literature have surveyed NFC technol-
ogy, current trends, issues, applications, and future pos-
sibilities of the technology. For example, Ok et al. [21] 
reviewed the current benefits and possible future directions 
of NFC services in the academia and industry. In particu-
lar, the research pointed out NFC modes as essential factors 
required to investigate NFC applications. To investigate NFC 
technology more thoroughly, the work in [22] presented an 
overview of NFC technology from a technical perspective. 
Specifically, the authors reviewed the RFID and NFC tech-
nology's working principles and concepts, including security 
schemes. Further, Rahul et al. [23] investigated NFC tech-
nology modes of operation, applications, current vendors, 
and security measures. Busold et al. [24] investigated NFC 
issues, capabilities, and applications in vehicle anti-theft 
security systems. Additionally, Hamzah et al. [15] reviewed 
several applications of NFC technologies. In [12], Singh 
considered NFC an alternative to RFID in libraries. Specifi-
cally, this research discusses NFC as a key tool in advancing 
the traditional library system. Chandrasekar and Dutta [13] 
considered recent developments in near field communication 
and reviewed NFC usage with sensors.

Our survey considers existing research on NFC appli-
cations and the global adoption of the technology ana-
lyzed using developed models on the customer’s intention 
and adoption of use. Precisely, we consider models such 
as TAM, DOI, UTAUT, SWOT-ANN, etc., and present 
the implications and limitations of the relevant literature. 

Furthermore, we present NFC applications and the posterity 
of its adoption in the African space. A compilation of related 
works, their limitations, and our significant contributions are 
presented in Table 1.

NFC Technology

Technical Background

NFC technology is a short-range wireless technology used to 
communicate between two NFC-enabled devices that could 
be active or passive [14]. Communication is established via 
Inductive coupling utilizing a frequency of 13.56 MHz with 
a maximum data transfer speed of 424 kbits/s [32]. NFC 
technology's working range spans between 1 and 4 cm of 
NFC-enabled devices [33]. The active device could be a 
reader or writer, while the passive device could be a tag or 
card. An active device has its internal power source and can 
generate its alternating electromagnetic field by passing a 
current through the antenna’s loops [34–37]. The passive 
device does not have an internal power source and uses the 
field generated by the active device to power itself [2, 38]. 
Active devices can read, share, or transmit data to another 
NFC-enabled device, while passive devices can hold infor-
mation and bytes of data without an internal power source. 
Communication is such that the active device generates 
an electromagnetic field, which the passive device uses to 
power itself and subsequently respond to the request from 
the active device [39–42]. NFCs operate in three modes—
reader/writer (active and passive) mode, card emulation, and 
peer-to-peer mode [43], all based on ISO/IEC 18092 NFC-1, 
ISO/IEC 14443, and ISO 15693 standards [1, 24], as shown 
in Tables 2 and 3.

NFC Technology Implementation in Various 
Applications Areas

Near-field communication has found useful applications 
in diverse areas of human endeavor outperforming other 
wireless communication technologies. In this section, we 
take a close look at the application of NFC in specific areas 
such as changing the face of mobile payment schemes with 
security analysis; in tourism; developing innovative medi-
cal and wearable devices; and in chemical and biochemical 
areas. We present possibilities, limitations, and drawbacks 
as reviewed in diverse literature to realize a holistic view of 
NFC technology applications in diverse areas.

Mobile Payment Schemes

Mobile payment systems consist of one of the most prom-
ising usages of NFC technology globally. For example, 
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Ondrus and Pigneur [45] assessed the usage of NFC tech-
nology for future mobile payment systems using a multi-
actor multi-reactor approach. The results of this research 
revealed that NFC payment schemes perform well given the 
required criteria for a successful mobile payment scheme, 
such as universality, simplicity, interoperability, security, 
etc., as given by Carr [46]. Furthermore, NFC mobile pay-
ment systems promise to proffer solutions to the limitations 

of standard mobile payment systems such as short message 
service (SMS), unstructured supplementary service data 
(USSD), wireless application protocol (WAP), and interac-
tive voice response (IVR) [45]. Some literature has proposed 
different NFC payment techniques. For instance, Kadambi 
et al. [47] developed a mobile payment solution for multi-
ple payments using NFC technology with secure end-to-end 
transactions. The payment scheme integrates mobile devices 
with existing Point-of-Sale payment solutions using payment 
authorization tokens. Although tokenization addresses secu-
rity concerns in user data protection, there are still issues 
concerning accessing card number data when a payment 
card is swiped or used to complete a transaction. Addition-
ally, Rodrigues et al. [48] developed an NFC-based mobile 
payment scheme called MOBIPAG for payments, ticketing, 
and couponing. A critical drawback of the proposed payment 
scheme is the unfavorable user experience caused by com-
munication failure in certain situations. In [49], Rehman and 
Coughlan proposed an NFC-based mobile payment scheme 
for Pakistani-based mobile transactions with authentication 

Table 2   A table showing NFC modes

1 Reader or writer
2 Tag or card. This table shows the two communication modes and the 
three operating modes of NFC Technology

Operation 
mode

Device 1 Device 2 R.F. genera-
tion

Communication 
mode

Peer to peer Active1 Active Both devices Active
Reader/writer Active Passive2 Device 1 Passive
Card emula-

tion
Passive Active Device 2 Passive

Table 3   A comprehensive description of the NFC modes of operation

Mode of 
Operation

Pictorial View Description Common Usage 
Examples

Peer to Peer In this mode of operation, the two devices 
involved in communication are active, typical 
examples of NFC enabled smart phones. Both 

devices generate electromagnetic fields to 
exchange information when brought within 

proximity. The peer-to-peer mode was 
standardized on the ISO/IEC 18092 standard.

Document and 
media exchange 
via Bluetooth or 

Wi-Fi.

Card 
Emulator

Communication is carried out between an 
active device, an NFC reader (point-of-sale), 
and a passive device in this mode. An NFC 

enabled smart phone emulating a contactless 
card. The reader generates an electromagnetic 

field that initiates a transaction between the 
NFC enabled smart phone emulating one or 
more contactless cards and the reader. The 

card emulator mode was standardized on the 
ISO/IEC 14443 standard

Mobile payments, 
smart-ticketing, 

transit access 
control

Reader/Writer Communication is carried out between an 
active device (smartphone) and a passive 

device (NFC tag or sticker) in this mode. This 
mode allows NFC smart phones to fetch or 
modify the NFC tag or sticker information. 

NFC mobile can read data from NFC forum-
mandated tag types (type 1, type 2, type 3, 

and type 4). The reader/writer mode is 
standardized on the ISO/IEC 14443 and the 

ISO/IEC 15693 standards

Reading 
timetables, 

validating items 
during purchase, 
fetching  relevant 
information about 

products
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done via pin exchange between the user and the bank. This 
scheme could thus create an unfavorable user experience and 
previous security issues. In addition, Pourghomi, Qasim, and 
Ghinea [50] proposed a cloud-based NFC payment scheme 
to target mobile network operators. However, cloud comput-
ing technology is vulnerable to cyber-attacks because user 
data is transferred to distant servers for processing. Olufemi 
et  al. [51] developed an NFC-based shopping payment 
scheme. In this research, security issues were not investi-
gated. Table 4 shows some mobile payment schemes based 
on NFC technology.

NFC technology is gradually establishing itself in the 
mobile payment scheme globally. However, certain draw-
backs can slow down its acceptance amongst consumers, 
such as security concerns and user experience. Security is a 
major issue when making mobile payments and consumer 
ease of use of the payment scheme. We investigate the con-
sumer acceptance of NFC using different technology accept-
ance models.

Ticketing Schemes

NFC techniques are being adopted in diverse ticketing 
applications. For instance, Chaumette et al. [56] investi-
gated and compared two user-oriented NFC-based event 
ticketing applications. Specifically, the authors develop an 
offline and online e-ticketing system for transportation and 
events management. Overall, both systems are compared 
in user experience, security, economic aspects, reliability, 
and speed. Further, Saminger et al. [57] developed a new 
approach to develop an NFC-based ticketing system using 
the reader/writer mode instead of the contemporary card 
emulation or peer-to-peer mode. The proposed method 
offers the advantage of implementing lightweight protocols 
compatible with existing mobile phones. To address the 
challenge of financial cost and complexity, Ivan and Balag 
[58], proposed an NFC-based mobile ticketing system for 
transportation applications. The proposed system is then 
compared with existing e-ticketing systems such as Oyster 
and U’Go. However, the performance of the system was not 
rigorously evaluated owing to the limitation in the amount of 
data and users. Widmann et al. [59] proposed an NFC-based 
electronic fare management scheme to change the public 
transportation system. A critical drawback in adopting this 
scheme is the unavailability of the card emulation mode sup-
port in most user devices, security concerns and communica-
tion failure. In addition, Nasution et al. [60] investigated an 
NFC-based mobile train ticketing scheme. Although proto-
typed, the scheme poses to create a fast and user-friendly 
ticketing experience. However, Security issues are not given 
adequate consideration, a key concern in NFC technology 
applications. Table 5 presents different NFC-based ticketing 
applications.

NFC technology has been successfully implemented in 
diverse transport ticketing systems such as trains, buses and 
ships. However, Security and, in some cases, ease of use 
and sometimes governmental interference pose drawbacks 
to fully accepting these ticketing schemes globally.

Medical Schemes

Medical applications are a major sphere where NFC tech-
nology finds useful applications, particularly in wearable 
electronics [67]. An et al. [68] surveyed NFC-based wear-
able devices, pointing out that NFC technology is a next-
generation communication technology for wearable electron-
ics owing to its compatibility, high security, miniaturization, 
and low power usage. Kassal et al. [69] developed a smart 
biosensor bandage shifting the acute/chronic wound care 
paradigm to time-based management. The smart bandage 
was based on the electrochemical detection of uric acid 
(U.A.) as the primary generic physiological indicator corre-
lating with wound severity. The sensor was designed to send 
data to the server via NFC. Jeong et al. [70] extended NFC-
enabled wearable research to develop a stretchable liquid 
metal system to monitor human motion using a biocompat-
ible gel-like GalnSn sensor, showing the future potential of 
NFC-wearable technology as the human-robotic interface for 
prosthetics. Kim et al. [71] developed a low-power consump-
tion wearable device based on NFC technology. The authors 
introduced a battery-less active optoelectronic system func-
tioning entirely wireless with magnetic inductive coupling 
and near-field communication schemes for multicolor light 
emissions and detection. It allowed precise measurement of 
the skin's optical properties to detect coloration, vascular 
disease, and environmental detection based on color-respon-
sive materials. The research shows up to 30% uniaxial strain. 
Therefore, possible to design optimized soft and conformal 
wearable lamination on the skin. This technology can be 
used to monitor heart rate through backscatter light measure-
ment from an infrared. In addition, Freudenthal et al. [72] 
investigated the possibility of adopting NFC technology to 
provide convenient and effective low-power distribution and 
communications in medical devices. This scheme is par-
ticularly useful when implanting RFID into patients but, if 
corrupted, could be harmful to the patient. Hence, reliability 
is a major parameter to be considered in NFC-based medical 
schemes. Table 6 presents some NFC-based medical system 
schemes.

NFC technology is finding useful applications in the 
medical sector, particularly in the powering of implantable 
devices powered by NFC radio frequency. However, cor-
ruption of the device is also a key issue of concern which 
could be detrimental to the health of the patient [81]. This 



SN Computer Science           (2024) 5:290 	 Page 7 of 26    290 

SN Computer Science

Ta
bl

e 
4  

S
om

e 
N

FC
-b

as
ed

 m
ob

ile
 p

ay
m

en
t s

ch
em

es

Re
fe

re
nc

es
D

es
cr

ip
tio

n
C

om
m

en
ts

Ye
ar

K
ad

am
bi

 e
t a

l. 
[4

7]
N

FC
-b

as
ed

 m
ob

ile
 p

ay
m

en
t s

ol
ut

io
n 

to
 ta

rg
et

 th
e 

m
ob

ile
 b

an
ki

ng
 e

nv
iro

n-
m

en
t. 

Th
e 

sy
ste

m
 w

as
 d

ev
el

op
ed

 fo
r s

ec
ur

e 
en

d-
to

-e
nd

 tr
an

sa
ct

io
n 

pa
y-

m
en

ts
 a

nd
 in

fo
rm

s fl
ex

ib
le

 a
nd

 m
ul

tip
le

 p
ay

m
en

t o
pt

io
ns

Th
e 

pr
op

os
ed

 so
lu

tio
n 

in
te

gr
at

es
 N

FC
-e

na
bl

ed
 m

ob
ile

 d
ev

ic
es

 w
ith

 st
an

da
rd

-
iz

ed
 P

O
S 

re
ta

il 
pa

ym
en

t s
ch

em
es

 se
cu

rin
g 

us
er

s' 
da

ta
. T

he
 sy

ste
m

 is
 v

ul
-

ne
ra

bl
e 

to
 so

m
e 

se
cu

rit
y 

at
ta

ck
s, 

an
d 

th
e 

us
er

 e
xp

er
ie

nc
e,

 w
hi

ch
 d

et
er

m
in

es
 

th
e 

ad
op

tio
n 

of
 u

se
, i

s n
ot

 c
on

si
de

re
d

20
09

G
oo

gl
e 

[5
2]

A
n 

N
FC

-b
as

ed
 m

ob
ile

 w
al

le
t f

or
 b

an
ki

ng
 tr

an
sa

ct
io

ns
Sa

tis
fa

ct
or

y 
us

er
 e

xp
er

ie
nc

e 
w

ith
 a

 h
ig

h 
gl

ob
al

 a
cc

ep
ta

nc
e 

bu
t v

ul
ne

ra
bl

e 
to

 
se

cu
rit

y 
at

ta
ck

s
20

11

Ve
riz

on
 [5

3]
A

n 
N

FC
-b

as
ed

 m
ob

ile
 p

ay
m

en
t s

ys
te

m
 b

ui
lt 

on
 e

xi
sti

ng
 p

ay
m

en
t n

et
w

or
ks

R
iv

al
s G

oo
gl

e 
w

al
le

t w
ith

 sa
tis

fa
ct

or
y 

us
er

 e
xp

er
ie

nc
e

20
11

Re
hm

an
 a

nd
 C

ou
gh

la
n 

[4
9]

A
n 

N
FC

-b
as

ed
 m

ob
ile

 p
ay

m
en

t s
ch

em
e 

fo
r i

te
m

 p
ur

ch
as

es
 in

 a
 g

ro
ce

ry
 st

or
e

Se
cu

rit
y 

is
 n

ot
 c

on
si

de
re

d.
 U

se
r e

xp
er

ie
nc

e 
is

 a
ls

o 
no

t c
on

si
de

re
d

20
13

Po
ur

gh
om

i e
t a

l. 
[5

0]
A

n 
N

FC
 p

ay
m

en
t a

pp
lic

at
io

n 
ba

se
d 

on
 c

lo
ud

 c
om

pu
tin

g 
(N

FC
 c

lo
ud

 w
al

le
t)

Se
cu

rit
y 

is
 a

 m
aj

or
 c

on
ce

rn
20

13
D

ia
s e

t a
l. 

[5
4]

A
 c

ha
rg

e 
co

lle
ct

io
n 

sy
ste

m
 u

si
ng

 N
FC

 te
ch

ni
qu

es
 to

 re
tri

ev
e 

to
lls

 fo
r o

pe
n 

ro
ad

 to
lli

ng
 in

fr
as

tru
ct

ur
es

Th
e 

sy
ste

m
 a

do
pt

s a
n 

ea
sy

 u
se

r i
nt

er
fa

ce
, b

ut
 N

FC
-b

as
ed

 p
ay

m
en

ts
 h

av
e 

lim
ita

tio
ns

 su
ch

 a
s s

ec
ur

ity
, p

ro
xi

m
ity

 c
on

ce
rn

s, 
et

c.
, w

hi
ch

 th
e 

au
th

or
s d

o 
no

t c
on

si
de

r w
he

n 
de

ve
lo

pi
ng

 th
e 

ch
ar

ge
 c

ol
le

ct
io

n 
sy

ste
m

20
14

Ro
dr

ig
ue

s e
t a

l. 
[4

8]
A

n 
N

FC
-b

as
ed

 p
ay

m
en

t s
ol

ut
io

n 
in

te
gr

at
es

 m
ob

ile
 p

ay
m

en
t, 

tic
ke

tin
g 

an
d 

co
up

on
in

g 
(M

ob
iP

ag
)

Th
e 

sy
ste

m
 is

 a
n 

op
en

 a
rc

hi
te

ct
ur

al
 so

lu
tio

n 
in

tro
du

ci
ng

 fl
ex

ib
ili

ty
 to

 th
e 

sy
ste

m
. T

he
 p

ro
po

se
d 

pa
ym

en
t m

od
el

 is
 v

ul
ne

ra
bl

e 
to

 tw
o 

m
aj

or
 se

cu
rit

y 
at

ta
ck

s, 
an

d 
th

e 
us

er
 e

xp
er

ie
nc

e 
is

 n
ot

 e
nc

ou
ra

gi
ng

20
14

O
lu

fe
m

i e
t a

l. 
[5

1]
N

FC
-b

as
ed

 p
ay

m
en

t s
ch

em
e 

fo
r i

te
m

 p
ur

ch
as

e
Se

cu
rit

y 
is

 a
 c

on
ce

rn
20

20
Sh

ai
k 

Sh
ak

ee
l [

55
]

Re
po

rts
 a

 se
cu

re
 N

FC
-b

as
ed

 m
ob

ile
 p

ay
m

en
t s

ch
em

e 
fo

r m
er

ch
an

t t
ra

ns
ac

-
tio

ns
Se

cu
rit

y 
is

 c
on

si
de

re
d 

as
 th

e 
m

ai
n 

co
nt

ex
t o

f t
he

 st
ud

y.
 S

pe
ci

fic
al

ly
, t

he
 

pa
ym

en
t s

ch
em

e 
pr

ot
oc

ol
 o

ve
rc

om
es

 se
cu

rit
y 

co
nc

er
ns

 su
ch

 a
s d

en
ia

l o
f 

se
rv

ic
e 

at
ta

ck
 (D

oS
), 

di
str

ib
ut

ed
 d

en
ia

l o
f s

er
vi

ce
 a

tta
ck

s (
D

D
oS

), 
an

d 
ph

la
sh

in
g 

at
ta

ck
s

20
21



	 SN Computer Science           (2024) 5:290   290   Page 8 of 26

SN Computer Science

Ta
bl

e 
5  

S
om

e 
N

FC
-b

as
ed

 ti
ck

et
in

g 
sc

he
m

es

Re
fe

re
nc

es
D

es
cr

ip
tio

n
C

om
m

en
ts

Ye
ar

C
ha

um
et

te
 e

t a
l. 

[5
6]

C
om

pa
ris

on
 o

f a
n 

offl
in

e 
an

d 
on

lin
e 

ve
rs

io
n 

of
 a

n 
N

FC
 b

as
ed

 E
ve

nt
 ti

ck
et

in
g 

sy
ste

m
Th

e 
w

or
k 

ad
dr

es
se

s t
he

 c
on

ce
rn

s o
f u

se
r e

xp
er

ie
nc

e,
 se

cu
rit

y,
 e

co
no

m
ic

 
as

pe
ct

s, 
re

lia
bi

lit
y,

 a
nd

 sp
ee

d 
of

 u
se

20
11

W
id

m
an

n 
et

 a
l. 

[5
9]

In
te

gr
at

io
n 

of
 a

n 
N

FC
-b

as
ed

 ti
ck

et
in

g 
sy

ste
m

 in
to

 c
on

te
m

po
ra

ry
 p

ub
lic

 tr
an

s-
po

rt 
in

fr
as

tru
ct

ur
e

Th
e 

pr
op

os
ed

 sy
ste

m
 su

ffe
rs

 fr
om

 a
va

ila
bl

e 
us

er
 d

ev
ic

es
, w

hi
ch

 su
pp

or
t c

ar
d 

em
ul

at
io

n 
m

od
e

20
12

N
as

ut
io

n 
et

 a
l. 

[6
0]

A
n 

N
FC

-b
as

ed
 tr

ai
n 

tic
ke

tin
g 

sy
ste

m
 u

si
ng

 a
n 

an
dr

oi
d 

de
vi

ce
Th

e 
sy

ste
m

 is
 n

ot
 im

pl
em

en
te

d,
 o

nl
y 

pr
ot

ot
yp

ed
20

12
Sa

m
in

ge
r e

t a
l. 

[5
7]

A
n 

N
FC

-b
as

ed
 ti

ck
et

in
g 

sy
ste

m
 im

pl
em

en
te

d 
in

 re
ad

er
/w

rit
er

 m
od

e
Th

e 
sy

ste
m

 is
 e

as
y 

to
 im

pl
em

en
t u

si
ng

 li
gh

tw
ei

gh
t p

ro
to

co
ls

 a
nd

 is
 c

om
pa

tib
le

 
w

ith
 e

xi
sti

ng
 m

ob
ile

 d
ev

ic
es

20
13

Iv
an

 a
nd

 B
al

ag
 [5

8]
A

n 
N

FC
 b

as
ed

 M
ob

ile
 ti

ck
et

in
g 

sy
ste

m
 fo

r t
ra

ns
po

rta
tio

n
Th

e 
pr

op
os

ed
 sy

ste
m

 is
 n

ot
 ri

go
ro

us
ly

 te
ste

d;
 h

en
ce

 th
er

e 
ex

ist
s a

 la
ck

 o
f c

on
fi-

de
nc

e 
in

 th
e 

re
su

lts
20

15

K
ur

ni
aw

an
 e

t a
l. 

[6
1]

A
 S

hi
p 

tic
ke

tin
g 

sy
ste

m
 b

as
ed

 o
n 

N
FC

 te
ch

no
lo

gy
 fo

r B
at

an
 Is

la
nd

 T
ra

ns
po

rta
-

tio
n

Th
e 

pr
op

os
ed

 sh
ip

 ti
ck

et
in

g 
sy

ste
m

 is
 im

pl
em

en
te

d 
us

in
g 

a 
sp

ira
l s

of
tw

ar
e 

de
ve

lo
pm

en
t f

ra
m

ew
or

k 
m

od
el

 [6
2,

 6
3]

, a
nd

 a
n 

e-
ID

 c
ar

d 
is

 u
se

d 
as

 th
e 

tra
ns

-
ac

tio
n 

m
ed

iu
m

. S
ec

ur
ity

 is
, h

ow
ev

er
, n

ot
 th

or
ou

gh
ly

 e
xa

m
in

ed

20
18

H
ar

gu
de

 e
t a

l. 
[6

4]
A

n 
N

FC
-b

as
ed

 b
us

 ti
ck

et
in

g 
an

d 
tra

ck
in

g 
sy

ste
m

Th
e 

sy
ste

m
 is

 im
pl

em
en

te
d 

su
cc

es
sf

ul
ly

 u
si

ng
 th

e 
re

ad
er

/w
rit

er
 m

od
e 

of
 N

FC
 

co
m

m
un

ic
at

io
n.

 H
ow

ev
er

, s
ec

ur
ity

 is
 n

ot
 g

iv
en

 th
or

ou
gh

 a
tte

nt
io

n
20

20

M
ar

ta
 e

t a
l. 

[6
5]

A
 n

ov
el

 m
ic

ro
-lo

ca
tio

n 
m

ob
ile

 ti
ck

et
in

g 
sc

he
m

e 
us

in
g 

ne
ar

 fi
el

d 
co

m
m

un
ic

a-
tio

n 
te

ch
no

lo
gy

 a
nd

 B
lu

et
oo

th
Th

e 
tic

ke
tin

g 
so

lu
tio

n 
is

 im
pl

em
en

te
d 

us
in

g 
bo

th
 N

FC
 a

nd
 B

lu
et

oo
th

 te
ch

no
lo

-
gi

es
. H

ow
ev

er
, s

ec
ur

ity
 c

on
ce

rn
s a

re
 n

ot
 in

ve
sti

ga
te

d 
th

or
ou

gh
ly

20
21

Za
do

ro
zh

ny
i e

t a
l. 

[6
6]

A
n 

in
no

va
tiv

e 
N

FC
-b

as
ed

 v
al

id
at

io
n 

sy
ste

m
 fo

r a
cc

ou
nt

in
g 

of
 in

co
m

e 
an

d 
ex

pe
ns

es
 o

f a
 p

ub
lic

 tr
an

sp
or

t e
nt

er
pr

is
e

Th
e 

stu
dy

 ta
rg

et
s t

he
 im

pr
ov

em
en

t o
f N

FC
 v

al
id

at
io

n 
sc

he
m

es
 p

ar
tic

ul
ar

ly
 fo

r 
tra

ns
po

rt 
se

rv
ic

es
. T

he
 m

et
ho

d 
ad

op
ts

 th
e 

pr
oc

ed
ur

e 
of

 d
ist

rib
ut

in
g 

in
co

m
e 

fro
m

 th
e 

sa
le

 o
f e

le
ct

ro
ni

c 
tic

ke
ts

. H
ow

ev
er

, s
ec

ur
ity

 c
on

ce
rn

s a
re

 n
ot

 e
xa

m
-

in
ed

20
22



SN Computer Science           (2024) 5:290 	 Page 9 of 26    290 

SN Computer Science

Ta
bl

e 
6  

S
om

e 
N

FC
-b

as
ed

 m
ed

ic
al

 sy
ste

m
 sc

he
m

es

Re
fe

re
nc

es
D

es
cr

ip
tio

n
C

om
m

en
ts

Ye
ar

Fr
eu

de
nt

ha
l e

t a
l. 

[7
2]

A
 su

ita
bl

e 
N

FC
-b

as
ed

 m
ed

ic
al

 d
ev

ic
e 

fo
r c

om
m

un
ic

at
io

n 
an

d 
po

w
er

 
de

liv
er

y
Th

e 
sy

ste
m

 d
ev

el
op

ed
 is

 su
sc

ep
tib

le
 to

 ra
di

o-
ba

se
d 

po
w

er
 c

on
su

m
pt

io
n 

at
ta

ck
20

07

C
os

te
sc

u 
[7

3]
A

n 
im

pl
an

ta
bl

e 
m

ed
ic

al
 d

ev
ic

e 
ba

se
d 

on
 N

FC
 te

ch
no

lo
gy

Th
e 

ha
rd

w
ar

e 
de

ve
lo

pm
en

t i
s c

om
pl

ex
 a

nd
 m

ay
 b

e 
si

m
pl

ifi
ed

 u
si

ng
 m

ic
ro

-
co

nt
ro

lle
rs

 b
as

ed
 o

n 
FP

G
A

 a
nd

 P
C

B
 d

es
ig

ns
. I

n 
ad

di
tio

n,
 se

cu
rit

y 
is

 a
 

m
aj

or
 c

on
ce

rn

20
13

R
az

m
i a

nd
 S

an
ga

r [
74

]
M

ob
ile

 M
ed

ic
al

 R
ec

or
d 

D
ev

ic
e 

ba
se

d 
on

 N
FC

 te
ch

no
lo

gy
 fo

r e
nh

an
ce

d 
m

ed
ic

al
 a

nd
 tr

ea
tm

en
t

Th
e 

pr
op

os
ed

 sy
ste

m
 im

pr
ov

es
 se

rv
ic

es
, r

ed
uc

es
 e

rr
or

s, 
et

c.
 H

ow
ev

er
, 

se
cu

rit
y 

is
 n

ot
 c

on
si

de
re

d,
 w

hi
ch

 is
 a

 k
ey

 c
on

ce
rn

20
16

A
n 

et
 a

l. 
[6

8]
A

n 
N

FC
-b

as
ed

 S
m

ar
t S

en
so

r s
ys

te
m

 fo
r w

ea
ra

bl
e 

el
ec

tro
ni

c 
de

vi
ce

s
In

te
rfe

re
nc

e 
of

 n
oi

se
 d

ist
or

ts
 se

ns
or

 d
at

a 
re

ad
in

g,
 a

nd
 p

ow
er

 re
qu

ire
m

en
t i

s 
a 

ke
y 

ch
al

le
ng

e
20

17

D
es

hp
an

de
 [7

5]
A

 S
m

ar
t i

m
pl

an
te

d 
Sy

ste
m

 b
as

ed
 o

n 
N

FC
 te

ch
no

lo
gy

 ta
rg

et
ed

 a
t e

nh
an

ci
ng

 
m

ed
ic

al
 tr

ea
tm

en
t

Th
e 

av
ai

la
bl

e 
sto

ra
ge

 m
em

or
y 

is
 li

m
ite

d,
 a

nd
 se

cu
rit

y 
is

 a
 m

aj
or

 c
on

ce
rn

 
be

ca
us

e 
pa

tie
nt

s' 
da

ta
 a

re
 n

ot
 se

cu
re

20
18

Ay
ya

r [
76

]
A

n 
N

FC
-b

as
ed

 M
ob

ile
 H

ea
lth

 C
ar

e 
sy

ste
m

 fo
r r

ed
uc

in
g 

m
ed

ic
al

 e
rr

or
s a

nd
 

he
al

th
 re

co
rd

 m
an

ag
em

en
t

Th
e 

pr
op

os
ed

 sy
ste

m
 is

 in
 it

s s
im

ul
at

io
n 

st
ag

e 
an

d 
ha

s n
ot

 b
ee

n 
su

cc
es

s-
fu

lly
 im

pl
em

en
te

d
20

18

Ay
ya

lra
j a

nd
 B

al
am

ur
ug

an
 [7

7]
A

n 
N

FC
-b

as
ed

 m
ob

ile
 h

ea
lth

ca
re

 sy
ste

m
 fo

r m
on

ito
rin

g 
pa

tie
nt

’s
 h

ea
lth

Se
cu

rit
y 

is
 n

ot
 e

xa
m

in
ed

 in
 th

e 
de

ve
lo

pm
en

t o
f t

hi
s s

ys
te

m
 w

hi
ch

 is
 a

 k
ey

 
co

nc
er

n
20

19

B
ou

kl
ac

hi
 e

t a
l. 

[3
2]

A
 w

ea
ra

bl
e 

m
ed

ic
al

 d
ev

ic
e 

po
w

er
ed

 b
y 

N
FC

-b
as

ed
 e

ne
rg

y 
ha

rv
es

tin
g 

te
ch

ni
qu

es
Th

e 
po

w
er

 re
co

ve
re

d 
by

 th
e 

pr
op

os
ed

 sy
ste

m
 is

 u
ns

ta
bl

e 
an

d 
re

qu
ire

s a
 

m
at

ch
in

g 
ci

rc
ui

t t
o 

be
 m

ai
nt

ai
ne

d
20

19

Su
tji

re
dj

ek
i e

t a
l. 

[7
8]

A
n 

N
FC

-b
as

ed
 Io

T 
de

vi
ce

 fo
r e

nh
an

ci
ng

 h
ea

lth
ca

re
 d

el
iv

er
y

Th
e 

pr
op

os
ed

 sy
ste

m
 is

 st
ill

 in
 it

s p
ro

to
ty

pe
 st

ag
e,

 a
nd

 th
e 

sy
ste

m
 is

 li
m

ite
d 

to
 te

xt
 d

at
a 

al
on

e
20

20

D
ed

y 
et

 a
l. 

[7
9]

In
ve

sti
ga

te
d 

an
 N

FC
-b

as
ed

 m
ob

ile
 a

pp
lic

at
io

n 
of

 e
le

ct
ro

ni
c 

m
ed

ic
al

 
re

co
rd

s
Pa

tie
nt

 m
ed

ic
al

 d
at

a 
ar

e 
hi

gh
ly

 se
ns

iti
ve

. T
hu

s, 
se

cu
rit

y 
of

 u
se

r’s
 in

fo
rm

a-
tio

n 
is

 k
ey

 to
 th

e 
eff

ec
tiv

en
es

s o
f t

he
 a

pp
lic

at
io

n.
 H

ow
ev

er
, s

ec
ur

ity
 is

 n
ot

 
co

ns
id

er
ed

20
21

O
ge

ch
i e

t a
l. 

[8
0]

D
ev

el
op

ed
 a

n 
N

FC
 ta

g-
ba

se
d 

m
ob

ile
 h

ea
lth

 (m
he

al
th

) p
at

ie
nt

 h
ea

lth
ca

re
 

tra
ck

in
g 

sy
ste

m
In

 a
dd

iti
on

 to
 th

e 
de

ve
lo

pm
en

t o
f t

he
 m

he
al

th
 sy

ste
m

, t
he

 a
ut

ho
rs

 u
til

iz
ed

 
th

e 
TA

M
 to

 e
va

lu
at

e 
th

e 
he

al
th

 sc
he

m
e’

s a
do

pt
io

n 
an

d 
ac

ce
pt

an
ce

 o
f u

se
20

22



	 SN Computer Science           (2024) 5:290   290   Page 10 of 26

SN Computer Science

poses a drawback for the successful adoption of NFC in the 
medical environment.

Customer's Perception, Intention, Adoption, 
and Continuance of Use of NFC Technology

This section investigates consumers' intent, acceptance, 
and continuance of NFC technology on a Universal scale. 
Several models have been developed and recommended 
to address NFC adoption and the continuance of its use. 
These include the Unified Theory of Acceptance and Use 
of Technology (UTAUT), Technology Acceptance Model 
(TAM), TAM model 2 (TAM2), Theory of Planned Behavior 
(TPB), Diffusion of Innovation (DOI), and Theory of Rea-
soned Action (TRA). We review these models and provide 
research implications following our study.

The TAM Approach

The Technology Acceptance Model (TAM), developed by 
Davis [82], focuses on pursuing better measures for predict-
ing and explaining the consumer acceptance of information 
technology [83]. The Model adopts two key metrics, Per-
ceived usefulness and Perceived Ease of Use, in predicting 
and explaining the acceptance of information technology. 
Perceived usefulness describes the extent to which a person 
admits the system facilitates work performance. In contrast, 
perceived ease of use describes the extent to which the sys-
tem would be effortless. Consequently, to study the degree 
of consumer acceptance of NFC technology, some literature 
has adopted this model to examine diverse areas of NFC 
technology applications. Although the TAM approach is 
simple and popular, it is necessary to integrate additional 
variables such as perceived security, trust, general complex-
ity, etc., to improve its predictive power [84].

Hong et al. [85], examined the factors that influence 
NFC-based payment adoption in China. Specifically, this 
study was performed using the TAM approach. Precisely, 
the research utilized perceived ease of use and perceived 
usefulness as the two main parameters to evaluate the 
user’s intention to use the technology. From the evaluation 
method, the authors recommend that NFC-based payment 
operators should pay additional attention to developing 
multi-functional systems, which conventional payments 
cannot perform. Further, Xiaodie et al. [86], considered 
the determinants that influence the behavioral intention 
to use NFC-based mobile payment schemes in the Chi-
nese space. More specifically, the study adopted the TAM 
method to investigate the emergence of Apple pay in 
China. From the evaluation results, perceived usefulness 
and trust are observed as the significant factors that propel 

the behavioral intention to use Apple Pay in the Chinese 
mobile service space.

Luarn and Juo [87] investigated the acceptance of NFC 
technology for making mobile payments using the TAM 
model in Taiwan. The research integrated trust with the 
standard perceived usefulness and ease of use metrics 
to predict the subscriber’s behavioral intentions regard-
ing the NFC-based mobile payment scheme. The survey 
results reveal that trust in the firm does not influence the 
subscriber’s behavioral intention; it indirectly influences 
the subscribers’ trust in the technology. Although the 
model-fit indices exceed the acceptance levels in previous 
research, the study has certain limitations. The study only 
engaged 476 mobile network subscribers, which is quite 
low and consequently reduces the confidence in the overall 
performance of the proposed model. In addition, the scope 
of the survey is limited only to mobile network subscribers 
rather than general consumers.

Dutot [84] developed an extended TAM approach to 
investigate the factors influencing the adoption of NFC 
technology for mobile payment in France. The TAM 
approach is extended to include key factors that concern 
mobile payments, such as trust, perceived security, and 
technology availability in addition to the standard TAM 
metrics (perceived usefulness and ease of use). The pro-
posed model is tested using a combined structural equation 
modeling (SEM) and Partial Least Square (PLS) approach 
with 320 smartphone users. The results reveal a 30% vari-
ance in NFC technology adoption, which shows strong 
support for NFC in making mobile payments. However, 
the research is limited by the number of users engaged 
in the survey. In addition, factors such as cost, compat-
ibility, and interoperability are not incorporated in the 
model, which are key factors that influence mobile pay-
ment adoption.

Han et  al. [88] researched the determinant of NFC 
reuse intention and perception in Tourism in Korea. The 
authors noted that NFC information quality and organiza-
tion support greatly influenced expo-visitors satisfaction 
with NFC. The study further proved that customer satis-
faction generates continuous vitality backing NFC use in 
tourism expo loyalty. Tan et al. [89] adopted an extended 
TAM approach to investigate the acceptance of NFC-based 
mobile payment schemes in Malaysia. The model inte-
grates four constructs: personal innovativeness in infor-
mation technology, social influence, perceived risk, and 
perceived financial cost to the standard TAM metrics in 
determining the degree of NFC mobile payment schemes. 
The data were collated from 156 users and analyzed using 
structural equation modeling and multi-group analysis. 
The study results revealed that NFC-based mobile pay-
ment methods are only marginally adopted in Malaysia.
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Unified Theory of Acceptance and Use of Technology 
(UTAUT)

UTAUT was proposed by Vankatesh et al. [90] and adopted 
to explain information technology acceptance and use. 
The model adopts four constructs, which are gender, age, 
experience, and voluntariness, to predict the acceptance of 
information technology [91]. Some literature has adopted 
the UTAUT approach in explaining and predicting the 
acceptance of NFC technology for different applications. 
Boes et al. [92] adopted the UTAUT model to explore the 
various determinants that influence the acceptance of NFC 
Smart Posters for Tourism in Salzburg, Austria. The UTAUT 
model adopted in the study was extended to include a per-
ceived trust for security and privacy concerns and perceived 
quality. The constructs used in this study include perceived 
effort expectancy, perceived performance expectancy, per-
ceived trust, social influence and perceived quality. The 
results of this study show that unawareness is one of the 
key factors that affect the acceptance of this technology. In 
addition, the intention of use of NFC smart posters is greatly 
influenced by the usefulness and quality while social influ-
ence and effort expectancy contribute little to the adoption 
of the technology. The limitation of this study is that only 
one smart poster is examined and age, gender and experi-
ence, which are key constructs, were omitted. Khalilzadeh 
et al. [93] examined the factors that influence the adoption 
of NFC-based mobile payments using an extended UTAUT 
model in North America. The model integrated the UTAUT 
model with the TAM model and tested the design using 
the SEM on an empirical data provided by 412 restaurant 
customers. The results of the study show that risk, security 
and trust on the customer’s intention to use the NFC-based 
mobile payment scheme.

Diffusion of Innovation (DOI)

The DOI theory is based on the dimensions of diffusion, 
such as innovation, communication channels, social sys-
tems, and time. The model entails five constructs, which 
are relative advantage (RA), compatibility (CA), complex-
ity (CL), observability (OB), and trialability (TR) [94]. The 
DOI model can explain a 49–87% variance in adoption [95]. 
Balachandran and Tan [96] proposed a regression model 
using DOI to predict the adoption of NFC technology for 
mobile payment in Malaysia. The proposed model adopted 
five constructs replacing trialability and observability with 
three constructs, namely, amount of information (AOI), 
perceived financial resources (PFR), and variety of services 
(VOS). The study results revealed that CL, CA, AOI, VOS, 
and PFR greatly influence the intention of adopting NFC-
based mobile payment. The results of this research cannot be 
generalized because the data used were only gathered from 

consumers who own a smartphone. Voges [97] carried out a 
study of NFC adoption in the German Market using the DOI 
approach. The study aims to answer the question of whether 
NFC multi-application platforms are accepted and diffuse 
into the German Market. The results of this study revealed 
that a multi-application platform is accepted, the NFC-based 
technology is only viable when used in combination with a 
smartcard.

SWOT‑AHP Approach

Strengths, Weaknesses, Opportunities, and Threats (SWOT) 
Analysis is a model often adopted to evaluate an organiza-
tion, a plan, a project, or a business. It is a simple but pow-
erful tool for evaluating the internal factors (strengths and 
weaknesses) of a plan and the external factors (opportunities 
and threats) [98]. To address the basic drawback of SWOT 
Analysis, touching on the limitation in quantitative computa-
tion, Mehmood et al. [99] complemented the SWOT analysis 
with the analytical hierarchy process (AHP) to address this 
drawback. The SWOT-AHP is adopted to investigate the 
adoption of NFC as a means of mobile payments in the Ital-
ian economy. The study results show an optimistic prospect 
of NFC adoption and acceptance. The findings from 23 qual-
itative questionnaires filled by Italian telecom experts with 
adequate NFC knowledge concluded that the positive factors 
(strengths and opportunities) outweigh the negative factors 
(weaknesses and threats). The limitation of this research 
concerns the incorporation of only one Telecommunication 
Company, which reduces the confidence in the results.

Artificial Neural Networks (ANN) Approach

ANN is a brain-inspired model that explains linear and non-
linear relationships in a given data set. Leong et al. [94] 
extensively evaluated the determinant factors influencing 
NFC-enabled mobile credit cards’ adoption as a contactless 
payment method. The research entailed using an extended 
TAM model to include trust, psychological science, and 
behavioral control theories. SEM-ANN and multi-group 
analysis were subsequently used to examine different deter-
minants such as social influence, personal innovativeness, 
trust, etc. Structural equation modeling (SEM) evaluated the 
causal relationship to extract significant factors fed as the 
artificial neural networks (ANN) [100]. The model consist-
ently captured the relationship between predictors and col-
lectors with a root mean square of error (RMSE) range of 
0.1071–0.1128 in the training dataset and 0.1020–0.1055 in 
the test dataset. The research results revealed that Perceived 
ease of use and perceived usefulness have a significant and 
direct influence on the consumer’s intention. However, the 
research results are limited to Malaysia, and the number of 
users who participated in the study was low (300). Last, 
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a detailed summary of the usage of the models mentioned 
above is given in Table 7.

Research Implications from Models Studied

We present some research implications from the compre-
hensive study of different models developed to understudy 
consumer perception, adoption, intention, and continuance 
of the use of NFC technology. These implications may be 
used as important guidelines to improve the penetration of 
NFC technology in any region.

1.	 Security is a major concern in adopting NFC technol-
ogy for applications such as mobile payment schemes, 
transport ticketing schemes, etc. Consumers are wary 
of the security of their user data and privacy and thus 
require effectively secure platforms to trust NFC-based 
payments or ticketing. Thus, security should be given 
enough attention when developing a payment or ticket-
ing scheme in any region, Africa inclusive.

2.	 NFC technology adoption is also greatly influenced by 
consumers’ perception of ease of use. Thus, NFC-based 
schemes should be designed and developed to be user-
friendly and innovative. In addition, the time to secure 
transactions should be minimized to prevent a bad con-
sumer experience.

3.	 Awareness of NFC technology is also a key factor that 
influences consumer adoption. Meticulous research 
reveals many consumers are not aware of the technology. 
Thus, social influencers may be employed to increase 
the awareness of the technology while network opera-
tors and financial institutions emphasize usefulness and 
reliability.

4.	 The unavailability of NFC-supported smartphones dis-
courages NFC application providers. Hence, mobile 
phone developers should invest in NFC technology sup-
port on their Smartphones to encourage users and NFC 
technology industries.

5.	 An agreement should be reached between governmen-
tal institutions, software developers [101], and finan-
cial institutions regarding standards to improve the user 
experience when using NFC-enabled technologies for 
diverse applications.

Current State of NFC Applications in Africa

Over the years, the world has experienced a remarkable 
increase in the number of NFC enabled smartphones as can 
be observed in Fig. 2. However, NFC support in Africa is 
the slowest when compared to other continents of the globe 
as displayed in Fig. 3. Particularly, the African continent 
has experienced a gradual adoption of NFC technology in 

different areas such as mobile payment schemes, ticketing 
applications, and transport systems. This section reviews 
the different areas of application where NFC technology is 
being adopted in key countries like South Africa, Nigeria, 
and Kenya.

Nigeria is the most populous country in Africa, with 206 
million and 170 million mobile internet subscriptions as of 
2020 (Statistica reports). This makes Nigeria the country 
with the highest mobile market in sub-Saharan Africa. Inter-
estingly, several companies in Nigeria are fast integrating 
NFC technology into their business schemes. Some include 
the United Bank of Africa, Payattitude, Farepay, Sanwo, etc. 
This Industry acceptance of NFC would influence the Nige-
rian economy's diverse sectors such as Banking, Transpor-
tation, and even Shopping. One of the leading applications 
of NFC Technology is in making mobile payments. Mobile 
payments could be made using contactless cards or NFC 
Enabled Smart Phones running a payment application such 
as Google Wallet, Samsung Pay, Apple Pay, Android Pay, 
etc. In order to perform a payment transaction using con-
tactless cards, the Card is brought within the range of the 
POS Reader field, and a transaction is made. This technique 
makes payment easier and faster than the contemporary 
EMV (Europay, Master, and Visa) cards, which require the 
Card to be inserted into the POS machine and authentication 
to be made before a transaction payment is completed. Also, 
NFC-based Smartphones running mobile payment applica-
tions make this process even easier. Here, it avoids the user 
from carrying different cards everywhere, which could get 
misplaced and even stolen. The Smart Phone emulates a 
contactless card (Card emulator mode), and the transaction 
is made with just one tap when brought in proximity to the 
NFC-enabled POS device. NFC-enabled mobile payment 
scheme prevents long queues at the payment terminal and 
promotes a good customer experience.

The Nigerian Mobile Market has seen a gradual adoption 
of NFC-based payment schemes. In 2014, a Bangalore-based 
mobile service provider, Ikaaz, partnered with Nigerian-
based FCMB Bank to provide NFC Based payment options 
using NFC tags and Ikaaz NFC Enabled mobile POS. Sub-
sequently, in 2015, Nigerian-based payment provider Unified 
Payments partnered with six banks (Access, UBA, Skye, 
Zenith, Diamond, and First Bank). This provides an NFC-
based payment solution, PayAttitude using a Chip and pin 
enabled tag type device and an NFC Enabled POS device. In 
2015, UBA issued over 3 million contactless cards to revo-
lutionize their e-payment scheme using NFC Technology. 
Furthermore, by 2017, a Nigerian-based payment solution 
provider, Sanwo, developed an NFC-based payment system 
using NFC stickers, wristbands, and cards. In 2021, owing 
to the COVID-19 pandemic, the First Bank of Nigeria devel-
oped a virtual payment card using NFC technology. Besides 
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 o
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 c
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 c
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 p
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 m
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 p
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 p
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t d
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t b
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 c
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, c
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at
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re
rs

 a
nd

 
so

ftw
ar

e 
de

ve
lo

pe
rs

 
to

 fo
cu

s o
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 p
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 o
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 p
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, p
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 p
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 m
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]
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 m
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 m
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r p
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]
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 c
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 c
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 c
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 m
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m
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 p
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 p
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 p
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, p
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, p
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 p
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, D
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 o
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 c
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 p
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 c
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 o
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 o
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, p

er
-

fo
rm

an
ce

 e
xp

ec
ta

nc
y,

 
eff

or
t e

xp
ec

ta
nc

y,
 

so
ci

al
 in

flu
en

ce

M
ob

ile
 p
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 o
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l f
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these, Samsung, iPhone, Huawei, Xiaomi, and HTC can use 
Samsung Pay, Apple Pay, and Android Pay, respectively.

Owing to the population of people in Nigeria, there usu-
ally exists huge traffic of people at ATM points all over the 
Nation. Cash withdrawals are the most common usage of 
ATM units in Nigeria. This traffic of people is primarily 
due to the current process of making ATM Withdrawals, 
which entails a slow method of inserting the master or 
visa card and following some required promptings before 
cash withdrawals can be made. This process could take 
from 2 min to about 10 min for those who are not adept 
with the ATM, thereby creating a long queue of people. 
NFC Technology may be effective in proffering lasting 
solutions to this problem by developing NFC-based ATM 
units. In 2020, First Bank of Nigeria, in partnership with 
Hyosung ATM OEM, launched their NFC-based ATM 
called FastTrack ATM, which is the first of its kind. With 

the FastTrack ATM, users may perform quick cash with-
drawals with their contactless cards or NFC Enabled Smart 
Phones.

Furthermore, bus rapid transport (BRT) was launched in 
Lagos, Nigeria, in 2008 to address congestion, air pollu-
tion, and road accidents that were on the increase. However, 
there have been issues with congestion at BRT terminals 
since their inception due to the slow purchase of tickets and 
slow validation of tickets by personnel before transit can be 
made. To address this concern, NFC Technology is currently 
being adopted to avoid long queues owing to slow ticket 
purchases, thereby informing a good customer experience. In 
2018, a Nigerian-based payment solution provider, Farepay, 
developed a contactless card to replace sellers' contempo-
rary purchasing tickets method that may not be available. 
This Card operates using NFC technology and is currently 

Fig. 2   The number of NFC-ena-
bled cellular devices and non-
NFC-enabled cellular devices 
with a global perspective from 
2014 to 2020. From the delinea-
tion, we may observe that there 
is a considerable increase in the 
amount of NFC-enabled devices 
compared to non-NFC-enabled 
devices. This shows that NFC 
communication technology 
applications are experiencing 
remarkable growth all over the 
world

2014 2015 2016 2017 2018 2019 2020
Non-NFC 1264 1089 891 734 552 350 247
NFC 444 756 1088 1363 1658 1982 2217
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Fig. 3   A continental perspective 
to NFC support between 2015 
and 2018. It can be observed 
that NFC support has increased 
in every continent with Africa 
experiencing the slowest per-
centage growth. This owes to 
the slow penetration smart-
phones in Africa, the limited 
adoption of NFC technologies 
by companies and merchants, 
and the limited awareness of the 
use of this technology
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being adopted by Lagosians making transportation easier 
and faster.

South Africa has also seen a gradual adoption of NFC-
based services, with Samsung and Huawei (NFC-enabled 
devices) dominating the mobile market. Samsung pay was 
launched in 2018 in partnership with South African-based 
payment solution provider, Zapper, which launched Hua-
wei pay in 2020 to make mobile payments. Besides, South 
African-based payment solutions provider Wallet Factory 
developed an NFC-based contactless card to make mobile 
transactions using Google Pay or Apple Pay. Although 
South Africa is still dominantly a cash-based economy, 
South African-based banks (Standard Bank, Nedbank, 
Absa bank, Sabric, and FNB) quickly integrate NFC tech-
nology into their POS terminals and develop contactless 

cards. For product identification, South African-based 
solutions provider, Taggable, developed NFC stickers for 
products that could be highly useful in Shopping malls. In 
transportation, a British-based company, Aconite, 2011 
announced a partnership with Proxama in bringing NFC 
ticketing to the South African transport system.

In 2012, in partnership with Kenyan-based Equity bank, 
Google launched an NFC-based payment scheme, Beba-
pay, for cashless transit payments in Kenya. More recently, 
Safaricom launched an NFC-based mobile payment sys-
tem called m-Pesa to enhance payment transactions in 
the Nation. A summarized table of the implementation 
of NFC-based applications in Africa using South Africa, 
Kenya, and Nigeria as case studies is described in Table 8.

Table 8   Summary of NFC-based applications in Nigeria, South Africa, and Kenya

Country Smartphone 
users (2017–
2020)

NFC device available NFC-based application Industries concerned Application type Year

Nigeria 40 million Contactless cards, smart-
phones, ATMs, POS, 
Tags, wristbands, and 
stickers

NFC Based Payment FCMB in partnership 
with Ikaaz

Mobile Payment 2014

PayAttitude Unified Payments in part-
nership with Access 
Bank, UBA, Skye 
Bank, Zenith Bank, 
Diamond Bank, and 
First Bank of Nigeria

Mobile Payment 2015

PayWithCapture Access Bank Mobile Payment 2015
Samsung Pay Samsung in partnership 

with Standard Bank
Mobile Payment 2015

SanwoPay Sanwo technologies Mobile Payment, Product 
Identification, Wear-
able technology

2017

Farepay Farepay Transportation 2018
Fast Track Mobile First bank in partnership 

with Hyosung ATM 
OEM

Cash Withdrawal 2020

South Africa 53.4 million Contactless cards, Smart-
phones, POS, Stickers

e-Ticketing Aconite, in partnership 
with Proxama

Transportation 2011

Samsung Pay Samsung, in partnership 
with Absa and Standard 
bank

Mobile Payment 2018

Huawei Pay Huawei, in partnership 
with Zapper

Mobile Payment 2018

Taggable Taggable Product Identification 2018
mWallet Wallet Factory's partner-

ship with FNB
Mobile Payment 2018

Tap-on-Phone Nedbank Mobile Payment 2020
Kenya 30 million Contactless cards, Smart-

phones, POS, Stickers
Bebapay Equity bank, in partner-

ship with Google
Transportation 2012

m-Pesa Safaricom Mobile Payment 2017
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Impact of NFC Technology in Africa

NFC Technology adoption largely depends on NFC Ena-
bled Smart Phones' availability, Industry acceptance and 
integration of the technology into their products and 
schemes, and the general awareness of the communication 
technology among the general populace [27]. For exam-
ple, the 2018 Scentiamobile continental report showed that 
NFC Support growth was observed to be highest in conti-
nents with high iPhone usage (Oceania and North America 
(80%)) and lowest in continents with low iPhone usage 
(Africa and South America (50%)) [19]. According to 
world statistical data carried out by Scentiamobile, Africa 
experienced only a 5% increase in NFC support growth 
between 2015 and 2018. This slow growth primarily owes 
to (1) the slow penetration of Smartphones into African 
Countries, (2) slow industry acceptance and integration 
of this technology owing to implementation cost and (3) 
limited awareness of NFC Technology among the general 
populace. Informa Telecoms and Media reported that in 
2011, the percentage of smartphones relative to mobile 
phones in Africa was just 3%, showing smartphones' slow 
penetration rate [116]. Interestingly, GSMA Intelligence 
2020 reports have shown that Africa fast records a high 
smartphone penetration rate. South Africa, Nigeria, and 
Kenya have a good penetration percentage and will lead 
the mobile market by 2025 [20]. The availability of NFC 
Enabled Smart Phones promises to increase the percentage 
of NFC adoption in Sub-Saharan Africa.

NFC‑Enabled Smartphone Usage in Sub‑Saharan 
Africa

GSMA intelligence carried out an understudy of the 
mobile economy of sub-Saharan Africa, in 2020. This 
study reveals that the average percentage of smartphones 
in Africa will rise from 44% in 2019 to 65% in 2025, as 
shown in Fig. 4 [20]. Figure 4 presents the percentage of 
smartphones in Africa's different regions (Ethiopia, EAC, 
ECCAS, ECOWAS, and SADC). In addition, as described 
in Fig. 2, the top five brands of smartphones are presented 
with Samsung leading in all quarters except the last quar-
ter. Interestingly, Samsung and Huawei have successfully 
integrated NFC chips into their products. By 2015, all 
Samsung devices incorporated NFC chips and successfully 
ran applications like Samsung Pay for mobile payments 
(Card Emulation Mode) and Android Beam to exchange 
media and documents between two NFC-enabled Smart 
Phones (Peer-to-Peer Mode). Also, since 2017, Huawei has 
integrated NFC chips into their devices, thereby making 

them capable of running Android Pay and Android Beam. 
Furthermore, two smartphone brands, iPhone and Xiaomi, 
which have embedded NFC chips, gradually increase the 
African Mobile Market. These facts further validate the 
suitability of Africa for future NFC adoption.

Possible Future Applications of NFC in Africa

In the Banking Sector

Owing to the population of people in Nigeria, there usu-
ally exists huge traffic of people at ATM points all over the 
Nation. Cash withdrawals are the most common usage of 
ATM units in Nigeria. This traffic of people is primarily 
due to the current process of making ATM Withdrawals, 
which entails a slow method of inserting the master or visa 
card and following some required promptings before cash 
withdrawals can be made. This process could take from 
2 min to about 10 min for those not adept with the ATM, 
thereby creating a long queue of people. NFC Technol-
ogy may be effective in proffering lasting solutions to this 
problem by developing NFC-based ATM units. In 2020, 
First Bank of Nigeria, in partnership with Hyosung ATM 
OEM, launched their NFC-based ATM called FastTrack 
ATM, the first of its kind. With the FastTrack ATM, users 
may perform quick cash withdrawals with contactless 
cards or NFC Enabled Smart Phones. Interestingly, South 
African banking institutions adopt NFC technology in 
their ATM units. First National Bank (FNB), since 2018, 
has been rolling out NFC-enabled ATMs to make cash 
withdrawals easier and faster.

Shopping

Nigerian Shopping malls are also experiencing congestion 
owing to the population of Nigeria. This congestion is due 
to the slow process of validating the product information 
at the POS unit before payment can be made, causing very 
long queues and discouraging customer experience. NFC 
Technology may address this concern, because products 
may be embedded with NFC stickers containing the nec-
essary product information. Subsequently, users may use 
their NFC-enabled smartphones to retrieve this informa-
tion (Product type and cost) using the Reader/Writer mode 
of NFC. Payments may then be made at the POS termi-
nal without creating any delays in validation using NFC-
enabled readers. There is no such application in Nigeria, 
thereby creating an open area for research.
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Transportation

Transportation is also an exciting area where NFC tech-
nology may be adopted to make transport easier and faster 
through NFC-based ticketing schemes [13, 58, 61, 117]. 

These schemes reduce the bottleneck of congestion often 
caused by my ticket purchase and verification [118]. The 
user may use an NFC-enabled card or smartphone to pur-
chase and verify ticket purchases at one tap. A few insti-
tutions currently provide NFC-based transport services in 
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Fig. 4   The percentage of smartphones in Africa's different regions 
(Ethiopia, EAC, ECCAS, ECOWAS, and SADC). In addition, the 
top five brands of smartphones are presented, with Samsung leading 

in all quarters in 2019. These statistics reveal how fertile the African 
space is for the adoption of NFC applications in diverse applications
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Nigeria, Kenya, and South Africa, such as Farepay, Bebapay, 
Go, George, etc. However, NFC promises to transform the 
transport system of African Countries gradually.

Healthcare

A significant area of interest in NFC technology adoption is 
the Health sector [119]. Onyancha [120] reviews the adop-
tion of NFC technology in the Kenyan healthcare system. 
In the study, the author investigates the adoption of NFC 
in storing patients' medical data to reduce medical costs 
and assist doctors in making quick clinical decisions. Jembi 
Health systems developed a platform (Journey Solutions) 
that uses NFC cards to allow individuals to carry their medi-
cal data to access their medical records. NFC schemes prom-
ise to transform the medical space through NFC-based data 
storage, payment systems, etc.

Lessons Learned This section presents the important 
lessons learned from the survey on NFC Technology and 
its impact on African Space. We present lessons learned 
from NFC technology performance, application, adoption, 
and acceptance in Africa using South Africa, Nigeria, and 
Kenya as models.

Lesson one: NFC Technology outperforms other short-
range wireless technologies like Bluetooth, Wi-Fi, Zigbee, 
and QR-codes in that NFC makes communication between 
two NFC Enabled devices easier and faster at just "one tap" 
when brought in close proximity. The almost zero power dis-
sipated when using NFC technology makes the technology 
very attractive for low-power consumer applications such as 
mobile payments, e-ticketing, smart packaging, etc.

Lesson two: NFC technology is based on RFID technol-
ogy. An NFC Enabled device's performance depends on the 
active device's available power, the orientation of the pas-
sive device, and the antenna design. The higher the power, 
the longer the magnetic field's working range with a cost 
of power dissipation. The more perpendicular the passive 
device is, the more energy is trapped to power itself to com-
municate with the active device. Also, the larger the antenna 
size, the higher the magnetic field's working range, mak-
ing antenna design a key consideration when developing an 
NFC-enabled device.

Lesson three: NFC technology is suitable for different 
applications such as mobile commerce, tourism, transpor-
tation, shopping, etc. However, the most widespread use of 
NFC Technology worldwide, and in Africa, where the tech-
nology is currently finding suitable adoption, is for mobile 
payment transactions opening the door to applications like 
Samsung pay, Android Pay, Huawei Pay, etc. It is worthy 
of note that these are fast proliferating in the global mobile 
commerce space and Africa, primarily due to the COVID-19 

pandemic. NFC technology has opened the door to oppor-
tunities for banks to develop contactless cards, NFC-based 
ATM and POS units, etc., for users to make easy and fast 
transactions at a go.

Lesson four: The global adoption of NFC technology 
depends on certain important factors such as the security 
of the technology, the customer’s perceived ease of use, 
the awareness of the technology, the availability of NFC-
enabled devices, and government policies. These factors 
influence the customer’s perception, intention, adoption, 
and continued use of the technology.

Lesson five: The Adoption of NFC technology largely 
depends on the availability of NFC Enabled devices 
such as contactless cards, NFC Enabled Smart Phones, 
NFC tags, embedded stickers, wristbands, etc. Without 
these devices, the adoption rate of the technology would 
be stringently slow. This is the major cause of the slow 
growth of NFC technology in Africa. Africa currently lags 
in the global scale of NFC technology Adoption owing to 
the slow penetration of smartphones into the continent, 
the slow adoption of the technology by industries, and 
the limited awareness of the technology by the individual 
African. Hence, growth in NFC Enabled devices' prolif-
eration would lead to Growth in technology adoption on 
the continent.

Lesson six: South Africa, Nigeria, and Kenya are pro-
jected to lead the mobile market space in sub-Saharan 
Africa, making them suitable models to understudy NFC 
Technology's impact on Africa as a whole. The Smart-
phone penetration rate in these countries has gradually 
increased in recent years, accounting for almost the total 
usage of smartphones in sub-Saharan Africa. Interest-
ingly, the mobile market vendors in sub-Saharan Africa 
and these countries are Samsung, Huawei, iPhone, etc. 
They have successfully integrated NFC Technology into 
most devices, making the market suitable for NFC Adop-
tion. Nigeria currently leads in adopting NFC Technology, 
closely followed by South Africa and then Kenya.

Lesson seven: NFC-based transactions are vulnerable 
to security attacks such as denial of service (DoS) attacks, 
distributed denial of service (DDoS) attacks, phlashing 
attacks, etc. Hence, this concerns greatly influences the 
user’s acceptance and trust for the technology. However, 
not many studies have investigated the possible solutions 
to these limitations. Moreover, as the wireless communica-
tion technology develops, more investigation is required 
within this area. Nevertheless, some machine learning 
techniques such as convolutional neural networks (CNNs), 
long-short term memory (LSTM), etc. are emerging to 
provide a more convincing solution to this drawback.
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Open Issues and Future Research

Since its inception in 2004, NFC Technology has been 
gradually permeating diverse areas of human life. However, 
certain issues need to be addressed to facilitate technology 
usage, particularly in Africa. Some of these issues like secu-
rity concerns, adoption and acceptance in Africa, implemen-
tation cost, medical research, and power and antenna design 
considerations are presented in Table 9.

Conclusions

This paper presents a comprehensive review of NFC tech-
nology, its applications in several areas of human endeavors, 
its customer perception and acceptance on a global scale, 
and its impact on the African continent, using Nigeria, 
South Africa, and Kenya as suitable models owing to their 
high smartphone penetration rate. Specifically, we provide 
the customer’s perception, intention, and continuance use 
of NFC technology on a global scale by understudying dif-
ferent models such as TAM, UTAUT, DOI, SWOT-AHP, 
and ANN. From these models, we derived important impli-
cations detailing the influence of certain factors, such as 
security, ease of use, awareness, availability of NFC-enabled 
smartphones, and government policies, on the adoption of 
NFC technology. Furthermore, the future of NFC technol-
ogy is considered in mobile payment schemes and medical 

applications, as a stepping stone to developing the smart 
cities of the future. Particularly, NFC is a zero power dis-
sipation short-range wireless technology for communicating 
between two NFC Enabled devices, which may be active 
and/or passive. The reduced power dissipation, flexibility, 
and ease of carrying out transactions with just "one tap" 
make NFC Technology more attractive than other wireless 
technologies like Wi-Fi, Bluetooth, Zigbee, QR Code, etc. 
Although NFC technology may be applied in product rec-
ognition to retrieve product information from NFC Stickers 
embedded in products, this could create a better consumer 
experience at shopping malls, e-Ticketing for transportation, 
cinema access, football ticket purchase, etc. The most popu-
lar use of NFC globally and particularly in Africa is making 
mobile payments. NFC technology is gradually establish-
ing itself in the African market as a key enabler of mobile 
payment transactions, which may relegate other payment 
methods like Debit and credit cards in the nearest future. 
This work reviews near-field communication penetration 
in Africa, highlights all application areas, and provides a 
holistic overview of NFC's potential. This survey presents 
researchers, NFC developers, industries, and entrepreneurs 
in Africa with a futuristic perspective on NFC adoption in 
the African market. Going by the reports from the statistics 
presented in this paper on population and the number of 
smart devices, we may conclude that NFC has found a place 
in Africa. The market is ripe for NFC adoption as a form 
of payment and other applications. Africa is progressively 
accepting NFC development initiatives due to the prospect 

Table 9   Some future research directions

S/N Key concerns Possible focus

1 Global security Security is a major concern in NFC technology, particularly in mobile payment. Although communi-
cation proximity reduces eavesdropping, particularly in Reader/Writer and Card Emulator modes, 
encryption is required in NFC technology to reduce the risk of data manipulation

2 Adoption in Africa According to the statistics we gathered in this survey, the major drawback of NFC Adoption in Africa 
is the reduced penetration of NFC Enabled Smart Phones, Industry integration of this technology 
into their products and services, and limited awareness of the use of this technology. We believe 
a higher rate of smartphone penetration by mobile vendors, a better acceptance of this technology 
by African-based industries, and more enlightenment to the general public using adverts, etc. may 
address this issue

3 Cost in Africa Cost is a major drawback in NFC Adoption because many Industries refrain from doing so due to the 
implementation cost of integrating NFC chips or stickers into all their services. Also, the cost of 
purchasing a smartphone is high, and thus many consumers refrain from purchasing these devices. 
We believe if the cost of purchase of smartphones were reduced, the proliferation of NFC Enabled 
devices would increase

4 Medical Research in Africa It is worth noting that from the pieces of literature reviewed, the most significant percentage of work 
done on NFC fall under mobile payment with little or no research on the Medical application. We 
hope that research on Medical applications and other fundamental areas will take center stage in 
Africa in no distant time

5 Power and antenna design concerns NFC communication depends on the available power in the active device because the field's strength 
is a function of the power output. Also, the antenna design is a major design issue as it also affects 
the strength and working range of the field. We believe more research may be carried out on power 
harvesting techniques for NFC-enabled devices and antenna design



SN Computer Science           (2024) 5:290 	 Page 23 of 26    290 

SN Computer Science

of enhancing the quality of life along social-economic strata. 
Our future work will examine the impact of NFC adoption 
in Sub-Sahara Africa, focusing on economic liberation and 
democratization of government institutions.
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