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Abstract

Vehicular ad hoc network (VANET) is a mobile network comprising vehicles, roadside units, and related infrastructure
that enables inter-node communication to manage traffic and enhance road safety. Despite its potential to aid drivers, there
are several security and privacy concerns that must be addressed before widespread adoption. It is crucial to validate and
hold vehicles accountable in the event of misbehavior while also protecting their privacy and that of their drivers to prevent
unlawful tracking and disclosure of personal information. Many current VANET solutions rely on a central trusted author-
ity, which is not a scalable solution and becomes the network’s single point of failure. To address these issues, we propose a
decentralized blockchain-based authentication solution for VANET that integrates blockchain with VANET using the gRPC
framework. This method adds an extra layer of security to the network by ensuring that only authorized nodes are aware of
a vehicle’s identity. We use blockchain technology to construct a distributed structure and preserve an immutable ledger of
data, strengthening the system’s integrity. Our technique uses the Hyperledger Fabric, a permissioned blockchain platform,
and Veins in OMNeT++ with the gRPC as communication interface. Our proposed approach is more efficient than previous
state-of-the-art approaches.
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Introduction

Increased road accidents and traffic congestion are chal-
lenges in our day to day lives. According to prominent
research scientists, vehicular accidents cause around 85%
of mortality and 90% of disability in poor countries each
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year. Individuals and their families suffer financial damages
as a result of road traffic injuries/fatalities [1].

Mobile ad-hoc network (MANET) enables rapid and
simple data sharing between mobile devices. The growing
notion of the vehicular ad-hoc network (VANET), in which
vehicles connect with one another, has boosted the vehicle
industry in several ways. VANET is made up of roadside
units (RSUs), vehicles’ Central Authorities (CAs), and on-
board unit (OBUs). The RSUs act as road network interfaces
and enable vehicles to send signals across limited range.
Each vehicle’s OBU is capable of broadcasting the status
of the vehicle and gathering data from other vehicles. Dedi-
cated short range communication (DSRC), IEEE 802.11p,
wireless access in vehicular environments (WAVE), and
Cellular-V2X are the communication protocols utilized in
VANET [2]. MAC and physical layers of the DSRC technol-
ogy are established using the IEEE 802.11p as the default
protocol. WAVE discusses the privacy of replaceable data
utilizing IEEE 1609 standards.

One of the messages carried over the network with wave
service advertisement and wave short message (WSM)
is basic safety message (BSM) [3]. Every vehicle in the
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network regularly broadcasts 3—10 BSMs [4] each second
which include information like its location, speed, and
Vehicle Identification Number. We can also refer to them as
periodical messages, but Event-based communications are
also delivered by VANET. These messages are only sent in
response to specific situations or events, such as conges-
tion, accidents, etc. Excessive traffic, road accidents, and
ongoing construction on the road are all common occur-
rences. VANET is characterized by rapid change in network
topology due to high mobility and frequent message sending
which is one of the most significant issues with VANET’s
security [5].

VANETS have numerous security issues that can severely
influence the system, causing monetary losses, and can
even cost lives. As of now, the authentication framework
for VANET is kept up with the use of public key infrastruc-
ture (PKI) scheme, where private and public keys are given
to vehicles. Every message delivered by a vehicle has its own
digital signature and a certificate that is carefully endorsed
by the Central Authority (CA), requiring further computa-
tion on the reception vehicles’ parts to confirm the source
of the message. In PKI structure, the delay for decryption
and encryption influences the execution of the framework.
Consequently, by executing PKI for vehicles validation, the
effectiveness of the framework is highly impacted because of
more computational overhead required in above approaches.
Efficient and Trustworthy VANET requires the following
properties [6]:

e Transparency: All participants should be able to see and
monitor the network’s operations.

e Conditional anonymity: The vehicles identities should
be protected and kept private, but authorities should be
able to track them down in the event of a conflict or rule
breaking.

e Efficacy: The legitimacy of alert messages should be con-
firmed even if they are sent from a trusted source and
even if the network is overloaded.

e Robustness: The system should be able to withstand
attacks from outsiders sabotaging the trustworthiness.

Motivation

Vehicular ad hoc networks (VANETS) involve the transmis-
sion of various critical messages, which may be periodic
or event-driven. To ensure the trustworthiness of both the
messages and their senders, the application of blockchain
technology can be considered. The decentralized nature of
blockchain allows for effective management of confidential-
ity, integrity, and availability [7]. By utilizing blockchain,
vehicles can access historical event information and employ
it to create a solution that is not only efficient but also safe.
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The most suited method for message authentication
and providing a stable network is the public key infra-
structure (PKI). The Central Authority (CA) provides a
private and public key pair to every vehicle registered in
the network under this scheme. Each vehicle uses its pri-
vate key to digitally sign the message before sending it.
The vehicles are also given the public key of the CA and a
certificate that contains the public key of each individual
vehicle. The certificates are digitally signed by CA using
its private key before being sent to the vehicle. Thereafter,
vehicles can verify the authenticity of each message using
sender and CA’s public key.

The computation of two digital signatures can present
significant computational challenges for on-board units
(OBUs) due to the high overhead associated with this
operation. Given the volume of basic safety messages
(BSMs) received by vehicles, which can reach up to 10
per second on average, it becomes essential to eliminate
such overheads. To overcome this challenge, the proposed
solution aims to establish a secure and dependable network
that restricts message exchange to only verified vehicles.
Achieving this goal mandates the secure storage and man-
agement of private identity data belonging to each vehicle.
Furthermore, to minimize computational overheads in the
system, there is a need to reduce the processing costs for
both OBUs and roadside units (RSUs) during digital sig-
nature verification.

The peer-to-peer transactions are all stored in a distrib-
uted, decentralized system called blockchain [8]. In dis-
tributed ledger, each transaction is kept as a block. Immu-
tability, anonymity, transparency, and chronological order
are all features of blockchain technology, making it more
safe and trust- worthy. Because it adheres to an append-
only data type, the data stored in it cannot be changed or
erased. Anonymity of vehicle identities are ensured using
pseudo IDs for network communication, while private
identities of vehicles are maintained in blockchain. When
messages are received, RSUs will authenticate the senders
using Blockchain, which decreases the vehicle’s OBU’s
processing overhead as well as the authentication delay.

This paper proposes a lightweight solution for authenti-
cating the vehicles using blockchain. We use Hyperledger
Fabric v2.4 [9], which is a permissioned blockchain frame-
work to approve the vehicles in VANET. Every participant
in a permissioned blockchain is regarded as trustworthy,
since they all have current, valid certificates. Through PKI,
the members are linked to one another. Every participant
maintains or updates a shared distributed ledger for the
Pseudo IDs and public key. The messages sent by neigh-
boring vehicles are approved by nearby RSUs. Revocabil-
ity, access control, validation, and network accessibility
are all security features upheld by this framework.
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Key Contributions
The following are the major contributions of our article:

e Our paper provides a framework for interfacing
hyperledger fabric ( a permissioned blockchain platform)
and Veins in OMNeT++ with the use of gRPC.

e Blockchain-based decentralized authentication solu-
tion for VANET is designed and analyzed using various
parameters including the delays caused by adding the
Blockchain and Cryptography functions in VANET.

e Comparative analysis of the proposed solution with other
state-of-the-art research is also performed.

Organization

The paper is organized as follows: the “Literature review”
delves into the literature review, which explores the prior
research efforts conducted on the subject of utilizing
blockchain technology in VANETS. Section “Background
knowledge” describes the required background research for
VANET and how the vehicles and its units are identified or
authenticated using the Blockchain methods. The proposed
authentication architecture and integration of blockchain
with VANET simulator is presented in “Proposed architec-
ture”. Experimental results are presented in “Experimental
setup and simulation results”. Finally, “Conclusion” con-
cludes the paper and highlights future work.

Literature Review

The security of VANET using blockchain is presented in
[10]. The Inter Planetary File System (IPES), Ciphertext-
based Attribute Encryption (CP-ABE), and the Ethereum
blockchain are the foundations for a distributed VANET
system suggested in [11]. The blockchain is in charge of
managing user identity, and smart contracts are used to keep
track of all data. IPFS employs replication proofing to ensure
dependability and availability while avoiding individual
points of failure. The decryption and encryption procedures
are separated in this method by shifting calculation tasks
to RSU.

A Blockchain-based unlinkable authentication (BUA)
solution was presented by Liu et al. [12], which prevents
intruders from compromising the vehicle’s security by con-
necting many messages. The service managers (SMs) are in
charge of retrieving vehicle data from the blockchain and
confirming the legality of vehicles parked inside their ser-
vice area in this case. The SMs are also in charge of the
vehicle’s network registration and conditional traceability.
The unlinkability of the communications is increased during
the authentication step by randomizing them with a random

integer and a timestamp. Network for background review
BSMs decrypts the encrypted address and scans the block-
chain after getting a message from vehicles. If the address
acquired matches the one in the blockchain, SM verifies that
the vehicle is valid and sends a signature to it. The vehicle
then verifies the SM’s identity using the signature it has
received, ensuring mutual authentication. The disadvantages
of this approach are that it is susceptible to SM adversarial
attacks and that the registration process takes longer than
authentication.

Lin et al. developed a new blockchain-based conditional
privacy preserving authentication (BCPPA) in [13], which
addresses difficulties such as private key revocation, frequent
contacts, and the need for specialized hardware. VANET
uses a key derivation technique in conjunction with an
Ethereum-based blockchain to manage certificates success-
fully. The ECDSA digital signature scheme is employed,
which is divided into three phases: system initialization,
message verification, and message signing. They have set
up an Ethereum test network named Rinkeby to keep track
of the transactions.

Reference [14] proposes a decentralized and traceable
blockchain-based VANET system to implement a secure
authentication method between vehicles and RSUs. This
technology offers a safe atmosphere for conversation while
preserving user anonymity and preventing genuine identi-
ties from being revealed. To avoid the spread of fraudulent
messages, the authors created a distributed blockchain-based
storage mechanism. They evaluated how well their strategy
functioned in terms of accountability, decentralization, com-
patibility, and several storage options.

Reference [15] presented a blockchain-based decentral-
ized authentication technique using hyperledger fabric which
is a permissioned blockchain. They have presented a light-
weight authentication system that does not require certificate
verification and allows only authorized entities to access the
genuine identities of vehicles. Furthermore, when the vehi-
cles get a message, they ask the RSUs to verify or validate
the sender, and if the sender is not verified, the message is
simply rejected. They also contrasted the latency in authen-
tication between their simulated results and the traditional
PKI architecture. This authentication approach eliminates
single points of failure and creates a distributed, decentral-
ized system. Congestion in the network is caused by an
increase in communication overhead and channel busy time.

The authors [16] presented an anonymous and privacy-
preserving authentication mechanism based on MAC. Vehi-
cles acquire a group key during the mutual authentication
phase, which they can use to generate and validate authenti-
cated messages. To enable the registration of authentic vehi-
cles and secure communication between them, this group
key is created via verifiable secret sharing (VSS).
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Reference [17] employs two types of certificates: enroll-
ment certificates issued by multiple pseudonyms and enroll-
ment CA certificates supplied by Pseudonym CA. Pseu-
donym certificates for the vehicles, which are regarded as
short-term certificates, are requested using enrollment cer-
tificates. They also have a misbehavior authority, which is
in charge of detecting and revoking misbehaving vehicles,
reporting misbehavior, and adding them to the certification
revocation list (CRL). Table 1 presents related works using
blockchain.

Using a permissioned blockchain, such as hyperledger
fabric, George et al. suggested a decentralized authentica-
tion and identity management method based on blockchain
in [15]. They have developed a new way to verify if vehicles
are genuine without needing to show proof of ownership or
identity. This method is easy to use and can be verified by
RSUs.

All of these methods have a number of drawbacks,
including increased authentication latency, single-point
compromise, increased channel busy time, collusion attack,
computational and communication overhead, and channel
busy time. We suggest an RSU-based strategy, in which
only RSUs are aware of the vehicle’s true identity, to get
around some of these limitations. To communicate with one
another, the vehicles create pseudo IDs once they sign up for
the network. The hyperledger fabric (permissioned block-
chain) is used to store and manage the identification of each
vehicle registered with the network.

Background Knowledge
This section presents summary of VANET and blockchain.

It also presents authentication mechanism in VANET and
gRPC for interfacing.

Table 1 Related works using blockchain

VANET

A subclass of MANET is called VANET (vehicular ad-hoc
network) in which vehicles are connected with one another.
The major goal of VANET is to transmit road and traffic-
related information on a regular basis. To avoid a collision
or network disorder, vehicles exchange safety information
in the form of basic safety messages (BSM). Figure 1 shows
a simple architecture and various types of communication
which can happen in VANET.

All vehicles participating in VANETs come equipped
with on-board units (OBUs), which consist of a diverse set
of components, including sensors, wireless communica-
tion devices, event recorders, and computational devices
[23]. OBUs are responsible for exchanging data with other
OBUs and roadside units (RSUs) via IEEE 802.11p [24]
radio technology. RSUs are stationary wireless access
devices deployed along the roadside, such as traffic lights or
streetlights, which serve as intermediary nodes in the net-
work. Furthermore, RSUs are tasked with generating alerts
for road hazards, accidents, casualties, crashes, and other

Fig.1 VANET architecture

S.no. Paper Proposed method

1. Leiding et al. [18] This paper used Ethereum blockchain technology with the proof of stake consensus Mechanism to self manage the

network using smart contract
2. Malik et al. [19]

This paper uses the PKI approach for the authentication of the messages. With the blockchain using the Proof of

Authority as Consensus helped in initializing, registering, authentication, and revoking of the vehicles. However,

they did not use smart contract for the events
This approach uses the bitcoin blockchain in the VANET. It make use of all the entities of the VANET including

3. Lasla et al. [20]

Centralized Authorities, RSU and vehicles. RSUs are responsible for the authorization and revoking of the vehicles

from the VANET
4. Luetal. [21]

This approach uses three blockchains for the valid certificates, the messages sent by the vehicles and invalid

certificates, respectively. However, the overhead for this approach is very high because of maintenance of these

blockchains
5. Dai et al. [22]

In this approach, the reciprocity of blockchain is used to store the reputation of the vehicles. But lacked in the com-

putation of the overhead related to the calculation and storage of the reputation

6. Sonia et al. [15]

In this approach, they used the permissioned blockchain maintained by the authentication parties for maintaining the

private data of the vehicles, whereas RSU have the read access for the blockchain
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safety-critical events via vehicle-to-infrastructure (V2I)
communication.

RSUs can connect vehicles to external internet infra-
structure, service providers, and trusted third-party enti-
ties, thereby enabling active traffic assistance and advanced
vehicle tracking. The use of vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) communications facilitates
the deployment of diverse applications [25, 26]. Examples
of safety—critical applications include collision avoidance,
accident alerts, road condition propagation, and weather
condition alerts. Additionally, V21 communication sup-
ports drivers by providing traffic navigation and information
on the availability of parking spaces. Non-safety applica-
tions include entertainment features, uninterrupted internet
access, and location and map tracking.

In VANET, privacy and security are two major concerns.
This is because VANET is a public platform that allows
any vehicle to join and broadcast message. Wireless mes-
sage transmission allows any hostile vehicle to broadcast
false information or alter signals transmitted by all other
vehicles [27, 28]. These malicious vehicle behaviors may
actually put vehicles in danger or disrupt the entire network.
Since attackers can track the drivers of the vehicles using the
data provided by the vehicles over the network, privacy is
an important concern for drivers in VANET. Elliptic curve
digital signature algorithm (ECDSA), public key infrastruc-
ture (PKI), modified version of TESLA(TESLA++), timed
efficient stream loss-tolerant authentication (TESLA), and
VANET authentication utilizing signatures are some of the
security technologies utilized in VANET. Because of the
high speed of the vehicles and the continuously modifying
topology of the network, various vulnerabilities are possible
in VANET [27, 29-31]. Various types of security vulner-
abilities and attacks are discussed in [29, 32].

Authentication in VANET

VANETS should employ security measures, such as authen-
tication, privacy, and security, to enhance trust in V2V
and V2I communication. Authentication ensures that only
authorized vehicles can access the network and communi-
cate with other network users, with the process being initi-
ated whenever a vehicle joins the network or uses any ser-
vices, including communication with other vehicles. The
following criteria must be satisfied for authentication [29]:

e Overhead in calculation and communication: Vehicle
computations, such as cryptographic operations, and the
number of queries sent to authenticate a sender vehicle
should be kept to a minimum.

e Bandwidth usage: The channel’s bandwidth, measured in
bytes per second (Bytes/s), must be used to accomplish

authentication tasks including the exchange of secret/
private keys (SK).

e Vehicle authentication time: It is essential to reduce the
amount of time to authenticate vehicles.

e Scalability: The specified authentication system must be
able to handle several actions and communications at
once.

e Strong authentication: The network should be protected
from attacks via authentication methods.

Various authentication mechanisms are utilized in Vehic-
ular Ad-hoc Networks to ensure secure communication,
employing different cryptographic algorithms for message
signature and verification. The two most commonly used
cryptography techniques are public key infrastructure (PKI)
and symmetric key scheme (SKS) [33]. The symmetric cryp-
tography system is also known as private key cryptography
[29], and it involves the use of a message authentication
code (MAC) to authenticate/verify sent messages. Fig-
ure 2 depicts a standard representation of a PKI system in
VANET.

Employing PKI is considered to be a feasible approach
for ensuring security and privacy through authentication in
VANETS [34]. As part of this authentication process, vehi-
cles are required to register with a Central Authority (CA).
CAs are responsible for issuing certificates, managing vehi-
cle IDs, and distributing public keys to vehicles within their
jurisdiction [35]. Each vehicle that joins the network will
receive a private key (SK) and public key (PK) pair, as well
as a digital certificate, from the CA. The certificate contains
the vehicle’s public key, a digital signature of the public key
using the CA’s identity, and the CA’s private key.

Each basic safety message (BSM) in VANETS is equipped
with the sender’s certificate and digital signature, which are
generated using the sender’s private key. Upon receiving the
communication, the recipient will first employ the public
key of the CA, which was obtained during the key issuance
process, to authenticate the attached certificate. After the
certificate is verified, the communication’s digital signature

VEHICULAR PKI

COUNTRY HIERARCHY OF CA'S

i CA Actions
N +  Register vehicles
« lssue public/private key
pair in Digital Certificate
* Renew Digital Certificate
* Certificate Revocation

VEHICULAR

NODE ﬁ

Fig.2 PKI architecture

Vehicular Node Actions

* Register with CA at time of purchase

«  Obtain unique ID, public/private key pairs
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is authenticated using the sender’s public key. If both the
certificate and message signature verifications are success-
ful, the sender of the communication is regarded as authen-
ticated. PKI’s primary objectives include ensuring message
integrity, authentication, and secure public key distribution
[36].

Blockchain

In 2008, Satoshi Nakamoto introduced blockchain technol-
ogy as a cryptocurrency. This technology features a decen-
tralized, distributed ledger that enables transparent, trust-
worthy transactions among network users without requiring
an intermediary [37]. A blockchain comprises numerous
blocks and documents that are cryptographically linked and
continuously expanding. It includes network nodes, a dis-
tributed database system, a shared ledger, and cryptography.

Each block in a blockchain possesses a unique identifier,
a set of transactions, and a cryptographic hash of the cur-
rent and previous blocks [38, 39]. The hash of each block is
obtained by applying a hash function to its contents, and it
is challenging to reverse-engineer the original data from the
hash. Additionally, the blocks incorporate the current times-
tamp, which enhances the reliability of the blockchain [40].
As there is no central node on the blockchain to verify the
accuracy of the ledgers on the network, the distributed nodes
are identical. Hence, consensus algorithms are employed to
ensure that the outcomes are precise. With the addition of
a new block/record [39], the blockchain is updated. These
algorithms enable the network to function in a just and equi-
table manner.

Blockchain technology is composed of three primary
components: cryptographic keys, a shared ledger, and
algorithms to store data across a network of blocks. Pri-
vate and public cryptographic keys are used between two
nodes to conduct secure transactions. A shared or distrib-
uted ledger helps to store transaction information across

multiple nodes in the network, allowing for control by
multiple nodes. Mathematical computations are predomi-
nantly employed to enhance the security and reliability of
the transactions and their storage. Cryptography keys are
utilized by blockchain to communicate across the network
and verify transactions.

Figure 3 illustrates the functioning of a blockchain,
depicting how transactions are generated and uploaded
onto the blockchain network. Initially, a node requests a
transaction, which is determined by the network’s purpose.
A block is then created for the requested transaction and
broadcasted to all nodes in the network for validation. The
transaction is authenticated by designated validators using
one of the consensus processes mentioned earlier. If the
validators consider the transaction to be valid, it is con-
sidered completed after the block is added to the existing
blockchain.

gRPC

gRPC, created by Google [41], is a remote procedure
call (RPC) framework. It enables us to invoke a server
function with minimal payload size. gRPC is beneficial
in building distributed applications and services, because
a client can directly interact with a server program on a
remote machine as if it were a local object.

gRPC is based on creating a service that describes the
methods that can be remotely called with their respective
arguments and return types. Servers process client requests
based on these interfaces, and a gRPC server is started.
Clients have a stub, or a client in some languages, that pro-
vides the same functions as the server on the client side.
Protocol Buffers, which is Google’s popular open-source
method for serializing structured data, is the default data
format for gRPC, but JavaScript Object Notation (JSON)
and other formats can also be used. To put it simply, gRPC

Fig. 3 Blockchain architecture R s et e e
Genesis Block? |  ——> (Block 0)
Version Version Version
Timestamp Timestamp Timestamp
Block Hash Hash Hash
header | Dificulty-level Difficulty-level Difficulty-level
Nonce Nonce Nonce
Merkle Root Merkle Root Merkle Root
Block
Bo dy List of Transactions List of Transactions List of Transactions
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works by defining a service and the methods that can be
called remotely, and clients can call these methods through
a stub that communicates with the server.

e One of the initial tasks is to define a message structure
that can be utilized as input parameters for the functions.
Here is an illustration of the message structure.

message block_data{
string VIN = 1;
string PsuedolD =
string Public Key
string Status = 4;

2;
= 3;

e Once the message structure is in place, the subsequent
phase involves defining the server functions that the cli-
ent will be invoking.

service VanetBlockchain{
rpc reg_vehicle (block_data) returns (response) {}

}

e Once the steps have been defined in the proto file, the
Proto Compiler is utilized to generate the desired lan-
guage output. The resulting output from the proto com-
piler is imported and incorporated by both the client and
the server. This enables the population of the data in the
structure and the invocation of the service functions that
were defined in the proto file.

gRPC utilizes protocol buffers to transmit data between
the client and the server by efficiently binarizing the data
to reduce the payload size over the channel. The user of
gRPC is shielded from the HTTP protocol, unlike in an
REST server API, enabling them to focus solely on imple-
menting their application.

Fig.4 Proposed architecture

NO

Broadcast the
message

Proposed Architecture

The proposed approach utilizes the permissioned blockchain
platform, hyperledger fabric [9]. It is a decentralized and
distributed framework where RSUs are network participants.
The suggested method enables the following operations:

e To obtain a distributed and decentralized framework for
storing VANET’s private data.

e To provide an uncomplicated authentication approach
utilizing digital signatures, public and private keys, and
pseudonymous identities.

e To provide straightforward procedures for registering,
verifying, and revoking vehicles.

Figure 4 illustrates all the stakeholders involved in the
proposed framework. The RSUs play a crucial role in adding
blocks to the shared ledger, identifying the vehicle status,
and providing the querying vehicle with the Public Key of
the authenticated vehicle.

The distribution of the vehicle’s registration in the ledger
allows all participants to view it, improving network scal-
ability. This means new vehicles can join the network with-
out having to re-register with a different RSU if they travel
to a region or domain managed by another RSU.

To register their vehicles with VANET, vehicle owners
can visit the nearest RSU and obtain a set of public—private
key pairs and a set of pseudo IDs. The pseudo ID is utilized
as the sender ID in messages for basic security purposes.
The public key, along with the pseudo ID and vehicle sta-
tus, is stored in the blockchain, allowing RSUs to promptly
validate network vehicles. When a VANET vehicle receives
information, the RSU verifies the message’s pseudo ID to
ensure that the sender has a functional public key on the
ledger. Additionally, the vehicle maintains a shortlist of valid
pseudo IDs and public keys of nearby nodes to reduce trans-
mission costs when relaying messages to the RSU. The list is

6. Receive the status
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Blockchain
3. Add the VIN, psuedolD,

|
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query in
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updated with an expiration date for recorded pseudo IDs and
public keys to remove outdated entries. This technique relies
on certain assumptions, including the following:

e [t is assumed that the pseudo-identification numbers of
vehicles and the private and public keys issued to road-
side units (RSUs) will not be obtained by attackers.

e [t is assumed that the registration process will occur in
the vicinity of the registering RSU to ensure that registra-
tion acknowledgment is not lost.

e [t is assumed that each vehicle has an RSU nearby to
facilitate message authentication from other vehicles.

e [tis assumed that RSUs have ample processing capacity
to support vehicle authentication requests and validate
digital certificates in received messages to verify mes-
sage integrity. Furthermore, vehicles themselves have
sufficient computational power to perform the necessary
computations.

Integration

In the implementation, gRPC [41] was utilized for communi-
cation between Veins (written in C++) and the go SDK [42]
of the exposed Hyperledger chaincode functions (written in
Golang). Figure 5 illustrates this setup, where gRPC utilizes
a protobuf schema to transfer messages or data between the
two frameworks. The use of gRPC is advantageous, because
it is easy to implement with minimal knowledge and sig-
nificantly reduces overhead during communication. This is
achieved by efficiently binary encoding data for transmission
across the channel. The steps for integrating Blockchain in
VANET are detailed in Fig. 6 and explained in more detail
below.

1. Create a Protobuf Schema file (.proto extension).
Define functions as services within the schema, such as
vehicle registration, updation of details, and querying
the ledger.

3. Define messages as arguments for these services, speci-
fying the data structure to be sent to the server and
returned to the client (vehicle information in this case).

Go-SDK with server
code and wrapper
API's

2. Invoking Chain- 1. Proto Request

-code Function

3. Return Values

Fig.5 Integration using gRPC

4. Proto Response

VEINS in C++ for
VANET

SN Computer Science
A SPRINGER NATURE journal

4. Use the Protoc compiler to compile the schema file for
both Golang (Hyperledger go SDK) and C++ (Veins
project).

5. Import the compiled files into the relevant codebase to
enable function calls from Veins to the Hyperledger go
SDK.

6. Call the actual Chaincode functions from the
Hyperledger go SDK to execute transactions, such as
adding vehicle registration, updating vehicle details, and
querying vehicle details.

Chaincode Functions

The following functions have been written in the chaincode
and can be invoked as needed:

e Vehicle registration: Vehicle owners must register their
vehicles with the nearest RSU using a 17-character VIN
assigned by the government [43]. RSUs offer unique
identifiers, known as PIDs, to vehicles in a VANET for
identification purposes, and then securely register them
in a blockchain. Furthermore, RSUs generate public and
private key pairs for secure communication in the net-
work, with the public key integrated into the PID and
the private key safely delivered to the respective vehicle.
The vehicle’s PID and PK are then updated in the shared
ledger, informing all other vehicles and RSUs of its reg-
istration.

e Revoke vehicle: If a vehicle behaves maliciously or its
message signature cannot be authenticated, the vehicle
sends a report to the RSU. The RSU then revokes the
vehicle’s access to the network and updates its status as
malicious on the blockchain.

e Readmit vehicle: After a certain cooling period, a vehi-
cle that has been previously marked as malicious can
approach the RSU for re-registration. The RSU will reg-
ister the vehicle with an updated state in the blockchain.

e Query ledger: When an RSU receives a verification
request from a vehicle for a given PID and the vehicle’s
OBU does not have the details of the vehicle, the RSU
invokes a function. The RSU issues a query request to
the ledger and receives the block data, which includes the
status of the vehicle. The RSU then conveys the details
of the vehicle to the requesting vehicle.

Experimental Setup and Simulation Results

In our research, we used several free and open-source soft-
ware to mimic the road traffic network and capture vari-
ous characteristics. We employed OMNET++ 5.7 [44], a
flexible, modular, component-based C++ network simula-
tor, to simulate the network. We also used SUMO v1.13
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Fig.6 Steps to integrate
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[45] to simulate road traffic on extensive road networks.
Additionally, we utilized Veins to link the simulation tool
OMNET++ with the traffic generator SUMO v5.2 [46] to
enable inter-vehicle communication.

To construct the permissioned blockchain architecture,
we used hyperledger fabric [47], an open-source platform
for creating blockchain networks and applications. The
hyperledger fabric blockchain was supported by Hyperledger
SDK for GO, Java, and NodeJS, as shown in Fig. 7. Peers
invoked chaincode functions to execute transactions, and
the Fabric SDK provided a way to execute the chaincode
function on behalf of the peer. We wrote the chaincode for
the application purpose and modified the SDK provided
by the Hyperledger Community to invoke the functions of
the SDK directly for executing the chaincode functions. To
simulate our proposed model, we leveraged the Crypto++
package [48] to develop the public key infrastructure (PKI)
architecture.

In the proposed approach, we have utilized the basic
safety messages (BSMs) provided in the veins. Vehicles
use them to communicate their status periodically. The
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Fig. 7 Hyperledger fabric
computational setup to run the proposed simulation is given

in Table 2.

Simulation Parameters
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Table 2 Computational setup and software requirements

CPU Intel(R) Core(TM) i7-7700HQ CPU @ 2.80 GHz 2.81
GHz

(O] Ubuntu 20.04.4 (Linux)

No. of cores 2

CPU-Cache 4096 KB

RAM 6144 MB

Software Omnetpp v5.7, Veins v5.2, Sumo v1.13, Hyperledger

Fabric v2.4, gRPC v1.47, Cryptopp v8.6

Table 3 Parameters for simulation

Parameter Value

Time for simulation 150s

Number of nodes 50

Ground size 2500m
Physical layer protocol ~ IEEE 802.11p
MAC layer protocol IEEE 1609.4

Authentication delay, no. of BSM’s and
RSU request, effect of OBU storage,
BSM packet size

Analyzed parameters

Table 3 provides the parameters used for the simulation. The
table shows that the simulation time was 150 s, and 50 nodes
were included in the simulation. During the simulation, the
specified data in Table 3 were captured in a file, and the
finish function produced the final values of the simulation
parameters.

In our simulation, nodes were added at a rate of one
every 3 s. Once a vehicle was created in SUMO, the sumo-
launchd.py daemon process would continuously listen for
inputs and create the associated OMNeT++ node. The vehi-
cles were generated with a top speed of 50 km/hr, starting
from a single location and moving down the road until they
reached the end of the route or their top speed limit. If a
vehicle encountered traffic, it either slowed down or chose
an alternate path. When a vehicle’s route was completed,
it stopped sending messages, and the finish() function was
called to collect data. Additionally, we recorded the values
in a text file during the simulation.

The map used in our simulation is depicted in Fig. 8. The
simulation outputs were recorded after every 5 nodes were
added, at intervals of 3 s, resulting in 10 parts of 15 s each.
Upon receiving BSM, our proposed approach mandates
that vehicles first check for the PseudoID and public key
pair in their OBU storage. If the pair is found, the vehicle
will authenticate the signed BSM. Otherwise, it will send a
request to an RSU to obtain the PseudoID and public key
pair. RSUs with access to the blockchain via gRPC retrieve
the details and send them back to the vehicle. The vehicle

SN Computer Science
A SPRINGER NATURE journal

Fig.8 Sumo map

Duration for authentication
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Fig. 9 Authentication delay

authenticates the details and stores them in its OBU storage
for a period of time. We varied the storage time of vehicle
details and analyzed its effect on RSU requests and authen-
tication delay.

Experimental Results

Our simulation results have been analyzed for multiple
parameters. The parameters we have considered include
the average time taken to authenticate messages, the size
of BSM packets, changes in the number of RSU requests
based on changes in the expiry of OBU entries, the mes-
sage overhead, and the variation in delay with the number
of RSU requests.

Authentication Delay

The delay in authenticating basic safety messages was
analyzed and the results are shown in Fig. 9. The analysis
indicates that the time for message authentication varies
from 1.9 to 2.3 ms, with an average delay of 2.15 ms. These
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results suggest that the proposed approach offers an efficient
means of authenticating messages.

In Fig. 10, we have compared the average authentica-
tion time of our proposed approach with the existing ones.
George et al.’s Secure identity framework [15] has an
authentication delay of 2.0 ms, while Ashghar et al.’s PKI
approach [34] has an authentication delay of 3.9 ms. Our
approach has almost the same authentication delay as the
Secure Identity Framework, but their approach uses a depre-
cated experimental setup, while our approach uses the latest
updated versions of the tools used in the experimental setup.

RSU Requests for the BSMs

At the end of the simulation, we incorporated a finish func-
tion which enabled us to obtain the total number of basic
safety messages transmitted, as well as the total number of
RSU requests received by the RSUs for authentication.
The simulation values were recorded for different num-
bers of vehicles, ranging from 5 to 50, considering an OBU
expiry time of 60 s. In Fig. 11, it is observed that over 50,000

Average duration for authentication

Time (in ms)
[y ot N [ w W &=
(=} w =} w =} w (=}

e
w

0.0

Secure Identity PKI
Different Approaches

Proposed Approach

Fig. 10 Authentication delay of different approaches
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40000
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0 10 20 Y 20 50
No. of Vehicles

Fig. 11 No. of RSU request and no. of BSM

BSMs were transmitted and 2816 RSU requests were sent.
The trend shows that the number of BSMs increases expo-
nentially with the increasing number of vehicles, while the
RSU requests increase slowly. Therefore, for a large network,
it can be concluded that the overhead for RSU requests can
be balanced against the security and privacy of the vehicles.

Variation in RSU Request

We have investigated the impact of varying the duration for
which vehicles maintain the frequently verified PseudoID
and public key pairs on the RSU request transmissions. As
described in “Proposed architecture”, the proposed approach
involves vehicles storing these pairs in their on-board
units (OBUs). We recorded the number of RSU requests
made by the vehicles while changing the duration of storing
the verified pairs in the OBU. The results are presented in
the following section.

We conducted simulations for various durations of entry
expiry time in the OBU storage. The timestamp of each

OBU Entry expiry time (t units)

3000 4000 5000 §000 7000 8000 3000 10000
No. of RSU Requests

Fig. 12 RSU requests’ variation for a scenario of 50 Vehicles
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Fig. 13 Effect of RSU request on delay
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Variation in delay for variation in OBU entry expiry time
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added entry was also noted. Upon receiving a BSM, the
vehicle checks the OBU storage and removes the expired
entries based on the time difference between the current time
and the entry time, using ¢ units. We recorded the results
for expiry times of 10, 20, 30, ..., and 80 units. The results
in Fig. 12 show that decreasing the expiry time reduces the
number of entries that the vehicle’s OBU can store, resulting
in an increase in the number of RSU requests.

Effect of RSU Request on Delay

The impact of RSU requests on the delay in authentication of
basic safety messages has also been recorded in our results.

We performed simulations for varying numbers of vehi-
cles, from 5 to 50, and the results were saved in the dura-
tion text file using fstream. These values were then used to
calculate the average delay caused. As shown in Fig. 13, an
increase in the number of RSU requests also results in an
increase in delay, as the RSUs need to retrieve the neces-
sary data and transmit it to the vehicles.

Effect of OBU Entry Expiry Time on Delay

For different OBU entry expiry times (10 s, 20 s, 30 s,
40 s,..., 70 s), we ran a simulation for 150 s. The results
show that the number of RSU requests is inversely propor-
tional to the OBU entry expiry time. As the OBU entry
expiry time decreases, the RSU requests increase, and the
time required to authenticate the message is also increased.
The relationship between the two is almost linear, and after
some time interval, increasing the OBU entry expiry time
has no effect on the RSU request for that particular simula-
tion period. This relationship is clearly visible in Fig. 14.

Packet Size of BSM

The proposed approach utilizes a BSM size of 170 bytes,
including a signature and a public key of 64 bytes each.
However, only specific information is stored in the Block-
chain, such as the PseudolD, Public Key, VIN, and the status
or misbehavior of the vehicle in the network. The size of the
data stored in the Blockchain is illustrated in Fig. 15.

Table 4 provides a comparison between the proposed
authentication method, traditional PKI-based infrastruc-
ture, and the secure identity framework. It is evident that
the average authentication delay is significantly lower com-
pared to the traditional PKI approach and is comparable to
the secure identity framework [15]. Additionally, the num-
ber of RSU requests, the number of BSMs transmitted, and
the channel busy ratio are also considerably lower in the
proposed authentication method compared to the other two
approaches.

Conclusion

We employed the gRPC framework to effectively integrate
blockchain and VANET, providing an additional layer of
privacy preservation for message authentication and pseudo
identities. The Crypto++ library facilitated the process of
key generation for vehicles. RSUs add blocks to the Block-
chain, while vehicles maintain a record of frequently con-
tacted vehicles. When there is a miss in vehicle OBU, it que-
ries the ledger through RSU to obtain the details. In contrast
to prior techniques that employed the obsolete hyperledger

Table 4 Comp ari.son.of Average authentica- No. of RSU No. of BSM’s Chan-
prf)posed authentlcat{on Sc.heme tion delay (s) requests transmitted nel busy
with PKI and secure identity ratio
framework

Secure identity framework 2.0 7400 80000 0.2

PKI 3.8 9526 100000 0.4

Proposed approach 2.1 2816 50000 0.1
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composer, our method distinguishes itself by its utilization
of gRPC for integration, a process that is both uncompli-
cated and efficient. Performance could be further optimized
by augmenting the implemented functions. Potential areas
of future research might include the identification of misbe-
havior and the revision of vehicle status on the Blockchain.
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