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Abstract

Industry 4.0 (I4.0) creates more efficient production processes by providing an interconnected environment between man
and machine. Cyber-physical systems (CPS) are one of the many technologies that enable 14.0 by building a bridge between
the physical and the virtual objects in production systems. Nonetheless, CPSs are dealing with a complex system with vari-
ous emergent behaviours. CPS must be defined by features and characteristics that can adapt to the changes in real-time and
derive knowledge through the gathered abundant information it receives. In this respect, this study focuses on an analysis and
areview of CPS and its characteristics to explore the essence of knowledge representation in CPS metamodels. This study
aims to answer the following research questions: how are CPS metamodels described and characterized? How is Knowledge
represented in CPS metamodels? To respond to the research questions and achieve the purpose of this study, first a literature
review was conducted to identify relevant papers, then Formal Concept Analysis (FCA) as a clustering technique is used
to make a more thorough investigation of the topic, to analyse CPS characteristics, and to discover any hidden relationship
between them. The analysis conducted led to an understanding of CPS’s characteristics and the discovery of any hidden
relationship among them. Among all characteristics (e.g., safety, fault-tolerant, redundancy), “resiliency” was the most fre-
quent characteristic. Consequently, with the help of the hidden bonds found by FCA among the most frequent and the most
observed characteristics, a hierarchy of highly ranked CPS characteristics as a road map to reach “resiliency” is proposed.
The paper presented a review and an analysis of Cyber-physical systems and their representative characteristics. A new
set of definitions for the highly ranked characteristics is also introduced. The proposed definitions can help the future CPS
metamodel designs so that they take a path more aligned with the concept of Industry 4.0.
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Introduction

L . L . . Cyber-physical systems (CPS) represent more than network-
This article is part of the topical collection “Innovative Intelligent A X . B K
Industrial Production and Logistics 2022” guest edited by Alexander ing and information technology: information and knowledge
Smirnov, Kurosh Madani, Hervé Panetto and Georg Weichhart. are integrated into physical objects. By integrating percep-
tion, communication, learning, behaviour generation, and
reasoning into such systems, a new generation of intelligent
and autonomous systems are to be developed.

A large-scale CPS can be envisioned as millions of net-
worked, smart devices, sensors, and actuators being embed-
ded in the physical world, which can sense, process, and
communicate the data all over the network. The proliferation
of technology-mediated social interactions via these highly
featured and networked smart devices has allowed many
I Ecole Centrale de Nantes, LS2N, 44300 Nantes, France individuals to contribute to the size of the Big Data avail-
2 Université de Lorraine, CNRS, CRAN, 54000 Nancy, France able. The data generated by CPSs are contextualised, which
helps transform data into information. This makes CPSs,
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in the context of Industry 4.0, a huge source of informa-
tion that includes, often implicitly, relationships about the
environment and the working domain. This information and
relationships are a potential source of knowledge that needs
to be extracted, formalised and, potentially, reused. To be
able to implement this knowledge extraction, it is necessary
to study in depth the characteristics that the systems under
examination must and can have to characterize the methods
according to their potential. To this point, this study, com-
pletes the work of the same authors [1] on CPS characteris-
tics and their frequency of appearance in literature to detect
trends and gather the current opinion of researchers regard-
ing CPS characteristics. Consequently, this work focuses on
the various meta-models presented in the literature to extract
the most-studied characteristics while presenting a meta-
model that can satisfy all modelling needs.

The work is structured as follows: (a) the following sec-
tion describes the adopted methodology in detail; (b) previ-
ous surveys in the context of CPS metamodels are examined
in “Previous studies on CPS metamodels and their applica-
tions in real world”; (c) a descriptive background on formal
concept analysis (FCA) will be presented in “Background”
together with a discussion on the CPS characteristics; (d)
“Clustering assessment on characteristics using the formal
concept analysis method” presents an analysis of the charac-
teristics through the help of FCA, which enabled the cluster-
ing of the inspected CPS characteristics; (f) The subsequent
section presents the discussion on the results of the analysis;
(g) finally, the conclusion and future works are presented in
“Conclusions”.

Methodology

The methodology of this study has two main sections. It
starts with a state-of-the-art based on cyber-physical systems
metamodels, and the CPS characteristics represented in the
scientific papers. Then, a formal concept analysis (FCA) will
run on the results of the state of the art to reveal and discover
any hidden relationship among the characteristics.

The focus of the state-of-the-art was based on CPS
knowledge representation in different scientific papers. To
do so, a sequence of questions have been answered through-
out the work:

e RQ (1) ‘How CPS metamodels are described and char-
acterized?’

e RQ (2) ‘How is Knowledge represented in CPS meta-
models?’

Consequently, papers were identified through a struc-
tured keyword search on major databases and publisher
websites (Scopus, Elsevier and ScienceDirect). The research

SN Computer Science
A SPRINGER NATURE journal

statement was set by using the keywords “Cyber (-) Physical
system” AND (“Metamodel” OR “Meta-model”) to have the
first pool of the articles. All the searches were applied in the
“Title, Keyword, Abstract” field.

As the first step, articles were categorised as included
and excluded. In this step, the articles abstract, title and key-
word were screened, and they were decided to be included
or excluded from the study based on the exclusion criteria
(EC) below:

e EC(1): entire conference proceedings

e EC(2): articles that do not develop a (meta) model of
CPS

e EC(3): articles that do not represent or study a CPS char-
acteristic

In the second step, a content analysis was conducted, in
which the full text of the included articles was read. In this
phase articles were excluded based on the following exclu-
sion criteria:

e EC(4): non-English articles
e EC(5): articles whose full-texts were not available.

A systematic analysis was run to assess the included
articles in terms of what CPS characteristics are discussed
explicitly or implicitly. Consequently, a snowball analysis
was done through reference scanning of the included articles
to identify articles with CPS characteristics discussed. A
schematic view of the literature review is shown in Fig. 1.

Previous Studies on CPS Metamodels
and Their Applications in Real World

CPSs have been widely discussed in the literature [2] thor-
oughly discusses the characteristics and architecture of CPS
and then investigates different research on the information
processing of CPS, CPS Software Systems, CPS System
Security and CPS System Testbed. Studying all, they con-
clude that the biggest challenge in the development of CPS
is the limitation on existing theory and technology of com-
putation, communications, and control technology. After an
investigation of the structure of CPS, [3] makes a compre-
hensive search of different domain applications of CPS such
as handling energy, network security and data transmission
and management. Afterwards, they briefly explored the
models and methods driven for the development of CPSs,
domain-specific modelling (DSM), prominent model-driven
development (MDD) and model-integrated computing are a
few to mention. Adversely, the importance of smart health-
care cyber-physical systems (SHCPS) is discussed in [4]
as the COVID-pandemic in 2020 has shown the urge for
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duplicates): 89 Articles
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72 Articles

Final Number of Articles Included:

Fig. 1 Literature review process

continuous communication and information exchange of
physiological data through efficient external monitoring
and control of patients and medical equipment. They have
defined five different levels of healthcare cyber-physical sys-
tems: (1) Unit level, which is the basic level for HCPS that
can provide monitoring and control for patients in inten-
sive care units or at the hospital level; (2) integration level,
which integrates hospital and smart homes to provide remote
healthcare and monitoring to the patients; (3) system level,
which forms a smart city healthcare by CPS through several
autonomous CPSs. It creates a smart grid with smart homes,
smart hospital, smart ambulance and even smart manufac-
turing units to provide a smart quality healthcare system to
patients; (4) acceptance level, where coordinates different
researchers, technologists, engineers, health experts, acad-
emicians to help define effective policies and implement a
successful ecosystem; and (5) evolutionary level, with self-
adaptability and self-management characteristics that can
learn from the past data in the healthcare system and behave
in current scenarios. In general, due to the structure of the
SHCPS, characteristics like level of autonomy, security and
reliability are discussed since they construct the backbone of
the healthcare systems and are desired by the CPS structure.
In another work, cyber-physical Production Systems (CPPS),
their design and application are the focal point of the study
ran by [5]. The 5C architecture of CPS (Smart Connection
Level, Data-to-Information Conversion Level, Cyber Level,
Cognition Level and Configuration Level) is also deeply dis-
cussed regarding the CPPS. Considering CPPS again, [6]
presents a metamodel-based CPPS trying to integrate infor-
mation from different software into comprehensive models
of CPPS. The integration benefits from flexible interoper-
ability alignments among networks. The created integration
inside the networks consequently effectuates collaboration of

production systems avoiding time-consuming and deadlock-
prone semantic standardization efforts.

On the other hand, [7] categorizes the application domain
of CPS into 10 main categories and discusses the work done
in each category. Agriculture, education, energy manage-
ment, environmental monitoring, medical devices and sys-
tems, process control, security, smart city and smart home,
smart manufacturing and transportation systems are the 10
groups CPSs discussed in the mentioned work. To name a
few of the many examples, they mention the work of [8]
through which a “Rat Detection system” (RDS) was devel-
oped to help monitor rats in the agriculture field. This CPS-
based system reduces the costs of rat control, crop waste
and environmental contamination. In the energy manage-
ment sector, they pointed out the work of [9] who designed
a CPS application for the Energy Management Framework
(EMF). The designed CPS collects the real-time power con-
sumption demand and status from an autonomous electric
vehicle (AEV) and the charging station in a smart grid.
This EMF hierarchical network architecture minimizes the
energy consumption of wireless sensor networks (WSNs)
for optimizing the power supply and distribution. In the
process control field, [10] offer a control-theoretic software
to monitor solutions for coordinating time predictability
and memory utilization in runtime monitoring of systems
that interact with the physical world. In the other category,
smart manufacturing, the work of [11] has been mentioned,
in which they try to develop a flexible, modular and distrib-
uted control architecture for automated warehouse systems
using Function Blocks and a CPS perspective in the category
of intelligent transportation, the work of [12, 13] in traffic
management in transport engineering is introduced. Thanks
to the intelligent cyber-physical road systems the automatic
collection of traffic data was possible so they could measure
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the number of vehicles traveling from one geographical loca-
tion to another.

Background
Background on Formal Concept Analysis

Formal concept analysis (FCA) is based on the lattice theory
[14] and was proposed by a German mathematician, Wille
[30] in 1982. FCA is a formal context to represent the rela-
tionship among concepts and attributes. It is indeed a math-
ematical theory for handling concepts and their hierarchies
[15]. FCA is best used for knowledge representation, data
analysis, and information management. It detects conceptual
structures in data and consequently extraction of dependen-
cies within the data by forming a collection of objects and
their properties known as attributes [16, 17].

The concept lattice involves different nodes where each
node is a formal concept consisting of two parts: an extent
and an intent. An extent is described as an object set in the
concept domain while an intent is the set of attributes that
are shared by the objects in the object set. Accordingly, a
formal concept is a collection of objects with some com-
mon attributes, to that point, what is called finding formal
concepts in a lattice is in fact clustering the objects within
the object set [15].

Formal context is a triple K= (U, M, I), where U is a set
of objects (or samples), M is a set of attributes (or features),
and /C U XM is a binary relation called indices incidence
that expresses which object has what attribute. For any
x€U and mEM, (x, m) €1 represent that the object x has
the attribute m.

A formal context can be easily represented by a table (see
Table 1), where the rows are headed by the object names
(here as x;) and the columns headed by the attribute names
(hereasmj). For example, a cross in row 2 and column 3
means that x, has the attribute m;.

To discover any hidden relationship among the attributes,
FCA employs association rule mining (ARM). FCA first
constructs the formal contexts by the sets of objectives and
their attributes. Using this formal context, it extracts under-
lying information with the creation of the concept lattice
and then by applying ARM, it detects regularities between

Table 1 An example of a formal U m my my my ms
context K
X X X X
X, X X X X
X3 X X X X
Xy X X
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attributes in large data sets and tries to introduce patterns
for attributes which has been seen together frequently [18].

Letl = {il, iy, e in} be a set of n binary attributes called
items. Let D = {tl, Ly, .o tm} be a set of transactions called
the database. Each transaction in D has a unique trans-
action ID and contains a subset of the items in the /. A
rule is defined as an implication of the form X = Y where
X,YCI and XnNY =@.Thesetsof items (for short item-
sets) X and Y are called antecedent and consequent of the
rule [19]. The defined rule can mean that if X is chosen then
it is likely that Y is also selected.

To better extract rules, some measures are defined in the
FCA-based ARM. The best-known measures are Support
and Confidence, which are the main measures employed in
the present study.

The support supp(X) of an itemset X is defined as “the
proportion of transactions in the data set which contain
the itemset”. For example, if the support of itemset X is
0.4 it means that the itemset occurs in 40% of all transac-
tions. On the other hand, the confidence of a rule is defined
conf(X = Y) = supp(X U Y)/supp(X) and can be interpreted
as “an estimate of the probability P(Y|X), the probability
of finding the antecedent of the rule in transactions under
the condition that these transactions also contain the conse-
quent”. For example, if the conf(X = Y) = 0.5, it means the
rule X = Y is correct in 50% of the transactions containing
XandY [19].

FCA-based ARM can be a very helpful method in rec-
ognising the patterns as it: (1) extracts all the association
rules from a given data without redundancies; (2) generates
the rules faster and more efficiently; and (3) discovers more
significant rules [18].

Background and Study on CPS Characteristics

CPSs are often engineered systems and are differentiated
from other types of engineered systems as they are built
on the integration of cyber and physical components. It is,
therefore, agreed upon that CPS functionalities come from
the tight integration of the cyber and physical sides and cre-
ate CPS characteristics in different terms. On the other hand,
CPSs should be characterized by well-defined components.
They should provide components with well-known charac-
teristics described using standardized semantics and syntax.
Therefore, defining and shaping key characteristics of CPSs
will pave the path to better development and implementa-
tion management within and across various domains of CPS
applications [20]. Considering the above, and exploring how
CPS metamodels are characterized and defined, the focus
point of the present study has been put on exploring the CPS
characterises in various domains in scientific papers.
Napoleone et al. [21] discussed the technological charac-
teristics of CPSs in manufacturing emergent from existing
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Table 2 Studied CPS characteristics and their definition in the literature

Characteristics Definition References
Resiliency Resilience is the ability to provide and maintain an acceptable level of service in the face of faults [22]
and challenges to normal operation
Redundancy Redundancy is the duplication of critical components or functions of a system. It is the ability of [22]
providers to have different alternatives
Complexity The complexity of CPSs is due to the different nature of their elements. CPSs are often equipped [23]
with embedded systems (software and hardware) able to generate, communicate, and evaluate huge
amounts of data about the ongoing production processes
Heterogeneity encapsulation CPSs are heterogeneous because they integrate several different systems together with standard com- [24]
munication and information
Interoperability Interoperability is the capability of system components to connect, communicate, and operate with [24-26]
each other. Interoperability allows CPSs to exchange mutually intelligible information exchange
Connectivity CPSs consist of entities that are connected, based on the context, within and across all levels of [27, 28]
production activities, from machine operation, process control, up to entire production and logistics
networks
Networking capability CPSs should be composed of interconnected clusters of processing elements and physical elements ~ [29-31]
in large-scale wired and wireless networks through a variety of sensors and actuators, aiming at
constructing intelligence across different fields. Connecting these fields usually relies on the Inter-
net; dynamic participation in the network is herein possible
Modularity Modularity is the capability of a CPS to be modularized, flexibly changed, and reconfigured in [25, 32]
response to rapidly changing customer needs and product changes
Autonomy Autonomy is the capacity of CPS to independently learn and adapt to the environment [33]
Self-capabilities Different types of self-capabilities: self-adaptivity [34]
Self-reconfiguration, self-organization [23]
Self-awareness [35]
Self-learning [36]
Self-diagnosis [37]
Self-healing [38]
Self-optimization [39]
Self-protection, and self-explaining [40]
Integration CPSs are the integration of computation and physical processes [41-43]
Virtualization Virtualization consists of creating a virtual copy of the real physical world and remaining connected [24]
to it over time
Real-time capability Real-time capability is the ability of CPSs to acquire and analyse real-time data on equipment, qual-  [25, 35, 44]
ity and raw materials and provide the derived insights immediately
Computational capability The cyber parts of CPSs should be able to perform a significant amount of computation and control ~ [45, 46]
work previously performed by a human, and today also strengthened by the possibility to share
data and interact with each other
Intelligence/smartness CPS can use sensors and actuators to collect information about the physical operations in real-time  [28]
and conduct intelligent control over physical systems to adapt to changing conditions and environ-
ment
Cooperation Cooperation is the capability of a distributed system with autonomous subsystems to dynamically [47]
decide which components will carry out a certain task to optimize performances such as the
response time
Collaboration Collaboration relies on the ability to share information between different stakeholders at different [41]
locations
Reconfigurability Reconfigurability refers to the characteristic that enables quick responsiveness to market changes and [48]
disturbances
Adaptability Adaptability is the ability of CPSs to adapt to quickly changing situations and new requirements [24, 49]
(such as new products or product variants) through dynamic reorganization/reconfiguration
Scalability It refers to the ability of complex CPSs to change during their life cycle, due to either a growing or [40]
shrinking number of “nodes” (nodes could be either participating or managed physical systems,
sub-systems or components of the CPSs)
Diagnosability The ability to autonomously detect and diagnose the root cause of product defects or otherwise [50, 51]

actively support users in their identification; moreover, they should operate in a traceable way
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Table 2 (continued)
Characteristics Definition References
Predictability Predictability is the ability to predict CPSs’ behaviour, supporting the detection of unexpected events [40]
and the root cause analysis in case of a failure
Uncertainty Uncertainty can be defined as the lack of “knowledge” about the internal behaviour of a CPS and its  [45]

composed physical units, and its operating environment

Fault-tolerant

Fault tolerance is the property that enables a system to continue operating properly in the event of [52]

the failure of (one or more faults within) some of its components

Composability

Reliability

Understanding and mitigating interactions (among components and applications) require that CPS be [53]
designed as open as a composable system

System reliability is the ability of a system to perform its intended function under a given set of [54]

environmental and operational conditions for a given period of time

Safety and security

Safety is aimed at protecting the systems from accidental failures to avoid hazards, while security is ~ [55]

focused on protecting the systems from intentional attacks

Stability

Stability means the CPS can achieve a stable sensing-actuation close-loop control even though the [56]
inputs (sensing data) have noise or attacks

literature in detail. They carried out a structured review to
investigate the CPS characteristics that have been studied in
scientific papers. In the end, they came up with the 19 most
cited lower-order characteristics and then provided their lit-
erature-based descriptions and, explaining their reasoning,
aggregated them to eight higher-order characteristics. A base
CPS characteristic list was considered on account of their
work aiming at delineating CPS metamodels. Therefore,
the choice of content analysis for our work was established
as deductive. However, during the procedure of analysing
the papers and digging deeper into the study, the list of the
characteristics that were gone through for the analysis was
modified to what can be seen in Table 2.

Clustering Assessment on Characteristics
Using the Formal Concept Analysis Method

To answer the two research questions, “How CPS meta-
models are described and characterized?” and “How is
Knowledge represented in CPS metamodels?”, scientific
papers were gone through whether they discuss, implicitly
or explicitly, the CPS characteristics given in the last sec-
tion. Hence, formal concept analysis (FCA), as a clustering
technique, was chosen to help us first to describe the CPS
metamodels and then scrutinize the CPS characteristics and
the hidden relationship between them in the chosen papers.

FCA has been discussed previously in the background
section. It has been mentioned that it detects conceptual
structures in data and consequently extraction of dependen-
cies within the data by forming a collection of objects and
their properties [17]. The FCA method starts with a formal
context as shown in Table 1 where the input data will form
a matrix, in which each row represents an object from the
domain of interest, and each column represents one of the
defined attributes. In the present study, the formal contexts
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are formed by including articles as the objects and the CPS
characteristics as attributes. If an article has, implicitly or
explicitly, investigated the CPS characteristics in their meta-
model a “X” is input in the cell. Otherwise, the cell remains
empty. Table 3 represents the formal context prepared for
the analysis in this work.

In general, FCA results in two sets of output data: a hier-
archical relationship of all the established concepts in the
form of a Hasse diagram called a concept lattice and a list
of all interdependencies found among attributes in the for-
mal context. The latter is what was used for the analysis of
the CPS characteristics in this work. As explained previously,
FCA uses the formal context to extract information and detect
regularities between attributes so that it can introduce pat-
terns for attributes which has been seen together frequently.
In the present study, FCA resulted in regularities among CPS
characteristics, detecting what characteristics that have been
studied more frequently (single clustering) and also the char-
acteristics that have been regularly studied or used together
(double clustering).

Figure 2 represents the result of FCA on single clustering
of CPS characteristics. As it is seen, “Resiliency” was the one
characteristic that stood on the top of the list, with a noticeable
difference from the rest, as the most reflected characteristic
in the literature whether to be explicitly or implicitly men-
tioned. Characteristics like “Fault-Tolerant”, “Diagnosability”,
“Redundancy” and “Safety and Security” come next in the list
with a noticeable difference from Resiliency and ignorable
divergence among themselves. On the other hand, characteris-
tics like Reconfigurability, Collaboration, Controllability, and
Self-capabilities are at the end of the list, which does not refer
to the lack of importance on the characteristics though. The
main reason might mostly be that they are the characteristics
that are fundamental and taken for granted in the design and
application of CPSs.
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. Figure 3 shows what was extracted from the coupling dem-
-g z onstration of characteristics in the analysed papers through
£E FCA. Going through the results, the combination of Resiliency
° with other characteristics is the one observed the most, which
gfg was somehow predictable by the analysis of the single char-
A e X X X X X X X X acteristics. However, the pair of {Resiliency; Redundancy},
. %‘ {Resiliency; safety and security }, {Resiliency; Fault-Tolerant}
S5 3 and {Resiliency; diagnosability} are at the top ranking, respec-
2R XX XXX x X tively which one way or another can show a close relationship
> between the concepts; the outcome that establishes the back-
T E bone of the upcoming discussion.
o= As discussed previously, FCA uses association rules to help
é_ Zz detect patterns among regular attributes. Moreover, the meas-
25 ures of support and confidence have been introduced to check
the reliability of the detected patterns and also their probability
o=y of appearance.
I X X X X X To serve this purpose, the software LATTICE MINER 2.0
L. was adopted as the result of the analysis done. The association
3 oén % rules between the selected CPS characteristics were extracted
KETw considering the minimum support level as 20% and minimum
”é z confidence level as 20% as shown in Table 4. The minimum
§ % levels were defined by a try-and-error procedure.
- Looking through the association rules, the probability of
2 £ achieving resiliency through fault tolerant, diagnosability,
§ § safety and security and finally redundancy goes over 84%
which itself confirms the result for the first step in FCA. It is
& § also worth noting that, resiliency is in all the itemsets that have
S5 support levels above 20% and a confidence of 50% and above.
B
290 8 32
E2E e Discussion on the Results
22 ‘ o .
ES % . Concerning the results of FCA achieved in the previous
©e8= part, resiliency draws the most attention to itself among
Oz other characteristics. Different terms were used and estab-
E :g’ %,é‘ % % % x X lished in the literature for a CPS that has “resilience” such
. as survivable [104] or Fail-safe [114].
‘g g Furthermore, the present study investigated the con-
= § cept, whether it was explicitly or implicitly discussed
. in scientific papers. To name a few, [22] tried to reach
& _ resiliency by modelling the functions and also the links
E 2 between the components of the metamodel with the help
" of FCA. Looking at the hierarchical inclusion of the CPS
% §§ metamodel and thanks to the created lattice, they could
©wO .5 find control over redundancy and therefore elevate the
& resiliency of the system. Sangiovanni-Vincentelli et al.
5 %“ y y [91] addressed the systems engineering of cyber-phys-
= ical contract-based design by employing structured and
é & s formal design methodologies to finally increase the reli-
g é § ability and consequently the resiliency of the CPS meta-
~ model. Although [71] did not mention resiliency directly
% % 5 NETTEEEEESaaT as an objective of their study, they have had it implicitly
Sl 5 Soooooooo oo oo targeted through an integration of the physical layer, the
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Fig.2 Single clustering of CPS {Resiliency}
characteristics {safety and security}
{Redundancy}

{diagnosability}
{Fault-Tolerent}
{Interoperability}
{communication}
{predictability}
{Complexity}
{heterogeneity encapsulation}
{Integration}

{Real-time capability}
{Connectivity}
{Computational capability}
{Reliability}

{stability}
{Intelligence/smartness}
{Autonomy}
{Uncertainty}
{Reusability}
{Composability}
{Modularity}
{Self-Capabilities}
{Controlability}
{collaboration}
{reconfigurability}

network layer and the business layer. The integration at the
end leads to a better investigation of the hardware status
information, software, patches and other information for
perception, acquisition and control. The integration results
in a platform by which the controllability, diagnosability
and fault-tolerant of the CPS are increased which will be
directed to more survivability of the system.

Given the importance of the concept, different paths were
taken to reach and increase the resiliency of a CPS. Due to
the results observed, the main two tracks were used more
frequently than the two characteristics: ‘safety and secu-
rity’ and ‘fault-tolerance’. For example, [124] believes that
only by unifying safety, security and resiliency it is pos-
sible to reach adaptable and dynamic design patterns that
can take into account the intended functions of a system.
[114] explored fault tolerant control systems (FTCS) and
mentioned that they can withstand the failures and errors of
the components of the system itself and preserve the system
performance to the maximum, therefore, they can survive
and be resilient.

Digging a bit deeper, the resiliency of a system was
thrown together with recognizing different challenges
and risks along with defining proper metrics to protect
the endangered system and estimating plant states despite

SN Computer Science
A SPRINGER NATURE journal

o

wni
=
o
=
wn1
N
o
N
%]
w
o
w
vl

40

attacks [22, 112]. Observing the trend illustrates different
efforts to elevate the resiliency of the system: through char-
acteristics like predictability and diagnosability which also
stood at the high ranks of the FCA double clustering.

Redundancy and reliability were also the character-
istics that coupled well with resiliency in FCA and were
also discussed closely with the concept in the literature. As
mentioned by [112], redundancy is the principle that can
be advantageous in estimating resiliency in the majority of
systems. On the other hand, the intention of redundancy in
the system can be to increase its reliability since it relies
on employing multi-pronged solutions rather than a single
technique which also improves the security and resiliency
of the system [22].

In addition to all, stability was also a characteristic that
was paid attention to in reaching safety, security and conse-
quently the resiliency of the system since fast reconfigura-
tion of attacks can lead to maintaining the stability of the
system which keeps it safe and helps it retain normal opera-
tion [99].
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Fig.3 Double clustering of CPS characteristics
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Table 4 Association rules between the CPS characteristics

# Antecedent => Consequence Support Confidence
1 Resiliency => Redundancy 27.02%  52.63%
2 Resiliency => diagnosability 2432%  47.36%
3 Resiliency => Fault-Tolerant 21.62%  42.10%
4 Resiliency => safety and 29.72%  57.89%
security
5 Fault-tolerant => Resiliency 21.62%  84.21%
6 Diagnosability => Resiliency 24.32%  85.71%
7 Safety and => Resiliency 29.72%  95.65%
security
8 Redundancy => Resiliency 27.02% 100.00%

A Schematic Hierarchy of the CPS Characteristics

Based on the observations and the FCA outcomes, the char-
acteristics “resiliency” was chosen as the most used and
applied among the others. Therefore, we used the discovered
implicit relationships among the characteristics (thanks to
FCA-based ARM) to design a hierarchy of characteristics to
map achieving resiliency of a CPS. The hierarchy illustrates
different levels of characteristics that directly or indirectly
influence resiliency, from built-in characteristics that can-
not be ignored in the design of a CPS to the ones that have
a non-breakable effect on the top level.

As depicted in Fig. 4, the hierarchy represents 4 different
levels:

Fig.4 Hierarchy of characteris-
tics to reach resiliency

e the top level (Level 1) is dedicated to the characteristics
that were used the most frequently among the ones inves-
tigated in the scientific papers, i.e., resiliency.

e Level 2 is representing the second-graded characteristics
that have a linear connection with characteristics in Level
1 and a direct influence on it, i.e., Safety and Security and
Fault-tolerance.

e Level 3 portrays the characteristics that helped the CPS
reach the second-graded ones in Level 2 and conse-
quently to resiliency as in the first level.

e Level 4 illustrates the bottom-line characteristics that
were not directly led to elevating resiliency but are fun-
damental to forming a CPS, without which the system
might not function efficiently.

As mentioned above, the hierarchy resulted from the
study of the hidden relationship among the characteristics
of CPS and how they are related to each other. Regard-
ing the FCA results and the consequent association rules
(ARM), resiliency was the characteristic that appeared the
most while searching for solutions for the survival of the
CPS meta-models and a more efficient performance. The
proposed hierarchy maps the road of observed character-
istics to achieve resiliency in a CPS meta-model from the
built-in characters to the top.

Following the results of FCA, the higher-level charac-
teristics in the hierarchy have been redefined using other
characteristics that seem to be related to them. The rela-
tionship comes from FCA analysis and their positioning in
the hierarchy, therefore, the related characteristics contrib-
ute to acts, behaviours and consequently definition of the
main characteristic. Table 5 captures the connected terms
in the redefinition of the selected characteristics.

Predictability

Computational

SN Computer Science
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Integration

Smartness

Resiliency Level I
Fault-tolerant  Safety & Security Level 2
Diagnosability Stability Redundancy
Level 3
Real-time Reliability Heterogeneity
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Level 4
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Subsequently, resiliency, as the most frequent charac-
teristic, has been put in words as the capability to keep
the safety, stability, and quality of the service in the time
of (un)predicted faults and threats and accommodate the
networking system with different alternatives to help it
operate with no interruption. The definition relates closely
to the other two characters pursuing resiliency, safety and
security and fault tolerance. As disclosed above, CPS
engineering is mostly leaning on keeping the system safe,
secure and stable at the time of predicted or sudden attacks
or threats. This aim can be reached through having func-
tional or operational alternatives, real-time identification
and detection of failures or faults by considering the fun-
damental characteristics of the CPS located at the bottom
order.

Conclusions

The paper continues the previous work of the authors on
studying cyber-physical systems and their representative
characteristics in the literature. Two research questions were
put as the principal of the search, i.e., ‘How CPS metamod-
els are described and characterized?’, ‘How is Knowledge
represented in CPS metamodels?’, through which CPS meta-
models were investigated regarding what characteristics they
are designed to mirror. A literature review was done focusing
on the two research questions to investigate the current opin-
ion in the literature on what characteristics to target more
frequently in studying a CPS meta-model. Therefore, articles
in the literature were selected based on two main criteria:
(1) they study CPS metamodels and (2) they refer to one or
some CPS characteristics in their metamodel study. After
a two-step literature review, CPS characteristics, implicitly
or explicitly discussed, were extracted. Afterwards, Formal
Concept Analysis (FCA) as the clustering technique was
applied to detect any hidden relationship among the most
used characteristics in the articles. Due to the results, “Resil-
iency” was the characteristic that was targeted the most fre-
quent, implicitly or explicitly, in the scientific papers. “Fault-
Tolerant”, “Diagnosability”, “Redundancy” and “Safety and
Security” were the ones that followed resiliency in the list
but with a noticeable difference.

Thanks to FCA, the implicit bonds between characteris-
tics in the literature were also disclosed which led to a hier-
archy of CPS characteristics aiming at reaching resiliency
in the metamodels. A new set of definitions for the highly
ranked characteristics was also introduced that sheds light
on future CPS metamodel designs regarding what charac-
teristics to target and what path to take to be more aligned
with the concept of Industry 4.0.

This study was focused on what has been observed in
the literature from different researchers in the field and it

aims at reporting trends and themes on CPS characteristics.
However, there is still a gap in the literature on the cyber-
physical systems on whether we can define any dominant
characteristic in the development of a CPS metamodel. As a
future work, the result of this study can help in the develop-
ment of measures or indicators in significance assessment
of any CPS characteristics.
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