SN Computer Science (2023) 4:623 q
https://doi.org/10.1007/542979-023-02087-3 Ciatas

ORIGINAL RESEARCH
SN

Decentralizing Commercial Property Registration and Bidding Process
with Smart Contracts

Susmit Lavania’ - Aditi Mishra® - Abhishek Sharma'® - Prateek Jain?

Received: 23 September 2021 / Accepted: 26 June 2023
© The Author(s), under exclusive licence to Springer Nature Singapore Pte Ltd 2023

Abstract

Blockchain technology has brought up new opportunities in the area of business processes with security perspective. It is
a decentralized technology which operates on a consensus algorithm in a multiple environment. The recent online bidding
system involves the extra transaction cost along with the several intermediaries as the third party plays a crucial part in trading
done between the buyers and sellers during the auction.The trust of third party is always doubtful. To do so, smart contracts
are developed using ERC721 standard with remix as development platform for compiling the smart contracts. Meta-mask
wallet is used to get the ether. This wallet is connected to the blockchain system using the Ropsten network. This is in line
to the IPFS system which stores all the data. It generates as well as updates the mutable links to the content. The buyers and
sellers are interacting using the front-end framework. The smart contract is running at back-end which executes as well as
traces the transactions. The involvement of third parties is eliminated which enables the the transactions directly between
the buyer and seller. Smart contracts are autonomous in nature due to which they do not execute if any condition is required
to violate. Hence, to make the system secure from the frauds, land properties were tokenized with ERC721 token to retain
non-fungible and unique properties. Then, these tokens can be auctioned, transferred, queried, bought, and sold on ethereum
smart contract. Front-end interacts with smart contract via web3js deployed on IPES.
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Abbreviations IPNS Inter-planetary name system
ERC721 Ethereum request for comment DApp Decentralized application
ERC20  Ethereum request for comment

IPFS Interplanetary file system

DHT Distributed hash tables Introduction

EVM Ethereum virtual machine

ETH Ether The various transactions are executed in the blockchain.
IDE Integrated development environment Those are required to be recorded. These are required
Abi Application binary interface to verify on the basis of the consensus algorithm. If it

is validated, then the block is added to the blockchain.
Many crypto-currencies run on this infrastructure [1, 2].
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script-based program on the distributed ledger allowing
an immutable, verifiable, secure record of all contracts
and transaction. Features of smart contract are autono-
mous, auto-sufficient, decentralized. Smart contracts are
developed in network-specific languages like viper, solid-
ity, Ivyland, and rust. Some of its advantages are that
it is faster, simpler, offers hassle-free processes, which
reduces settlement times, lowers operational overheads
leading to economic financial products. It reduced admin-
istration costs owing to automation. Integrated several
business processes occurring throughout a supply chain
needs a well-functioning integrated collaboration of sev-
eral parties, which are issues of data redundancy, trust,
and security. This becomes a major concern for inter-
organizational processes involving entrusted parties [8,
9]. Online bidding system involves the extra transac-
tion cost along with several intermediaries as the third
party played a crucial part in trading, thus trace-ability is
required. Online auctions have always been an important
as well as influential aspect of the world economy [10,
11]. In an auction, sellers get the opportunity to advertise
their assets. After this, bidding is done to sell the asset
at the highest possible price. Traditionally, there are four
main types of auctions [7]:

1. First-price sealed-bid auctions Bidders submit their bids
in sealed envelopes and hand them to the auctioneer.
Subsequently, the auctioneer opens the envelopes to
determine the bidder with the highest bid.

2. Second-price sealed-bid auctions (Vickrey auctions) It is
similar to first-price sealed-bid auctions with the excep-
tion that the winner pays the second highest bid instead.

3. Open ascending-bid auctions (English auctions) Bidders
increasingly submit higher bids and stop bidding when
they are not willing to pay more than the current highest
bid.

4. Open descending-bid auctions (Dutch auctions) Auc-
tioneer initially sets a high price, which is gradually
decreased until a bidder decides to pay at the current
price.

This paper explores the application of blockchain in trac-
ing the several transactions occurring between the several
parties; hence, ensuring the trust and security was the
major problem in the previous online bidding system.
This paper also focuses on methods of developing online
assets that could be sold in the online bidding system
which is requires to deploy on blockchain infrastructure.
The paper aims to extend the concept towards the full
trace-ability of transactions through smart contracts. The
proposed work represented the implementation of method
through a software prototype.
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Literature Review

The Ethereum provides decentralized software enabled
through blockchain and smart contract functionality and
is used for various applications such as crypto-currencies
like Ether, e-auction platforms, and communication for
distributed platforms. The Ethereum Virtual Machine
(EVM) provides the decentralized work environment for
deploying smart contracts and required functionality in
the application with the possibility of self-execution. Gas
is the fees or a portion of crypto currency required to per-
form the transaction,; it is also used for resource allocation
in EVM. As fees is involved in the process, it need to be
kept somewhere. MetaMask is a wallet used for the same
purpose; it also provides the accessibility and interaction
with application through browser and blockchain.

Many research works have been focused on how the
blockchain is enhancing the supply chains along with
different business processes. It has significantly affected
our economy as well. This technology enables a group
of connecting networks, cryptography, consensus-making
and market mechanisms. Research based on real-time pre-
dictive delivery performance metric, identity management
system, identity authentication model, the potential to give
different direction to the world of banking through feature
of global money remittance, smart contracts, automated
banking ledgers, along with digital assets have already
been conducted [8].

Several types of research have been done on implemen-
tations of a formal, agent-based simulation model on the
ethereum for smart contracts and blockchain as a service
which is helping to users for a smart contract automatic
integration testing platform online [9]. Surveys of Bitcoin,
Ethereum,Kindly check and confirm the edit in the sen-
tence “Surveys of Bitcoin, Ethereum....”and Hyperledger
have already been done which show how these relate to
each other in their mechanisms. Their operations as well as
the relations between the participants are analyzed which
are ruled by several consensus algorithms. Many research-
ers have also focused on how the payment can be done in
third-party absence along with receiving money from one
or more parties with mutual transactions only if certain
conditions are met for contracts. The work has been done
for implementation as well as evaluation of a management
plane for both smart contracts and decentralized applica-
tions [11, 12].

This paper discusses the methods to develop a digital
asset and to bid this digital asset on the ethereum network
so that trust, security, along with the traceability of the
system could be maintained. Since the transactions are
both asynchronous and transparent to outside observers,
a vulnerability is created such that outside observers can
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intentionally affect the outcomes of pending transactions.
In blockchain-based bidding system, this can manifest as
front-running: it is the practice of intercepting transactions
from the network mempool by monitoring that will influ-
ence the market price of a tokenized property asset along
with one step. This is in front of transactions to gain a
competitive price advantage over the expense of others. In
this section of the paper, several aspects involved related to
the proposed work which are discussed in detail.

In Fig. 1, the workflow for the proposed auction system is
represented. The user interacts with the browser after creat-
ing a metamask wallet to gain ether. After this, the browser
interacts with the smart contract to execute the further
transactions.

The blockchain is the publicly distributed encrypted ledg-
ers, in which blocks record the various transactions verified
on the basis of consensus algorithm. If verified transactions
are added to the ethereum network, many crypto-currencies
run on this infrastructure. It is a database that is stored not
only on our computer but also on thousands of other comput-
ers across the world. The block not only stores the transac-
tions but also stores the order where those transactions are
executed. The process through transactions are validated is
called bitcoin [13].

Smart contract is written in solidity, which is a contract-
oriented programming language. It is used on various
platforms, by defining methods as well as properties. To
maintain peer-to-peer network, the concept of the digital sig-
nature is used. The digital signature ensures that the person
is doing the real transaction along with the correct amount of
transaction. The public key of sender together with receiver
is taken along with the amount. These data are fed to a hash
algorithm where it gets encrypted by the private key. It is
then added as the digital signature to our document. Now,
this document is transmitted to the network after the docu-
ment which is fed to a hash function and again hashes the

User Initiate transaction

Browser(web3.js+frontend)

Issue transaction

Read results

Y

Fig. 1 Execution of the proposed system using Blockchain

Sign with user private key.

Sign with user privacy:

Ethereum
Blockchain
Auction Contract

amount data. The signature of the document is decrypted
using the public key. Now, both the hashes are checked. If
they are the same, then it is understood that the transaction
is valid as well as ensures that the data are not manipulated
and propagated [14].

Smart contract executes as listing property by changing
the states in ethereum with one of the functions written with
access modifier in it. Once the function executes a transac-
tion, it is sent to the transaction pool. Miners are incentiv-
ized for the gas associated to mine the transaction along
with including in the block. Once the transaction is broad-
casted and mined property is successfully registered on the
ethereum, property is tokenized with the help of ERC721.
Many functions are available in smart contract to modify
the price of property. Any user to pay the amount becomes
the owner of the property after which it can be sold to its
next owner. There are functions that are private and public.
Private functions are used for internal consumption within
the smart contract, while the public function is available
for all users in the world. Properties to be auction need to
be tokenized with the help of ERC721. ERC721 defines a
few functions that give it some compliance with the ERC20
token standard. It makes it easier for existing wallets to dis-
play simple information about the token. The functions for
the smart contract that fits this standard act like a common
cryptocurrency such as Bitcoin or Ethereum by defining
functions. These also facilitates to users to perform actions
such as sending tokens to others as well as checking balances
of accounts.

To do the further transactions along with recording them,
metamask wallet is required. It allows the user to run Ethereum
dApps right in the browser without running a full Ethereum
node. MetaMask includes a secure identity vault that provides
a user interface to manage the identities on different sites as
well as to sign the transactions. Metamask extension converts
chrome into ethereum browser with websites retrieving data

User

Ethereum Wallet
( (Metamask)
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from the blockchain. Users securely manage identities and
sign transactions. When the metamask is started, a seed phrase
is provided that can restore all of the metamask accounts.
Account vault is encrypted as well as stored in the browser
which means no account information ever touches servers.
Its main strength is to enable the browser to access ethereum
enabled websites. Through this, the connections with the main
network are controlled. Metamask interfaces the interaction
[11, 18] between ordinary websites and ethereum providers
all while letting the user to store as well as manage the private
keys. Metamask wallet is used to store the ethers which are
used to pay for gas consumptions for further transactions. The
limit is the amount of gas one is willing to spend on a transac-
tion. Many software are utilized to broadcast Ethereum trans-
actions that are capable to auto-estimate the amount of gas that
will be necessary to implement a function. It will usually sug-
gest a figure right off the bat. For example, simple monetary
A->B transactions usually need only 21,000 gas. More com-
plex ones which call-specific smart contract functions might
run into hundreds of thousands or even millions of gas. The
spent amount on gas is called gas cost. One can modify the
amount of gas the user wants to spend on a transaction but if
the transaction runs out of gas during execution, the user loses
the gas sent in. It has been spent with the transaction being
rejected. On the other hand, if the user provides more gas than
is needed, the rest is refunded to the user. Hence, it is always
better to send more gas than needed to execute a transaction.
To store as well as maintain the dynamic links to the con-
tent, the interplanetary file system is used which is a protocol
where each node stores the files in the hashed form. To access
a file, only its hash value is required. IPFS basically generates
hash values for all the encrypted files that are uploaded on
the ethereum network. A hash table is a structure of data that
contains information as key/value pairs. In distributed hash
tables (DHT) [17, 27], the data are shared across a network
of computers. It is coordinated to enable efficient access. The
main advantages of DHTs are in decentralization, scalability,
and fault tolerance. Nodes do not need central coordination.
The system can work reliably even when nodes fail or leave the
network. DHTSs can be dynamic to accommodate millions of
nodes. These features give the result in a system together that
is generally more resilient than client—server structures. The
IPFS protocol consists of identities, routing, exchange, objects,
along with files. Several advantages of IPFS are deduplication,
integrity, incentivized hosting, cheaper hosting, high perfor-
mance, peer-to-peer scales better.

The Novel Contributions in Current Paper

Blockchain-based smart contract for bidding system is
reported with significant contribution. The significant
contributions in the present paper are as follows:
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1. Implementation of consensus application in a distributed
environment.

2. Inclusion of ERC721, Meta-mask wallet, and Ropsten
network-based blockchain system.

3. Application development to mitigate fraud activities,
more secure bidding platform.

4. Implementation of IPFS and web3js for font-end interac-
tion.

Proposed Methodology

In this section, the approach used to develop the non-fun-
gible digital asset using ERC721 is discussed and then
how the smart contracts (written in solidity) are deployed
on the blockchain network is also discussed. The approach
used in the paper has four phases. In the first phase, the
digital token is developed by writing smart contracts in
solidity using the ERC721 standard; in the second phase, a
metamask wallet is created; in the third phase, frontend for
the smart contracts is developed, connected to the back-
end; and in the final phase, this whole system is deployed
to interplanetary file system [16, 17].

Phase 1: Building up the Property

A repository called property is made. The project is ini-
tialized with truffle init. Several contracts like migra-
tions (Truffle utilizes a migration system to handle smart
contract deployments. A migration is an additional and
special smart contract that holds track of changes.), test,
truffle-config.js, truffie.js directories, and files are being
added to repository. After this, the property.sol, math.sol,
and ERC721.s0l along with owner.sol contracts are added
in the contracts directory as well as compiled. property.
sol (because written in solidity) contains business logic.
According to this contract, several properties can be cre-
ated. It is a non-fungible as well as unique property/digi-
tal asset as it implements ERC721 standards. To prevent
overflow in the arithmetic operations, safemath.sol library
is used. To maintain the ownership privacy, a smart con-
tract called owner.sol is developed. Ganache is installed
as well as run in the background. After this, navigation
to the repository migrations is made and a file named 2_
deploy_contracts.js is created. Then, truffle migrate is hit.
The status of blockchain changes in ganache. The code is
deployed on the ganache.
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Phase 2: Deploying Smart Contracts

Ropsten network is used for deploying the smart contracts
but before that, a wallet is needed so the chrome extension
called Metamask [11, 19] is used in which certain terms
and conditions are acceptable to use it. Metamask helps the
user to gain the ether which is a unit of payment for the gas
used in the transactions. Every availed low-level operation
in the EVM is known as an OPCODE. These include the
operations like ADD, BALANCE, CREATE—<create a new
contract. Gas is an abstract number that shows the relative
complexity of operations. All kind of transactions cost is
21,000 gas as a base. Hence, transferring the funds from one
account to another without using a smart contract will defi-
nitely cost 21,000 gas. Gas price is fixed for each operation,
the amount paid by user per gas—gas price is dynamic and
dictated by market conditions. Gas price is a value which
represents the Ether is required to pay by the user per gas.
When particular user sends a transaction, they mention the
gas price in Gwei/Gas (1 Gwei equals 0.000000001 ETH),
the total paying fee that is equal to gas_price * gas_used.
Miners are paid out the fee so they use to give priority to
the transactions with a higher gas price. The higher gas price
you are willing to pay, the faster your transaction will be pro-
cessed. Operations in Ethereum cost gas_price * gas_used,
but it does this translate in both ether and dollars.

To connect this wallet to the ethereum network, the sys-
tem is connected to the Ropsten network where an account
is created and using the account address, ether is gained to
do the further transactions.

The contracts are then copied to remix ide as well as are
executed. Injected Web 3 Ropsten under environment is
selected. The account in Metamask is shown under Account
with balance ether as well. Then, the system is deployed
by clicking on the Deploy button. The metamask popup
comes up with transaction details the gas price is filled.
Once this is completed, an etherscan link is generated. The
account address and the abi are copied because these details
would be required in connecting the frontend together with
backend.

Phase 3: Frontend for Smart Contract
and Interaction

A repository called frontend in the directory is created. In
that repository, a file called index.html is added in which
the code for the front end is written. Now, to make this fron-
tend interact with the smart contracts, web3js is used. If
web3 is not undefined, then it is used as the provider. If it
is undefined, then the provider is specified manually. Now,
the code is compiled in Remix IDE under the Details sec-
tion, Interfacel. L. ABI data are copied. In the index.html file,
contract address and Abi are pasted.

Phase 4: Deployment to IPFS

The interplanetary file system is a protocol where each node
stores the files in the hashed form and whenever access to
some file is required, its hash value should be known [21,
23, 24]. IPFS basically generates hash values for all the
encrypted files that are uploaded on the blockchain network.
IPFS is installed as well as run. From here, the hash gives
the root of the site. After all this process, the next step is
publishing to Inter-Planetary Name System (IPNS) (Data
in IPFS is content-addressable so it keeps on changing with
dynamic data [30]. So, IPNS is used for creating along with
updating mutable links to IPFS content. The name in IPNS
is the hash of a public key. It is from a record which con-
tains the information about the hash. It links to that which is
signed through the corresponding private key.). This returns
a peerID and the hash that is published. The distributed
application is finally deployed.

In Fig. 2, the working of the proposed system has been
shown. The smart contract is developed using ERC721 pro-
tocol. Ganache is started in the background. Metamask wal-
let is created so that ether can be obtained. This wallet is
connected to the blockchain using the ropsten network from
where application binary interface and address is returned.
Using these two, the frontend is connected to the smart con-
tract. This whole system is then published to the IPFS.

Results

Smart contract once deployed is written forever. Its functions
are communicated with the help of web3js. Web3js con-
sumes abi along with contract address to interact with smart
contract and pops up metamask to fill gas price to send trans-
actions that modify the states. The front end that interacts
with smart contract are hosted ipfs to be truly decentralized
as if uploaded on the server gives a honey spot along with
becoming centralized. Smart contract can be developed on
remix or truffle environment. Truffle provides an ecosystem
for smart contract development and deployment. Smart con-
tract can be tested on local blockchain or testnet. Ganache
works in hand with truffle providing us ten default account
funded with 100 eth. Ropsten and kovan testnet are also be
used in conjunction for a function to be executed as opposed
to real ethers.

Interacting with smart contracts is basically interacting
with the functions written in it. These functions need to have
access modifiers defined and visibility also. Access modifier
is a way to restrict the user to some predefined community
of users. Visibility of function means it needs to be public
as well as open for all or required for internal communi-
cation within the smart contract to be consumed by other
functions. Figure 3 defines functions property along with
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Fig.2 The experimental steps involved in building the system

their ability to modify states or not. Only one function in
the smart contract is payable which means only that function
can receive ethers.

Figure 4 shows the basic functioning of the proposed sys-
tem under which deployer would set the mint tokens and
various other functions using the smart contract. Buyers
together with sellers use that smart contract for carrying
out the further auction. Each time any transaction occurs,
it is recorded in the block. Then each block is verified by
miners as well as added to the blocks which are added to
the blockchain. This way the new infrastructure eliminates
the chances of frauds, increases security and transparency.

In Fig. 5, Contract Creation Transaction is illustrated on
the left side of the dotted line. Here, the smart contract is
written in.sol file which is compiled by the solidity com-
piler. After compilation, it is sent back to the distributed
application from where it pushes the smart contract to the
ethereum network. Web3 establishes smart contract interac-
tion with frontend. At this point, nounce remains zero. The
right side of the dotted line shows how the function call
transaction occurs. After the deployment of smart contract
on the network, address and application binary interface(abi)
are returned which would be used for connecting frontend to
backend. Now, interface can make a call (this call contains
the address, abi, nounce) to the smart contract for validat-
ing as well as executing the requested transaction. Nounce
becomes 1 and this nounce prevents any duplicate transac-
tion which increases security.

The operations in Ethereum cost gas_price * gas_used,
but it does translate to in both ether as well as dollars. The
transaction fee depends on the transaction that one is doing.
For a simple transfer of ETH from one address to another
address would be done in about 21,000 wei of gas whereas
if one is interacting with a contract it might be 150,000 or
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more. The actual transaction fees are: Gas amount multiply
by Gas price and the gas price is variable as it depends on
the number of transactions pending in the network. ETH Gas
Station is a good source to estimate the average gas price
while doing your transaction.

A lower gas price is considered by most of consum-
ers since it permits for inexpensive transactions on the
Ethereum. When the gas prices increase, it puts a strain
on the entire network and hinders transaction activity, thus
causing DApp usage to suffer. Another effect of high gas
prices is that it increases the ability to improve the profit
of being a miner. In theory, this creates further incentives
for more miners to join the network, which will increase
throughput. When the amount of newly generated trans-
actions in ethereum exceeds maximum throughput (for
Ethereum, throughput is dictated by the block gas limit),
the backlog of pending transactions starts to grow, it will
increment the average length of time that a transaction will
remain in the mempool before being mined into a block.
Due to this time delay race conditions come into picture
making these transactions vulnerable to race conditions.
In the ethereum-based transactions, race conditions mani-
fest as trade collisions(accidental) when same bid order is
attempted by both parties to be filled simultaneously.

The smart contract in our ecosystem inherits two smart
contract ERC721 as well as ownable. ERC721 standard is
required to make non-fungible assets. ERC721 allow prop-
erties to be unique tokens that can be managed, owned, as
well as traded. The ERC721 standard defines the following
functions: name, symbol, balanceOf, ownerOf, totalSupply,
approve, takeOwnership, transfer, tokenOfOwnerByIndex,
tokenMetadata. It aslo defines two events: Transfer and
Approval. Inheriting ownable smart contract allows us to
add modifiers to prevent certain functions from being used.
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Fig.3 Functions access
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iy Contract Type Bases
- Function Name Visibility Mutability Modifiers
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L withdraw External [ @ onlyOwner
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Legend
Symbol Meaning
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In Fig. 6, the property smart contract inherits two smart
contract ERC721 and ownable smart contract for having
non-fungible properties. It access control over its functions.
Property smart contract consists various function that serves
the purpose of business logic that smart contract needs to
carry out trustlessly. Some of these functions modify public
state variables or private state variable of smart contract and
consume gas. Some function not only need to query the state
but also do not modify state on the blockchain. Some func-
tion might need access control which is enforced by ownable
smart contract or require in solidity.

Figure 7 shows all functions of smart contract that
encodes the business logic in an auction of property through
smart contract. Smart contract ecosystem has three types
of roles that a party can play. An interested party can be
deployer of smart contract on ethereum and simultaneously
be a bidder as well as a buyer. Another interested party can
be either a bidder or buyer. The bidder can either raise or
lower the property prices in ethereum.

Table 1 illustrates the role of different ethereum account
plays while interacting with smart contract. Account Ox0Oaa..
deploys the smart contracts on ropsten network, it can also
bid as well as buy through smart contract. Account 0x319..
and 0x27e.. play the role of bidding as well as can buy prop-
erty through smart contract.

Table 2 shows the transaction where ethereum account
Ox0aa.. has deployed the contract on ropsten network. The
contract address on Ropsten ethereum network is 0x35c¢75..
and gas used by transaction was 1,833,370 which costed
0.00183 ethers. Smart contract can be deployed through
various ways on ethereum that is with truffle or remix with
metamask. It can also be deployed on various networks like
Ropsten, Rinkby with ether that has no value and used only
for testing purpose. The ethereum account or wallet that
deploy the smart contract becomes the owner of smart con-
tract. Smart contract once deployed are immutable.

Once smart contract is on chain interaction with its func-
tion can be done. To start auction, the user need to register
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the property. The mintToken function handle this for the Table 3 and Algorithm 1 show transaction where the
user. mintToken has three arguments and has onlyOwner as  deployer of smart contract 0xOaa.. Mint an ERC721 token
its access modifier, which means only the owner of smart  with three parameters name, location and price. This
contract can register the property. This function will require ~~ ERC721 token represents a property on ropsten ethereum.
transaction fees as it has gas associated with it because it~ Only 0.000170262 ether was the transaction fees for mint-
modifies a blockchain state. ing a token. The sealed-bid electronic auction platform is

Algorithm 1 Showing the function input, output, and logs

?string _name”: ”Inmiit”,
decoded input ”string _location”: ”jaipur”,
?uint256 _price”: 72”

}
decoded output -
[
{
?from”: 7 0x35c¢7f08c63b7de8f79f5a8bb4ad83fd94fefadd1”,
?topic”: ”?0x1288a9be9cf41889b5dbfb4db2b742f

7db98a8389aa3027315b45¢23791dfca27”,
7event”: ” PropertyRegistered”,

Yargs”: {
” 0” : ”» lnmiitﬂ s
logs ?1”: ”jaipur”,
” 2” . 277
. b

” _name”: ”Inmiit”,
», M

”? Jocation”: ”jaipur”,
» price”: 72",

”length”: 3
Fig.4 Interactions shown in the
multi-user environment
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Fig.5 Ecosystem of ethereum smart contract from sending transactions to the deployment of smart contracts

Fig. 6 Inheritance of property smart contract

designed using zero-knowledge proof and the Pederson
commitment algorithm using smart contracts. The factors
such as trust, validation, and verifications are essential
in the e-auction platform, which can be developed using @

Property

count

add

buyProperty

owner

blockchain and smart contracts with ERC721 tokens [32].

Fig.7 Showing smart contract functions of property
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Table 1 Interacting parties
roles in smart contract on the
blockchain

Deployer,Bidder1,Buyel
Bidder 2 and Buyer2
Bidder 3 and Buyer3

0x0aa7e2509416a9bb8166898cbfbb8a22fc7328ca
0x3192324af2fc309dbbb4a98b5b7f04a95¢819ea8
0x27e64eb92f1b338984c599b8120cf464fc7406a8

Table 2 Deployment of smart contract (Ropsten network)

Block height 4,728,663

To 0x35¢7f08c63b7de8f79f5a8bb4ad83fd-
94fefadd1

From 0x0aa7¢2509416a9bb8166898cbfbb8a22f-
c7328ca

Value 0 Ether ($0.00)

Gas limit 1,833,370

Gas used by transaction 1,833,370 (100%)
0.000000001 Ether (1 Gwei)
0.00183337 Ether

10 — {35}

Gas price
Actual Tx Cost/Fee
Nounce & (Position)

After registering property in the etherium, the auction
of the property can be started. Since property is public
state anyone around the world can see this property details.
Now to start the auction auctionStart function in the smart

Table 3 Minting of property ERC721 token

Block height 4,728,695

To 0x35c7f08c63b7de8f79f5a8bb4ad83fd-
94fefaddl

From 0x02a7¢2509416a9bb8166898cbfbb8a22f-
c7328ca

Value 0 Ether ($0.00)

Gas Limit 170,262

Gas used by transaction 170,262 (100%)

Gas Price 0.000000001 Ether (1 Gwei)

Actual Tx Cost/Fee 0.000170262 Ether

Nounce & (Position) 11 — {51}

contract need to be called with token id as parameter. Only
the owner of that token id can start the auction which is
enforced by require function (see Tables 4, 5, 6, and 7).

Algorithm 2 Showing the function input, output, and logs

decoded input

decoded output

Logs

?uint256 _id”: ”70”

[

Algorithm 3 Showing the function input,output and logs

decoded input

decoded output
logs

7uint256 _prc”: 737,
?uint256 _id”: 7 0”
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Table 4 Auction start
transaction

Table5 Bid 1 by deployer
ethereum account

Table 6 Bid 2 another ethereum

random account

Table 7 Bid 3 by random
ethereum account

Block height 4,728,726

To 0x35c7f08c63b7de8f79f5a8bb4ad83fd94fefadd1
From 0x0aa7¢2509416a9bb8166898cbfbb8a22fc7328ca
Value 0 Ether ($0.00)

Gas limit 42,997

Gas used by transaction 42,997 (100%)

Gas Price 0.000000001 Ether (1 Gwei)

Actual Tx Cost/Fee 0.000042997 Ether

Nounce & (Position) 12 — {40}

Block height 4,728,736

To 0x35c¢7f08c63b7de8f79f5a8bb4ad83fd94fefadd1
From 0x0aa7e2509416a9bb8166898cbfbb8a22fc7328ca
Value 0 Ether

Gas limit 27,814

Gas used by transaction
Gas Price

Max Tx Cost/Fee
Nounce & (Position)

27,814 (100%)

0.000000001 Ether (1 Gwei)
0.000027814 Ether

13 — {Pending}

Block height

To

From

Value

Gas limit

Gas used by transaction

4,728,773
0x35¢7f08c63b7de8f79f5a8bb4ad83fd94fefadd 1
0x3192324af2fc309dbbb4a98b5b7f04a95¢819ea8
0 Ether ($0.00)

27,814

27,814 (100%)

Gas Price 0.000000001 Ether (1 Gwei)

Actual Tx Cost/Fee 0.000027814 Ether

Nounce & (Position) 0— {52}

Block height 4,728,786

To 0x35¢7f08c63b7de8f79f5a8bb4ad83fd94fefadd1
From 0x27e64eb92f1b338984c599b8120cf464fc7406a8
Value 0 Ether ($0.00)

Gas limit 27,814

Gas used by transaction
Gas Price

Actual Tx Cost/Fee
Nounce & (Position)

27,814 (100%)

0.000000001 Ether (1 Gwei)
0.000027814 Ether

18 — {25}
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Table 8 Auction end transaction

Block height

To

From

Value

Gas limit

Gas used by transaction

4,728,811
0x35c7f08c63b7de8f79f5a8bb4ad83fd94fefadd 1
0x0aa7¢250941629bb8 166898cbfbb8a22fc7328ca
0 Ether ($0.00)

22,933

22,933 (100%)

Table 9 Mint a new ERC721
token

Gas Price 0.000000001 Ether (1 Gwei)
Actual Tx Cost/Fee 0.000022933 Ether
Nounce & (Position) 14 — {45}
Algorithm 4 Showing the respective code
. ?uint256 _prc”: 747,

decoded input ., ;056 . 707

decoded output

Logs

Algorithm 5 Showing the respective code
. 7uint256 _prc”: 75”7,

decoded input ., ;056 i 207

decoded output

Logs
Block height 4,728,904
To 0x35c7f08c63b7de8f79f5a8bb4ad83fd94fefadd 1
From 0x0aa7¢2509416a9bb8166898cbfbb8a22fc7328ca
Value 0 Ether ($0.00)
Gas limit 125,006
Gas used by transaction 125,006 (100%)
Gas Price 0.000000001 Ether (1 Gwei)
Actual Tx Cost/Fee 0.000125006 Ether
Nounce & (Position) 15— {60}
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Presented Tables and Algorithms 1-7 demonstrate the
ethereum account bidding on a property registered within
on which auction has started.To place the bid, an account
has to provide a price in ether and token id no to place the
bid. All the above transaction has used only 27,814 gas for
bidding. Account Ox0aa..,0x27..,0x391.. are bidding here.

Now, after the market has saturated and the property has
reached its conclusive price it should be available for sale
so that interested party can buy this property. A property
can only be bought when it is out of auction which can be
initiated by auctionEnd function.

Table 10 Buy a property

Block height 4,728,932
To 0x35¢7f08c63b7de8f79f5a8bb4ad83fd94fefadd 1
From 0x27e64eb92f1b338984c599b8120cf464fc7406a8
Value 3 Ether ($0.00)
Gas Limit 54,351
Gas used by transaction 54,351 (100%)
Gas Price 0.000000001 Ether (1 Gwei)
Actual Tx Cost/Fee 0.000054351 Ether
Nounce & (Position) 19 — {108}
Iggl;alcl Withdraw funds from Block Height 4.728.970
From 0x0aa7e2509416a9bb8166898cbfbb8a22fc7328ca
To 0x35c¢7f08c63b7de8f79f5a8bb4ad83fd94fefadd 1
Value 0 Ether ($0.00)
Gas Limit 32,191
Gas Used By Transaction 29,936 (92.99%)
Gas Price 0.000000001 Ether (1 Gwei)
Actual Tx Cost/Fee 0.000029936Ether
Nonce & {Position} 16 — {57}

Txhash Blockno From To TxnFee(ETH)
0xf0e26bfa9a2b1c69¢

al499bc6bbdafe6d78e 0x0aa7e2509416a

20e6116¢194dd9ae98: 9bb8166898cbfbb|0x35¢7f08c63b7de8f79f

826018ada7 4728663 8a22fc7328ca S5a8bb4ad83fd94fefaddl 0.00183337
0xdf276d42693187ae

8bdd489918b3041480 0x0aa7e2509416a

a7a45ea514368¢1d2f1 9bb8166898cbfbb 0x35¢7f08c63b7de8f79f
al575fd6237 4728695 8a22fc7328ca S5a8bb4ad83fd94fefa4dl 0.000170262
0x7e01951c8719800a

5b3e92b08fcc177942 0x0aa7e¢2509416a

21320bfc956accfe63s 9bb8166898cbibb 0x35¢7f08c63b7de8f79f
bb4b0eb6857 4728726 8a22fc7328ca S5a8bb4ad83fd94fefaddl 0.000042997

Fig.8 Transaction list of smart contract interaction and their fee
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——O0 eth (Deployment). - — 0x35c7f08c63...
0x35c7f08c63...
0 eth (MintToken) > >
0 eth (Auction Start) > — 0x35c7f08c63...
[adrr]Ox0aa7e25094... :>—O eth (bidding) »-C > 0x35c¢7f08¢c63...
0 eth (Auction end) - > 0x35c7f08c63...
0 eth(MintToken) »C — 0x35c7f08c63...
0 eth(Withdrawl) > 0x35c7f08c63...

Fig.9 Interaction of Eth account Ox0Oaa.. that plays the role of deployer, mint token, auction start, auction end, bidding, and withdrawal

[adrr]0x3192324af2fc... > 0 eth. - >0x35c7f08c63...

Fig. 10 Interaction of eth account 2 that played the only role of bidding in smart contract

Algorithm 6 Showing the respective code

decoded input  ”uint256 [id”: 70"
}
decoded output -
logs i
Table 8 and Algorithm 6 represent the transaction sent Smart contracts can handle registration of property

by ethereum account Ox0Oaa.. to end the auction. By putting  and can start its auction. This auction can then decide the

the end to auction, ERC721 token will be available for sale  price of property in consensus with other people around

and others cannot bid on it. the world. New property can also be registered with the
same contract with mintToken function.
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Algorithm 7 Showing the function input,output and logs

{

”string _name”:

.

decoded input

”string _location

mnit”,

mngb”,

7uint256 _price”: 7 3”

decoded output

}
[

{

”from”: 7 0x35c7f08c63b7de8f79f5a8bb4ad83fd94fefaddl”,
?topic”: ”0x1288a9be9cf41889b5dbfb4b2b742f7db98a
83892a3027315b45c23791dfca27”,

Yevent”: " PropertyRegistered”,

Vargs”: {
»NY. N 40
0”: ”mnit”,
»». » »
logs 17: ?mngb”,
77277. 77377
. 9

)

” name”: "mnit”,

.

” location”: "mngb”,

” 7priCe7’ : ” 377 s
”length”: 3

}

}

]

Table 9 and Algorithm 7 show a transaction where
OxO0aa.. registered another property ie ERC721 token. To
register this property, it requires mining of ERC721 token
and emits an event called Property Registered. These events

0 eth: C > 0x35¢7f08¢63...

[adrr]0x27eb92f1b... >

3 eth. » —> 0x35¢7f08c63...

Fig. 11 Interaction of eth account 3 that played the role of highest
bidder and subsequently buying property for 3 eth

are available for monitoring the activities going inside smart
contract.

Property smart contract is able to handle multiple prop-
erty registration and their auction simultaneously. To buy a
property from the current owner, it needs special payable
function purchase property that can receive ether to change
the owner of the property. This function can only be trig-
gered when the property is out of auction and price paid is
equal to property value.

Table 10 explains a transaction sent by account 0x27.. to
smart contracts for purchase the registered property. Since
the property cost was 3 ethereum account 0x27.. had to give
3 eth to smart contract to purchase the property.

Since the smart contract handles ether transaction, ether
can get deposited to contract ethereum account due to vari-
ous reasons. Withdraw function is external and known by the
owner to transfer the contracts funds to deployer account to
resolve disputes.

Table 12 Analysis of resource

IR i N Scheme [33] [34] [35] [36] [32] Proposed work

utilization for various activation

function Decentralization No Yes No Partial Yes Yes
Anonymity Yes Yes Yes Yes Yes Yes
Authentication Yes Yes Yes Yes Yes Yes
Unforgeability Yes Yes Yes Partial Yes Partial
Nonrepudiation Yes Yes Yes Partial Yes Yes
Validation Yes No Yes Yes yes Yes
IPFS No No No no No Yes
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Table 11 elaborates the transaction for withdrawing the
funds to Ox0Oaa.. ethereum accounts.These were the funds
that payable function in our smart contract received which
refers to smart contract account.This transaction needed
29,936 gas and it was provided 32191, i.e., utilized 93% gas
and rest were refunded to the user.

Figure 8 represents the summary report of some trans-
actions by the property smart contract on ropsten network
using faucet ethereum. These transactions are irreplaceable
and can be marked by any blockchain explorer. They consist
of the transaction fee that one has to pay for the transaction.

All ethereum account in the world can interact with
property smart contract functions. These functions are
access improved which means not everyone can execute
all functions. They can only execute functions according
to the functions played. OxOaa account implemented the
property smart contract on the Robsten network. It could
also originate the auction start and auction end which can
only be performed by sending the transaction to ethereum.
The same account since was the deployer of the smart
contract which had access to the mint token and withdraw
functions of the smart contract.

In Fig. 9, Ox0aa.. sends 7 transactions to the ropsten
through smart contracts. Ox0Oaa.. performed the role of
smart contract deployer, property initiation, and termina-
tion of the auction and withdrawing funds from the smart
contract.

Since all functions in the smart contract can interact
through all ethereum accounts to the world. Accounts that
are neither deployers nor any owner of the registered prop-
erty with a smart contract can only bid on the property once
the auction has started.

An ethereum account has the highest bid. It can purchase
the property once the owner of the property eliminates it
from the auction. Then, the buyer can send his ether to the
payable function of smart contract that changes the owner
state of ethereum.

Interaction of eth accounts 2 and 3 that played the role
of bidding in smart contact is reported in Figs. 10 and 11.
Smart contracts can effortlessly eliminate the requirement
of middlemen from any business logic. After the arrange-
ments, users require to interact with it in a simple way so
it requires to be executed with the front-end. To integrate
the smart contract with front-end abi and the contract, an
address on ethereum is needed. These parameters are needed
by web3js so that metamask can interact with the property
smart contract underhood. To make a truly decentralized
system, deploying the front end on the server is not directed
towards decentralization. For decentralization, the front end
can be hosted on IPFS. Since everything in IPFS is content-
addressed and their address updates every time with the cor-
responding content. An IPNS is the hash of a public key. It

SN Computer Science
A SPRINGER NATURE journal

is corresponding to a record containing data about the hash
it links to that is signed by its private key. New records can
be signed and published at any time. Table 12 represents
the analysis of resource utilization for various activation
functions.

Conclusion

In the proposed work, an advance contract is presented for
a justified blockchain-based auction system on Ethereum.
ERC721, which delivers a standard for the advancement of
non-fungible assets, is used to evolve the auction’s digital
asset. Here, the smart contract elaborates all the restric-
tions for assuring security. Whenever the non-relevant
user attempts to violate the conditions of the smart con-
tract, warnings are originated as well as after each attempt,
acknowledgement of each transaction is originated. The
smart contract gets executed (as it is an autonomous unit, it
executes by itself). If all the defined conditions are satisfied,
transactions get executed using the functions specified in the
smart contract and all these transactions are tracked as well
as recorded. The gas consumption, transaction fee, and the
time required for the transactions are also recorded and dis-
played. For future work, other approaches can be analyzed
which will apply to the ethereum so that the privacy of bids
can be protected from all parties including the auctioneer.
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