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Abstract
Wireless Sensor Network (WSN) is an emerging technology which can contain large number of sensor nodes used to collect 
process and transmit the psychical or environmental information in various type of applications like medical, military, etc. 
The data security in the wireless network is most important factor which must be considered when designing the routing 
protocol for data transmission. Some of the conventional routing protocols presented the secure data transmission which 
failed to consider the energy consumption. One of the most difficult tasks when building a routing model for a wireless sen-
sor network is energy efficiency (WSN). Different energy-efficient routing strategies are created to move data packets across 
cluster heads (CH) in a safe way; however, in a WSN context, extending network life and maintaining high scalability pose 
a challenging task.

Keywords Energy efficiency · Routing protocol · Security · Wireless sensor network

Introduction

Wireless Sensor Network (WSN) is a self-controlled wire-
less communication system which has more number of 
sensor nodes with low-priced and more capabilities of data 
collection, processing, and transmission speed [1–3]. Used 
sensor nodes to gather the data and which is transmitted to 
the base station for the data processing through the WSN 
path [4, 5]. Every individual sensor node has four impor-
tant blocks which are a sensor block, a transceiver block, 
a processor block, and a battery unit [6]. Finding a reliable 
path for data transmission in a network is a technique called 
routing. That means, the routing protocols give set of rules to 
the way of communication between two nodes which is most 
important aspect in the WSN. In recent years, the routing 

protocols are designed based on the low-energy consump-
tion [7, 8]. The scalability and energy efficiency are key 
aspect for the design of WSN: the clustering-based routing 
protocol presents low power consumption and scalability to 
the network [9]. Security is one of the significant require-
ment of the WSN application which must be consisted when 
designing of the routing protocol, but the routing protocol 
designing is mainly focused on the performance not for 
security [10, 11]. The attacker can attack the WSN system 
to perform the malicious activity. Some of main attack are 
Worm hole Attack, Black hole Attack, Denial of Service 
Attack, Distributed denials of service attack, and byzantine 
Attack. The attack in the WSN is classified into two types 
such as active attack and passive attack. An attacker attacks 
the particular network and tries to make change in data are 
denoted as active attack. An attacker attacks a network and 
tries to learn about data and makes use of data is denoted as 
passive attack. A block hole attack and wormhole attack are 
the some type of active attacks [12–14]. The secure routing 
protocol   and the cryptography algorithm are used to pre-
vent the WSN system from the attacker [15] (Fig. 1).

In both commercial and military applications, wireless 
sensor networks (WSNs), a new subset of wireless networks, 
are quickly gaining recognition. To monitor changes in the 
environment or the state of physical objects, a wireless 
sensor network (WSN) is a wireless network made up of 
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scattered independent sensor devices. A WSN is made up of 
an interconnected system of tiny sensor nodes that can inter-
act and share data. These nodes gather environmental infor-
mation like pressure, humidity, temperature, or pollution 
levels and transmit it to a base station. The latter sends the 
information to a wired network, sets off an alarm, or initiates 
an action depending on the type and volume of data being 
observed. Typical applications include monitoring weather 
and forests, battle surveillance, physical environmental 
conditions, tracking animal and human movement in woods 
and along borders, and pollution detection. Wireless local 
area networks and they both employ the same transmission 
medium, which is air (WLANs). The key distinction is that 
sensors, unlike devices connected to local area networks, 
have a relatively limited energy source, typically a battery, 
which depletes quickly. Therefore, it becomes necessary to 
create new MAC protocols that are energy conscious. Since 
a  WSN has fewer resources than a typical WLAN, there is 
little doubt that the two are different. Common uses include 
weather and forest monitoring, battlefield.

Literature Survey

Tamilarasi and Santhi [16] presented wormhole attack detec-
tion with secure path detection using Particle Swarm Opti-
mization algorithm (PSO) in the wireless sensor network. 
The author presented the path detection in tree step of pro-
cess: in the first step, the author calculated the ‘K’ paths 
from source to using the ad hoc on demand multi-path dis-
tance vector protocol to reach the destination. In second step, 

wormhole path was determinated by changing the feedback 
data and detection data from the end station node which is 
identified by the source node. Finally, the PSO algorithm 
is used to detect the optimal path to the secure data trans-
mission. However, the routes generated by the PSO were 
considered only the energy; it failed to consider the distance.

Ahutu and El-Ocla [17] developed the MAC Centralized 
Routing Protocol (MCRP) to reduce the energy consumption 
of the nodes. The routing path identification and observation 
over the network topology were achieved using the high-
energy BS in MCRP. The wormhole attacks were effectively 
detected by implementing the centralized network intelli-
gence in the MCRP. However, the nodes in the network were 
consumed more energy during the initialization phase.

Aliady et al. [18] Ad-hoc On-Demand distance Vec-
tor (AODV) protocol proposed energy-saving solution to 
identify wormhole attack in WSN. The author described a 
two-step, energy-efficient solution for detecting wormhole 
attacks that are based on a connection between two nodes or 
nearby pieces of information. The sensor nodes are attached 
to the data transmission line that has been chosen in the first 
stage. The protocol is relieved from testing a later stage in 
the second step when a stage is passed. The proposed AODV 
successfully detected wormholes with 100% accuracy. How-
ever, the AODV’s   performance was examined in a static 
setting.

Mythili et al. [19] proposed Spatial and Energy Aware 
Trusted Dynamic Distance Source Routing (SEAT-DSR) 
protocol to increase the life time of the network, throughput, 
packet delivery radio and focus on the reduction of end-to-
end delay while data transmission in WSN. Moreover, the 
standard clustering algorithm and the new hierarchical trust 
mechanism are used in this work. This work improved the 
packet transfer rate of the data transmission in WSN using 
the SEAT-DSR algorithm. The communication range of the 
proposed method is 50 m which is one of the advantage of 
the system. However, the average packet transmission rate 
of the SEAT-DSR was less, because the malicious nodes 
exist in the network.

A secure cluster-based routing protocol (SCBRP) was 
developed which presented the secure energy-efficient trans-
mission in the Wireless Sensor Networks [20]. The SCBRP 
technique uses the firefly algorithm-based adaptive particle 
swarm optimisation in the wireless communication between 
source and the destination. To address energy-efficient-based 
clustering, safe routing, and security verification, the author 
divided this proposed work into three categories. In the first 
step, the multi-objective-based PSO algorithm used to clus-
ter the sensor node. In the second step, the data encryption, 
shortest path identification, and data integrity are the pro-
cesses used to achieve the secure routing. The fuzzy logic 
approach is verified the security level. This proposed method 
reduced the encryption time and decryption time. However, 

Fig. 1  WSN architecture
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the SCBRP technique does not analyse under large-scale 
environment.

One of the most challenging issues when developing a 
routing model for a wireless sensor network is energy effi-
ciency (WSN) [21]. Although a range of energy-efficient 
routing algorithms are meant to be used to carry data packets 
across cluster heads (CH), maintaining high scalability and 
extending network life in a wireless sensor network (WSN) 
environment are difficult undertakings. Data packets are 
distributed to the destination using the suggested Exponen-
tially Ant Lion Whale Optimization (E-ALWO) technique, 
resulting in an energy-efficient and trust-based routing archi-
tecture. The E-ALWO approach, on the other hand, was 
developed by fusing the idea of an exponentially weighted 
moving average (EWMA) with the algorithms for ant lion 
optimization (ALO) and whale optimization (WOA). On the 
other hand, a routing path finding algorithm was necessary.

The most important considerations for the effective 
design of protocols to provide multi-hop safe routing in 
Wireless Sensor Networks are lifetime optimization based 
on minimal energy usage and security (WSN) [22]. In this 
study, we put forth the Secured Quality of Service (QoS) 
aware Energy Efficient Routing Protocol, a brand-new rout-
ing protocol. This protocol is designed to increase WSN 
security while also utilising the most energy possible. It is 
based on trust and energy modelling. In the proposed work, 
a key-based security mechanism and an authentication tech-
nique are used to establish trust ratings. To increase com-
munication security, three separate trust scores—direct, indi-
rect, and overall—are computed. This paper also proposes a 
cluster-based secure routing method where the cluster head 
is selected for cluster-based safe routing based on QoS meas-
urements and trust scores. The secure routing method has 
been successfully finished by choosing the final path based 
on path-trust, energy, and hop count. In spite of this, disre-
gard the secure routing protocol.

Tiny sensor nodes make comprise a wireless sensor net-
work (WSN) [23]. The use of WSN in various fields has 
greatly increased during the past few years. The restricted 
processing capabilities of the sensor nodes and the security 
concerns of data transmission in the WSN limit the scope 
of WSN applications. Numerous algorithms using nature-
inspired optimization have been developed to address the 
issues of energy efficiency and security in WSN (NIO). In 
the proposed work, two NIO algorithms designed to achieve 
energy efficiency and security in WSN are tested against 
two opportunistic routing algorithms, namely the Intel-
ligent Opportunistic Routing Protocol (IOP) and Trust-
based Secure Intelligent Opportunistic Routing Protocol 
(TBSIOP). Nevertheless, ignoring the identification of safe 
routing protocol and node attack.

Effective connectivity with the data collecting centre and 
dependable data exchange between numerous sensors are 

the main problems with WSN [24]. Clustering is the most 
effective tactic for increasing WSN performance metrics. 
An efficient WSN solution is required to get around the 
clustering algorithms' drawbacks, such as lower cluster head 
(CH) lifetime. For this, an effective CH selection method, 
an optimised routing protocol, and trust management are 
necessary. It is recommended that a fuzzy type-2 logic-based 
clustering algorithm and the Cuckoo search optimization 
approach be used together to maximise the level of trust 
and, consequently, the network lifetime. A multi-hop routing 
approach and an intra-cluster communication method based 
on thresholds are also utilised to lessen the amount of energy 
lost from CHs that are far from the base station. Have to 
put your attention on locating secure routing protocols and 
attack-free routes.

For these uses, numerous algorithms and methods have 
been developed, but trust-based algorithms surpass tradi-
tional methods [25]. Data integrity, authenticity, and avail-
ability are all provided by a trust technique, which offers 
the highest level of security. Data overhead is a problem 
that arises when using the trust-based approach and causes 
other problems like congestion in the system. Additionally, 
it directly impacts the data aggregation process. As a result 
of these combined effects, the network's overall lifetime is 
significantly decreased. To resolve the issue, this paper sug-
gests using the RSAR protocol, short for realisable secure 
aware routing. The calculation of each sensor node's trust 
factor initiates the RSAR. Then, using the conditional tug of 
war optimisation technique, the values are estimated using 
the best trust inference model.

Rapid advancements in inter-node communication tech-
niques have been made possible by wireless sensor networks 
[26]. They are made out of sensor nodes that can sense, 
communicate, and compute. Routing algorithms will take 
measures to route the data from a node if it is unable to send 
data to the base station from a particular node in a WSN. 
To manage data routing in a clustered WSN, the suggested 
work deals with a routing algorithm based on trust aware-
ness and compression sensing data. Compressed sensing is 
typically used for data aggregation when the overhead of the 
sensor nodes is low. Numerous nature-inspired optimization 
techniques aim to achieve a balance between the quantity of 
messages delivered, the number of hops, the transmission 
distance, and the best trusted path.

Unmanned underwater vehicle systems (UWVS) are a 
new technology being used to explore underwater resources 
[27]. Due to the vulnerability of the UWSNs’ ecosystem to 
various security assaults, security is a crucial component. 
SEECR, a secure, energy-efficient, and cooperative routing 
strategy for UWSNs, is suggested by this study. SEECR is 
equipped with powerful and energy-efficient defence mecha-
nisms to fend off attacks in an underwater setting. SEECR 
uses cooperative routing to improve network performance. 
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To keep SEECR acceptable for underwater environments, 
minimum computation is used for security implementation 
when considering the resource-constrained UWSNs’ envi-
ronment. In this study, the performance of SEECR is com-
pared to that of AMCTD, a well-known routing protocol for 
UWSNs that stands for Adaptive Mobility of Courier Nodes 
in Threshold-optimised DBR.

Routing protocols (RPs) do not take into account node 
states during transmissions, such as a node's lifetime or net-
work congestion [28]. Given that each node requires a cer-
tain amount of energy to route or transmit information, node 
lifetime is crucial. However, QoS (Quality of Services) can 
increase network lifetimes, particularly in multi-path rout-
ing information selections. This research suggests the EHO-
ETQRP multi-path routing protocol for Internet of Things-
based WSNs, which is both energy-efficient and ideal in 
terms of QoS awareness (Wireless Sensor Networks). The 
trust and energy QoS factors are the focus of this work's 
objective function. By calculating costs related to conges-
tion and node lifetimes, the suggested protocol determined 
an ideal path for routing.

Security and energy consumption are the two main issues 
that wireless sensor networks (WSNs) face as a result of their 
characteristics of limited resources and dynamic topology 
[29]. Although trust-based solutions can now deal with a 
range of undesirable node behaviours, there are still a num-
ber of attacks, nodes that consume a lot of energy, and nodes 
that have a communication bottleneck. To address these 
issues, this study suggests a brand-new trust-based secure and 
energy-efficient routing protocol (TBSEER). Through adap-
tive direct, indirect, and energy trust values, TBSEER deter-
mines the comprehensive trust value, which can withstand 
attacks from black holes, selective forwarding, sinkholes, and 
hello floods. Additionally, the malicious nodes are quickly 
identified using the volatilization factor and adaptive penalty 
mechanism. Moreover identifiying the malicious node is a 
challenging need more secure routing protocol for choosing 
optimizes node for data transfer. Additionally, to further cut 
down on energy usage from repetitive calculations, the nodes 
only need to calculate the direct trust value, while the Sink 
determines the indirect trust value. The cluster heads then 
use the comprehensive trust value to determine which multi-
hop paths are the safest, actively avoiding wormhole attacks. 
According to the simulation results, the suggested TBSEER 
decreases network energy usage, expedites the detection of 
rogue nodes, and defends against all common assaults.

Due to its extensive use in practical applications, the scien-
tific community is giving the spread of technology in wireless 
sensor networks a lot of attention [30]. It has become a signifi-
cant technological advancement with great promise, because 
it gives users useful data about a particular area with the aid 
of real-time sensing. Due to their constraints in resources 
and infrastructure-less deployment, wireless sensor networks 

present a variety of issues that may affect how well the sys-
tem operates. For the improvement of WSNs, which is still a 
herculean endeavour, the most difficult concerns, like energy 
conservation, Consideration must be given to proper cluster 
head selection, secure data transit, and network lifetime exten-
sion. This research presents the energy-efficient trusted moth 
flame optimization clustering technique, which is secure and 
energy conscious. Utilising moth flame optimization, the most 
deserving, trustworthy head node is selected using the clus-
tered WSN framework. The fitness function in eeTMFO/GA 
is assessed in accordance with five crucial factors, provid-
ing direct trust measures such as average transmission time, 
elected node residual energy, connected node density, aver-
age cluster distance, and packet forwarding progress. Simula-
tion findings have demonstrated a significant improvement in 
energy conservation and network stability period enhance-
ment for eeTMFO/GA when compared to the present clus-
tering schemes, as well as when compared to the LEACH 
protocol and the HEED protocol (Table 1).

Challenges in WSN

The main issue with sensor networks is security. Most 
applications in the real world use wireless sensor networks 
(WSNs). WSNs are subject to several insider and outsider 
attack, and it can be difficult to recognise and defend against 
insider attacks. The clustered WSNs are typically threat-
ened by an insider attack, in which the attackers pick a few 
received data packets to discard. The unmanaged clustered 
environments in the network are to blame for this issue. 
This study suggests a reliable and secure routing system for 
choosing the node and protecting the data packet for WSNs 
to solve this issue. Both approaches rely on active trust to 
defend against various routing-related attacks.

Open Challenges

• The nodes in the network were consumed more energy; 
maintaining Energy in node is the biggest challenge in 
wireless sensor networks.

• The PSO’s route-generating algorithm only took into 
account energy-related variables; it ignored node dis-
tance.

• The AODV’s performance in the static environment was 
examined. The network's dynamic changes were unable 
to identify a secure routing path.

• Due to the presence of malicious nodes in the network, 
the SEAT-average DSR's packet transmission rate was 
lower. In order to secure the network and improve net-
work performance, malicious nodes need to be detected.
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• However, the SCBRP technique does not analyse under 
large-scale environment.

• To find the routing path, an optimization algorithm is 
required.

Conclusion

This study examines the many methods for delivering 
Energy and Secure Aware Routing Protocol for Wireless 
Sensor Networks, and also discusses the difficulties and 
approaches of various methods. The challenges related to 
various methods that maintain an Energy and Secure Aware 
Routing Protocol for Wireless Sensor Networks are also 
explained in this study, which is helpful for researchers. This 
research does a thorough analysis of energy efficiency and 
security routing techniques. Additionally, numerous strate-
gies and protocols linked to finding secure routing protocols, 
optimising energy usage, and methods to examine security-
related problems have been explored.
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