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Abstract

Many applications are developed with the quick emergence of the Internet of things (IoT) and wireless sensor networks
(WSNs) in the health sector. Healthcare applications that use wireless medical sensor networks (WMSNs) provide competent
communication solutions for enhancing people life. WMSNSs rely on highly sensitive and resource-constrained devices, so-
called sensors, that sense patients’ vital signs then send them through open channels via gateways to specialists. However,
these transmitted data from WMSNs can be manipulated by adversaries without data security, resulting in crucial conse-
quences. In light of this, efficient security solutions and authentication schemes are needed. Lately, researchers have focussed
highly on authentication for WMSNSs, and many schemes have been proposed to preserve privacy and security requirements.
These schemes face a lot of security and performance issues due to the constrained devices used. This paper presents a new
classification of authentication schemes in WMSNs based on its architecture; as far as we know, it is the first of its kind.
It also provides a comprehensive study of the existing authentication schemes in terms of security and performance. The
performance evaluation is based on experimental results. Moreover, it identifies some future research directions and recom-
mendations for designing authentication schemes in WMSNSs.

Keywords Authentication schemes - Healthcare applications - Resource constrained - Security - Wireless medical sensor

networks

Introduction

Recently, with the Covid-19 appearance and the spread of
this lethal epidemic worldwide, quarantine was a must for
the infected people. With the infected people being quaran-
tined, doctors had to watch their vital signs while minimis-
ing the amount of interaction with them to avoid getting
infected. In this context, IoT-based healthcare applications
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played a critical role in remote patient monitoring and pro-
viding real-time access to health data. Based on these pro-
vided data, professionals can provide treatments or diagnose
different diseases, where so many papers were proposed to
diagnose this pandemic from such data [1-4]. In addition,
these technical advances and services in e-health helped in
increasing human life expectancy [5]. This led to an abso-
lute need to develop sophisticated and well-designed elec-
tronic healthcare systems to provide a good life quality and
longer lifespan and reduce the outlay cost needed to visit
doctors. As it is known, tele-patient monitoring is one of
the e-health applications that use wireless medical sensor
networks (WMSNSs).

In order to provide these high-quality healthcare appli-
cations, WMSN was introduced in 1996 by Zimmerman
[6] a technology that helps in patient tele-monitoring and
many other applications. This technology can capture
vital health signs and transmit them to healthcare provid-
ers. They can use these health data in analysing or other
actions by professionals. WMSNSs can be seen as wear-
able or implantable devices connected to data sinks such
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as personal assistants (PDAs)/smart devices that transfer
the measured data to professionals via open channels for
decision-making. These devices are widely used in health-
care applications which helps in achieving higher and
better healthcare system values. In addition, this helps in
improving citizen’s life and increasing health indexes for
countries. Health indexes for each country can be found
detailed in [7].

The increased demand on WMSN for healthcare appli-
cations led to the development of a new international com-
munication standard IEEE 802. 15.6 [8] which presented
new lightweight communication protocols and lower power
sensor devices to expand the applications of WMSN. Many
healthcare systems are based on these devices and stand-
ards. Nevertheless, deploying these systems into the field
is not possible without considering data security. Security
failures in transferring patient lethal health data may lead to
death sometimes. Hence, the collected and transferred data
must be transmitted securely to authorised healthcare system
providers and professionals. Further, the aforesaid devices,
so-called sensors, are resource-constrained. Therefore, light-
weight security mechanisms are inevitable to ensure that
only legitimate authorities can access these vital data. In
addition, protecting these data from being manipulated must
be considered.

Among the used mechanisms to secure the WMSNs, we
have authentication schemes, where they can ensure that
only legitimate parties can access the transferred data and
ensure that the data are legitimate and does not get modified
by any adversary. Authentication schemes are considered
as first-level mechanisms that ensure privacy and security
requirements in WMSNs. The adoption of these schemes in
WMSN:Ss faces a lot of stability and performance issues due
to the low capabilities of the used devices. The main reason
for the aforementioned issues is the traditional cryptographic
primitives usually used to secure authentication schemes
such as RSA (Rivest—-Shamir—Adleman) cryptosystem.
These primitives put a lot of storage, calculation and energy
exhaustion on the devices used in such networks. Lately,
many techniques have been adopted to provide authentica-
tion schemes that are suitable and secure for WMSNSs, for
instance, using suitable cryptographic primitives. Among
these primitives, we have: bitwise operators, one-way hash,
symmetric encryption, elliptic curve cryptography (ECC),
and pairing-based cryptography (PBC). In recent years,
these primitives were widely adopted to secure the authen-
tication in WMSNSs.

In this paper, our contributions are summarised as
follows:

— Providing a literature review of the existing surveys on
authentication schemes for healthcare applications, we
also include the comparison between them.

SN Computer Science
A SPRINGER NATURE journal

— Discussing different security requirements and possible
attacks in authentication schemes in WMSNSs. In addi-
tion, discussing the most used verification techniques that
exists in the literature.

— Classifying studied authentication schemes based on
healthcare system architecture on two main classes: user-
based authentication schemes (UAS) and node-based
authentication schemes (NAS), and as far as we know
this is the first paper to classify authentication schemes
based on these classes.

— Discussing and comparing surveyed schemes along
with their strength and weaknesses in terms of security
requirements, attacks, formal security verification tech-
niques and performance costs.

— Evaluating the performance of studied schemes in terms:
computational, storage, communication and energy costs.
This evaluation is based on experimental results; we esti-
mate the computational and energy costs of the studied
schemes on an emulated WiSmote sensor platform.

— Providing directions of future research in the area of
authentication schemes for WMSNSs in order to design a
secure and efficient authentication schemes.

The remainder of this survey paper is structured as fol-
lows: in the next section, we discuss the existing surveys on
authentication schemes for healthcare applications. The third
and fourth sections present WMSNs and the background on
authentication schemes security, respectively. We present the
research methodology in the fifth section. In the sixth sec-
tion, the classification of authentication schemes in WMSNS5s
and discussing them are provided in details. The security and
performance evaluation is presented in the seventh section.
Finally, in the eighth section, we discuss some directions
of future research, and in the last section, we conclude our
work.

Existing Surveys on Authentication Schemes
for Healthcare Applications

Over the past decade, different studies and surveys have
been conducted for healthcare applications. Several of them
focussed on the security part and its application, giving a
general overview of security essentials while highlighting
the issues, requirements, and possible solutions, such as [9,
10]. In our study, we focussed only on surveys that included
authentication schemes in WMSNSs to be more specified. The
different existing surveys that are related to authentications
schemes in healthcare applications are listed in Table 1.
Ageel-ur-Rehman et al. [11] conducted a critical review
for some of the proposed authentication schemes for WBAN
(Wireless Body Area Network) as per IEEE standard. From
Table 1, we can notice that Ageel-ur-Rehman et al. [11]
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Table 1 Comparison of our

. . Survey paper
survey with existing surveys

Year SN CL SL  Security  Performance evaluation O/F

evaluation

SF FT CC SC EC CO
Ageel-ur-Rehman et al. [11] 2013 v/ * v * X X X X X X
Masdari and Ahmadzadeh [12] 2016 v v X X X X X X X
Wazid et al. [13] 2016 = v v v X v X X v v
Aslam et al. [14] 2017 X v v v X v X X X X
Joshi and Mohapatra [15] 2019 v * * X X X X X X *
Hussain et al. [16] 2019 v v v * X % X X X v
Sowjanya and Dasgupta [17] 2020 vV * 4 v oX X X X X 4
Narwal and Mohapatra [18] 2020 x v v v v X X X X v
Our survey - v v 4 v /7 / v v 4 4

SAS: surveyed authentication schemes, SN: using sensor node in systm model of SAS, CL: classification,
SL: surveying the literature of the SAS SF: security flaws in SAS, FT: formal security verification tech-
niques CC: computational cost evaluation of SAS, SC: storage cost evaluation of SAS EC: energy cost
evaluation of SAS, CO: communication overhead evaluation of SAS O/F: Open research issues/Future
research directions v indicates fully supported; X indicates not supported; * indicates partially supported

surveyed some of the literature authentication schemes
by discussing partially some of the security flaws in each
scheme. The authors highly focussed on IEEE standards
used in studied schemes and ignored the security and perfor-
mance issues. In the same paper, the classification approach
was not clear and cannot be generalised for future works.
This paper lacks a detailed security analysis and perfor-
mance evaluation.

Masdari and Ahmadzadeh [12] analysed the existing
authentication schemes in the WMSNSs field. Moreover,
they provided a classification based on the authentication
technique applied in each with a detailed illustration. In
addition, they highlighted the advantages and limitations of
each discussed scheme with a comparison of their capabili-
ties and features. For this paper’s shortcoming, the authors
did not give any security or performance analysis for the
studied schemes.

Wazid et al. [13] discussed the security requirements,
issues and threats that may face m-health systems. Moreover,
they gave a taxonomy of the proposed security protocols in
that period, demonstrating the strength and weaknesses in
each with its computation and communication costs com-
parison. At the end of the paper, the authors presented chal-
lenges in security protocols for m-Health systems. However,
the surveyed schemes did not fully address the sensor nodes
(most focussed on telecare medicine). Even though the
authors discussed security flaws, computational costs and
communication costs, they did not discuss verification tech-
niques, storage cost and energy cost, which are considered
as main factors that impact the reliability of the schemes.

Aslam et al. [14] reviewed the authentication schemes
that were proposed for telecare medicine and discussed
the strengths and weaknesses of each based on the ensured
security properties and computational cost. Moreover, they

classified the schemes into three major categories based
on the authentication factors. In the performance part, the
authors adopted an approach based on the number of oper-
ations to decide whether the user/server efficiency is high,
medium or low. Using this approach, the authors assumed
that all operations have the same costs, which is not valid
if we compare the performance of the studied schemes. In
this survey, we notice that all the studied schemes did not
include any sensor nodes in their system model (architec-
ture). In addition, in the performance evaluation part, it is
clear that the authors only compared the schemes based on
the computational costs; such comparison is not enough
to decide what schemes are more suitable and practical
for this field.

In 2019, Joshi and Mohapatra [15] discussed various
authentication schemes for WMSN/WBAN, pointing out
the design issues in the protocols. They also listed the four
types of authentication (crypto-based, biometric-based,
channel-based and proximity-based) along with security
requirements, and they concluded their work with future
directions. Besides, this paper did not discuss any security
or privacy issues or requirements. In addition, it lacks any
performance evaluation.

In the same year, Hussain et al. [16] reviewed various
authentication schemes with two types of classification.
They also compared the different authentication schemes
and highlighted their pros, cons, limitations, challenges,
performance evaluation and robustness against different
security attacks. However, the performance evaluation and
security analysis conducted are partial. Concerning the secu-
rity part, the authors only pointed out some of the found
attacks. The performance part discussed only a part of the
computational costs, and no storage/energy/communication
costs were dealt with. Such a study is incomplete and does
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not give detailed information on the short comes of surveyed
authentication schemes.

Recently, Sowjanya and Dasgupta [17] presented their
survey on symmetric and asymmetric key management pro-
tocols. They studied the relevant key management schemes
(symmetric and asymmetric) in a period of six years. Then,
they compared the schemes in terms of security features pro-
vided with a description of their pros and cons. However,
this paper lacks an in-depth classification for authentica-
tion schemes. Even though the authors mentioned that the
IoT devices used in WMSN are resource-constrained, they
focussed only on the security analysis and ignored the per-
formance issues. At the same time, Narwal and Mohapatra
[18] presented a detailed survey on security and authentica-
tion in WMSN. An extensive review of security require-
ments, threats, attack techniques and possible solutions.
Then they presented a classification of these security mech-
anisms focussing on the authentication approach, design,
development and classification. Authentication scheme
design steps are described in detail in this paper. In addi-
tion, adversary models and security protocols verifiers are
presented with future open issues and future recommenda-
tions. However, they did not evaluate authentication schemes
in terms of performance. However, this paper focussed on
security analysis and classification and ignored the perfor-
mance evaluation.

Based on the discussion above, we clearly notice that all
the surveys lack a detailed security or performance evalu-
ation for the studied schemes. These evaluations are con-
sidered critical factors in deciding what schemes are more
suitable and practical for this field. Therefore, conducting a
paper that gives detailed insight is needed. Unlike existing
surveys, this survey presents a new classification of authen-
tication schemes in WMSNs based on its architecture and
evaluates different studied schemes in terms of security and
performance. The performance evaluation is based on exper-
imental results, we estimate the computational and energy
costs of the studied schemes on an emulated WiSmote sen-
sor platform, and we implement different cryptographic
primitives using the RELIC Toolkit library. Moreover, we
present several directions of future research depending on
authentication schemes in WMSNSs.

Wireless Medical Sensor Networks

Wireless sensor networks (WSNs) are known to be a group
of connected sensors dedicated to sensing and monitoring
[19, 20]. These sensors, which can be denoted as nodes,
communicate and send the collected data through wireless
links (gateways). The collected information will be for-
warded to a central location (servers, databases, etc.) where
it will be used. On the other hand, IoT can be seen as a group
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of connected machines, devices, and many other forms of
physical, electronic equipment embedded with sensors dedi-
cated to sensing and monitoring. These sensors enable the
inter-connected devices to communicate and exchange data
over the Internet or other communications networks. In IoT
environment, embedded sensors send their data over the
internet directly using IP protocols or indirectly via gate-
way or in other manners. Conversely, in a WSN, the sensors
send the collected data to gateways that are responsible for
routing this information to servers via the internet or other
communication channels, and no direct communication shall
exist.

As WMSN is a sub-net of WSN that used in e-health, they
differ in terms of scale number where the WSN being larger
includes hundreds of nodes, when WMSN has a small scale
of about 20 nodes per body [21]. Moreover, WSN may com-
municate over kilometres, unlike WMSNSs that are limited
to metres. In addition, they are different in terms of energy
usage/consumption (WSN: batteries, solar, wind power.
WMSN: small batteries), calculation limitations (WSN
has more calculation power), accuracy (WMSNs are more
accurate than WSN), mobility (WMSN more mobile since
it is implanted or body mounted. WSN can be static), node
replacement and node size.

One of the many applications of WSN under IoT embed-
ded environments is e-health. Different sensors are being
implanted and used to monitor patients’ biological signs and
habits, making it easy to transfer this information to special-
ists for decision-making or even in sometimes automatically
injecting medicines [22]. The collected and sensed infor-
mation is being sent from the nodes to servers, specialists
for diagnostic or database records through gateways. This
technology in the health field gave the health specialists new
opportunities in healthcare and patient monitoring.

Architecture of WMSNs

Depending on the approach and the application domain, dif-
ferent architectures of WMSNs under IoT environments can
be seen in the literature. All the existing works in the litera-
ture share a basic three levels of architecture that exists in
all. This basic architecture should exist in any WMSN-based
e-health application under an IoT environment. Figure 1
shows the typical architecture of wireless medical sensor
networks that rely on three different primary levels:

Level 1: It represents a special type of sensors so-called
medical sensors. These nodes can measure, monitor and col-
lect a specific biological sign continuously. Then these col-
lected data are transferred to level 2 devices.

Level 2: Mainly can be seen as gateways (e.g. personal
digital assistants, PDAs, computers, and smartphones)
that represents the middle link between level 1 and level
3 devices, where they are responsible for transferring the



SN Computer Science (2022) 3: 382

Page50f25 382

e
.
.
,
7’
. L4
’
’ H
’ i
’ H
’ i
’ i
’ i
’ i
' i
: i
4 i
1 . ' ’
' i i
! i i 9
' \ & o
1 oo
! \ {0
1 ! Lo
| Vol l
1 | )
| N .
1N
|~ i 9 ”
1 . y &
i B
i [ ]
1
|
|
1
' i
\ i
! i
! i
\ i
\ H
\ i
\ |
\ i
\ 1
x \
\ \
\ H
\ i
A i
\ el
\
\
N
\
\
N
N
N s
~. Patient

Fig. 1 Architecture of wireless medical sensor networks

collected data from nodes in level 1 to end level 3 users via
open channels.

Level 3: The received data and information from level 2
devices are transferred to end-users via the internet at this
level. These users differ depending on the design of WMSN
where they can be: cloud, emergency physicians, profession-

als, service providers, data analysts, family members or even
the patient himself.

Medical Sensors

Wireless medical sensors are a special kind of IoT sensors
used to quantify physiologic metrics such as temperature,
blood pressure, heart rate, electrocardiogram (ECG), and
respiration. These sensors transmit the quantified biological
information to a control device worn on the body or placed
in an accessible location [23, 24]. Medical sensors can be
divided into implant node, clothes attached, and body sur-
face node(wearable). Each type can be seen and used differ-
ently [21, 25]. Mostly it can be seen as implanted or wear-
able devices. Due to it being related to the human body, it is
used in medical and healthcare applications.

The medical IoT sensors have many types according
to their functions, such as the electrocardiogram (ECG),

Emergency &
medical centers

electroencephalogram (EEG), blood pressure, and body
temperature sensors. For example, the ECG sensor is used
to monitor the heart rhythm and diagnose abnormal pat-
terns. However, an EEG sensor is used to test and detect
abnormalities in the brain’s electrical activities. For more
information about the types of medical sensors, we refer the
reader to [26].

Medical sensors are constrained IoT devices that have
many limitations. The primary limitations that should be
taken into consideration are [27-29]:

Bandwidth: These constrained IoT devices typically have
low data rates and mainly being used in simple applications
to transfer small amounts of data. This bandwidth limitation
limits the amount and speed of transmission. Therefore, it
is not possible to implement complex protocols on them.

Memory capacity: The RAM capacity on these devices
is minimal and variate from some to dozens of kilobytes.
In addition, the storage capacity in such devices is mini-
mal. The storage limitation requires only necessary data for
implementing communication and security protocols to be
stored.

Energy capacity: These devices are attached with power
sources (batteries) that have limited energy and have to be
recharged or replaced.

SN Computer Science
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Computation capacity: This is an indicator of the
amount of computing power a medical IoT sensor pos-
sesses. The computing power variate from low to medium
and mostly low, therefore, adopting lightweight communica-
tion and security protocols to operate correctly.

Based on the limitations mentioned above, medical IoT
sensors can be classified in terms of the capacities they hold.
The Internet Engineering Task Force (IETF) has a classifica-
tion for resource-constrained IoT devices (including medical
sensors) [28]. Using this classification, we focus our efforts
on medical sensors belonging to class 1 and class 2, given
that they are the only ones that support the security func-
tions and have enough power to run a protocol stack defined
explicitly for medical sensors.

WMSNS s for Healthcare Applications

Many e-health applications rely on WMSNS to achieve the
needed efficiency and quality. Due to the significant capa-
bilities that WMSN has, many new e-health applications in
the areas of medicine, home healthcare, patient monitoring,
and many more are being widely adopted [30-34].

In the following, we will list and describe a few of the
most general healthcare applications nowadays:

— Records: It represents different types of health reports,
and we can distinguish three forms of e-health record
usage.

— Electronic Health Record (EHR): An e-version of
patient’s overall health reports that contains a clear
description for the patient’s health, which should be
available securely to authorised users [31].

— Electronic Medical Record (EMR): An e-report
that contains the entire history of a single patient
from a specific clinic [32].

— Personal Health Record (PHR): A report where the
patient keeps his health-related data in secret, private
and a confidential spot [33].

— Remote health monitoring: Remote health monitoring
is an automatic medical service for monitoring patients’
vital signs through WMSNs. Different types of sensors
can be placed on/in the patient’s body to monitor his bio-
signs, such as heartbeats, blood pressure, and tempera-
ture. All the gathered and monitored data can be stored
in a control unit or transferred remotely.

— Assisted living: The usage of WMSNS in health also
offered a new type of healthcare where the patient can
stay at home while wearing wearable medical sensors.
These medical sensors continuously measure the physi-
ological signs of the patients. It can store and transfer
this data in a regular interval, or in another case; it can
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inject patients automatically with specific medicament
(e.g. in the case of blood sugar sensors, it can inject
insulin when needed). There is also the possibility of
raising the alarm to the nearest health centre when
needed.

— Telecare medicine Another field of e-health that uses
WMSN is telecare medicine. In this type, healthcare
services can be provided over a distance with the
help of information and communication technologies
(WMSNS5s) [30]. Using video and sensor technologies,
the doctor can prescribe medicament to patients with
the tele-sensed data from patients at a distance without
body presence.

Background on Authentication Schemes
Security

This section presents the essential security and privacy
requirements that must be achieved and the possible attacks
that must be resisted on authentication protocols in WMSN5s
for IoT environments. In addition, we present a brief descrip-
tion of the most used formal security techniques for authen-
tication schemes.

Security and Privacy Requirements

Authentication in WMSN for the IoT environment demands
strict security and privacy requirements to guarantee the
scheme quality. Down below, we mention the significant
security and privacy needs that must exist in any authenti-
cation protocol in WMSNss [14, 35, 36]:

Secrecy: It means that secrets like patient identity can
only be read by the authorised parties.

Integrity: Refers to preventing and ensuring that an unau-
thorised party cannot alter the data.

Authentication: It ensures that our communicating enti-
ties are legitimate and authentic.

Perfect forward secrecy: It ensures that any exposure in
secret long term keys (e.g. session keys) used in authentica-
tion does not compromise the secrecy of past session keys
established before this exposure took place.

Session key establishment: A session key must be estab-
lished between the sensor node/user and the server/user to
ensure the ongoing communication’s security.

Anonymity: It refers to the privacy and the protection of
the user’s real identity. The user’s real identity must not be
revealed by any means where it should be unidentifiable.

Untraceability: It guarantees that the adversary can not
trace the communication back to the user (or sensor node)
or any other participant in that session.
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Attacks on Authentication Schemes in WMSN

There exists a variety of attacks on authentication pro-
tocols in WMSNs. The most known attacks that must be
taken into consideration are described as follows [37-41]:

Man in the middle attack: The adversary alters the
communication secretly and intercepts the communication
messages between two parties or more(e. g. user, server
and sensor node). Here the adversary can modify or imper-
sonate one of the entities in addition to stealing authentica-
tion data. The adversary can start a communication with
one of the parties and send or receive critical data.

Replay attack: The adversary uses the captured data
(mostly authentication messages) after a successful eaves-
drop on the communication channel and maliciously replay
it to get access to the system or as a legitimate entity.

DoS attack: The adversary floods the network with
many captured or fake messages targeting the server or
sensor, preventing it from providing services compromis-
ing its availability. During this attack, the replayed mes-
sages tend to consume all the resources of the server or
sensor (storage, computation power and energy), stopping
it from processing any further requests.

Desynchronisation attack: It happens in schemes that
rely on updating secret information (e.g. IDs and secret
shared keys) in one of the authentication entities before
concluding the scheme. Here, the adversary either blocks
or modifies the updated data. Therefore, the scheme will
not run successfully in the next session because one of the
entities has a different value of secret information resulting
in a successful desynchronisation attack.

Impersonation attack: The adversary intercepts the
real identity of one of the legitimate communicating par-
ties or more to get access. We can distinguish two differ-
ent types of this attack, and in the context of 10T, we can
define a third type: server impersonation, user impersona-
tion and sensor impersonation.

Node capture attack: In this attack capturing a node
gives the adversary the ability to get a clear look at the
state of the authentication protocol. Capturing a node also
gives the adversary a hold on the cryptographic keys and
primitive used. Due to that, he can clone and redeploy
malicious nodes in the network.

Password guessing attack: The attacker tends to guess
the user’s password; this can happen when the attacker
intercepts an encrypted password then tries to match it
with pre-guessed passwords. It can also happen just by
trying to guess the password without any intercepted
passwords. The attacker can pre-compute thousands of
password dictionaries and try to match them to find the
unencrypted form of the password or generate thousands
of passwords per second and match them with the captured

one. This attack can take place in two possible ways:
online guessing attack and offline guessing attack.

Stolen mobile attack: The attacker tends to extract the
secret information stored in the smart card/mobile device to
access the system or duplicate the device.

Privileged insider attack: This attack can be perpetrated
on the system server by a person with authorised system
access. This person can steal, modify, or delete the user’s
information from the system server compromising his pri-
vacy and system integrity.

Stolen verifier attack: To reduce the risks, in most
authentication schemes that rely on passwords, the authen-
tication server stores user’s password verifier table rather
than the actual passwords. In this attack, the adversary steals
this table and then can impersonate a user.

Analytical attacks: In this attack, the adversary uses the
cryptanalysis of the intercepted messages to recover a cryp-
tographic key.

Wormbhole attack: This attack happens when an adver-
sary captures the transferred messages in a specific location
and tunnel it to another location to a second adversary who
replays it in another location area.

Formal Security Analysis Techniques

Researchers use a variety of security verification tech-
niques to validate and test the security of the authentication
schemes. Any scheme that does not contain any formal veri-
fication is considered incomplete. Here, we present the most
known and used security verification techniques.

AVISPA tool: It is widely used to validate the authen-
tication protocols in different environments because of the
modular and expressive formal language for specifying
protocols and their security properties that it provides. In
order to specify the protocol, AVISPA adopts a role-based
language called HLPSL (High-Level Protocol Specification
Language). Formal techniques are model-checking, attack
searcher, SAT and tree automate. These techniques can also
be seen as the four steps for validating a protocol in AVISPA
[42].

BAN-Logic: Burrows—Abadi—-Needham logic was first
presented by Burrows et al. in [43] to examine, verify and
prove the logical correctness of authentication schemes. It
consists of a set of logical rules that are used to define and
analyse information exchange protocols. For that, it follows
three steps to verify the messages: origin verification, fresh-
ness verification and Trustworthiness. It is widely used to
confirm the validity of authentication protocols.

Proverif: It is an automatic tool and symbolic protocol
verifier. It is based on the formal model Dolev—Yao and
the representation of protocols as Horn clauses. This tool
provides the following features: it supports and handles a
variety of cryptographic primitives, an unbound number of
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protocol sessions and unbound message space. It can prove
the following properties: authentication, secrecy and equiva-
lence between processes. [44].

ROM model: Bellare and Rogaway first presented it in
[45]. They mainly presented this new tool to give us the
ability to give a rigorous “security proof” for cryptographic
protocols [46]. It is a random chosen mathematical function
(typically a hash function) that responds to every unique
query with a random response chosen uniformly from its
output domain.

ROR model: Real Or Random Model is a widely used
technique to confirm the security of authentication schemes.
ROR is considered a key exchange protocol for two entities
authentication. In this technique, the pre-assumed adversary
can test, execute and send queries as many times as he wants.

Scyther: It is a push-button tool used for verification,
falsification and the analysis of security protocols. It has
the possibility of unbounded verification of cryptographic
protocols. It supports an unbounded number of sessions and
can analyse multi-protocols. The security protocols are rep-
resented in SPDL language in scyther [47].

Methodology

This research paper analyses publications related to authen-
tication schemes in healthcare applications using WMSN. In
order to collect relevant data on the subject, many publishers
of primary research literature were taken into consideration,
such as IEEE, Elsevier, Springer and ACM. We adopted the
following methodology for paper selection:

1. Searching the following electronic databases: Web of
Science, Scopus, IEEE Xplore, ScienceDirect, Direc-
tory of Open Access Journals (DOAJ) and JSTOR using
keywords that are relative to WMSN authentication.

2. Gathering papers from step 1.

3. Reducing number of papers by removing those that are
not peer-reviewed journals.

4. Pruning the papers and keeping only those that dealt
with the sensor as a main component.

5. Classifying papers into two types: user-based schemes
and node-based schemes.

Using the mentioned search databases in English and an
initial search for authentication in healthcare yielded more
than 85,000 literature results. We pruned the initial data-
set to include (“Wireless body area network™ or “WBAN”
or “ wireless medical sensor network” or “WMSN”) and
(“‘authentication scheme” or “authentication protocol””) and
(“healthcare application” or “health” or “e-health”). This
prune narrowed the dataset to more than 1,700 results. The
same dataset was refined to include only research papers
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from or in 2016. This refinement left us with a much
smaller dataset (1000 results). Again, we limited the search
to include propositions or improvements of authentication
schemes. Another refine to papers dataset to include only
papers that dealt with the sensor nodes as a main compo-
nent in the authentication process. However, we exclude the
schemes that only focus on the user side without interven-
ing the sensor node in the authentication scheme, such as
[48-50]. As a result, the number of surveyed schemes is 36.

We mention that we chose those that focus on the sen-
sor as one of the main components because the sensors are
being widely considered and applied in different fields of
IoT, healthcare systems in our case. Moreover, as we all
know, the sensor nodes face issues with classical crypto-
graphic algorithms in authentication due to their resource
constraints and limited capabilities.

Classification of Authentication Schemes
in WMSNs

Researchers adopted different classifications for authentica-
tion schemes in order to analyse their performance and be
appropriately classified. In our classification, we focussed
on authentication schemes in healthcare WMSNS. Figure 2
shows some of the possible classifications used to clas-
sify the authentication schemes in WMSNs. In Table 2, we
classified the surveyed schemes based on three categories:
authentication factors, cryptographic primitives and archi-
tecture-based, in other words, system component-based.
For more detailed classification to better understand the
schemes, we have adopted a new classification so-called
“system component based” or “architecture based” classifi-
cation. Moreover, this classification is based on the involved
communicating entities in WMSN that can be seen as user,
nodes, server and gateways. The architecture classification
that enables different medical scenarios (medical applica-
tions). The possible medical applications differ based on
the communication between the entities. The main reason
to adopt this classification is that we noticed that the litera-
ture contains different WMSN architectures that varieties
depending on the possible medical scenarios that it will be
applied on. In this classification, we can distinguish between
user-based authentication schemes (UAS) and node-based
authentication schemes (NAS). Different system architec-
ture models (different entities) enable different applications.
For example, telecare and living application need to com-
municate with the user (e.g. doctor) via WMSN. For these
reasons, we use user-based schemes. Moreover, in the per-
sonal records application, the communication is focussed
only between entities of WMSN (sensors and gateway); the
node-based schemes are suitable for this scenario.



SN Computer Science (2022) 3: 382

Page9of25 382

Fig. 2 Classification of authen-
tication schemes in WMSNs

Classification of the scheme
basedon

Authentication

factors

One factor

Two factors

Three factors

Table 2 Classification of the studied authentication schemes in WMSNs

Cryptographic
primitives

Architecture

One way hash

Symmetric
encryption

Asymmetric

encryption User based

Node based

Classification Scheme

Authentication factor Two factor
Three factor

Cryptographic primitives Hash function

[S1]1[52] [53] [54] [55] [56] [57] [58] [59]
[60][61] [62][63] [64][65] [66] [671[68] [691[70] [71][72] [73][74] [75]
[60] [61] [62][76] [63][51] [64]1[65] [52] [771[53] [78][54] [791[80] [81][82] [66] [55]

[68] [83][69] [701[71] [561[57]1 [72][58] [731[84] [741[591[75] [85]

Symmetric cryptography
Asymmetric cryptography
Architecture Node authentication schemes

User authentication schemes

[61][63] [65][53] [66] [56]1[58][75]

[62][64] [52][81] [55]1[68] [711[57] [731[74] [85]

[76] [771178] [791180] [811[82] [83][841[85]

[60][61] [62][63] [51][64] [65][52] [53] [54][66] [55] [67][68] [69][70] [71][56] [57]

[72] [581[73] [74]1[59][75]

We based our classification choice on the fact that a
fair comparison between different schemes in terms of
security and performance cannot be made unless we
divide the schemes into UAS and NAS due to the fol-
lowing reasons: there are some specific attacks on the
user side, an overhead comparison cannot be made since
the user schemes have one more communication entity.
Therefore, we cannot compare a scheme that has a user
with another that does not have. Therefore, in order to
give the performance evaluation more credibility, we
adopted the Architecture-based classification. We will
describe the two architectures with a presentation and
a brief description of the related scheme in each class.
Figure 3 shows different components of each architecture.

Bellow, we present different studied schemes accord-
ing to their architecture classification. A Discussion on
their strengths and limitations in terms of security and
performance will be presented in Sect. 7.

User-Based Authentication Schemes (UAS)

In this class, we notice three main system components: user,
gateway node and sensor node. The authentication process
is mutual between every two entities in the scheme: user-
gateway, gateway-sensor and user-sensor and vice versa.
The user can use a smart card/mobile to authenticate in this
class. He may also only use a password. In this class, the
communication channels between two entities are open and
insecure; therefore, they are vulnerable to several attacks.
Many authors adopted the authentication factors in UAS as
a means to increase the security of the authentication and
make sure that the user is legitimate. Authentication factors
variate depending on the usage and the authors; we may find
one factor (1FA) password, two factors (2FA) password and
smart card/mobile, or even three factors (3FA) which include
all the stated factors plus biometrics. Mostly, in UAS, we
can find two categories 2FA and 3FA, used to increase the
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Fig.3 NAS and UAS architectures

security level of the user’s authentication. In order to ease
the presentation of UAS that we surveyed, we decided to
divide the schemes into two categories: UAS with (2FA)
and UAS (3FA).

UAS with Two-Factor Authentication

He et al. [53] proposed a new scheme for WBAN. The
authors took Kumar et al.’s scheme [86] as a reference and
they proposed their new scheme to overcome the security
flaws found in it. Later, Wu et al. [58] proposed a new anon-
ymous mutual authentication protocol that mainly focussed
on improving and filling the security flaws found in [53]
such as impersonation attack, offline guessing and sensor
node attack. Srinivas et al. [56] pointed out the security flaws
in [58]. Then they proposed their new symmetric key-based
authentication scheme.

Liu and Chung [55] proposed a user authentication
scheme using bilinear pairing with a trusted authority.
The scheme grants only legal, medical personnel access
to patient information. In [51], Amin et al. designed a
new authentication scheme for mobile users that focussed
on anonymity and also presented their architecture for
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patient-monitoring healthcare systems in WMSN. The
authors in [51] minimised the transmission distance and
thus saved more power consumption that was going to
be used in long-distance communication. Recently the
authors of [54] analysed Amin et al.’s scheme [51] and
showed its security drawbacks. Jiang et al. [54] presented
a two-factor authentication protocol on quadratic residues
with fuzzy verifiers as an improved version for the one
proposed in [51].

Wazid et al. [57] derived by the security and privacy
issues such as leakage of health data and malfunctioning of
WBANSs by unauthorised access proposed their new scheme.
Ever et al. [52] aimed at improving existing authentication
schemes by protecting healthcare infrastructures against
potential, well-known attacks while minimising the over-
head, so they presented an anonymous-based user authen-
tication scheme.

Recently Masud et al. [59] proposed a new two authen-
tication factor scheme for IoT healthcare applications. The
main goal of the authors in this scheme was to preserve the
anonymity of users. Table3 presents the main goals of each
two-factor UAS scheme and the crypto-primitives that were
used in its design.
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Table 3 Summary of UAS with two-factor authentication

Scheme Year Method Goal Tools
He et al. [53] 2015 Symmetric encryption, Hash Lightweight scheme Improving the flaws of [86] BAN-Logic
Wu et al. [58] 2017 Symmetric Encryption, Hash Improving the flaws of [53] Proverif
Wazid et al. [57] 2017 ECC, Hash Preventing leakage of health data Mutual secure ~ AVISPA
authentication
Liu and Chung [55] 2017 Bilinear pairing+Hash Establishing secure communication between a
user and a sensor node
Srinivas et al. [56] 2017 Symmetric Encryption, hash Ensuring privacy Ensure secure and authorised ~ AVISPA

Jiang et al. [54] 2017 Quadratic residues, Fuzzy verifiers, Hash
Amin et al. [51] 2018 Hash
Masud et al. [59] 2021 Hash

- Minimising the transmission distance - Saving

- Preserving the anonymity of users - Permiting

communication Overcoming the flaws of [58]

Endtoend mutual authentication - Overcoming

the flaws of [51]

AVISPA, BAN-Logic
more power consumption - Session key negotia-

tion protocol

AVISPA

the registered and verified users to access the

medical networks through secure sessions

UAS with Three-Factor Authentication

In 2016, Li et al. [66] presented their new authentication pro-
tocol for WMSNS. In their work, they discussed the flaws in
He et al.’s work [53] and presented their new work to over-
come the drawbacks in He et al.’s protocol. Later, Das et al.
[65] presented their new scheme that was mainly derived by
Li et al. [66] and He et al. [53] schemes and the flaws they
found in both. The authors reviewed both protocols in [66]
and [53] then showed that Li et al. [66] suffered from vari-
ous attacks and design flaws, He al.’s scheme [53] suffered
from the same attacks.

Challa et al. [64] proposed an ECC-based three-factor
user authentication scheme for a healthcare system using
WSN. The authors proposed a provably secure three-factor
authentication and key agreement protocol to counter the
security limitations found in Liu-Chung’s scheme [55].

Soni et al. [71] presented a new scheme for WMSNSs.
Soni et al. [71] pointed out that Challa et al.’s [64] proto-
col is flawed with session key disclosure attack and forgery
attack and introduced an improved protocol. Ali et al. [62]
reviewed the schemes in [55, 64] and showed that they have
severe flaws and fail to fulfil all the security requirements.
Based on these flaws, the authors presented an improved
three-factor(smartcard, biometric, password) authentication
scheme for WMSNSs to overcome the pitfalls in Liu-Chung
and Challa et al.’s schemes, also mitigating the weaknesses
found in both papers using hash and ECC.

In 2018 Wazid et al. [72] proposed a new user authen-
tication that uses the could in the authentication process.
They mainly focussed on presenting a scheme that allows
mutual authentication between a user and personal server
connected to WBAN via the healthcare server situated at
the cloud. Ali et al. [61] proposed their new enhanced

three-factor authentication scheme for WMSNSs. In, this
work the authors reviewed Amin et al.’s scheme [51] and
pointed out the flaws that they found in it. Based on the
flaws found, they designed their new scheme to overcome
the flaws found. To secure the communication process and
the authentication, they used one-way hash and symmetric
encryption.

Mao et al. [68] proposed a trusted authority assisted
authentication WMSN. This new protocol was an improved
protocol for Wazid et al.’s scheme [57] and aimed to over-
come the flaws found in Wazid et al.’s scheme [57].

Lately, in 2018, Sharma et al. [69] presented a remote
patient monitoring authentication scheme-based on-body
sensors for cloud-IoT-based healthcare services. Alzahrani
et al. [63] reviewed the scheme of Sharma et al. [69] and
pointed out the flaws they found in it, then they presented
their new improved remote patient-monitoring authentica-
tion protocol for cloud-IoT. Derived by the lack of a secure
enough scheme for patient health monitoring and a cloud-
based environment for patient health monitoring.

Recently Liu et al. [67] proposed a robust authentication
scheme with a dynamic password for WMSNs. The authors
adopted a custom password computation algorithm to make
each login round’s password confidential and dynamic and
resist the personal information disclosure attack. Such new
addition made it the first authentication scheme that adopts
a computable dynamic password for WMSNSs. Aghili et al.
[60] reviewed the ZZTL scheme [87] and pointed out its
flaws. Derived by these flaws, and the need for a secure
and energy-efficient protocol that not only provides secure
authentication but also satisfies access control and preserves
the privacy of doctors and patients with ownership trans-
fer possibility, the authors proposed their new lightweight
scheme.
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Shuai et al. [70] proposed their new authentication
scheme for remote patient monitoring using WMSNs. The
authors pointed out that most of the previous proposed light-
weight schemes lacked forward secrecy and suffered from
the desynchronisation attack. Therefore, they presented their
new authentication scheme for remote patient monitoring
using WMSNS. In 2020, Xu et al. [73] reviewed and pointed
out the flaws found in Soni et al.’s scheme [71], then they
presented their improved authentication scheme for WMSNs
using Rabin cryptosystem and chaotic maps, in which they
established a secure session key at a minimum cost. The
security of their scheme is based on the hardness of large
number prime factorisation and Chebyshev chaotic Diffie-
Hellman problem.

Khalid et al. [74] proposed a new multi-server authen-
tication scheme for WMSN. This scheme is suitable for
cloud IoT-based healthcare applications. Derived by the
lack of papers that dealt with multi-server environments,
the authors presented their new scheme that can be applied
on such environments. Lately, Shadi Nashwan [75] proposed
an end-to-end scheme with enhanced security for health-
care IoT systems. This scheme supports a flexible and robust
authentication process. Moreover, the authors assumed that
it ensures simultaneous anonymity of the patient and physi-
cian’s simultaneous anonymity and perfect forward secrecy
services. To ensure the mentioned requirements, the authors
adopted an approach based on symmetric encryption and
one-way hash.

Table 4 presents the main goals of each tree-factor UAS
scheme and the crypto-primitives that were used in its
design.

Node-Based Authentication Schemes (NAS)

In this class, the user is not one of the main participants.
Therefore, the components treated in this authentication are
gateway nodes and sensor nodes. Mutual authentication is
done between either gateway and gateway, gateway and sen-
sor, sensor and gateway or sensor and sensor depending on
how many hops the architecture has. The communication
between these participants is also considered insecure and
vulnerable to several attacks. There may exist different types
of sensor nodes and gateways in this type and. Sensors can
also authenticate with each other. For example, an authenti-
cation between controller sensor nodes (super-nodes which
is a special kind of WMSNSs that communicate with different
types of WMSN implants/wearables and collect or receive
data from it in order to send it to the servers via gateways)
and sensor nodes is needed (the implantable or wearable
WMSN devices). In the following, there is a description of
the surveyed schemes for this class.

In 2016, Ibrahim et al. [78] proposed their new two-
tier WBAN authentication scheme. This scheme is the
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first literature that focuses on two-tire WBAN and does
not include user authentication. Li et al. [82] proposed an
authentication and key agreement scheme that is lightweight
enough and suitable for WBAN sensor nodes. This scheme
also considers node anonymity; in addition, it is suitable for
two-hop centralised WBAN architecture. Later, Koya and
Deepthi [80], Gupta et al. [77], and Kompara et al. [79]
found that this scheme was vulnerable to several attacks.
Koya and Deepthi [80] proposed a new scheme based on
improving Li et al.’s scheme [82]. The authors reviewed
Li et al.’s scheme, highlighted the security flaws found and
proposed a new scheme based on physiological signals to
resolve the flaws. However, using physiological signals
requires all sensor nodes to measure the same physiological
signal and implies extra computational costs in collecting
and transforming data, resulting in more power consumption.

Gupta et al. [77] presented a new scheme to fulfil all the
security and privacy requirements in WMSN-based health-
care systems. In addition, the authors reviewed Li et al.’s
scheme [82] and pointed out the flaws they found in it. In
Kompara et al. [79] the authors focussed on proposing a new
authentication scheme that provides anonymity and untrace-
ability of the sensor nodes in addition to confidentiality and
mutual authentication of the communicating parties. They
reviewed Li et al.’s scheme [82] and pointed out the flaws
they found in it. However, later Rehman et al. [83] found
it to be vulnerable. Rehman et al. [83] reviewed Kompara
et al. [79]’s scheme and showed the security flaws that they
found. Based on this, the authors proposed an authentica-
tion scheme that shows efficiency to protect against various
known cyber-attacks, especially the base station compro-
mise attack and sensor node impersonation attack. However,
Rehman et al. [88] pointed it to be vulnerable.

Lately, Rehman et al. [88] proposed a new authentica-
tion scheme that represents an extension for their previous
work [83]. The authors based their approach on combining
physiological signs and lightweight cryptographic primi-
tives (hash and XOR), resulting in a hybrid scheme. The
extracted features from biological signs generate a bio key
that enhances the authentication process, resilience against
key escrow, anonymous unlinkable sessions.

Xu et al. [84] proposed their new lightweight authentica-
tion scheme. The main focus of this scheme was to save the
resources in WMSNSs. In this work, the authors discussed
that most of the previous works in lightweight schemes
depend on asymmetric encryption that is resource consum-
ing and also these works suffer from various security vulner-
abilities, especially the lack of forward secrecy. Empowered
by the mentioned problems, Xu et al. [84] proposed their
new scheme based on a two-hop centralised architecture.
Kumar and Chand [81] due to the nature of WMSN being
IoT constrained devices, they adopted the cloud environment
to facilitate the storage and computation. Moreover, due to
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Table 4 Summary of UAS with three-factor authentication

Scheme Year

Method

Goals

Tools

Li et al. [66] 2016
Das et al. [65] 2017
Ever et al. [52] 2018

Challa et al. [64] 2018

Wazid et al. [72] 2018

Mao et al. [68] 2018

Ali et al. [61] 2018
Liu et al. [67] 2019

Sharma et al. [69] 2019

Soni et al. [71] 2019

Aghili et al. [60] 2019

Shuai et al. [70] 2019

Xu et al. [73] 2020

Alzahrani et al. [63] 2020

Ali et al. [62] 2020

Khalidetal. [74] 2021

Shadi Nashwan [75] 2021

Symmetric Encryption, Hash, Bio Hash Overcoming the flaws in [53] A new wrong

password detection mechanism

Symmetric Encryption, Hash, Bio Hash Overcoming the flaws in [53, 66] Enhancing

ECC, Symmetric Encryption, Hash

ECC, Hash, Bio Hash

Hash, Bio Hash

ECC, Hash, Fuzzy verifier

Symmetric encryption, Hash
Hash, fuzzy extractor

Hash

ECC, Hash

Hash

Hash

Chebyshev, Hash

the security of [66]

Protecting healthcare infrastructures Mini-
mising overheads

- Overcoming the flaws found in [55]
- Adopting a low bio-hash function -
Providing a lightweight three-factor
authentication

- Using the could in the authentication -
Reducing the overheads by adopting cloud
- Providing essential management process
for secret keys establishment

- Overcoming the flaws found in [57] -
Introducing the fuzzy verifier to prevent
offline guessing attacks - Secure local
login - Secure biometric template

- Overcoming the flaws found in [51]

Providing a lightweight scheme - Dyna-
micity and randomness-based approaches
- Dynamic secure passwords - Continu-
ously updated pseudo identities
- Providing a lightweight scheme - Adopt-
ing mobiles in the authentication process
- Overcoming the flaws found in [64] - New
secure mechanism for developing a three-
factor authentication - Providing support
for revocation and re-registration of users

- Overcoming the flaws found in [87] - Pro-
viding access control liability for users -
Considering ownership transfer possibility

- Providing protection against forward
secrecy and desynchronisation - Providing
a low cost scheme - Pseudo-identities to
achieve anonymity

- Securing the session establishment using
Rabin cryptosystem and chaotic maps
- Overcoming the flaws found in [71] -
Reducing the costs in [71]

Symmetric Encryption, Hash, Bio Hash - Overcoming the flaws found in [69] -

ECC, Hash

ECC, Hash

Symmetric Encryption, Hash

Adopting a cloud-based environment

- Overcoming the found flaws in [55, 64] -
Providing a suitable lightweight scheme
for WMSNs

Adopting cloud environment - Provid-
ing a scheme that supports multi-server
environments - Protection against the
well-known attacks

- Providing simultaneous anonymity - Pro-
viding perfect forward secrecy services

AVISPA, BAN-Logic
AVISPA, BAN-Logic
AVISPA, ROM

AVISPA, BAN-Logic, ROR

ROR

ROM, ROR

AVISPA, BAN-Logic
AVISPA, BAN-Logic

AVISPA

AVISPA, BAN-Logic

Proverif

BAN-Logic

BAN-Logic, ROM

BAN-Logic, ROM, Proverif

AVISPA, BAN-Logic

BAN-Logic

BAN-Logic

the open security challenges of the cloud and wireless com-
munication, they proposed their new identity-based anony-
mous authentication and key agreement protocol for WMSN
in the cloud-assisted environment so-called (IBAAKA).

Almuhaideb and Alqudaihi [76] proposed a new authenti-
cation scheme for WBANSs. The lack of nodes anonymity,
key management, and size in the recently proposed schemes
guided this work. To achieve that, they proposed a new
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Table 5 Summary of the studied NAS

Scheme Year Method Goals Tools

Ibrahim et al. [78] 2016 Hash - Two-tier WMSN authentication - Providing a lightweight BAN-Logic
scheme

Li et al. [82] 2017 Hash - Providing a lightweight scheme - Preserving node ano- AVISPA, BAN-Logic
nymity

Koya & Deepthi [80] 2018 Hash - Overcoming the flaws found in [82] - Using physiological ~AVISPA, BAN-Logic
signals to provide extra security features

Xu et al. [84] 2019 Hash - Saving the resources in WMSN - Two-hop centralised Proverif
architecture - Providing a lightweight scheme

Kompara et al. [79] 2019 Hash - Overcoming the flaws found in [82] - Providing nodes AVISPA, BAN-Logic, Scyther
anonymity and untraceability - Providing a lows cost
scheme

Gupta et al. [77] 2020 Hash - Overcoming the flaws found in [82] - Providing a light- AVISPA, BAN-Logic, ROR
weight scheme

Kumar and Chand [81] 2020 ECC - Adopting the cloud environment to facilitate the storage ROM
and computation

Rehman et al. [83] 2020 Hash - Overcoming the flaws in [79] - Protecting against base AVISPA, BAN-Logic
station compromise attack and sensor node impersonation
attack - Providing a low cost scheme

Almuhaideb & Alqudaihi [76] 2020 Hash - Providing nodes anonymity - Key management, and size =~ BAN-Logic

Wan et al. [85] 2021 ECC, Hash - Continuous authentication scheme - Protecting against BAN-Logic

Rehman et al. [88] 2021

impersonation and sensor node capture attacks - Using
physiological signals that are hard to imitate

Hash - Improving the previous work [83] - Combining physi-
ological signs and lightweight cryptographic primitives

for extra protection

AVISPA, BAN-Logic

scheme that consists of two protocols, one for authentica-
tion and the other for re-authentication. They also adopted
high randomness of the security parameters approach to
provide higher protection as a trade-off between security
and efficiency. Recently, Wan et al. [85] proposed a continu-
ous authentication scheme based on physiological signals.
The authors based their scheme on two main entities, sensor
node and personal server, defined as PDA. The authors used
different approaches in this scheme to overcome the imper-
sonation and sensor node capture attacks. First, they used
physiological signals to ensure it is impossible to imperson-
ate any of the entities. Moreover, They used a continuous
authentication process that happens periodically after several
sessions to ensure that all the sensors were legitimate and
did not fall for node capture attacks.

Table5 presents the main goals of each two-factor scheme
and the crypto-primitives that were used in its design.

Evaluation and Analysis

This section discusses different security requirements and
attacks on the surveyed schemes and different formal secu-
rity techniques used. In addition, we evaluate the perfor-
mance of the studied schemes.
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Security Evaluation

Table 6 shows different attacks and requirements failures
that were found and pointed out in the surveyed schemes.
The different attacks presented here are found by other
authors who proposed improvements or new schemes (see
the column Ref.). We should point out that the blank cell in
column ref indicates that no work has presented flaws in that
scheme. We can see that not a single scheme succeeded in
ensuring or proving all security and privacy requirements. In
the following, we discuss the observed results, their reasons
and important recommendations.

— We can see that several studied schemes fail to preserve
the anonymity and compromise the integrity of the pro-
cess, for example, [59, 69, 79, 80]. Such a failure can be
fixed by: (1) never passing the IDs in plain-text over an
insecure communication channel, (2) using the collision-
resistant property of the one-way hash function to pass
the IDs when necessary as in [70], and (3) using pseudo-
random IDs for the authentication process.

— Areplay attack is also observed to be spread in the stud-
ied scheme, for instance; [65, 79]. One of the many coun-
termeasures for this attack is using random numbers and
time stamps.
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Table 6 Different security requirements and attacks in the surveyed schemes

Scheme Class FA FT Al A2 A3 A4 A5 A6 A7 A8 A9 Al10 All Al2 Al3 Ref.
Ibrahim et al. [78] NAS 1 Y Y Y - Y N Y N Y - - - N [80]
Liet al. [82] NAS 2 N Y N - N Y N N N N - Y Y [77] [76]
Koya & Deepthi [80] NAS 2 N N N - Y Y N Y N N - - Y [79] [84]
Xu et al. [84] NAS 1 N - N - N Y N N N N - - N [89] [76]
Kompara et al. [79] NAS 3 N Y N - Y - Y N N - - - - [77] [83]
Gupta et al. [77] NAS 3 Y Y Y - Y - Y Y Y N - Y - [76]
Kumar and Chand [81] NAS 1 Y N N - N - - Y - - - - Y [90]
Rehman et al. [83] NAS 2 Y Y Y - Y N Y Y - - - - [88]
Almuhaideb & Alqudaihi [76] NAS 1 Y Y - - - - Y Y - Y - - -

Wan et al. [85] NAS 1 Y Y - - Y - Y Y Y - - - -

Rehman et al. [88] NAS 2 Y Y Y - Y Y Y Y - - - - -

He et al. [53] UAS 2 1 Y - - - N - - N N N Y Y Y [66] [58]
Li et al. [66] UAS 3 2 N - - N N - Y N N Y Y N Y [65]

Wu et al. [58] UAS 2 1 Y - - N N Y - N Y N N Y - [56]
Wazid et al. [57] UAS 2 1 Y Y Y Y N - Y N Y N Y Y Y [68]

Das et al. [65] UAS 3 2 Y N - N N N N N - N Y Y Y [91]

Liu and Chung [55] UAS 2 N - - - N - Y N - N N N Y [64]
Srinivas et al. [56] UAS 2 1 Y N - Y N - Y Y N Y Y Y N [52]
Jiang et al. [54] UAS 2 Y Y Y N Y Y Y Y - - Y N - [92]
Ever et al. [52] UAS 2 2 Y Y - - Y - Y Y Y Y Y Y Y

Amin et al. [51] UAS 2 2 N Y Y N Y N Y Y - Y N N N [93] [54]
Challa et al. [64] UAS 3 3 N N - Y N - Y Y N N Y Y [71] [62]
Wazid et al. [72] UAS 3 1 Y - Y Y Y - Y Y - Y - Y -

Mao et al. [68] UAS 3 2 Y Y Y Y Y - Y - N Y Y N Y [67]

Ali et al. [61] UAS 3 2 Y N Y - - N Y Y Y N Y N - [94]

Liu et al. [67] UAS 3 2 Y - Y - - - Y Y Y Y Y Y -

Sharma et al. [69] UAS 3 1 N Y Y Y N - Y N - N N Y Y [63]
Soni et al. [71] UAS 3 2 Y N Y Y Y - Y Y N Y Y Y - [73]
Aghili et al. [60] UAS 3 1 Y N Y Y - N Y N - Y Y Y - [95]
Shuai et al. [70] UAS 3 1 Y Y - - - Y Y Y - N Y N Y [94]

Xu et al. [73] UAS 3 2 Y Y - Y Y Y - Y Y - Y -

Alzahrani et al. [63] UAS 3 3 Y Y Y - Y - Y Y - Y Y Y Y

Ali et al. [62] UAS 3 2 Y - - Y Y - Y Y - Y Y Y -

Masud et al. [59] UAS 2 1 N Y Y Y Y N Y N - N - N - [96]
Khalid et al. [74] UAS 3 1 Y Y - - Y - Y Y - Y Y Y Y

Shadi Nashwan [75] UAS 3 1 Y Y Y - Y Y Y Y - Y Y - Y

FA: Authentication factors, 2/3 FT: Number of security verification techniques used Al: Achieve anonymity of communication parties, A2:
Achieve perfect forward secrecy, A3: Achieve untraceability, A4: Resist DoS attack A5: Resist MITM attack, A6: Resist desynchronisation
attack, A7: Resist replay attack, A8: Resist impersonation attack A9: Sensor node capture A10: Resist guessing attacks, A11: Resist smart card/
mobile stolen A12: Resist insider attack, A13: Resist stolen verifier attack

— Many of the surveyed schemes suffer from impersona-
tion attacks where the adversary can impersonate one
or more communication parties (node, user, gateway).
Some of the reasons that may lead to this attack are:

— Stealing secret user information and node’s iden-
tity. The identity of the communicating parties
must be anonymous to avoid such conflicts.

— Replay attack where the adversary replays the com-
munication between communicating parties with-
out getting detected, misleadingly assuming that
communicating parties communicate directly.

To counter such an attack, there exist many counter-
measures such as:
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Fig.4 Security verification 2
techniques used in the studied
schemes
21

20
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AVISPA

- The continued use of an access control list
(ACL), focussing on using MAC addresses.
— Generating bio-keys to overcome shortcomings of
IoT sensor node impersonation attack [83, 85, 88].
— Using combinations of password, smart card and
biometrics as authentication factors, like in [63, 64].
— Adopting the techniques mentioned above to protect
against replay attack and preserve anonymity.

— Some schemes do not resist node capture attacks, such as
[65, 80]. This flaw is due to the cryptographic keys get-
ting compromised and exposed by adversaries. Therefore,
keys used for securing communication in WMSNSs should
be periodically updated. Capturing a node may lead to
cloning it. Therefore, an approach to detect cloned nodes
must be adopted. A mechanism to detect compromised
keys also need to be adopted. In addition, the legitimate
nodes that used compromised keys must be updated with
new keys.

— In addition, we can see that a guessing attack often
appears in the table, especially on the node side, where
an adversary can lunch a guessing attack on the nodes
to recover the critical data it holds and to protect against
such attack.

After reviewing the security flaws found in the literature
surveyed schemes, we can summarise that insider, password
guessing, replay, impersonation, node capture and smart
card loss attack are the most common attacks/risks on the
authentication schemes. Most of the mentioned attacks can-
not be formally verified.

SN Computer Science
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About the verification techniques, Table 6 (column of FT)
and Fig. 4 present statistics of security verification tech-
niques used in the studied schemes. We can see that most of
the surveyed schemes 97% used one or more of the verifica-
tion techniques to enhance their scheme. In addition, more
than 50% used two or more verification techniques to sup-
port their assumptions.

The main remark concerning the verification techniques
is that attacks exist in schemes despite being proved using
verification techniques and tools by authors. For instance,
[64] used three verification techniques (AVISPA, Ban-Logic
and ROR), yet it failed in fulfilling the requirements and
security features. We can summarise the main reasons why
these verification techniques and tools do not detect some
attacks:

— These tools do not use recent efficient techniques, such
as machine learning and deep learning. These techniques
prove their performance in some recent works, such as
[97, 98].

— They do not prove different security requirements. For
example, the Proverify tool can prove secrecy, integrity,
and authentication requirements but cannot prove other
ones, such as privacy and untraceability.

— They do not detect all possible attacks. For example, the
AVISPA and Scyther tools can detect man in the middle
attacks and replay attacks but cannot detect desynchro-
nisation attacks.

— They do not support all cryptographic algebraic primi-
tives in the specification of schemes. For example, differ-
ent existing specification languages do not support scalar
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Table 7 Theoretical

performance evaluation of the

studied schemes

Scheme

Ibrahim et al. [78]

Li et al. [82]

Koya & Deepthi [80]
Xu et al. [84]
Kompara et al. [79]
Rehman et al. [83]
Gupta et al. [77]
Kumar et al. [81]

Almuhaideb & Alqudaihi [76]

Wan et al. [85]
Rehman et al. [88]
He et al. [53]
Lietal. [66]

Wu et al. [58]

Das et al. [65]
Srinivas et al. [56]
Jiang et al. [54]
Wazid et al. [57]
Liu et Chung [55]
Amin et al. [51]
Wazid et al. [72]
Mao et al. [68]
Challa et al. [64]
Ever et al. [52]
Ali et al. [61]
Soni et al. [71]
Liu et al. [67]
Sharma et al. [69]
Shuai et al. [70]
Aghili et al. [60]
Xu et al. [73]
Alzahrani et al. [63]
Ali et al. [62]
Masud et al. [59]
Khalid et al. [74]
Shadi Nashwan [75]

Class Computational cost Communication cost Storage cost
NAS 6Ty 14L 2L+L,,
NAS 4T, 2L,)+16 L+2 Ly Lp+2L
NAS 3T, 21 L4+3 Ly Lp+2L
NAS 6T, 2L, p+14 L+4 Ly Lp+3L
NAS 4T, 14 L42 Ly 2L+L;,
NAS 4Ty 6 L+1 Lyg 3L+Ly,
NAS 8Ty, 20 L+5 Ly Lp+4L
NAS  5Ty+3Tgey 2 Lgee+2 L+Lyyg LID+2 Ly
NAS 3Ty, 10 L+4 Lo+ 2 3L,p+2 L+Lgg
NAS  I5Ty+3Tgey 3Lpect4 L4+2 Ly 3LA4Lgece
NAS 2Ty, 6 L+1 Ly 3L+Lp
UAS Ty+2Tg 10 L;p+9 L+5 Ly L,p+L

UAS 6T +2 Ty 10 L,,+10 L+7 L L,p+L

UAS 2T+4 Ty TLp+l6L L+l

UAS 7Ty+2 Ty 11 Lp+12 L+6 Ly L,p+L

UAS S5Ty+2TS 9L, )+18 L+3 Ly Lp+2L
UAS 7Ty L;p+10 L4+2 Ly Lp+2L
UAS  6Ty+4T e+ 1Tpes 2 Lpee+3 L3 Ly 3LA4Lgece
UAS  3Ty+IT,,;, 2Lgcct4 L+ 3L p+3 Ly 2 Lt
UAS 7Ty 2L,p+12 L Lp+2L
UAS 15Ty 10 L43 Ly 3LA4Lgece
UAS  6Ty+2Tgqy 3Lpcct8 L4+3 Ly L;p+L+2 Lgee
UAS 8Ty Lgcct6 L+4 L L,p+L

UAS 2Ty+2T 7Lp+8L L,p+L

UAS 8Ty+Ty 14 L+6 L;p+3 Ly 2L4+L,,
UAS 7Ty 9L+2 Lyee+6 Ly L,+2L
UAS 7Ty 13L+4 Ly L,+2L
UAS 14Ty L;p+16 L4+6 Ly L,,+2L
UAS 8Ty 11 L+Lyg 2L4+L,,
UAS 5Ty 12L+4 Ly L,,+L

UAS  5Ty+2T,,., 9L+2 Ly L,p+L

UAS  13Ty+Tg L;p+16 L4+6 Ly 2L4+L,,
UAS  STy+T,,+Tecy 4 Lpect2Lippt9 Ltlyg  Lyp+2 Lgec
UAS 2Ty 16 L 3L+L,,
UAS  ATy+2Tgc 16 L+4 Ly 2L+ Ly
UAS 6Ty 4L,,+17L 2L4+L,,

multiplication in ECC. The existing languages specify it
as a one-way function, but these languages or models do
not support other proprieties of scalar multiplication.

Performance Evaluation

This section presents the performance evaluation of studied
schemes in terms of four metrics, including computational
cost, communication cost, storage overhead, and energy
consumption.

Table 7 represents a theoretical performance comparison
of the studied schemes. We will use the data of this table to
compute different costs.

Experimental Results

To implement symmetric and asymmetric cryptographic
primitives, we used RELIC Toolkit [99]. It is considered a
lightweight asymmetric cryptographic library. The experi-
mental measurements are based on the WiSMote sensor plat-
form. It is equipped with an MSP430F5437 micro-controller,
16 KB of static RAM, 256 KB of flash ROM and CC2520
transceiver [100, 101]. According to the classification of
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Table 8 Performance

of implementation of
cryptographic primitives in
sensor nodes

Operation Notation Computational time Energy
(Second) consumption
(ml)
Hash function (SHA-256) Ty 0.013 0.086
Symmetric decryption (AES-256) T 0.015 0.099
Scalar point multiplication (160 bits) Teey 1.049 6.923
ECC Addition (160 bits) Teca 0.007 0.046
Bilinear pairing operation T 8.142 53.74

NAS: Computational cost (Second)
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Fig.5 Sensor node computational cost of the NAS and UAS

IETF, this sensor is approximately in Class 1 by memory
size. The MSP430 family is an ultra-low-power micro-con-
troller that is used in medical sensors [102, 103].

Table 8 shows the different cryptographic primitives used
in the studied schemes, as well as their computational times
and their energy consumption based on our implementation.
In addition, lengths of different primitives and data are as
follow:

— L;p: Length of ID is 8 bytes.

— L: Length of the hash function, symmetric key, the modu-
lus operation result and the nonce are 32 bytes.

— Lgcc: Length of ECC point is 40 bytes.

— Lgg: Length of timestamp is 4 bytes.

— Lggg: Length of session number is 4 bytes.

Above we presented the experimental results of the
cryptographic primitives that were used on class 1 sensors.
We should note that to evaluate a scheme experimentally
researchers have agreed on the following these steps:

— Implementing the cryptographic primitives on real
devices ( Sensors, PCs, etc.)

SN Computer Science
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— Calculating the costs (time, storage, energy consumption)
of each implemented primitive.

— Then for each scheme cost on a specific device they mul-
tiply the number of each primitive used by its cost then
summing up the different costs of each primitive to get
the final result.

In the following we present an example of how the cost is
calculated: For Kumar et al. [81] has a calculation time of:
5Ty+3Tgey,- This means that the cost is the sum of 5T
and 3Ty, in another word; 5%0.013 s + 6%1.049 s. The
final cost is: 3.212 s. These tools are applicable for all costs.
Here, we present different obtained calculated costs:

e Computational cost: Fig. 5a, b illustrates the compu-
tational cost (in second) of studied schemes on both
NAS and UAS classes on the sensor side. At first glance,
we can observe that Rehman et al.’s scheme [88] takes
0.026 s in NAS class, and Masud et al.’s scheme [59]
takes 0.026 s in UAS class. These results are considered
as the smaller computational cost compared to studied
schemes where we observe that Wan et al. scheme [85]
takes 3.342 s in NAS has a way higher computational
time, and same for Ali et al. [62], and Liu et Chang [55]
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Fig.6 Evaluation of communication cost in NAS and UAS
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Fig. 7 Sensor node storage cost of the NAS and UAS

schemes in UAS class which take 9.256 s and 8.181 s
respectively.

Communication cost: Fig. 6a, b illustrates the commu-
nication cost of studied schemes on both NAS and UAS
classes. From the comparison in Fig. 6a, we notice that
Kumar and Chand scheme [81] offers better performance
in terms of communication cost on NAS class. While in
Fig. 6b which shows the communication cost in NAS we
can clearly notice that Wazid et al.’s scheme [57] pro-
vides the lowest overhead and Khalid et al. [74] as the
highest.

Storage cost: Fig. 7a, b shows the memory space
required from the sensor in the studied schemes in both
UAS and NAS. From the comparison in Fig. 7a, it is clear
that a few schemes share the same cost, such as [78-80,
82] with 72 Byte. On the other hand, we notice the same
in UAS where the schemes of [52, 53, 58, 60, 64-66, 73]
share the same cost of 40 Byte. These results are due to
storing only the necessary information for authentica-

Wasid et ol z018]

Chatia et

munication ¢
UAS: Commurication cost (Byte)

(b)

UAS: Storage cost (Byte)
@ 3

Mao et

Ever et

(®

tion. Reducing the storage cost, especially on the sensor
side, is demanded from all authors due to it being storage
constrained device.

Energy consumption cost: Fig. 8a, b shows the energy
consumption in the sensor node in the studied schemes.
To estimate the energy consumption during the computa-
tion process, we used the equation W = V X I X t, where
W, V, I and t denote the consumption power in millijoules
(mlJ), the voltage in volts (V), the current draw in active
mode in milliamps (mA) and the time in seconds (s),
respectively [104]. According to the WiSMote platform,
the current draw is 2.2 mA, and the supply voltage is
3V. From the comparison in Fig. 8a, we can observe that
the energy consumption of Wan et al.’s [85] scheme is
greater than other studied schemes, and Rehman et al.
scheme [88] is the lowest (0,172mJ) in NAS class. In
addition, the comparison between UAS-schemes in
Fig. 8b, indicates that [55, 57, 62, 68, 73] require more

SN Computer Science
A SPRINGER NATURE journal



382 Page 20 of 25

SN Computer Science (2022) 3: 382

NAS:Energy consumption i)
0 5 0 15 0

Ibrahim et al

lietal,

Koyaet Deegthi

Nuetal

L= R == o

Komparaetal.

Rebman et

Gupaetal. :] 06

Kumar etall ] s

—J

A el [] g

Wanetal ] 20

Rebman et ol 2021 ]:w

(@)

Fig.8 Evaluation of energy consumption cost in UAS and NAS

energy consumption while Masud et al. scheme [59]
requires less (0,172mlJ).

Discussion

The observed results concerning computation, communi-
cation, storage and energy costs are related to various of
reasons. In the following, we discuss the observed results,
their reasons and important recommendations.

— From Fig. 5, we can notice a variation in results. The
main reason is due to the cryptographic primitives used
in each scheme, we can notice that to achieve the low
computational cost in Rehman et al. scheme [88] they
used only hash and XOR operations, and the same goes
for Masud’s scheme [59]. Therefore, these schemes that
put low exhaustion on IoT devices are highly recom-
mended for class 1 devices.

— As atrade of security over performance Wan et al. [85],
Kumar and Chand [81], Ali et al. [62], Liu and Chang
[55] schemes used ECC/PBC to increase the security
level, knowing that ECC and PBC are considered more
resilient to attacks. Resulting in more exhaustion applied
on medical IoT nodes.

— ECC can be applied in class 1 medical IoT sensors with
a slight optimisation, but class 2 is more suitable as a
recommendation. However, for BPC, the time required
to compute a single bilinear pairing is seven times greater
than one elliptic curve point multiplication. Thus, class
1 is not an option, and only class 2 medical IoT sensors
can manage the high computations it requires.

— It is important to optimise the implementation of differ-
ent operations of ECC, in particular the scalar multiplica-
tion. For this, Oudjida & Liacha [105] presented a new
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approach (Radix-2") to solve the problems of elliptic curve
scalar multiplication. They showed that their new method
is secure and more efficient than the old one.

We exclude pairing-based schemes where they require
a high execution time and consume more energy, for
instance: Ali et al. [62] with is 9.256 s in medical IoT
sensors. Because of this long time, it may endanger the
patient’s health.

Hash and symmetric encryption are more suitable and rec-
ommended to be used on medical IoT sensors. However,
they do not provide a solution for key exchange problems
to create a session key.

In terms of storage, all the schemes managed to keep it at
its lowest. All the schemes are suitable for class 1 devices
in terms of storage. We mention that the size of the disk in
medical sensors of Class 1, is about 100 KB.

The variation in communication overhead results in both
categories is due to the different authentication techniques
used: messages and information exchanged to confirm the
communicating parties’ identity. Therefore, we can con-
clude that the overhead depends on the author’s approach,
either low or high and what they consider as enough to
secure the operation.

The energy consumed during the computation process
is estimated based on the computational time. Whenever
the computational time is greater, the energy consumed is
also greater. This energy consumption is also related to the
crypto-primitives used.

Increasing the security level using primitives considered
more resilient to attacks (e.g. ECC, PBC) can put more
energy exhaustion on the system.
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Future Research Directions

This section identifies some directions of future research
related to designing secure and efficient authentication
schemes for healthcare applications.

Security and Privacy Analysis Techniques

When authors proposed a novel authentication scheme in
recent years, they verified their security using one or more
formal techniques. The majority of existing formal tech-
niques can verify that the security protocol (e.g. authen-
tication protocol) achieves a limited number of security
requirements.

Using artificial intelligence techniques (e.g. machine
learning and deep learning) is an important direction to
develop a new tool to prove the security of applications and
protocols. Here, we mention some recent works in this field,
Montes et al. [98] improve the detection capabilities of the
Web Application Firewall using machine learning and deep
learning, respectively, used to detect and prevent attacks. In
addition, Ma et al. [106] proposed a new machine learning-
based scheme for the automatic security analysis of authen-
tication and key agreement protocols.

Designing tools to automatically prove the privacy and
security requirements of authentication schemes and detect
possible attacks is a significant challenge in the security of
authentication protocols in WMSN.

Blockchain-Based Authentication Schemes

Blockchain technology is considered a solution for providing
trusted networks into the healthcare area due to the features
of decentralised storage and achieving consensus. However,
the interoperation between WMSNs and the blockchain’s
security specifications makes an open challenge of providing
Blockchain-based authentication in WMSN because there is
no trade-off between resource-constrained sensors in WMSN
and the complex computations required in the blockchain.
Moreover, blockchain systems are vulnerable to 51% attack.
Once the probability of computing power reaches 51%, the
node can cause security issues such as modifying transaction
data, and double-spending attack [107].

Identity-Based Authentication Schemes

In literature, identity-based authentication schemes in
WMSN are based on two main techniques, including bilinear
pairings and elliptic curves. According to the IoT resource-
constrained devices in healthcare applications, a bilinear
pairing is considered an expensive primitive, as shown in

Table 8, where the time required to compute a single bilin-
ear pairing is seven times greater than one elliptic curve
point multiplication. Therefore, pairing-based authentica-
tion schemes are quite computationally expensive and have a
high impact on network lifetime, primarily if several pairings
are used. The open research challenge in this area is how to
minimise the pairing computation overhead to suit WMSN.

Post-quantum Cryptography

ECC is a more lightweight public-key cryptosystem than
other cryptosystems (e.g. RSA cryptosystem) and suitable
with limitation capabilities of sensor nodes. There exist a
significant number of surveyed schemes that used ECC as
a security mechanism, such as [68, 74, 85]. Unfortunately,
it cannot resist quantum computing attacks. In 1994, P.
W. Shor [108] proposed an algorithm to break cryptosys-
tems based on discrete logarithms and prime factorisation
problems with quantum computers. In recent years, several
researchers and companies have been working to build quan-
tum computers. On the other hand, there exist computational
problems that resist the quantum attacks, such as quasi-
cyclic syndrome decoding (QCSD) with parity problem,
and ring learning with rounding (RLWR) problems. These
problems can be adopted to construct secure post-quantum
cryptography (PQC).

In 2017, the National Institute of Standards and Technol-
ogy (NIST) had launched a standardisation process to select
one or more post-quantum cryptography algorithms, and it
began with 69 candidates of key-establishment mechanisms,
public-key encryption and signatures algorithms. These
algorithms are classified into four categories: code-based,
lattice-based, hash-based, and isogeny-based cryptography.
In order to select the standardised PQC algorithms, NIST
identified three aspects of evaluation criteria: (1) algorithm
and implementation characteristics, (2) cost and perfor-
mance, and (3) security. NIST is currently in the third round
of the NIST PQC standardisation process with 15 candidate
algorithms, including seven finalist and eight alternate can-
didate algorithms. NIST expects to select a small number of
candidates for standardisation by early 2022 [109].

Thus, designing and implementing authentication
schemes in healthcare WMSN by adopting post-quantum
cryptography is a fundamental challenge to ensure the secu-
rity of healthcare systems.

Physiological Value-Based Schemes

Several dynamic biometrics such as blood glucose, body
temperature, and cardiac signals were proposed to improve
the authentication process under physiological value-based
schemes. These physiological value-based schemes tend to
synchronise all implanted and wearable nodes to measure
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the same value simultaneously to use it in the authentication
process. For instance, the cardiac inter-pulse interval(IPI)
can be defined as the time interval between consecutive
heartbeats. IPI is measured from different physiological
signals related to the cardiac system, for example, blood
pressure (BP) and electrocardiogram ECG.

Many works have adopted physiological signs, for
instance, [110], where the authors used the randomness of
the binary sequence generated from multi IPIs used to gen-
erate a unique random identifier. In addition, many other
approaches that use physiological signals and their ran-
domness in generating identifiers or session keys and even
crypto-keys were adopted in the literature. These approaches
share that they all synchronise the nodes to sense the same
physio-sign in a time interval, which highly increases the
computational and energy exhaustion. Even that these
approaches proved their security and privacy effectiveness,
they failed in reducing the computation and energy con-
sumption on the node’s side. They increased it, which was a
trade of security over performance that would lead to com-
plete resource exhaustion. Knowing that the recent schemes
all tend to secure the authentication process while keeping
the costs at their minimum, the physiological schemes fail
to do that. Therefore, researchers are demanded to provide
more physiological signal studies where they can be adopted
in WMSN authentication while minimising all the costs and
keeping the same level of security.

Machine Learning for Authentication

In the recent years, several studies are being carried out that
involve the use of: blockchain, artificial intelligence, and
cloud computing to secure IoT communication and secure
medial data [111]. The use of machine learning techniques
to help in the authentication process for IoT networks is
being widely considered [112]. Machine learning in IoT
authentication include three types of algorithms:

— Supervised Learning: use a structured data datasets to
filter, detect spectrum and determine locations. However,
these algorithms are still far from being efficient in IoT
due to high amount of memory and processing power
they require. They proved to be useful against intrusion
and DDoS attacks.

— Unsupervised Learning: use unstructured datasets and
inputs heuristically to learn patterns. They are used to
identify irregularities, patterns and anomalies without
previous knowledge. They are used to detect communi-
cation attacks such as Sybil attacks.

— Reinforcement Learning: used to find an optimal set of
actions that maximise the reward in a given environment.
They are simple to use, but they take a long time due to
the slow convergence of the optimal state.
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As a sum up, the Machine Learning (ML) or the Artificial
Intelligence (IA) approaches give high competent solutions
to protect against attacks in IoT authentication. However,
these solution still put some high computations and memory
usage on the [oT resource-constrained devices. Researchers
are interested in making these approaches efficient in such
resource-constrained environments.

Conclusion

In our paper, we surveyed various authentication schemes on
WMSNSs. We presented various attacks targeting WMSNs,
and formal verification techniques used to verify the privacy
and security requirements. We have classified these schemes
into two categories based on the WMSN architecture.
Table 2 provides the architecture classification. In addition,
this survey discussed, compared, summarised and evalu-
ated their security and performance based on experimental
results. Security comparison in Table 6 and performance
comparison in Table 7 are provided. Furthermore, this paper
outlines applications, future research directions and recom-
mendations for authentication schemes in WMSNs. All in
all, our survey gives a wider view of WMSN technology, its
applications, system architecture, and a closer look at it in
terms of security and authentication.

As a further and upcoming study, we plan to design and
implement a new authentication scheme for WMSNSs in IoT
environment. The new scheme will use lightweight crypto-
graphic primitives, that are suitable with the resource-con-
strained medical sensors and resist different possible attacks.
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