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Abstract
The many devices connected in smart homes increase the attack surfaces from which adversaries can invade the network. 
In addition, majority of these smart devices have numerous vulnerabilities that can be exploited to wreck havoc in smart 
homes. As such, a myriad of security schemes have been presented based on technologies such as bilinear pairing operations, 
public key infrastructure, blockchains and elliptic curve cryptosystems. However, some of these protocols are not robust 
against conventional smart home attacks. In addition, some of the deployed techniques inadvertently result in excessive 
processing at the smart devices. It is, therefore, imperative that provably secure protocols be developed to offer efficiency 
and sufficient protection to the exchanged packets. In this paper, an elliptic curve symmetric key-based algorithm for secure 
message forwarding is presented. Formal security verification is executed using the Burrows–Abadi–Needham (BAN) logic 
which demonstrates strong mutual authentication and session negotiation among the communicating entities. In addition, 
the informal security analysis carried out shows the robustness of this scheme under the Canetti–Krawczyk threat model. 
Moreover, it is relatively efficient in terms of storage, communication, energy and computation requirements.
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Introduction

Smart homes offer users enhanced quality of life, conveni-
ence as well as comfort through the exchange of real-time 
data. A typical Smart Home (SH) can provide intelligent 
and automated remote monitoring of the various activities 
[1]. It may comprise of remote users, registration authority, 
gateways and smart devices [2]. The smart devices in these 
networks may include refrigerators, cameras, television sets, 
motion sensors, lighting systems, doorbells, voice assis-
tants and thermostats [3]. The smartness in these devices is 
reflected in their ability to monitor and control activities, as 
well as offering the required support to the users. As pointed 
out in [4], the smart homes can potentially result in energy 
efficiency and, hence, reduction in power bills. Another sig-
nificant technique for improving safety as well as energy 
efficiency is through the incorporation of Artificial Intel-
ligence (AI). Here, the big data generated by sensors and 

other smart devices can be deployed to train machine learn-
ing algorithms to distinguish between normal and anoma-
lous smart home activities. Essentially, any network traffic 
or events that are flagged as anomalous can be indicators 
of possible attacks in these smart homes. Once attacks are 
detected, various actuators can be activated to protect the 
smart homes. Evidently, AI can be deployed to offer safety, 
boost productivity as well as the well-being of users [5]. It is 
also possible to deploy AI for home users’ behavior analysis, 
which can help predict their needs and optimize both device 
and resource usage. To accomplish this, machine algorithms 
such as decision trees, support vector machines and neural 
networks can be trained and deployed [6]. Thereafter, any 
behavioral change may be construed to imply anomalies.

Although smart homes have numerous benefits, many 
threats, vulnerabilities and attacks lurk in these networks. 
This may be attributed to the massive number of heteroge-
neous connected devices which increase the surfaces from 
which attacks can be launched. In addition, majority of the 
connected devices do not adhere to security practices as well 
as standards of typical computing systems. As such, they 
can be hacked and deployed to spread malware. The mes-
sage exchange between the smart devices and the remote 
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users is via the public internet and hence is open to several 
attacks [7]. As such, smart homes inadvertently create new 
privacy, security and authentication challenges [8]. The 
possible attacks in this environment include unauthorized 
access, data forgery, tampering, impersonation, Distributed 
Denial of Service (DDoS) and offline-guessing attacks [9, 
10]. Since most of the communication is through the gate-
ways, this presents a single point of failure. As such, any 
successful attack on this centralized architecture can lead to 
user privacy leaks, device malfunction and even harm to the 
home occupiers [11].

Based on the discussion above, it is evident that smart 
home devices have become pervasive with increased con-
nectivity. As such, vulnerabilities in any of these devices 
may lead to unauthorized access to entire home networks. 
For instance, any adversarial access to the smart home heat-
ing system may raise the house temperature. This may lead 
to fires, smart home hardware failures or even death. There-
fore, it is clear that the security and privacy of the users 
need to be protected [1]. Failure to accomplish this may 
result in slow uptake of this important technology. Strong 
mutual authentication presents one of the most promising 
mechanisms of protecting against the aforementioned attacks 
[12]. For anomaly detection, there is need for highly efficient 
and accurate detection models capable of adapting to novel 
attacks, increasing number of devices as well as threat land-
scape. Blockchain technology has been proposed as another 
most effective way of enhancing privacy, security and trans-
parency in smart homes [13]. Unfortunately, majority of the 
smart devices are resource constrained [14] to handle the 
high processing required in blockchains.

Research Contributions

Smart homes enhance quality of life and convenience to 
its users. However, the sensed data from the smart home 
devices are relayed to remote users over public channels. As 
such, the exchanged data are exposed to numerous threats 
and attacks. Due to the existence of many interconnected 
devices, any successful compromise of a single smart 
device can have devastating ripple effect to all other devices. 
Although proper authentications can prevent these attacks, 
the resource constrained nature of smart devices such as sen-
sors limit the deployment of strong cryptographic primitives. 
In addition, majority of the conventional smart home proto-
cols only mutually authenticate smart devices to the servers 
but fail to execute authentication among the devices. To this 
end, this paper makes the following major contributions.

•	 Elliptic curve cryptography is amalgamated with sym-
metric key and one-way hashing operations to develop a 
scheme that thwarts most of the conventional smart home 
attacks.

•	 The algorithm executes mutual authentication and key 
negotiation among the smart devices, in addition to 
authenticating the smart devices to the trusted authority. 
Here, the trusted authority cannot derive session keys 
negotiated among the smart home devices. In addition, 
other devices can never derive session keys established 
between a particular smart device and the trusted author-
ity. As such, privileged insider, impersonation, session 
hijacking, denial of service, man-in-the-middle and sto-
len verifier attacks are prevented.

•	 Session delay tolerance and time-stamping are incor-
porated in the generated security tokens to avert packet 
replay attacks.

•	 Extensive formal security validation is executed on this 
scheme using BAN logic, which shows the existence of 
strong mutual authentication and session key negotiation 
among the communicating entities.

•	 Informal security analysis is carried out to demonstrate 
the robustness of this scheme under the Canetti–Krawc-
zyk threat model.

As discussed in “Security Analysis” and “Performance 
Evaluation”, these approaches advance the state of the art 
authentication protocols in two ways. First, the deployed 
cryptographic primitives are fairly lightweight, and hence 
the developed scheme boosts network efficiency. Second, 
the negotiated session keys help in establishing secure com-
munication channels among smart home devices as well as 
with the trusted authority.

Paper Organization

In “Related Work”, the authentication and key agreements 
protocols that have been presented to curb security and pri-
vacy issues in smart homes are discussed, including their 
shortcomings. “Mathematical Preliminaries”, “Security 
Goals and Requirements” and “Motivation” present math-
ematical preliminaries, security goals and requirements, as 
well as the motivation of this work, respectively. This is 
followed by the description of the proposed protocol in“The 
Proposed Scheme”. On the other hand, the security and per-
formance analyzes are presented in “Security Analysis” and 
“Performance Evaluation”, respectively. Finally, “Conclu-
sion”  concludes the paper and offers some insights on future 
work in this particular domain.

Related Work

Security challenges in smart homes have prompted a lot 
of research, resulting in numerous schemes for anomaly 
detection and authentication. For example, authors in [15] 
have presented a scheme to distinguish between normal 
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and anomalous activities. Similarly, the techniques in [10] 
and [16] deploy Hidden Markov Model (HMM) and are 
trained on sensor data. On the other hand, the approaches 
in [17] and [18] utilize Bayesian networks in their anomaly 
detection. In addition, flow-based attack detection scheme 
is presented in [19]. Using inbound and outbound sen-
sor packets, a neural network-based anomaly detection 
scheme is developed in [20]. The attacks detected this 
way include Man-in-the-Middle (MitM) and Distributed 
Denial of Service (DDoS). However, authors in [21] have 
utilized a combination of machine learning and statistical 
techniques for behavioral analysis in smart homes. On the 
other hand, artificial neural networks and support vector 
machines have been utilized in [22] for network intrusion 
detection.

Although anomaly detection techniques play a significant 
role in securing smart homes, they are mainly concerned 
with activity detection. As such, they cannot execute the 
required access control in this environment. To address this 
shortcoming, many authentication and key negotiation pro-
tocols have been introduced based on various techniques. 
For instance, a three-factor authentication scheme based 
on Elliptic Curve Cryptography (ECC) is developed in 
[23] while a two-factor user authentication protocol is pre-
sented in [24]. However, the scheme in [23] cannot mutually 
authenticate all network entities and fails to uphold forward 
key secrecy. On the other hand, the protocol in [24] is sus-
ceptible to both stolen user device and insider attacks [25]. 
To offer decentralization [26] and prevent single point of 
failure in schemes based on centralized architectures, many 
protocols based on blockchain technology have been pro-
posed in [8] and [27–31]. The security goals attained by 
these schemes include data integrity, availability, authenti-
cation, access control, user and data privacy. Unfortunately, 
these schemes have extensive computation requirements 
which are detrimental for majority of resource-limited smart 
home devices [32]. In addition, the protocol in [31] deploys 
a pair of private and public keys which further require high 
execution time.

The scheme in [33] can potentially address performance 
issues in blockchain-based techniques due to its reduced 
registration overheads. However, it is vulnerable to stolen 
smart device attacks. Similarly, the protocol in [2] is vulner-
able to stolen smart device, impersonation, offline password 
guessing, privileged insider and packet replay attacks. In 
addition, it fails to provide anonymity and the usage of sim-
ple password exposes it to shoulder-surfing attacks [34]. To 
address some of the issues in [2], a two-factor authentication 
technique is developed in [25]. However, this protocol is 
still susceptible to session key disclosure and impersona-
tion attacks. In addition, it has excessive communication and 
computation overheads [35]. On the other hand, the failure to 
incorporate random nonces and timestamps in [36] renders it 

susceptible to replay attacks. Similarly, the schemes in [37] 
and [38] are vulnerable to MitM and DoS attacks.

A scheme for remote user authentication is introduced 
in [39], while an identity-based security framework is pre-
sented in [40]. However, the protocol in [39] fails to offer 
forward key secrecy and cannot withstand stolen device, 
session key compromise and replay attacks [25]. On the 
other hand, identity-based scheme in [40] has key escrow 
issues [41]. To boost performance in smart home networks, 
a lightweight authentication protocol is developed in [35]. 
However, this scheme cannot provide integrity protection of 
the exchanged messages, leading to DoS [34]. Although the 
scheme in [42] is lightweight and hence applicable in most 
smart home devices, it cannot provide perfect forward key 
secrecy. This is because any compromise of its long terms 
key can facilitate adversarial computation of the session 
keys. On the other hand, the context-aware authentication 
approach developed in [43] has excessive execution time. 
Similarly, the multi-factor mutual authentication protocol 
in [44] has high computation overheads due to the bilin-
ear pairing operations [45]. On its part, the protocol in [46] 
offers mutual authentication only between the devices and 
the server.

Mathematical Preliminaries

In this section, the cryptographic primitives for one-way 
hashing are provided, together with their collision resistant 
properties. The mathematical formulations for the deployed 
elliptic curve cryptography can be found in [7]. The second 
part of this section provides the mathematical preliminaries 
for symmetric key primitives, as elaborated below.

Symmetric Primitives

Symmetric algorithms (SA) comprise of symmetric key 
encryption algorithms (SKEA) and cryptographic hash func-
tions. Here, SKEA can be stream or block ciphers. In the 
former, encryption is through the combination of plaintext 
and pseudo-random sequences. Each stream cipher takes key 
δ and initial value σ to produce pseudo-random key stream 
that is utilized in data encryption and decryption through 
bitwise exclusive or (XOR) operations.

Taking l as the block length and m as the cipher key size, 
then a block cipher is a transformation:

where F
m
defF(.,m) is a bijection of ℂl

2
 for m ∈ ℂm

2
.

Suppose that y = F
m
(r) ; then r becomes the plaintext, 

while m and y are the key and cipher-text of r under key m, 
respectively.

(1)F ∶ ℂ
l

2
Xℂ

m

2
→ ℂ

l
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One‑Way Hashing

A cryptographic hash function denotes a map F whose input 
is a string of arbitrary length. It then transforms this input 
string into an output string of fixed length l. Every one-way 
hash function:

(a)	 Takes argument a of arbitrary length and outputs h(a) 
that is of some fixed length l bits.

(b)	 Given that b is the image of h, it is computationally 
infeasible to find message x such that h (a) = b. This 
one-way property is referred to as the pre-image resist-
ance.

(c)	 Given a in the domain of h and h (a), it is computa-
tionally cumbersome to find message a’ ≠ a such that h 
(a’) = h(a). In terms of F, this can also be written as F 
(a’) = F (a). This one-way property is referred to as the 
second pre-image resistance.

Suppose that ℕ is a set of all integers and a binary alpha-
bet is denoted as ⅀ = {0, 1}. Then, for l ∈ ℕ , the set of all 
binary strings of length l is denoted as ⅀l. On the other hand, 
the set of all strings of arbitrary length is expressed as ⅀*. 
Let F be a function whose domain and range are denoted 
as Ή = ⅀* and Ḡ = ⅀l, respectively. Let us consider only 
inputs of bit length ḱ(l), where ḱ(l) is a function satisfying 
the condition ḱ(l) > l. With these definitions, the pre-image 
and second pre-image resistances can be written as follows:

(d)	 A one-way hash function h is a function whose domain 
Ή = ⅀ ḱ(l) and range Ḡ = ⅀l satisfy the following condi-
tions:

Pre-image resistance: Suppose that x is uniformly cho-
sen in Ή and let Ẵ be an attacker, who on inputting h(x), he 
utilizes time ≤ t to output Ẵ(h(x))ϵ Ή. For every attacker Ẵ:

In (2), the probability is taken over some stochastically 
selected attacker Ẵ.

Second pre-image resistance: Suppose that x is uniformly 
chosen in ⅀ ḱ(l) and let Ẵ* be an attacker, who on inputting 
x, he utilizes time ≤ t to output x∗ ∈ Ή and x * ≠ x. For every 
attacker Ẵ*:

In (3), the probability is taken over some stochastically 
selected attacker Ẵ. The pre-image and second pre-image 

(2)
P
r

x ∈�
H

{

h

(

⌣̃

A(h(x))

)

= h(x)

}

< 𝜃.

(3)
P
r

x ∈�
H

{

⌣̃

A

∗

(x) = h(x)

}

< 𝜃.

resistance conditions are significant when t∕� is large and 
t∕� ≤ 2n

(e)	 A collision-resistance hash function is a function h that 
satisfies condition (a), is one way (satisfies conditions 
(b) and (c)) and it is infeasible to find two distinctive 
messages that produce the same hash value.

Security Goals and Requirements

Massive and sensitive information flows in smart home net-
works. It is therefore paramount that proper security and 
privacy measures be instituted before the remote users can 
begin accessing data in these smart home devices. In light 
of this, the following security goals and requirements are 
pursued in this paper:

Backward and Forward Key Secrecy

An attacker located between the remote user and the smart 
home devices may have the ability of capturing the session 
key deployed for traffic encryption. As such, it should be 
infeasible for an adversary to derive the session key used for 
the previous and subsequent authentication sessions based 
on the current session key.

Mutual Authentication

To ensure that only legitimate entities access the smart home 
networks, all the entities initializing any connection requests 
should have their identities verified before any such access 
is granted.

Resilience Against Attacks

To ensure strong security in smart home networks, it should 
be infeasible for an adversary to launch typical smart home 
network attacks such as MitM, packet replays, privileged 
insider, session hijacking, DoS, impersonation, offline dic-
tionary and stolen verifier.

Confidentiality

The smart home network-based sensors collect high volumes 
of sensitive and private data. As such, only authorized and 
fully authenticated entities should be allowed to access the 
sensed data.
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Integrity

During data transmission across the public networks, the 
communicating parties should ensure that no malicious 
modifications are made to the data.

Availability

Within the smart home network, the remote users should 
be able to access the sensed data anywhere and at any time.

Scalability

It should be easy for the smart home to support additional 
smart devices without compromising the underlying security 
and privacy architecture.

Motivation

The transmission of senses data to the remote users over 
public wireless channels opens up the smart home net-
works to numerous attacks. Any successful attack on the 
smart devices may lead to malfunction of other devices or 
malicious control of the smart home devices. For instance, 
hacked heating systems may result in temperature increments 
that can endanger the lives of home occupiers. In addition, 
due to the interconnectivity of the smart home devices, any 
successful compromise of a single device can lead to privacy 
leaks and attacks on other devices. Although many protocols 
have been developed for smart home authentications, major-
ity of them only authenticate the smart devices to the serv-
ers. As such, authentication among the smart home devices 
is largely ignored. This is detrimental as it facilitates attacks 
on other systems using vulnerabilities in other devices. In 
addition, the security solutions developed to address these 
issues are either inefficient or have security holes that can be 
exploited. Therefore, the inefficiency, privacy and security 
holes in most of the current authentication protocols need 
urgent solution.

The Proposed Scheme

The network entities in the proposed algorithm include 
the Smart Home Owners (SHOs), Trusted Authority (TA), 
the Smart Home Devices (SHDs) and the Mobile Devices 
(MDs) through which remote users interact with their SHDs. 
As shown in Fig. 1, the smart home devices may include 
smart doors, TV, thermostats, cameras, lighting systems and 
refrigerators.

All smart home devices as well as mobile devices are 
registered at the trusted authority before they are permitted 

to communicate with each other. After registration, all MDs 
and SHDs have to execute mutual authentication with the 
TA and negotiate a session key. Similarly, the MDs and the 
SHDs must also mutually authenticate each other before 
exchanging any messages. As such, the proposed scheme is 
highly scalable to support additional smart devices within 
this authentication architecture. The communication channel 
between the MDs and the SHDs may be cellular network 
such as the Fifth Generation (5G). Table 1 presents the sym-
bols used in this paper together with their brief descriptions.

In terms of the actual execution, the proposed algorithm 
comprises of the registration phase, SHDs-TA authentica-
tion, MD-TA authentication, and SHDs-MD authentica-
tion. The sub-sections below describe these phases in more 
details.

Registration Phase

In this phase, the smart home devices as well as the remote 
user mobile devices are registered at the trusted authority. 

Fig. 1   Network architecture

Table 1   Notations and their descriptions

Symbol Description

TASV TA secret value
IDSHD Smart home device unique identity
Ri Random number i
Ti Timestamp i
AGEC Additive group implemented by an EC
G Generator of AGEC

ℚST Session key between SHD and TA
ℚMT Session key between MD and TA
ℚSM, ℚMS Session key between SHD and MD
IDMD Mobile device unique identity
EK Encryption using key K
DK Decryption using key K
∆T Delay tolerance
|| Concatenation operation
 ⊕  XOR operation
Zq Finite field over q
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Basically, the MD and SHD registration procedures are the 
same and hence only the SHD registration is described here. 
This is a three-step process as detailed below.

Step 1: The smart home device selects IDSHD as its 
unique identity, which it forwards to the trusted authority 
over secure channels.

Step 2: Upon receiving IDSHD, the trusted authority gen-
erates random number R1 which it utilizes to derive A1 = h 
(R1||TASV||T1||IDSHD), A2 = A1 × G, A3 = R1 ⊕ h (TASV), A4 = h 
(R1 ⊕ h (TASV)||A2) and A5 = A4 × G. Finally, the trusted 
authority stores parameter set {IDSHD, T1, A3, A5} before 
sending A2 to the smart home device as shown in Fig. 2.

Step 3: After getting A2 from the TA, the SHD stores it in 
its memory for use in the authentication phase.

Device–TA Authentication Phase

In this phase, both the SHD and the MD mutually authenti-
cate themselves to the TA. After successful authentication, 
they negotiate session keys between themselves and the TA. 
This is a five-step process as discussed below.

Step 1: The SHD generates random number R2 that it 
uses to compute security parameters B1 = R2 × G and B2 = h 
(B1||R2 × A2). Next, it sends these two parameters in authen-
tication message AM1 = {B1, B2} to the TA for verification 
as shown in Fig. 2.

Step 2: On receiving parameters B1 and B2, the TA 
deploys T1, TASV and A3 to compute A1 and utilize it to 
confirm the validity of both B1 and B2. To accomplish this, 
parameter B2

* is computed as B2
* = h (B1||A1 × B1). Next, it 

checks if B2
* ?= B2 such that the session is terminated when 

this verification fails. Otherwise, it generates random num-
ber R3 that is used to derive parameters B3 = R3 × G and 
B4 = h (B2

*||R3 × A5). Finally, the TA sends authentication 
response message AM2 = {A3, B3, B4} back to the SHD over 
public channels.

Step 3: After obtaining {A3, B3, B4} from the TA, the 
SHD validates the TA by computing parameter A4 as A4 = h 
(A3 × A2). On condition that the computed A4 is legitimate, 
the SHD proceeds to derive parameter B4

* = h (B2||A4 × B3). 
Next, it checks whether B4

* ?
= B4 such that the session is ter-

minated if the two parameters do not match.
Step 4: The SHD uses B3 and B4

* to compute param-
eter C1 and the ℚST as C1 = h (B4

*||R2 × B3) and ℚST = h 
(B3||R2 × B3). Finally, it sends the computed parameters to 
the TA in authentication message AM3 = {C1, ℚST} over 
public channels.

Step 5: After getting parameter C1 and session key 
ℚST from the SHD, the TA re-computes them as C1

* = h 
(B4||R2 × B3) and ℚST

* = h (B3||R3 × B1). Next, it confirms 
whether C1

* ?
= C1 and ℚST ℚST

* ?
= ℚST. Here, the session is 

terminated when these verifications are unsuccessful.
Otherwise, the TA and SHD set ℚST * = ℚST as the session 

key for the current session. Similar procedures are followed 
by the MD and the TA to authenticate themselves and estab-
lish session key ℚMT between themselves.

SHD–MD Authentication Phase

At the onset of the SHD and MD communication process, 
they have to mutually authenticate each other. As stated ear-
lier, the SHD and the MD must have authenticated them-
selves to the trusted authority and agreed on session keys 
ℚST and ℚMT. The next task is for the SHD and the MD 
to authenticate themselves to each other. Before the com-
mencement of data exchanges between the SHD and the 
MD, the following 7 procedures are executed. Here, it is 
assumed that the session is initiated by the remote MD to 
access some data on the SHD.

Step 1: The MD generates random number R4 that it 
deploys to derive parameters C2, C3 and C4 as C2 = R4 × G, 
C3 = R4.h (ℚMT) and C4 = h (C2||C3 × G). It then constructs 

TA 
SHD 

Choose IDSHD

IDSHD

Generate R1 

Derive A1…A5 

Store {IDSHD, T1, A3, A5}
A2

Store A2

Registration 

Authentication 

Generate R2 

Derive B1 & B2 

Construct AM1

AM1

Re-compute A1 & B2
* 

Validate B2
* 

Generate R3 

Derive B3 & B4 

Compose AM2

AM2

Re-compute & validate A4

Re-compute & validate B4
* 

Derive C1 & ℚST 

Construct AM3
AM3

Re-compute & validate C1
*

Re-compute & validate ℚST
* 

ℚST
 * = ℚST

Encipher with ℚST
 *

Fig. 2   Registration and device–TA authentication
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authentication request AMSM1 = {C2, C4, IDMD, T1} that it 
transmits to SHD as shown in Fig. 3.

Step 2: Upon receiving message AMSM1, the SHD checks 
its freshness using timestamp T1 and delay tolerance ∆T. 
It then generates random number R5 for the derivation of 
security parameter D1 = R5 × G. Next, it composes authen-
tication response message AMSM2 = EℚMT

(C2, C4, D1, IDMD, 
T1) which it then sends to the TA for verification. Evidently, 
this message is protected using session key ℚMT to prevent 
against eavesdropping and tampering.

Step 3: After getting message AMSM2, the TA decrypts 
it using ℚMT. Next, it retrieves SHD and MD data from its 
database to determine whether the two had been registered 
and authenticated themselves with it. Using timestamp T1 
and ∆T, the TA also establishes the freshness of the received 
request. If all these verifications are successful, TA proceeds 
to derive C4

* = h (C2||h(ℚMT) × C2). It then checks if C4
* ?
= C4. 

This proof proceeds as follows:
C4

* = h (C2||h(ℚMT) × C2)
= h (C2||h(ℚMT)×(R4×G)); since C2 = R4×G
= h (C2||(h(ℚMT). R4) × G
= h (C2||C3×G); since C3 = R4.h (ℚMT)

= C4; since C4 = h (C2||C3×G).
As such, the TA will terminate the authentication session 

between the SHD and MD whenever C4
*≠ C4. Otherwise, 

it computes parameter D2 = h (D1||h (ℚMT) × C2). Finally, it 
encrypts D2 using session key ℚST in authentication message 
AMSM3 = EℚST

(D1, D2) that is forwarded to the SHD.
Step 4: On obtaining message AMSM3, the SHD is 

assured that MD is a legitimate entity. As such, it proceeds to 
determine the current timestamp T2 before deriving session 
key ℚSM = h (C2||R5 × C2). However, it waits for the confir-
mation message from MD before storing ℚSM in its memory. 
This is particularly important in ensuring that both the SHD 
and MD have generated the same session key. Next, it con-
structs authentication message AMSM4 = {D1, D2}. Finally, 
it forwards AMSM4 to the MD over public channels.

Step 5: After obtaining message AMSM4, the MD re-com-
putes parameter D2

* = h (D1||C3 × G) and compares it with 
parameter D2 it received from the SHD. This is important 
for authenticating SHD such that the MD is sure it is com-
municating with a legitimate SHD. This proof proceeds as 
follows:

D2
* = h (D1||C3 × G)

Fig. 3   SHD–MD authentication SHD MD 
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= h (D1||(R4.h (ℚMT))×G); since C3 = R4.h (ℚMT)
= h (D1||h(ℚMT)×(R4× G))
= h (D1||h(ℚMT)×C2); since C2 = R4×G
= D2; since D2 = h (D1||h (ℚMT)×C2).

Here, only the TA can generate D2 using session key ℚMT 
before transmitting it to SHD. As such, the MD is sure that 
SHD is a legitimate entity and not any other entity imper-
sonating it.

Step 6: The MD computes session key ℚMS = h 
(C2||R4 × D1), which is then validated against session key 
ℚSM = h (C2||R5 × C2) derived at the SHD. This proof is 
elaborated below:

ℚMS = h (C2||R4 × D1),
= h (C2||R4 × (R5 × G)); since D1 = R5 × G
= h (C2||(R4.R5)×G)
= h (C2||R5 × C2); since C2 = R4 × G.

Provided that ℚSM = ℚMS, the SHD and MD have suc-
cessfully established a common session key. Next, it deter-
mines the current timestamp T3 before storing parameter 
set {IDSHD, T3, ℚSM} in its memory. Finally, it encrypts 
parameter C2 using session key ℚMS and sends it to SHD in 
authentication message AMSM5 = EℚMS

(C2).
Step 7: Upon receiving confirmation message AMSM5, 

from the MD, the SHD decrypts it using ℚMS. Provided that 
parameter C2 can be retrieved successfully from AMSM5, the 
SHD updates IDMD, session key ℚMS and timestamp T2 in its 
memory. This serves to thwart any adversarial packet replay 
attacks. This confirmation is critical since the SHD might 
mistakenly update an invalid session key, hence compromis-
ing its current communication session with the MD.

Security Analysis

In this section, both formal and informal security analyses 
are carried out to demonstrate the resilience of the proposed 
protocol against conventional smart home attacks.

Formal Security Analysis

The Burrows–Abadi–Needham logic (BAN logic) has 
proofed to be the widely deployed formal analysis model 
for the correctness of many authentication and key negotia-
tion protocols. As such, the aim of this analysis here is to 
demonstrate that this protocol successfully attains mutual 
authentication and session key negotiation between the com-
municating entities. To achieve this, the notations in Table 2 
are utilized.

As shown in Table 2, eleven notations are critical dur-
ing the execution of the BAN logic proofs (BLPs). On the 
other hand, Table 3 gives the BAN logic postulates that are 
applied during these security proofs.

To show the existence of strong mutual authentica-
tion between SHD and MD, the following four goals are 
formulated:

Goal 1:MD| ≡ MD
ℚMS

↔ SHD;

Goal 2:MD|≡ SHD| ≡ MD
ℚMS

↔ SHD;

Goal 3:SHD| ≡ MD
ℚMS

↔ SHD;

Goal 4:SHD|≡ MD| ≡ MD
ℚMS

↔ SHD.

The five messages that are exchanged during MD and 
SHD mutual authentication are thereafter translated into 
idealized format as follows:

MD → SHD: AMSM1 {C2, C4, IDMD,T1}
Idealized format: ER4 , ⟨ER4

⟩ℚMT

Table 2   BAN Logic Notation

Notation Description

Ea EC multiplication by integer a
{Z}p Encryption of Z with key p
M|≡ Z M believes that Z holds
⟨Z⟩p Z combined with formula p
M ⊲Z M sees statement Z
G

⇋

kH Formula k only known to G and H
M ⇒ Z M has full control over formula Z
M|~ Z M once said Z
# (Z) Z is fresh

G
k
↔ H

G and H share secret key k

↦

kH H has k as its public key

Table 3   BAN Logic postulates

Rule Description

M|≡(N,Q)

M|≡N
M|≡E|≡(N,Q)
M|≡E|≡N

Believe rule (BR1)
Believe rule (BR2)

M|≡M
k
↔E,M⊲{N}K

M|≡E|∼N

Message-meaning rule (MMR) for 
shared key

(MMR1)
M|≡k

↦
E,M⊲{N}K−1

M|≡E|∼N

MMR for public key ((MMR2)
K−1 is the inverse of K

M|≡Mk
⇋
E,M⊲NK

M|≡E|∼N

MMR for shared secret (MMR3)

M|≡#(N),M|≡E|∼N

M|≡E|≡N

Nonce verification rule (NVR)

M|∼(N,Q)

M|∼N

Said rule (SAR)

M⊲(N,Q)

M⊲N

M|≡M
k
↔E,M⊲{N}K
M⊲N

M|≡k
↦
E,M⊲{N}K

M⊲N

Seeing rule (SER1)
Seeing rule (SER2)
Seeing rule (SER3)

MselectsrandomN

M|≡#(N)

Random rule (RR)

M|≡#(k),M|≡E|≡N

M|≡M
k
↔E

Session key rule (SKR)

M|≡#(N)
M|≡#(N,Q)M|≡#(N)
M|≡#(Ea)

Fresh-promotion rule(FPR1)
Fresh-promotion rule(FPR2)

M|≡E⇒N,M|≡E|≡N

M|≡N

Jurisdiction rule (JR)
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SHD → TA: AMSM2 { EℚMD
(C2, C4, D1, IDMD, T1)}

Idealized format: { ER4,⟨ER4
⟩ℚMT

}ℚST

TA → SHD: AMSM3 { EℚST
(D1, D2)}

Idealized format: { ER5,⟨ER4 ,ER5
⟩ℚMT

SHD → MD: AMSM4 {D1, D2}
Idealized format: { ER5,⟨ER4 ,ER5

⟩ℚMT
}

MD → SHD: AMSM5 { EℚMS
(C2)}

Idealized format:⟨ER4
⟩ℚMS

For effective proofs using the BAN logic, the following 
Initial Assumptions (IAs) are then made:

IA1: MD | ≡ MD ℚMT

↔
 TA

IA2: MD | ≡ MD
⇋

ℚMTTA

IA3: SHD | ≡ SHD ℚST

↔
 TA

IA4: SHD | ≡ SHD|
⇋

ℚSTTA

IA5: TA | ≡ MD ℚMT

↔
 TA

IA6: TA | ≡ MD|
⇋

ℚMTTA

IA7: TA | ≡ SHD ℚST

↔
 TA

IA8: TA | ≡ SHD|
⇋

ℚSTTA

IA9: MD | ≡ SHD ⇒ R5
IA10: MD | ≡ SHD ⇒ ER5

IA11: SHD | ≡ MD ⇒ R5
IA12: SHD | ≡ SHD ⇒ ER4

IA13: If MD | ≡ TA | ≡ N then MD | ≡ SHD | ≡ N.
Afterwards, the BAN logic notations, rules, idealized 

messages and initial assumptions are deployed to execute 
the BAN logic proofs as follows:

Since the MD is charged with the generation of random 
number R4, then:

BLP1: MD | ≡ R4.
Applying RR to the MD’s selection of random number 

R4, BLP2 is obtained:
BLP2: MD | ≡ #(R4).
The application of FPR2 to BLP2 yields BLP3:
BLP3: MD | ≡ # ( ER4).
Since the random number R5 is generated by the SHD, 

then:
BLP4: SHD | ≡ R5.
The application of RR to the SHD’s selection of random 

number R5, BLP5 is obtained:
BLP5: SHD | ≡ # (R5).
Using FPR2 in BLP5 results in BLP6:
BLP6: SHD | ≡ # ( ER5).
Based on message AMSM4, it is clear that:
BLP7: MD ⊲{ER5 , ⟨(ER4 ,ER5 )⟩ℚMT

}.

The application of SER1 to BLP7 yields BLP8:
BLP8: MD ⊲⟨(ER4 ,ER5 )⟩ℚMT

.

Using MMR3 in IA2 and BLP8 yields BLP9:
BLP9: MD | ≡ TA|∼ (ER4 ,ER5).
On the other hand, the application of FPR1 in IA2 and 

BLP3 results in BLP10:
BLP10: MD | ≡ # (ER4 ,ER5).

To obtain BLP11, NVR is applied to both BLP9 and 
BLP10:

BLP11: MD | ≡ TA | ≡ (ER4 ,ER5).
However, to obtain BLP12 and BLP13, BR1 is applied 

to BLP11:
BLP12: MD | ≡ TA | ≡ ER4 ,

BLP13: MD | ≡ TA | ≡ ER5 .

Considering IA13, BLP12 and BLP13, it is evident that:
BLP14: MD | ≡ SHD | ≡ ER4 ,

BLP15: MD | ≡ SHD | ≡ ER5 .

On the other hand, the application of SKR to both 
BLP15 and IA10 yields BLP16:

BLP16: MD | ≡ ER5 .

Since session key ℚMS can be expressed as ℚMS = h ( ER4

||ER4R5 ), then based on both BLP2 and BLP16:
BLP17: MD | ≡ # (ℚMS).
However, the application of SKR to both BLP15 and 

BLP17 results in BLP18:
BLP18: MD| ≡ MD

ℚMS

↔ SHD , and as such, Goal 1 is 
attained.

To obtain BLP19, BR2 is applied to BLP15:
BLP19: MD | ≡ SHD | ≡ R5.
On the other hand, BLP20 is easily obtained from BLP14 

and BLP19:
BLP20:MD| ≡ SHD| ≡ MD

ℚMS

↔ SHD , achieving Goal 2.
Based on the difficulty of solving both the elliptic curve 

discrete logarithm and the elliptic curve Diffie–Hell-
man problems, then the belief of MD and SHD can be 
expressed as in BLP21 and BLP22:

BLP21: MD | ≡ MD
⇋

ER4R5SHD,

BLP22: SHD | ≡ MD
⇋

ER4R5SHD.

Regarding idealized message AMSM5, it can be re-writ-
ten as:

AMSM5
*: ⟨ER4 ,ER5

⟩ER4R5.

Based on AMSM5
*, BLP23 can be obtained:

BLP23: SHD ⊲⟨ER4 ,ER5
⟩ER4R5.

Using MMR3 in both BLP22 and BLP23, it is clear that:
BLP24: SHD | ≡ MD|∼ ( ER4 ,ER5).
On the other hand, using FPR1 in BLP6 results in BLP25:
BLP25: SHD | ≡ #(ER4 ,ER5).
To obtain BLP26, NVR is applied to both BLP24 and 

BLP25:
BLP26: SHD | ≡ MD | ≡ ( ER4 ,ER5).
However, to get BLP27 and BLP28, BR2 is applied to 

BLP26:
BLP27: SHD | ≡ MD | ≡ ER4 .

BLP28: SHD | ≡ MD | ≡ ER5 .

The application of JR to both BLP27 and IA12 yields 
BLP29:

BLP29: SHD | ≡ ER4 .
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Since session key can be expressed as ℚMS = h ( ER4

||ER4R5 ), then based on both BLP2 and BLP16, BLP30 is 
obtained.

BLP30: SHD | ≡ # (ℚMS).
In addition, using SKR in both BLP27 and BLP30 results 

in BLP31:
BLP31: SHD| ≡ MD

ℚMS

↔ SHD , effectively attaining 
Goal 3.

However, using BR2 in BLP15 results in BLP32:
BLP32: SHD | ≡ MD | ≡ R4.
Based on both BLP28 and BLP32, BLP33 is obtained:
BLP33:SHD| ≡ MD| ≡ MD

ℚMS

↔ SHD , hence Goal 4 is 
realized.

The successful attainment of all the four goals formulated 
earlier shows the existence of mutual authentication between 
the MD and the SHD. In addition, it demonstrates the 
existence of a session key that enciphers traffic exchanged 
between these entities.

Informal Security Analysis

In this section, it is demonstrated that the proposed scheme 
is secure under the Canetti–Krawczyk threat model. The 
assumptions of the CK threat model are given in [7]. To 
accomplish these security proofs, the following lemmas are 
formulated and proofed.

Lemma 1  The proposed algorithm prevents man-in-the-
middle attacks.

Proof  The goal of this attack is to capture the exchanged 
messages, modify and forward them to the unsuspecting 
receivers. Suppose that the attacker has captured parameters 
C2, C4, D1 and D2. Here, C2 = R4 × G, C4 = h (C2||C3 × G), 
D1 = R5 × G and D2 = h (D1||h (ℚMT) × C2). Next, an adver-
sary tries to construct messages AMSM1 = {C2, C4, IDMD,T1}, 
AMSM2 = EℚMT

(C2, C4, D1, IDMD, T1), AMSM3 = EℚST
(D1, D2), 

AMSM4 = {D1, D2} and AMSM5 = EℚMS
(C2). Clearly, the con-

struction of valid messages require additional parameters 
such as random numbers R4 and R5, the MD’s real iden-
tity, session key between MD and TA (ℚMT), session key 
between SHD and TA (ℚST) and the session key between 
SHD and MD (ℚMS). Since these security parameters are 
unavailable to the adversary, this attack flops. In addition, 
the derivation of R4 from C2 is computationally infeasible.

Lemma 2  The communicating entities are properly authen-
ticated to each other.

Proof  In this protocol, upon receiving message AMSM2 from 
the SHD, the TA utilizes ℚMT to decrypt it. Afterwards, it 
retrieves SHD and MD data from its database to determine 

whether the two had been registered and authenticated them-
selves with it. In addition, the TA authenticates the SHD by 
checking whether C4

* ?
= C4. On the other hand, on obtaining 

message AMSM4 from the SHD, the MD re-computes D2
* = h 

(D1||C3 × G) and compares it with parameter D2 it received 
in AMSM4. Here, it is only legitimate TA that can derive D2 
using ℚMT before forwarding it to SHD. Consequently, the 
MD is confident that SHD is a legitimate entity and not any 
other masquerading entity.

Lemma 3  Packet replay attacks are effectively thwarted in 
this scheme.

Proof  The purpose of this attack is to intercept the transmit-
ted messages, store them and re-transmit them later to the 
intended receivers. Suppose that an adversary captures mes-
sage AMSM1 = {C2, C4, IDMD, T1} sent from the MD towards 
the SHD. After sometimes, the attacker re-sends it to the 
SHD in an effort to fool the SHD that the MD is request-
ing another communication session. However, any replayed 
message will fail the freshness checks at the SHD. Similarly, 
any adversarial effort to replay message AMSM2 = EℚMT

(C2, 
C4, D1, IDMD,T1) will be detected at the TA using T1. As 
such, the proposed protocol is robust against packet replay 
attacks.

Lemma 4  This protocol offer backward and forward key 
secrecy.

Proof  At the SHD, the session key ℚSM is derived as 
ℚSM = h (C2||R5 × C2), where C2 = R4 × G. Similarly, session 
key ℚMS is computes as ℚMS = h (C2||R4 × D1) at the MD. 
Here, D1 = R5 × G and C2 = R4 × G. Evidently, these session 
keys incorporate random numbers R4 and R5. As such, they 
are stochastic such that different sessions have different keys. 
Consequently, the capture of any key belonging to the cur-
rent session cannot facilitate the derivation of keys used in 
the previous and subsequent communication sessions. Simi-
larly, an attacker with captured session keys cannot utilize 
them to decrypt messages for the current as well as subse-
quent communication sessions.

Lemma 5  Privileged insider attacks are prevented in this 
scheme.

Proof  In this protocol, the trusted authority mediates the 
authentication and key agreement between the MD and the 
SHD. In this attack, it is assumed that the TA is a privileged 
entity that may attempt to derive the MD-SHD session keys 
using the security parameters it has access to. Here, the SHD 
derives session key ℚSM, where ℚSM = h (C2||R5 × C2) and 
C2 = R4 × G. On the other hand, the MD computes session 
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key ℚMS, where ℚMS = h (C2||R4 × D1) and D1 = R5 × G. Evi-
dently, the derivation of session keys ℚSM and ℚMS requires 
random numbers R4 and R5. Here, random number R4 is 
generated at the MD while random number R5 is gener-
ated at the SHD. As such, although the TA supervises the 
authentication between the MD and SHD, it cannot derive 
the session keys for traffic enciphering between the two enti-
ties. Consequently, it is unable to encrypt or decrypt the 
exchanged messages between the MD and the SHD.

Lemma 6  The proposed protocol is robust against session 
hijack and denial of service attacks.

Proof  The ultimate objective of these attacks is to cut off the 
communication between the MD or SHD and the TA. To carry 
out this attack, an adversary tries to derive legitimate session 
keys ℚMT and ℚST. Here, ℚST = h (B3||R2 × B3) and B3 = R3 × G. 
The session key between the MD and the TA is derived in a 
similar version. Clearly, the derivation of any legitimate ses-
sion key requires knowledge of the random numbers R2 and 
R3. Here, R2 is generated at the SHD and MD while R3 is 
generated at the TA. As such, adversarial computation of these 
session keys will fail due to the difficulty of deriving R3 from 
B3. Suppose that an attacker attempts to construct authen-
tication messages AM1, AM2 and AM3. Here, AM1 = {B1, 
B2}, AM2 = {A3, B3, B4}, AM3 = {C1, ℚST}, A1 = h (R1||TA
SV||T1||IDSHD), A2 = A1 × G, A3 = R1 ⊕ h (TASV), A4 = h (R1 ⊕ h 
(TASV)||A2), A5 = A4 × G B2 = h (B1||R2 × A2), B1 = R2 × G, 
B2 = h (B1||R2 × A2), B3 = R3 × G, B4 = h (B2

*||R3 × A5), C1 = h 
(B4

*||R2 × B3), B4
* = h (B2||A4 × B3) and ℚST = h (B3||R2 × B3). 

It is evident that in addition to random numbers R1, R2 and 
R3, the attacker needs TA’s secret value TASV, timestamp T1 
and the SHD’s unique identity IDSHD to construct these mes-
sages. Since all these parameters are unavailable to the adver-
sary, the construction of these messages fails. Therefore, the 
sessions of the MD and SHD are sufficiently protected and 
cannot be hijacked. Ultimately, availability is upheld and the 
remote users are able to access the sensed data anytime and 
from any location.

Lemma 7  Impersonation attacks are prevented in this 
protocol.

Proof  The aim of these attacks is to send connection requests 
using the identities of other network entities. Suppose that 
an adversary wants to impersonate the SHD and send con-
nection request AM1 to the TA. Here, AM1 = {B1, B2}, 
B1 = R2 × G, B2 = h (B1||R2 × A2), A2 = A1 × G and A1 = h (R1||T
ASV||T1||IDSHD). It is clear that to construct a legitimate con-
nection request AM1, the adversary requires the TA’s secret 
value TASV, timestamp T1 and the SHD’s unique identity. In 
addition, random numbers R1 and R2 are needed. In this pro-
tocol, one-way hashing operations prevent an attacker from 

obtaining T1, TASV and IDSHD from parameter A1. Although 
hashing functions can have collisions, only the underlying 
hashing algorithm can be discerned while the protected data 
remains secure. On the other hand, the stochastic nature of 
random numbers makes it computationally infeasible for the 
attacker to derive them with high success probability.

Lemma 8  This protocol preserves the confidentiality and 
integrity of the communication process.

Proof  To uphold confidentiality, all exchanged messages 
are sufficiently enciphered using the derived session keys. 
These session keys can only be derived between the com-
municating devices after successful mutual authentication 
process. For instance, authentication message AMSM2 = EℚMT

(C2, C4, D1, IDMD,T1) is encrypted using the session key set 
between MD and TA (ℚMT). Similarly, authentication mes-
sage AMSM3 = EℚST

(D1, D2) is enciphered using the session 
key set between SHD and TA (ℚST). On the other hand, 
authentication message AMSM5 = EℚMS

(C2) is encrypted 
using Session key set between SHD and MD (ℚMS). As such, 
the enciphered parameters cannot be modified on transit and 
hence, their integrity is preserved.

Lemma 9  Offline dictionary attacks are thwarted in this 
scheme.

Proof  The goal of an adversary in this attack is to capture the 
exchanged messages and attempt to discern sensitive informa-
tion in them. Finally, the learned messages are utilized to com-
pute the session keys ℚSM, ℚMS, ℚST and ℚMT. Here, ℚST = h 
(B3||R2 × B3), ℚSM = h (C2||R5 × C2) and ℚMS = h (C2||R4 × D1). 
On the other hand, the exchanged messages between the MD 
and SHD include AMSM1, AMSM2, AMSM3, AMSM4 and 
AMSM5. Here, AMSM1 = {C2, C4, IDMD, T1}, AMSM2 = EℚMT

(C2, C4, D1, IDMD,T1), AMSM3 = EℚST
(D1, D2), AMSM4 = {D1, 

D2} and AMSM5 = EℚMS
(C2). Here, both ℚST and ℚMT were 

derived in early device-TA authentication phase. As such, 
the attacker lacks random number R2 and security parameter 
B3 needed to derive them. In addition, the one-way hashing 
function renders it infeasible to obtain these two parameters 
through reverse engineering. Although messages AMSM1 and 
AMSM4 are transmitted in plaintext, their contents do not con-
tain random numbers R4 and R5 required to derive session 
keys ℚMS and ℚSM. Consequently, the proposed protocol is 
resilient against offline-guessing attacks.

Lemma 10  The proposed protocol is robust against stolen 
verifier attacks.

Proof  Suppose that an attacker manages to steal the session 
keys ℚSM and ℚMS used to encrypt and decrypt traffic between 
the MD and the SHD. An attempt may then be made to derive 
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session keys ℚMT and ℚST deployed to secure device–TA com-
munication. Here, ℚMS = h (C2||R4 × D1), ℚSM = h (C2||R5 × C2) 
and ℚST = h (B3||R2 × B3). Evidently, the captured session keys 
can only be deployed to encrypt and decrypt MD–SHD traf-
fic for only the current session. They cannot be deployed for 
encryption and decryption in the past or subsequent sessions 
due to the random numbers R4 and R5 which imply that these 
session keys are different for dissimilar sessions. The one-way 
hashing operation prevents an attacker from sniffing the con-
tents of these session keys for other malicious verifications. 
It is also evident that session keys ℚST derivations requires 
random number R2 and security parameter B3, all of which 
cannot be discerned from the captured session keys.

Performance Evaluation

In this section, the lightweight nature of the proposed algo-
rithm is demonstrated. To accomplish this, performance 
metrics such as computation and communication over-
heads, memory requirements and energy consumption are 
used. In addition, experiments are run to investigate energy 
consumption variations under different transmission loads. 
Moreover, the security features provided by this scheme are 
compared with the ones offered by other related schemes.

Computation Overhead

In this sub-section, the execution time of the various cryp-
tographic primitives during the MD–SHD mutual authenti-
cation is taken into consideration. During this phase, only 
three cryptographic operations are executed. These are ellip-
tic curve point multiplication (TEP), symmetric encryption 
and decryption (TSED), and one-way hash function (TH). At 
the MD, 4TH + 3TEP + 4TSED operations are carried out. On 
the other hand, 1TH + 2TEP + 14TSED operations are executed 
at the SHD. Similarly, 4TH + 2TEP + 14TSED operations are 
carried out at the TA. As such, the total computation over-
head of this algorithm is 9TH + 7TEP + 32TSED. Based on the 
values in [2], Table 4 gives the execution time for the various 
cryptographic primitives.

Based on the values in Table 4, the total computation 
overhead in the proposed protocol is 3.728 ms. On the other 

hand, Table 5 presents the computation overheads of other 
related schemes.

As shown in Fig. 4, the protocol in [39] has the highest 
computation overheads of 7.84 ms. This is followed by the 
protocol in [24] with execution time of 6.93 ms. The proposed 
scheme is third, followed by the schemes in [35, 43] and the 
schemes in [2] and [25], respectively. Although the schemes 
in [2] and [25] have low computation complexities, they have 
a number of security issues. For instance, the scheme in [2] 
is vulnerable to session hijacking, privileged insiders, packet 
replays, offline dictionary and stolen verifier attacks. In addi-
tion, its design doesn’t consider confidentiality, integrity and 
MitM attacks. Similarly, the scheme in [25] fails to consider 
MitM, integrity and confidentiality in its design. On its part, 
the protocol in [35] cannot withstand DoS attacks.

In addition, its design fails to consider communication 
integrity and confidentiality, as well as attack models such as 
offline dictionary, privileged insiders and session hijacking. 
Similarly, the protocol in [43] cannot offer confidentiality, 
integrity and protection against session hijacking attacks.

Communication Overheads

In this section, the bandwidth requirement of the proposed 
scheme is derived. During MD and SHD mutual authen-
tication, messages AMSM1, AMSM2, AMSM3, AMSM4 and 

Table 4   Cryptographic primitives execution time

Cryptographic primitive Time (ms)

One-way hashing 0.0052
Symmetric encryption/decryption 0.0215
EC point multiplication 0.4276
Bilinear operation 5.811
ECC point addition 0.0288

Table 5   Computation overheads Scheme Time (ms)

[2] 1.366
[24] 6.93
[25] 1.366
[35] 2.24
[39] 7.84
[43] 3.2
Proposed 3.728

Fig. 4   Computation overheads
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AMSM5 are exchanged. Here, AMSM1 = {C2, C4, IDMD, T1}, 
AMSM2 = EℚMT

(C2, C4, D1, IDMD,T1), AMSM3 = EℚST
(D1, D2), 

AMSM4 = {D1, D2} and AMSM5 = EℚMS
(C2). Table 6 gives the 

output sizes of the various cryptographic primitives.

Using the values in Table 6, the derivation of the commu-
nication overheads of the proposed scheme is carried out as 
shown in Table 7. Based on these derivations, the cumulative 
communication overhead of this scheme is 1472 bits.

However, the communication costs for the protocols in 
[2, 24, 25, 35, 39] and [43] are 1728 bits, 3296 bits, 1856 
bits, 794 bits, 986 bits and 2304 bits, respectively, as shown 
in Table 8.

Based on the values in Fig. 5, the protocol in [24] has the 
highest communication overheads. This is followed by the 
scheme in [25, 43] and [2]. On the other hand, the proposed 
protocol has the third lowest communication costs, followed 
by the protocols in [39] and [35], respectively.

Although the protocol in [35] has the lowest communi-
cation costs, it is susceptible to DoS attacks. In addition, it 
does not consider attack models such as offline dictionary, 
privileged insiders and session hijacking. Moreover, com-
munication integrity and confidentiality are never catered 
for in this scheme. On the other hand, the scheme in [39] 
is vulnerable to packet replay attacks. In addition, it cannot 
offer key secrecy as well as communication integrity and 
confidentiality.

Memory Requirements

The number of bytes stored during the MD and SHD 
authentication process is considered in this section. Here, 
each device is required to store only the session key for 
each of the other device. As such, MD needs to store ℚSM 
while the SHD is required to store ℚMS. For packet replay 
prevention, the delay tolerance time may also need to be 
stored in both the SHD and MD. Based on the values in 
[47], ℚSM = ℚMS = 160 bits. On the other hand, timestamp 
T1 = T2 = T3 = 32 bits. As such, both the SH and MD require 
192 bits of storage each, which is equivalent to 24 bytes. 
Consequently, the total memory requirement of this proto-
col during MD–SHD mutual authentication is 48 bytes as 
shown in Table 9.

It is evident from Fig. 6 that the protocol in [24] has 
the largest memory requirements. This is followed by the 
schemes in [39] and [2], respectively. On the other hand, the 

Table 6   Cryptographic output sizes

Cryptographic output Size (bits)

One-way hashing 160
Identity 128
Symmetric encryption/decryption 256
EC point multiplication 320
Timestamps 32
Random number 128

Table 7   Message sizes derivations

Message Size (bits)

AMSM1 = {C2, C4, IDMD, T1}
C2 = C4 = IDMD = 128; T1 = 32

416

AMSM2 = EℚMT
(C2, C4, D1, IDMD,T1) 256

AMSM3 = EℚST
(D1, D2) 256

AMSM4 = {D1, D2}
D1 = 128; D2 = 160

288

AMSM5 = EℚMS
(C2) 256

Total 1472

Table 8   Communication 
overheads

Scheme (bits)

[2] 1728
[24] 3296
[25] 1856
[35] 794
[39] 986
[43] 2304
Proposed 1472

Fig. 5   Communication overheads

Table 9   Memory Requirements Scheme (bytes)

[2] 64
[24] 120
[25] 48
[35] –
[39] 80
[43] 48
Proposed 48
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proposed scheme together with the protocols in [25] and [43] 
have the lowest memory requirements.

As such, the proposed scheme together with these two 
other protocols put the least strain on the sensor memory. 
Consequently, they are the most suitable for deployments in 
smart home networks.

Energy Consumptions

In this section, the number of bits exchanged during the 
mutual authentication and key agreement between the MD 
and the SHD are deployed to derive the energy consumption 
of these two devices. The messages transmitted and received 
are as follows.

MD → SHD: AMSM1 = {C2, C4, IDMD, T1}
SHD → TA: AMSM2 = EℚMT

(C2, C4, D1, IDMD,T1)
TA → SHD: AMSM3 = EℚST

(D1, D2)
SHD → MD: AMSM4 = {D1, D2}
MD → SHD: AMSM5 = EℚMS

(C2)
Based on the values in Table  7, AMSM1 = 416 

bits, AMSM2 = 256, AMSM3 = 256, AMSM4 = 288, and 
AMSM5 = 256. As such, the MD sends and receives a total of 
672 bits and 288 bits, respectively. On the other hand, the TA 
sends and receives 256 bits in each case. However, the SHD 
sends and receives 544 bits and 928 bits, respectively. As 
pointed out in [42], single-bit transmission and reception on 
TelosB requires 0.00072 mJ and 0.00081 mJ, respectively. 

Using these values, Table 10 presents the energy consump-
tions of these three entities.

Based on the values in Table 10, the MD consumes 
more energy to send requests than to receive and process 
requests. On the other hand, both the SHD and TA con-
sume more energy to receive and process requests than to 
send requests. In the face of active DoS attacks, the MD 
will be least affected, while the SHD will be the most 
affected. This is because the SHD will commit sufficient 
computational resources to process and authenticate 
incoming requests when compared with the MD. To fur-
ther investigate the implication of concurrent requests on 
the energy consumptions, experimentations were run in 
Python programming language. The specifications of the 
host machine were as follows: i5-4210U, Windows 10 Pro 
64-bit, CPU1.70 Ghz × 4 and 4G RAM. Figure 7 shows 
the variation of the energy consumptions as a function of 
the number of concurrent requests and number of SHDs.

As shown in Fig. 7, as the number of SHDs increase, 
there is a corresponding increase in energy consumptions. 
This is attributed to the increased processing at the termi-
nals. It is also evident that at a particular SHDs density, 
there is more energy consumed when the number of con-
current requests surge.

Security Features

To appreciate the security features offered by the proposed 
scheme, comparisons are made with other related schemes 
as shown in Table 11. It is clear that the scheme in [2] sup-
ports only 5 security features while the protocol in [35] 
offers 7 security features. This was followed by the scheme 
in [24, 25, 39] and [43] which provide 8, 8,10 and 10 secu-
rity features, respectively.

On the other hand, the proposed scheme supports 14 
security features, which is the highest number. As such, 
although this scheme has relatively higher computation 

Fig. 6   Memory requirements

Table 10   Energy consumptions

Entity Sending Receiving Total (mJ)
(bits) Energy (mJ) (bits) Energy (mJ)

MD 672 0.48384 288 0.23328 0.71712
SHD 544 0.39168 928 0.75168 1.14336
TA 256 0.18432 256 0.20736 0.39168
Total 2.25216

Fig. 7   Energy variations at varying loads
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and communication overheads, it is the most secure among 
all these other schemes.

Conclusion

Smart homes introduce convenience, comfort and energy 
consumptions through automated management and control of 
activities. However, security and privacy challenges are very 
pertinent setbacks that may hamper the adoption of smart 
homes. Although many authentication techniques have been 
developed to address these issues, these schemes have some 
performance challenges. In addition, none of these schemes 
addresses all the required security and privacy goals. Con-
sequently, security and privacy provisioning in smart homes 
is still a challenging issue. The presented scheme has been 
demonstrated to have lower computation and communication 
overheads compared to other conventional approaches. On the 
other hand, its memory requirement is the lowest among other 
similar protocols. The security features such as strong mutual 
authentication, backward and forward key secrecy, session 
key agreement, as well as the preservation of both integrity 
and confidentiality make it attractive for deployment in smart 
homes. On the other hand, its resilience against impersona-
tions, denial of service, session hijacking, privileged insiders, 
packet replays, man-in-the-middle, offline dictionary and sto-
len verifier attacks render it superior to other related schemes. 
Future work will involve the evaluation of the proposed scheme 
using security attack models and performance metrics that 
were not within the scope of this paper. There is also need to 
come up with new innovative techniques for reducing the com-
munication and computation costs of this scheme.
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