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Abstract

Steganography is a technique of hiding information in digital media such as images, text, audio, etc. This digital media is used
as the cover to make the private message invisible. Apparently, the attackers do not have any idea about the original message
that is being hidden in the cover media. In this research, the proposed technique has focused on implementing the least sig-
nificant bit (LSB) matching steganography algorithm. For ensuring better security, the advanced encryption standard (AES)
technique is used before applying the steganography technique to ensure two-layer security of the private message. Another
feature that is used in this research is using mosaic images as the cover media. Mosaic image is capable of hiding up to five
LSB layers. Different survey papers show that the success rate of using mosaic images as the cover media is approximately
99% comparing with approximately 50% the success of normal image in case of data hiding. Our proposed approach over-
comes the problem of stego image distortion using mosaic images. The improved LSB steganography algorithm also effec-
tively handles mosaic images. Using a better version of LSB, Stego images were given more excellent peak signal-to-noise
ratio (PSNR) value than other approaches when the hidden message was integrated into the mosaic image. Compared with
different space domain strategies, the PSNR value of our proposed system is 85.65 dB for a maximum capacity of 32 bytes.

Keywords Steganography - Least significant bit - LSB matching - Mosaic image - PSNR - AES cryptography algorithm

Introduction

Today, the internet has become a necessity. Present infor-
mation in the form of messages, images, videos, including
sending data in the form of files, have become common
place in today’s sophisticated age. There are many electronic
media nowadays such as e-mail, personal blog, chat applica-
tion, and others for sending information. As internet usage
is developing rapidly, internet users should pay more atten-
tion to the security and secrecy of data. The survey result
of Norton Report 2013 shows that in 62% of cases, there is
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no online privacy in the world because of information being
open on the internet [38].

There are many methods that can be used to ensure the
security of electronic messages from being viewed by an
unauthorized person. Steganography is a popular technique
for securing messages. Steganography is the science and
art of hiding secret messages in a cover media that can be
either an image or audio or such like that to ensure that
the existence of the confidential data is disguised [17, 36].
Steganalysis is a form of art and science that reveals the
hidden messages as a counter-technology for steganogra-
phy. Steganalysis reveals disadvantages of steganographic
schemes by proof that a hidden message has been inserted
in a cover, thus preventing criminal offenders from illegally
transmitting hamrful messages using outstanding stegano-
graphic techniques. It is intended that the cover media does
not create any suspicion that the file is containing any per-
sonal data. Steganography is a safe technique for sending a
secret message. There are many techniques of Steganogra-
phy. The least significant bit (LSB) is one of them, in which
the data that is to be hidden is previously encrypted using
the Advanced Encryption Standard algorithm (AES) [34].
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The entire message is invisible in Steganography to cover
media such as text, audio or video, in which attackers have
no knowledge of the original message contained in a media
and which algorithms are used to insert it or remove it [4,
35].

In this paper, for better security, the AES encryption tech-
nique is used. Before applying the steganography technique,
AES cryptography will change the secret message into
ciphertext to ensure the two-layer safety of the news. The
proposed method will hide extensive data in a single image
retaining the advantages and discarding the disadvantages
of the traditional LSB method. Various data sizes are stored
inside the image, and the PSNR is also calculated for each of
the images tested. Based on the PSNR value, the stego image
has a higher PSNR value as compared to other methods
[29]. Hence the proposed steganography technique is very
efficient to hide the secret information inside an image. In
addition to that, mosaic images are used to increase the effi-
ciency of the process. Mosaic image approaches have been
successfully proposed to solve different problems related to
image processing. The contributions of our research can be
summarized as follows:

— The main disadvantage of the traditional LSB steganog-
raphy technique is it is easily cracked by unauthorized
users. To overcome this disadvantage, the features of the
mosaic image are used to increases the efficiency of the
LSB steganographic algorithm.

— If alarge amount of data is needed to embed in an image,
a typical image usually distorts. It increases the chance
of the attacker cracking the secret embedded message or
data. To overcome this problem, mosaic images are used
because smaller images are used to construct the big-
ger image. It becomes almost impossible to detect where
changes in bits have been made. Enhancing the image
quality keeping the data size same as previous.

— Mosaic image consists of RGBA channels. When the
ciphertext is incorporated in the red and green chan-
nels of mosaic images, the intensity of the red and green
channels becomes comparatively high, and the distor-
tion between the cover and stego images increases. As a
result, we have embedded the data in the blue channel,
and the histogram shows that there’s no significant distor-
tion between the cover and stego images.

The rest of the paper is organized as follows: “Related
Works” reviews related works of the system. We have pre-
sented our proposed method in “Methodology”, including a
brief discussion. Our experimental result was described in
“ Experimental Result and PerformanceEvaluation”. Finally,
“Conclusion and Future Work™ concludes the paper and
underlines the future work.
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Related Works

A variety of strategies to improve safe data-hidden methods
have been applied. They also managed to solve two key chal-
lenges, the amount of data obscured and data protection.
Use of LSB algorithms to implement is the most common
framework for hidden data. In the previous research papers,
the researchers addressed how low LSB encoding can be
implemented in the images [43], the audio file and the video
file [2, 39]. It is concluded that in many cases, 4 LSB layers
are possible that indicate the integration of 50% of the size
of the cover file. However, due to texture issues, an approach
implementing 5 LSB secret data layers was not present in
the literature.

In [27], the authors suggested an advanced approach for
message security in 3D cover images, with AES-256, edge
detection and LSB steganography in the layers, with PSNR
and MSE of roughly 70 dB and 0.0055, respectively. In
another study [40], the authors used pixel locator sequence
(PLS) to combine a random data distribution approach
with LSB steganography . This approach distributes the
data encrypted with AES to be infused into the image by
randomly selecting pixels and modifying their LSB value
and computed an MSE of 0.95186 and a PSNR of 48.34506
dB to quantify changes in image dynamics. Por et al. [32]
illustrated the StegCure scheme is a combination of three
steganography algorithms for the GIF image and the imple-
mentation of StegCure that conceals around 33% with high
protection levels using PKI. Zaidan et al. [42] performed
multi-cover steganographics with the help of remote sensing
images and a general recursion neural crypto-system using a
non-standard procedure to protect data until it is hidden, and
they also develop a multi-cover methodology to ensure the
strength of their solution. Naji et al. [28] stated that highly
rated and highly protected data hidden by the AES encryp-
tion procedure with PE file assume that AES has an excellent
data secure algorithm. Besides, the safest cover for multime-
dia files is the PE file. Hmood et al. in their research [13, 14]
showed the relationship between the amount of data covered
and the image quality using properties of the human vision
system and pure steganography. These papers are mostly
intended to assess the impact of increasing data volume and
image quality. The first is that picturing photographs with a
plain texture will only mask 33.3% of the image dimension.
In the second place, up to 50% of the image size will hide
images that do not have any clear texture. Hamid et al. [24]
only used the complicated texture to mask the details and
find a solution for the problem of simple texture by filtering
images into a complex and simple texture. Taqa et al. [39]
illustrated in their research that they have implemented a
framework and it provides a mechanism for the safeguard
of secret data in the video file and implements both LSB
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and AES via the MPEG video to make sure that the data are
stable and stable.

The related works illustrated in this section have major
limitations in certain areas. All steganographic approaches
in the spatial domain have various difficulties and draw-
backs. An unauthorised user may easily breach the LSB
method. PVD technique has a high level of intricacy. It is
not uncommon for the GLM method to lose vital data. This
is due to the fact that the PCM method has an inadequate
data storage capacity. As a result, this method has a higher
payload capacity. As a result of the OPAP method, the image
on the cover is distorted. This is due to the quality of the
cover image that is utilized in these approaches.

Methodology

In this section, we have discussed our proposed method. To
provide complete security of the system, we developed an
approach that has different stages, as presented in Fig. 1.
At first, a secret message is taken as text and it is
encrypted by AES cryptographic algorithm with a secret
password. Then, the ciphertext is embedded with LSB
matching (hide) steganographic algorithm into a mosaic

Fig.1 The proposed methodol-
ogy

image. This is the encryption and embedding process.
Then, for retrieving the embedded ciphertext, LSB matching
(unhide) algorithm is applied. And last of all, for retrieving
the original secret message from ciphertext, AES decryption
algorithm is applied. This is the extraction and decryption
process. When using the conventional LSB steganography
approach in [4, 34, 38], secret bits (ciphertext) are stored
from the first pixel of an image to the last. There are no
RGB channels taken into account. However, we investigated
RGBA channels of mosaic images and observed that when
the ciphertext is embedded in red and green channels, the
intensity of red and green channels is comparably high, and
the distortion between cover and stego images rises. As a
result, we have explored working with the blue channel.

Encryption and Decryption with AES Cryptographic
Algorithm

The cryptography methods give additional degree of secu-
rity to steganography techniques, by increasing their resil-
ience. There are several encryption algorithms such as, Data
Encryption Standard (DES), Advanced Encryption Standard
(AES), RSA, Triple DES, Blowfish, Towfish, etc [31]. In
compared to other encryption techniques, AES provides
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greater secrecy, integrity, authenticity, and a balance of
security and performance, and making it resistant to brute
force assaults or hacking. To crack the encryption, around
2128 attempts are required for a key length of 128 bits. To
improve the appropriateness for encrypting massive amounts
of data, we employed AES. The technique is resistant to
assaults such as content deletion, copy and paste attacks,
and cryptographic attacks such as brute-force attacks [1].
AES has three cipher blocks: AES-128, AES-192, and
AES-256. The ciphers encrypt and decrypt data in 128-bit
chunks, using 128-bit, 192-bit, and 256-bit cryptographic
keys. The Rijndael cipher [9] was designed for the use of
additional block sizes and key lengths but was not used for
AES. Symmetric ciphers are both encrypted and decrypted
using the same token, which ensures that both the sender and
the receiver would know and use the same private key [6].
The maximum data size can be varied to a maximum of
96 bytes for our research. Both key lengths are considered to
be adequate for protecting sensitive data to the extent of the
Secret, with “Top Secret” data needing a 192 or 256 bit key
length. There are 10 rounds for 128-bit keys, 12 rounds for
192-bit keys, and 14 rounds for 256-bit keys, a round consists
of multiple processing steps that involve input plaintext replace-
ment, translation, and combining, transforming it into a cipher-
text final output. Figure 2 describes the flow diagram of AES
encryption and Fig. 3 illustrates AES decryption technique.
The AES encryption algorithm defines several transfor-
mations that are to be performed on data stored in an array
[10]. The cipher’s first step is to put the data into an array,
after which the cipher transformations are repeated over
several encryption rounds. The round number is based on
a key length, 10 rounds with 128-bit, 12 rounds with 192-
bit, and 14 rounds with 256-bit. The first process in an AES
encryption ciphers is to replace data by a substitution table;
the second process changes data rows and the third mixes
columns. A simple, exclusive (XOR) operation done with
separate parts of the encryption key on each column requires
longer keys to complete. The transition is a simple operation.

Solution to Image Distortion

Grayscale or standard RGB images are utilized in most situ-
ations mentioned in “ Related Works” for the cover image.
Please be aware that the photos are of a very low resolution
(the pixel size of the images are not that high). Because of
this, anytime a significant number of message bits need to
be embedded, these images very readily get distorted. In
other words, an intelligent attacker may readily determine
that there is a secret message contained in the stego-image.
In light of the low quality of the cover image, the resilience
of the image rises if the image is significantly altered (the
image is cropped or rotated). The majority of the approaches
are sensitive to this issue. After a minor modification of an
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image, it is possible to lose important info. Because of the
low quality of the cover photos, the distortion problem is of
utmost importance.

When a large ciphertext is embedded in a conventional
greyscale or RGB image, the cover image begins to distort.
When the plaintext length grows longer, the ciphertext length
grows as well. Anti-aliasing features are present in RGBA
mosaic images utilized in the process. It does not deform the
mosaic images as cover images, and it does not mislead these
image formats. The mosaic images are created by picking one
image and dividing it into smaller images (tiles) of sizes 8 * 8,
16 * 16, and 32 * 32 pixels. These tiles are then compared to
a huge number of similar-sized images. The user may then
either insert a hidden image or a hidden text into them. The
finished mosaic image contains secret information that is well-
hidden and difficult to discover with the naked eye.

Mosaic Images
Mosaic image is a image consisting of hundreds or thou-

sands of other images. Mosaic frames of mosaic pieces large
and high with each piece of the same size are specified by
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user and created with a set of number [7]. The mosaic image
is considered a piece of mosaic. To build a mosaic image,
hundreds or thousands of images must be created, and
these images are identical in scale. When a mosaic image is
made, it is changed to the size of that segment. Each mosaic
recalled a part of the overall image of the mosaic. The differ-
ence in scale is one of the most striking aspects of the mosaic
images. The mosaic image was the right alternative to cover
the secret data in this difference in scale. Mosaic image steg-
anography is more effective and less prone. According to [7],
the mosaic image with a resolution 324 MB, 12,000 = 9000
pixel, other examples with an amount of pixels exceeding
9.4 gigabytes, having pixels of 3,366,400,000.

Usually, the ciphertext length increases if the plaintext
is encrypted by the AES cryptography algorithm. As the
plaintext length increases, the ciphertext length increases
at the same time. The cover image begins to distort when
incorporating this huge ciphertext in a standard greyscale
or RGB image. Mosaic images, which are RGBA-type, are
used in the proposed technique. It has anti-aliasing proper-
ties. This does not easily misrepresent these image forms.

The construction of mosaic images is done by selecting a
target image, splitting it into smaller images (tiles) of sizes
8 % 8,16 * 16, 32 * 32 [30]. These tiles are then compared
with thousands of equal sized tiles stored in a database. Tiles
from the original images are then replaced by similar sized
tiles from the database. These images are named as Mosaic
Images because they are being constructed with thousand of
similar sized tiles (smaller images).

The quality of image steganography is assessed using a vari-
ety of metrics. Each measure evaluates a distinct component of
the outcome. mean square error (MSE), peak signal to noise
ratio (PSNR), structured similarity index measure (SSIM),
payload capacity, cross correlation coefficient, entropy, qual-
ity index, correlation, and the signal-to-noise ratio are only a
few examples of well-known metrics. Regardless of various
measuring techniques, according to [4] the peak signal-to-
noise ratio (PSNR) and mean square error (MSE) provide a
more objective approach to assess an algorithm’s performance.
As a result, we computed the performance of our suggested
approach using PSNR and MSE. PSNR (peak signal-to-noise
ratio) is used to measure the distortion between cover and stego
images. The higher the PSNR value, the lower is the distortion.
The mathematical equation of PSNR is illustrated as:

2
PSNR = 10 1og10§45—;€, (1)

where MSE is the mean-square error. MSE is defined as:

m n

L3 S el — LG @

mn 3 =

where I_(i,j) and I (i, ) represent the pixel values of cover
image and stego image, respectively, and m, n are the width
and height of the original image. The MSE is the total squared
error between the compressed and the original image, and the
PSNR is a measured maximum error, whereas, mean absolute
error (MAE) represents the mean absolute error between the
stego image and the original image.

n m
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In Eq. 3, the mean absolute error is the mean value of the
total errors. Where f{i, j) is the pixel value of the original
image and y(i, j) is the actual value of the stego image. The
size of a monochrome image is m * n. For coloured images,
the size of an image is m * n * 3.

Least Significant Bit (LSB)

Since digital images are proliferating particularly online
and because of the wide quantity of redundant bits in the
digital image representation, images are the most common
steganography cover items [26]. Different steganographic
algorithms exist for these various image file formats [20].
Based on embedding method, image steganography tech-
niques are classified into 3 categories: spatial doamin, trans-
form domain, and distortion technique. Image pixel values
are translated into binary values in steganographical spatial
domain techniques and certain bits shift for hidden data
hiding.
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The least significant bit (LSB) technique is one of the
most basic and most commonly used techniques for inserting
or dissimulating the hidden message of pixel values in the
LSBs, without any significant visual distortion. It is the most
common technique for hiding secret data with an image with
large payloads, whereas the human visual system is unable to
see distortions in the resulting stego image [3, 12]. Insertion
by LSB is a popular and easy approach to insert data into a
coverage image. Any of the bytes in an image are changed
into the least relevant bit (in other words, the 8th bit). A
24-bit image uses a little of red, green, and blue color com-
ponent, as each component is represented by a byte. Three
bits in each pixel can be stored. A total of 144,000 bits (or
180,0000 bytes of embedded data) can be stored in an 800 *
600 pixels image. The steganographic methods for LSB can
be divided into two categories: LSB substitution and LSB
matching, which are often referred to as +1 embedding [25].
The strategies of LSB matching discover hidden messages
found in digital Media with LSB matching steganography.
The LSB matching, a complement of the LSB replacement
[21], maintains the favours of the LSB replacement and is
harder to spot from the mathematical point of view. If a
bit needs to be adjusted, in the LSB match, the pixel value
will be set to +1. Usage of + or — is randomly selected and
would not affect the secret code. The detectors function in
the same manner, with both LSB substitution and +1 incor-
poration. The LSB is the secret bit, for any chosen pixel.

Solution to LSB Substitution Method

As mosaic images are of RGBA type and they have greater
resolution and size than normal RGB or greyscale images,
not all techniques of spatial domain steganography work
efficiently with mosaic images. LSB substitution technique
works very slowly with mosaic images. That’s why, a new
and improved version of LSB technique is proposed in this
study. The process of embedding message bits into pixel’s
RGBA bits is made faster by taking the modulus of pixel val-
ues of blue channel. This improved technique LSB Matching
[15] works very efficiently with mosaic images.

Data Embedding and Extraction Using LSB Matching
Steganography

The LSB substitution method is not suitable for working
with embedding and extracting data from mosaic images
as it takes a longer execution time. So, to get better perfor-
mance, we have used LSB matching method [15] for data
embedding and extraction process. By taking the modulus
of the pixel values of blue channel of mosaic images, the
embedding and extracting process is being improved and
this improved method works efficiently with mosaic images.
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Both the embedding and extraction processes are illustrated
in Algorithms 1 and 2, respectively.

Algorithm 1 Data Embedding using LSB Matching
Steganography

1: Input: Ciphertext

2: Output: Stego images

3: procedure DATA EMBEDDING
4: Read ciphertext from file

5 Take ASCII value of each character of ciphertext
6: Convert the ASCII values to bytes

7 SET =0
8
9

if ¢ < 8 then

DO message_ bits >> i and SET i + +
10: RETURN messagebits
11: if messagebits not checked then
12: Generate a random variable K
13: SET K =1or —1
14: if colorpizel (B/W) checked then
15: SET K =1 for Black and K = —1 for White
16: Take Modulus of pixzel _val to Blue channel
17: if Modulus ! = message_ bit then
18: pizelVal + = K
19: else: go to Step 10
20: else: RETURN previous value of K
21: else: go to Step 14

22: else: EXIT

23: end procedure

Algorithm 2 Data Extraction using LSB Matching
Steganography

1: Input: Stego Images

2: Output: Ciphertext

3: procedure DATA EXTRACTION
4: Read the stego image

5: if messagebits not checked then

6: SET bitVal = 0 and bitlde =0

7 Take Modulus of pixel value of Blue channel
8: SET bitVal | = Modulus << bitldx

9: SET bitldx + +

10: if bitIdr == 8 then

11: go to Step 4

12: else: go to Step 5

13: else: EXIT

14: end procedure
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Experimental Result and Performance
Evaluation

In this section, we have described all the performance met-
rics used in this work to test our proposed method. Here for
different parameter of k, capacity and payload PSNR (dB)
value was calculated. All tests were performed on an 8 GB
RAM Intel Core i5 2.50GHz CPU. The proposed method is
implemented in Python 3.7 under OS Windows 10.

To evaluate the performance of our research, we have
collected mosaic images from online sources and used more
than 100 mosaic images of different resolutions and sizes.
Among them, first one (Baby) is of 1000 s 750 pixels, Lenna
is of 900 * 900 pixels, third one (Girl) is of 3000 s 3000 pix-
els, Chaplin is of 204 % 247 pixels, and the last one (Hand)
is of 300 = 168 pixels. A secret message of 32 bytes was
encrypted and then embedded into these mosaic images and
then the PSNR value of the stego images were compared
with the cover images as shown in Fig. 4. The stego-images
generated indicate that human eyes cannot distinguish any
distortion in comparison with the actual images.

As we stated earlier in “Methodology”, we preprocessed
raw dataset for fitting into our proposed model. At first, a
hidden message was taken as text, and encrypted with a
secret password by the cryptographic AES algorithm. The
ciphertext was then integrated into the mosaic image with
an LSB matching (hidden). This is the method of coding
and incorporation. LSB matching (unhide) algorithm is then
implemented for the recovery of the embedded ciphertext.
And last but not least, the AES Decryption Algorithm is
used to retrieve the original hidden message from ciphertext.
This is the method of extraction and decoding.

The length of a key is the number of bits in the key of an
encryption technique. Key lengths are determined by the
maximum number of combinations necessary to crack an
encryption scheme. Because 256 bit keys need 14 rounds
of numerous processing steps to convert plaintext to cipher-
text, we selected 256 bit keys to ensure the security of our
proposed approach.

Here, we have compared the histogram of cover images
and stego images. An image histogram is a type of histogram
that is used to show how a digital images’ colors are distrib-
uted. The number of pixels for each tonal value is plotted on
a graph. It allows a person to see the complete distribution
of a image in only a few glances. A histogram is a graphical
representation of discrete or continuous data. A histogram
is a visual depiction of the distribution of data. A histogram
shows a huge amount of data as well as the frequency with
which the data values occur. It also highlights any anoma-
lies or gaps in the data. It shows data points that fall inside
a specific range, in this example the total pixel value of the
cover and stego images, to provide a visual interpretation

- ‘(fn)-S;eg.c;Bab;"
PSNR: 84.56 dB

G
(g) Stego_Lenna
PSNR: 86.11 dB

(h)stezo_Girl
PSNR: $5.63 dB

(i) Stego_Chaplin
PSNR: 8439 dB

(j) Stezo_Hand .
PSNR: 8591 dB

(e) Hand

Fig.4 Cover images (a—e) and stego images (f-j) produced with
PSNR when k = 6
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of data. The histograms of the cover and stego images were
evaluated and compared in Fig. 5, and no outliers or gaps in
distinct co-ordinates were observed. We can see from these
histograms that the distortion between the cover and stego
images is minimal and not clearly detectable by human eyes.

Each tone is represented by a horizontal axis, while the
vertical axis shows how many pixels make up that particular
tone. Right side of horizontal axis indicates light and pure
white regions, left side represents black and dark parts, mid-
dle represents blue areas, right hand side represents blue
areas. For each zone, the vertical axis indicates its respective
capture area. If a image is really black, the histogram will
contain the most data points on the left and center. Most of
the data points in a histogram for a highly bright image with
minimal black regions and shadows will be on the graph’s
left-hand side or in the middle. From the histogram, we can
see that the differences between the cover images and stego
images are negligible and are not easily detected by human
eyes.

From Table 1, it is stated that, with increasing capacity
and payload, the value of PSNR decreases. For a total of
5 bytes of capacity and 1.16 payload bits per pixel, PSNR
gives 90.36 dB as the highest and for 96 bytes of capacity
and 5.36 payload bits per pixel, the proposed model gives
79.98 dB as the lowest value. There are different spatial
domain techniques available and for efficiency measurement
of the proposed method, we have compared our model with
other spatial techniques in terms of capacity (bytes), average
PSNR (dB) and MSE.

In the existing methods, traditional LSB steganogra-
phy technique is used in which the secret bits are stored in
consecutive pixels starting from the first one. No channels
are considered in those methods. That’s why, whenever the
secret bits are being embedded into the red or green chan-
nels, the possibility of image distortion becomes higher as
the intensity of red and green channel is higher. Consider-
ing this, we have taken the channels into consideration in
our proposed method. We have taken the modulus of pixel
value of the blue channel and embedded the secret bits into
blue channel as the intensity of Blue channel is moderated.
So, we have managed to reduce the possibility of image dis-
tortion in our proposed method compared to other existing
methods. From Tables 2 and 3, we observe that the proposed
method has higher efficiency than the other spatial domain
techniques while using mosaic image as the cover image.
The PSNR (peak signal-to-noise ratio) and MSE (mean
square error) metrics are used to determine accuracy. PSNR
(peak signal to noise ratio) is used to measure the distor-
tion between cover and stego images. The higher the PSNR
value, the higher the accuracy and the lower is the distortion.
As we have stated earlier that we have managed to reduce
the possibility of image distortion in our proposed method
by considering Blue channel for embedding the secret bits,
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we have got higher PSNR value while embedding 32 bytes
of secret data using our proposed method comparing with
other existing methods.

Conclusion and Future Work

In this study, the method of image steganography has been
developed. The proposed approach overcomes the issue of
image distortion in stego through the use of mosaic images.
An encrypted message of much larger length can easily be
integrated without visible distortion using the mosaic image.
In addition, the improved version of the LSB steganography
algorithm can deal with the mosaic images effectively. The
procedure of embedding and extraction has been quicker
than other current spatial domain approaches. After embed-
ding the secret message into the mosaic image using the
better version of LSB, stego images were given a higher
PSNR values than other methods. We experimented with
and showed PSNR values with a maximum data size of 96
bytes. The location of the data to be concealed, as well as
the image size, may be varied. The greater the image size,
the more effectively the information may be hidden inside
the image. The time complexity of our proposed approach
is O(n) and unaffected by the size of the images. For a
maximum data size of 96 bytes, we experimented with and
exhibited a PSNR value of 79.98 dB. The PSNR value drops
significantly as the data size exceeds 96 bytes. The PSNR
value for 128 bytes of data size with a payload of 6.04 bits
per pixel is 67.59 dB.

This proposed method utilizes the human visual system’s
limitations (HVS). Color vectors at a cluster of color pixels
cannot be detected by HVS. This strategy can be used to con-
ceal sensitive data. There are various reasons to hide data,
but they all boil down to preventing unauthorized parties
from discovering a message. In the corporate realm, steg-
anography might conceal a secret formula or new innovation
plans and also be used for corporate espionage to communi-
cate confidential information without the organization know-
ing. Cartographers occasionally add a little fictional street
to their maps, allowing them to punish copycats. To prevent
unauthorized re-sellers, add fictional names to mailing lists.
Also, governments are interested in two sorts of covert data
communication: security-related and non-security-related.
Business has comparable worries about trade secrets for
innovative technology or product knowledge. This technique
decreases the danger of information leaking. This techniques
allows us to convey news and information without worry of
being filtered or intercepted and traced back to us. A cover
source can hold, for example, our personal financial informa-
tion or military secrets [19, 37]. We can readily divulge our
financial data without revealing our cover source’s military
secrets.
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Table 1 Experiment result of the proposed method

Embedding param- Capacity Payload (bits per PSNR (dB)
eter (k) (bytes) pixel)

1 5 1.16 90.36

2 19 1.85 88.87

3 28 2.31 85.52

4 45 3.45 83.21

5 64 423 81.87

6 96 5.36 79.98

Bold indicates the highest PSNR value in terms of embedding param-
eter of 1 with a message capacity of 5 bytes

Author(s) Method

Khodaei et al. [22]
Jung et al. [18]
Zakaria et al. [44]
Joshi et al. [16]

Yang et al. [41]

Liao et al. [23]
Mokammel et al. [11]
Prasad et al. [33]
Proposed

LSB substitution

LSB substitution

LSB substitution

LSB substitution
Adaptive LSB substitution
Modified LSB substitution
Diamond encoding
Optimal pixel adjustment
LSB matching + AES

Table 3 Comparison of average PSNR values and MSE of our pro-
posed model with previous state-of-the-art data security approaches

References Message capacity Average PSNR  Average MSE
(bytes) (dB)

[22] - 39.30 -

[18] - 43.94 -

[44] - 43.17 -

[16] - 54.15 0.25003

[41] 24 41.70 -

[23] - 40.20 -

[11] 32 57.3 0.0235

[33] 32 70.40 0.0195

Proposed 32 85.65 0.0097

Bold indicates the highest PSNR value in terms of embedding param-
eter of 1 with a message capacity of 5 bytes

Moreover, our primary focus was only with mosaic
images that are commonly used in the creation of three-
dimensional images, medical imaging, computer vision, sat-
ellite data, and military automated target recognition. But
we are also planning to implement our approach on other
types of images. We strongly believe that the proposed LSB
Matching steganography with AES approach can be applied

SN Computer Science
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to greyscale or RGB color images as proposed in [35, 8, 34].
According to [4], upto five LSB layers can be hidden using
the mosaic image texture. Their findings suggest that the
mosaic images’ complex texture aids in the creation of an
extremely high rate of data hidden using five LSB layers
without any detectable distortion, and that their experiment
demonstrated the mosaic images’ ability to hide a high rate
of data hidden with a success rate of 99 percent for the
mosaic images as cover, whereas, in our proposed technique,
only one LSB layer is used for embedding process. Although
the highest PSNR value of our proposed method has come
to 90.36 dB, further study could assess the efficiency of
our proposed model by collecting large test sets with more
dimensions of security features as well as by including more
layers in the embedding phase and improving the PSNR with
the increase in LSB layers of mosaic images for greater than
96 bytes of data and the efficiency of our proposed technique
on a cyber security implementation basis.
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