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Abstract
Smart handheld devices such as smartphones are capable of sensing and interacting with surrounding environments. This 
emerging capability of smartphones has resulted in the utilization of it as input devices and led it to be used as the default 
physical interface in applications of ubiquitous computing. Mobile crowdsensing is a new paradigm, which utilizes the dif-
ferent sensors in the smart devices to sense data from the surroundings and then transmit large amount of data to the cloud to 
be analyzed, managed, and stored. Crowdsourcing, on the other hand, can be defined as a model to solve a complex problem 
that is distributed in nature, where a crowd of unspecific size is utilized through an open call. The usage of smart devices 
with unique multi-sensing proficiency and context-aware capability will be able to utilize the full potential of crowdsourc-
ing. Hence, the smart devices with the capability of sensing the environment and utilization of the wisdom of the crowd 
can be utilized for various benefits of the society for a better standard of living. In this survey, we present a comprehensive 
understanding of mobile crowdsensing and mobile crowdsourcing and how it has helped in improving the standard of liv-
ing of people, specifically in the context of smart cities. Pertaining challenges have been highlighted which were creating 
hindrances in smooth implementation of these techniques and a few of the solutions have been discussed.

Keywords Smartphones · Mobile crowdsensing · Mobile crowdsourcing · Energy efficiency · Incentive disbursement · 
Device security

1 Introduction

With over one-third of the world population owning a smart-
phone and two-thirds of the world owning a mobile device1, 
most of the world is connected to each other through the use 
of smart devices. In the coming years, the usage of smart 
handheld devices are expected to rise at a rapid rate that will 
ultimately lead to all the world population utilising one of 
these mobile devices. All the mobile devices are potential 
sensing devices and play a crucial role in exploring new 
class of intelligent networks in our surroundings which are 
interconnecting the Internet of Things (IoT). This has in 
turn resulted in amalgamation of cyber and real life physi-
cal objects in our day to day life.

Mobile Crowdsensing (MCS) (Liu et al. 2016) refers to 
the wide variety of sensing models by which individuals col-
lectively share data and extract information to measure and 
map phenomena of common interest. These systems heavily 
depend on the rich set of sensors and communication mod-
ules that are firmly affixed in the smart devices like smart 
phones and wearable gadgets (Ganti et al. 2011). These sen-
sors are used to sense the surroundings, collect the data that 
is being sensed and then send the data to the server which 
may be present in cloud or to some other smart devices for 
further processing of the data.

In recent times, to understand the capacity of the MCS 
to full extent various types of application have been intro-
duced in everyday life. The different types of mobile crowd-
sensing applications are environmental monitoring (Zhang 
et al. 2014), traffic managements (Mohan et al. 2008), urban 
sensing, social networking services, health care, and public 
safety to name a few. The sensors in the smart devices con-
tinuously sense the environment, so a huge amount of raw 
data is being produced which in turn results in utilization of 
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the limited resources of the smart devices (Liu et al. 2015). 
This may also lead to compromise in the quality of data 
sensed. Hence the limitations of the resources pose a major 
problem in the mobile crowdsensing Hua et al. (2015)- Shen 
and Li (2014). Inspite of being a new paradigm, MCS has 
been utilized in real life applications (Chon et al. 2012), 
(Mohan et al. 2008). The application domain of MCS sys-
tems includes both academic as well industrial sectors, with 
a stress on maintaining cost-effectiveness and quality of 
service.

1.1  Motivation

Figure 1 highlights the computing paradigms that emerged 
based on the wide range of smart devices. The four para-
digms covered are: 

1. Human Computing - It refers to the process of out-
sourcing human intelligence for computational services 
provided by the crowd and at times engaging human 
reasoning in case of context aware data collection. Par-
ticipation of human computing is much higher than 
other paradigms. In Pantic et al. (2007), authors provide 
a survey on the progress of human computing in achiev-
ing an environment for an elevated user experience.

2. Social Computing - It is the recreation of social behav-
iour through the use of software and technology, such as 
blogs, social networks, wikis and so on. Social comput-
ing can be traced back to the early days of online gam-
ing and predecessors of social networks, to augmented 

reality and other three dimensional virtual reality and a 
great prospect of growth (Messinger et al. 2009).

3. Mobile Crowdsensing - Crowdsensing is the partici-
pation of crowd with smart mobile devices to collect, 
compute, and analyze data. In Liu et al. (2019), a com-
prehensive survey of MCS technologies is provided with 
focus on data. Quality control is the main focus of the 
survey presented in Restuccia et al. (2017). In Capponi 
et al. (2019), authors have discussed an extensive tax-
onomy of research work related to MCS in recent years.

4. Mobile Crowdsourcing (MCoS) - Crowdsourcing is the 
process of obtaining services from a large, open and 
evolving group of participatory crowd. In Feng et al. 
(2017), authors presented a survey of crowdsourcing 
models with an emphasis on privacy. The work in Kong 
et al. (2019) provides a survey on MCoS with respect to 
smart cities and smart city based applications.

The existing survey works are found to deal with each of 
these four paradigms mainly focusing on one or more chal-
lenges associated with each of them. However, MCS and 
MCoS paradigms are related to each other sharing a few 
similar sets of challenges that are handled either similarly or 
separately in the existing literature. Thus, the aim of this sur-
vey is to emphasize on Mobile Crowdsourcing and Mobile 
Crowdsensing paradigms. An extensive survey on the archi-
tecture and implementation of different models of MCoS and 
MCS not only highlighting the hurdles but commenting on 
the possible solutions is missing in the current literature. An 
extensive taxonomy from multiple perspectives emphasising 
the need and current classes of MCoS and MCS is also not 
present in relevant research documentation. Thus, the moti-
vation of this survey is to cover the participatory behaviour, 
architectures, taxonomies, and potential research directions 
of MCS and MCoS extensively and largely exhaustively.

1.2  Objective

This survey is structured with the following objectives:

– compare and contrast the different mobile crowdsourcing 
and mobile crowdsensing models.

– highlight the benefits and limitations of existing mobile 
crowdsourcing and mobile crowdsensing models.

– bring to light the future directions of research in MCS 
and MCoS.

The remainder of the paper is structured as follows: Sect. 2 
discusses the background of the MCS and MCoS. Section 3 
describes the architecture of MCS and MCoS. Section 4 dis-
cusses the numerous challenges faced while implementing 
MCS and MCoS in different applications and the various 
solutions are also discussed. Section 5 discusses the existing 

Fig. 1  Computing paradigms that emerged based on the wide usage 
of smart devices
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mobile crowdsensing and mobile crowdsourcing strategies. 
Section 6 discusses the subsequent direction in which the 
researches need to be done in future for better implementa-
tion of MCS and MCoS while Sect. 7 concludes the paper.

2  Backgrounds

In this section, we introduce the main concepts of the mobile 
crowdsensing and mobile crowdsourcing.

2.1  Mobile crowdsensing

For large scale sensing and environmental monitoring, a 
huge number of participants are required to sense the raw 
data from the surrounding, with the help of sensors that are 
embedded in the smart devices of the crowd. Based on the 
type of phenomenon being measured or mapped, MCS appli-
cations can be divided into three categories: (a) environmen-
tal applications, (b) infrastructure applications, and (c) social 
applications (Ganti et al. 2011). The three essential steps for 
mobile crowdsensing includes: data collection, data storage 
and data upload. The very first step in MCS is data collection 
(Lane et al. 2013) which is broadly divided into following 
categories as in Fig. 2:

– In the first category, it is done through the sensors of the 
mobile device. Here, individual user’s mobile device may 
sense data with users permission and also sensing data 
through periodic sampling, or user is solely responsible 
for collection of the sensing data by his mobile device. 
Also the collection of context-aware data can be activated 
by certain context that is predefined (e.g., certain location 
or time slot). The user is not responsible for continuously 
keeping her/his attention to MCS jobs.

– In the second category (Guo et al. 2014), a large amount 
of data is collected through mobile social network.

Context-aware sensing (Pietschmann et al. 2008) can be 
achieved by two ways: push and pull. In case of push based 
data collection, the sensing device periodically or instantly 

sends data to the software module which is responsible for 
obtaining the sensed data. It enables to issue or endorse 
a model periodically. On the other hand, in case of pull 
based data collection, the software module is responsible 
for obtaining the data that is being sensed, periodically or 
instantly by making a request to the sensors of the smart 
devices.

There is often redundancy or duplication of the data 
that is being sensed.As redundancy leads to wastage of the 
limited resources of the smart devices, it hinders the MCS 
implementation. Data deduplication is a procedure that 
aid in reducing the resource consumption but at the same 
time improves the QoS of the data that is being sent over 
the network. In this procedure, the raw data that is being 
sensed goes through a process of filtering and compression 
at the same time maintaining the quality of the data (Liu 
et al. 2016), (Barik et al. 2021). In this way the usage of 
bandwidth is reduced while transferring the data as well as 
less space is used to store the data. In this method, the data 
obtained after sensing is first divided into blocks, and only 
the unique blocks are stored. All other incoming blocks are 
compared with the unique block, if superfluous blocks are 
encountered then it is replaced by a reference (Puzio et al. 
2014), (Ebinazer et al. 2021). Only the unique block and 
the references are transferred over the network. This way, it 
helps in reduction in size of the data that is transmitted, and 
bandwidth consumption.

Based on the phase of occurrence of deduplication, it 
can be classified into two types as can be seen from Fig. 3, 

Fig. 2  Different Modes of Data 
Collection Mechanisms for 
Mobile Crowd-sensing Applica-
tions

Fig. 3  Types of data deduplication based on phase of occurrence
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real time deduplication (Kim et al. 2016), (Wildani et al. 
2013), (Srinivasan et al. 2012) and post-process deduplica-
tion (Yang et al. 2010), (Meyer and Bolosky 2012), (Kathpal 
et al. 2011). In case of real-time deduplication, at the time 
of acquiring the data, hashing and compression is done on 
the raw data. When fresh set of data is being obtained, it is 
compared with the stored data in the smart devices. If the 
data is found to be redundant then it is discarded. Though the 
storage space gets reduced, the computational load moves 
from the crowded data processing platform to the terminal 
i.e., the mobile device. Hence, it would be a practical prob-
lem in situations where the devices have very limited com-
putational capability. In case of post-process deduplication, 
the data after sensing is stored in the local mobile device 
and then further processing takes place on the sensed data 
and thus reduce the real-time computational issues. In this 
method, the device needs to have a bigger storage space for 
storing the huge set of raw data for processing else there 
is a risk of overwriting of the stored data when the storage 
space is less.

2.2  Mobile crowdsourcing

Mobile crowdsourcing enables in dispensing off a complex 
workload to a suitable group of Internet users who are inter-
ested in participating to solve a task (Phuttharak and Loke 
2019), (Wang et al. 2019), (Wang et al. 2021). This can 
be achieved by utilising the mobile distributed computing 
and the use of human logical mind where computers fails 
to decipher a problem. Different users may offer different 
solutions to solve a particular problem. Fig.4 explains how 
a task is assigned to the crowd worker by the client, how the 
task is being solved and how the workers are paid incentives 
for completion of the task summarizing the works in Chen 
et al. (2021). Sometimes a task is divided into sub-tasks and 
those subtasks are given to the crowd to solve individually. 
These subtasks are then sent by the crowd to the crowd-
sourcing platform where the subtasks are merged to form a 
feasible solution. This solution is then forwarded to the end 
user. Crowdsourcing (Zheng et al. 2014) helps in performing 

a task faster than an individual, helps in better quality of 
results and the results thus obtained are more acceptable as 
it is supported by a large population of people participating 
in solving the tasks. For e.g., the work in [28] can be used 
to provide solutions for retail auditing using MCoS. The 
pitfalls of an in-store can be very well explained if an audit-
ing is performed based on customers feedback of the store. 
MCoS helps in getting the information regarding customers 
experience, stock levels of the store, display compliance all 
in real time. This crowdsourced data will help in making 
important decision for the retail store. Due to the availability 
of a large number of real time smartphone-enabled shoppers 
nationwide, it is very easy to obtain data such as photos of 
the product, get replies to queries based on sentiments of 
the shoppers and so on. Near real-time data is another factor 
which helps in predicting the ever changing nature of the 
retails. To be on top and in trend, up-to-date data is most 
necessary. To make important business decision a set of high 
quality of data is required. MCoS platform ensures that there 
is certain level of standards of the data that is being provided 
by the crowd. Hence the MCoS works well for this case as 
a large variety of replies can be obtained from the customer 
in real time in aiding to decision making process with the 
implementation of the up-to-date changes necessary.

Following are few such benefits of utilizing crowdsourc-
ing for accomplishing a job.

– Reduces cost as instead of paying the professional testers 
in hourly basis, the company reimburse only for the bugs 
that are being found. Here huge number of participation 
results in finding more reproducible bugs than few test-
ers.

– Crowd participation results in a diverse high-quality data 
that is continually and actively upgraded.

– Due to the availability of different sorts of parameters, 
crowdsourcing helps in a more thorough and extensive 
testing.

– Time efficiency due to the multiplicative effort of the 
crowd.

The outcome of the crowdsourced data may be more 
acceptable due to representative involvement of the crowd. 
The application of MCoS has reached to far greater areas 
than it was thought of while conceptualizing. Powered by 
GPS, the smart devices are capable of collecting real time 
and location dependent data which can be implemented 
in various applications ranging. For e.g., helping disaster 
victims by synchronization of relief program and record-
ing the damages done all in real-time, in business with its 
far reach and flexibility for various applicable proposals. 
The various application areas of MCoS includes social 
networking and issues (Punjabi et al. 2013), (Eilander 
et al. 2016), environmental monitoring and utilities (Rana 

Fig. 4  Illustration of working of MCoS
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et al. 2010), (Matsuyama et al. 2014), (Zhang et al. 2018), 
(Mccallum et al. 2018), traffic, navigation, transporta-
tion and urban sensing (Grazioli et al. 2013), (Kwak et al. 
2014), (Fan et al. 2013), (Boss et al. 2018), disaster report 
(Wang et al. 2018), (Eilander et al. 2016), (Reilly et al. 
2013), translation (Unbabel - Machine  2019), (Gimpel 
et al. 2011), health monitoring (Yi et al. 2012), (Pryss 
et al. 2015) and public safety (Ballesteros et al. 2015), 
(Hamilton et al. 2011).

The various types of crowdsourcing are as follows from 
Fig. 5

– Collective intelligence: it refers to contribution of indi-
vidual’s understanding with the crowd.

– Crowd voting: It depends on the judgment made by the 
crowd. Crowd votes in favor of the best according to 
crowd’s intelligence. For instance, Yahoo’s search pro-
duce results performed by crowd voting, as the result is 
outcome of the sites which are more popular among the 
users of the Internet.

– Crowd creation: it refers to the combining endeavors of 
the crowd to construct a product or service.

– Crowd funding: The main idea of crowd funding indi-
viduals asking help for a sum of money for a particular 

endeavor. For example, providing lunches for children in 
poor countries or for providing funding for startups.

– Social Activities: it refers to human inspired activity 
where social interaction by the crowd helps in collection 
of information with the help of technology.

A brief summary of the similarity and differences of MCS 
and MCoS has been put forward and explained in Table 1.

3  Mobile crowdsensing and mobile 
crowdsourcing architecture

Both MCS and MCoS paradigms grossly follow a four tier 
architecture where the smartphones are the end devices 
while the data processing is typically executed at a cloud 
server.

3.1  Mobile crowdsensing architecture

Mobile crowdsensing (MCS) is a four layered architecture 
as can be seen from Fig. 6. The bottom layer is the mobile 
sensing layer. The responsibility of the sensing layer is to 
collect the raw data sensed by the sensors of the mobile 
device, and then apply some privacy rules to these data. 
This is very important as the data that is to be shared by the 
mobile user may have private information which needs to be 
protected. This data is then transmitted by the transmission 
layer. This layer uses various communication technologies to 
transmit the data to the third layer above it. The next layer is 
the crowded data processing layer. The responsibility of this 
layer is to collect the data from various sensors, clean the 
data, analyse and then store the data in the backend server/ 
cloud. The fourth or the topmost layer is the application 
layer where there are users who needs the services from the 
crowded data processing layer such as information regarding 
urban planning, environmental monitoring, etc. The users 
send request to the crowded data processing layer and then 

Fig. 5  Types of Crowdsourcing

Table 1  Summary of similarity and differences of Mobile Crowdsensing & Mobile Crowdsourcing

Area Mobile Crowdsensing Vs Mobile Crowdsourcing

1. Data Collection In both MCS and MCoS, data collection is through sensors in the device as well as social networks
2. Privacy & Security In both MCS and MCoS, concerning challenges are anonymization, data security and privacy
3. Task Handling In MCS, task is restricted to sensing of raw data, preprocessing of data by the mobile device. However, 

in MCoS, tasks comprise of not only sensing and preprocessing of raw data, but also certain other jobs 
assigned by the cloud platform

4. User Participation Both MCS and MCoS motivate user participation for performing tasks
5. Incentive In both MCS and MCoS, various incentive mechanisms are adopted to influence the crowd to perform tasks
6. Human Intelligence In MCS, human intelligence is not required to perform the tasks but in MCoS often tasks are solved by 

combining the computing power of the mobile device and human intelligence
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the query is replied back with the help of the analysed data 
stored in the backend server/ cloud.

3.2  Mobile crowdsourcing architecture

Mobile crowdsourcing architecture is centralised in nature. 
Typical MCoS application is implemented following client-
server model of communication based on web technology. 
As can be seen from Fig. 7, the model is generally a four-
tier architecture namely, (a) Mobile sensing and computing 
layer, (b) Transmission layer, (c) Crowded data processing 
layer, and (d) Application layer (Client). The top most layer 
is the application layer. The end user/ requester asks for a 
certain tasks to be completed/ solved by the mobile crowd 
user. Hence, it requests to the crowded data processing layer. 
The requester is not aware about the participants that are 
involved in solving the task. The next layer is the crowded 
data processing layer. It has various responsibilities. It takes 
the responsibility of accepting the tasks allotted to it by the 
end user, then it decides which crowd user/ users to disburse 
the tasks based on the record it maintains, for determining 
the efficient workers. It also collects the various solved tasks 
sent by the crowd workers and then aggregates the tasks 
(if needed). The aggregated tasks are sent to the requester 
of the tasks. This layer disburses the incentives based on 
the efficiency of the task performed, quality of the tasks 

Fig. 6  Mobile crowdsensing 
Architecture

Fig. 7  Mobile Crowdsourcing Architecture
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and so on. This layer is also responsible for data collec-
tion, processing and refinement by various methods such 
as filtering and then the data is compressed to be sent to 
the higher layer. The next layer is the transmission layer 
through which the tasks are disbursed to the crowd workers. 
The network can be heterogeneous in nature from wireless 
sensor network to cellular network to ad hoc networks. This 
layer helps in keeping the connection to all the participating 
devices via device discovery mechanism for location-aware 
data. Researches (Zhou et al. 2018), (Dighriri et al. 2018) 
are found to enhance the throughput of devices that have 
low cellular data rate. The lowest layer is the mobile crowd-
sening and computing layer. Here the job of the crowd is to 
solve a certain task. It is also responsible to sense data when 
needed, and processes the data with the help of the mobile 
device or human intelligence and then sends this processed 
data to the higher layer for further analysis and storage. The 
sensing can be done in participatory method or by oppor-
tunistic method (Ganti et al. 2011).

MCoS platform is greatly benefited by the cloud comput-
ing as it gives ample storage capacity for stocking the data, 
saving energy consumption of the smart devices and increas-
ing the battery lifetime (Dinh et al. 2013). This layer consists 
of four controller elements for enhancing the functionality of 
the layer as depicted by Fig. 8. They are: (1) Task controller, 
(2) Data Controller, 3) QoS Controller and (4) Security and 
Privacy Controller. 

1) Task controller: The main job is to obtain tasks from 
the client end and assign and distribute the tasks to the 
participants of the crowd. Here, importance should be 
given to the job of assigning the tasks. The tasks con-
troller determines how many sub tasks the tasks need 

to be broken down and to whom the tasks should be 
allotted to get the desired results. The standard of the 
tasks depends on task design (Zamora et al. 2016), (An 
et al. 2015), hence, care should be taken about the type 
of tasks, the probable time taken to execute the tasks and 
the constraints that may be there before allotment of the 
tasks. In Peng et al. (2018), author suggests CrowdSer-
vice, a method implemented by genetic algorithm, which 
can find a near optimal set of crowd participants at near 
optimal cost and time constraints for a given task. In Qiu 
et al. (2016), authors propose an approach to efficiently 
minimize the cost at the same time maintain the task 
accuracy.

2) Data controller: The main job of this module is to obtain 
the data from the workers of the crowd, clean the raw 
data, process the data, analyze the data, integrate the 
data and find solution to the allotted tasks submitted by 
the client side. Various data processing methods such as, 
data mining and data integration may be implemented 
on the data to obtain the best data set Phuttharak and 
Loke (2019).

3) Quality of Service and Incentive Controller: One of the 
functions of this module is to choose the best result. 
Various methods such as majority voting, control group 
or expert decision Hirth et al. (2013), Tu et al. (2018), 
Chamberlain et al. (2018), Li et al. (2018) have been 
proposed to obtain the best response from the partici-
pants of the crowd. Another function is to check the 
standards of the results. This is important as the data 
obtained from the crowd should be having certain 
level of quality. In Dow et al. (2012), the assessment 
of the data is categorized into three steps namely: no 
assessment, self-assessment and expert assessment. It 

Fig. 8  Detailed view of the 
Crowd Data Processing Layer 
of the mobile crowdsourcing 
architecture
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is observed that some level of assessment produces bet-
ter results from the crowd. Finally, this module is also 
responsible for identifying the workers that needs to be 
rewarded. Incentive is very important as if the workers 
are not rewarded then they may drop out of the crowd-
sourcing tasks (Yang et al. 2016). Monetary incentive is 
very useful in motivating the crowd workers (Teodoro 
et al. 2014). Decision should be taken on the nature of 
reward that the worker would be given based on the 
quality of the work.

4) Security and privacy controller: The major goals are to 
provide privacy to the participants of the crowd with-
out disclosing of the identity of the workers, provide 
security to the data that is being shared by the work-
ers. In Geiger et al. (2011), authors have suggested that 
the accessibility of the peers can be in different levels 
namely: none, view, assess, modify. These control mech-
anisms provided to the crowd participants will enable 
the workers to take decision about what they want to do 
with the data i.e., managing the data or take decision in 
removing the data.

4  Research challenges and existing 
approaches

Voluntary users’ participation of the crowd is the basis of 
MCS and MCoS application. In this process the partici-
pants lend their smart devices which results in draining of 
the energy of the devices at the same time the participants 
compromise their privacy and security by sharing the sensed 
data which may at times have location-sensitive informa-
tion attached to the data. Another issue that may arise is 
the mindset of the participant. The participants may be hav-
ing malicious intentions or selfish or can be erroneous at 
times. This may create problem in obtaining high quality 
data. Hence, the pertinent research challenges are discussed 
in the following subsection. The subsequent subsection pre-
sents a discussion of the existing works that addressed these 
challenges.

4.1  Challenges of MCS and MCoS

The various challenges faced by MCS and MCoS systems 
are (Fig 9): (a) Spatial crowdsourcing and obstructive 
mobile context, (b) Computation and assigning of tasks, (c) 
Energy constraints, (d) User’s device security and privacy, 
(e) Heterogeneous nature of data and sensors, (f) Incentive 
disbursements, and (g) Quality control discussed as follows.

4.1.1  Spatial crowdsourcing and obstructive mobile 
context

Mobile context-aware computing necessitates the device to 
be conscious of its surroundings (Guo et al. 2015), (Tong 
et al. 2017), (Zamora et al. 2016), (Chen and Kotz 2000). 
Context may include geographical mode, kinetic mode, 
temporal mode, social mode, user profile or any particular 
phenomenon about a situation. For allotting the correct task 
to the deserving participants of the crowd at the correct time 
and in the right circumstances, context of the participant 
needs to be known (Afridi 2011). Context aware MCoS not 
only aids in reducing the energy consumption of the mobile 
device but also creates situation that helps in maximizing 
the chances of participation of the relevant user (Tamilin 
et al. 2012). Spatial crowdsourcing is a very favored cat-
egory of crowdsourcing also known as geo-crowdsourcing 
or location-aware crowdsourcing where the workers need 
to be physically present at a specific location at a specific 
time to perform the task which may comprise of collecting, 
analyzing and circulating the social or geographical informa-
tion about the surroundings. Various researchers have talked 
about options of utilizing crowd to perform specific task 
which is at a specific location.

4.1.2  Task design and allocation of tasks

Crowdsourcer/user defines the task that needs to be done by 
designing the task. The crowdsourcer in order to get the task 
done by eligible participants may state criterion or define 
the procedure of assessing the task and the incentives to be 

Fig. 9  Challenges of MCS and MCoS
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given. Three important issues of task design are Allahbakhsh 
et al. (2013): task definition, user interface and granularity. 
In task definition, the crowdsourcer defines the nature of the 
task, time limitations, the requisite qualification needed by 
the workers to have. User interface defines how the crowd-
sourcers allocate the task to the crowd. Simple interface may 
be easier to work and encourage more participants but at the 
same time it may increase the chances of malicious worker 
to deceive the crowdsourcer. Complex interface though 
may help in authenticating the worker, it may also create 
unwanted complications and discourage the participation 
of the crowd. Granularity is a degree of the level of detail 
in data. For example, in time series data, the granularity of 
measurement might be based on intervals of data collection 
period. If required the granular data can be summarized or 
otherwise aggregated in order to do specific analysis.

4.1.3  Energy constraints

This is a growing issue in all MCoS applications. In spite 
of new technologies being invented to increase the battery 
life of the smart devices, it is still not sufficient to cater the 
present scenario of application. In a study (Balasubramanian 
et al. 2009) it is found that the energy consumed while trans-
mitting data across WiFi is significantly less than through 
3G or GSM. MCoS applications require the participation of 
large number of mobile users for collecting, analyzing and 
sharing of data which results in drainage of battery. Hence, 
willingness to take part in crowdsourcing depends on the 
amount of energy that may be consumed while doing so 
Ganti et al. (2011), Wang et al. (2018). This decision also 
depends on the current load on the device, recharging prob-
ability etc.

4.1.4  User’s device security and privacy

Security in case of MCoS are critical than conventional com-
puting methods due to Yang et al. (2015): participation of 
human, crowdsourcing of tasks and dynamic nature of topol-
ogy. Due to the human involvement in MCoS, the private 
data of the participants particularly the location of the device 
may get compromised. The owner of the device may also 
have malicious intentions and can set attacks. Crowdsourc-
ing of task can also pose a threat as the task may contain 
sensitive information and while crowdsourcing the task is 
allotted to a group of workers rather than a single worker 
hence, protecting the private information is more challeng-
ing. Supporting complete privacy at some points may hinder 
reproducibility of the results as the complete dataset is not 
available to the MCoS application designer. Mobility of the 
crowd workers can also increase the problem of providing 
security and privacy to the sensitive data in the device. The 
completed tasks that are submitted by the workers generally 

contain spatio-temporal-social information. In this context 
even if the crowd workers are given proper incentive but they 
may not be willing to participate in the fear of compromising 
with the privacy or the security of the data.

4.1.5  Heterogeneous nature of data and sensors

Data collected from smart devices (sensors in cars, drones, 
bicycles, traffic cameras and so on) are of heterogeneous 
nature. For example, traffic monitoring systems and telem-
etry systems generate massive amounts of spatio-temporal 
data in the form of geolocated time series and timestamped 
trajectory data (Neves et al. 2020). Preserving privacy in het-
erogeneous data or data from heterogeneous sensor networks 
is an active research challenge (Zhao et al. 2020). Recruiting 
workers for heterogeneous sensing tasks involving hetero-
geneous data is another such research challenge (Gao et al. 
2020). Deduplication of massive amounts of heterogeneous 
data is another such research challenge (Zhang and Chen 
2022).

Processing such heterogeneous data finds multiple appli-
cations, such as, better disaster management by process-
ing multitude of sensor data received from infrastructural 
and human-based sensor data available (Abu-Elkheir et al. 
2016). Another such application is identifying human behav-
iour in a smart environment based on heterogeneous data 
obtained from multiple sensory devices (Lupión et al. 2021). 
Another novel application is the use of smartphone inertial 
data aiding GPS trajectories and road network data for more 
personalised and accurate travel time estimation (Gao et al. 
2022).

4.1.6  Incentive disbursements

Participants in crowdsourcing require certain incentives for 
sharing collected data. For example, for contact tracing data 
for tracking the spread of COVID19, the participants require 
incentives to share sensitive information (Wang et al. 2021). 
Retrieving large scale data through crowdsourcing can be 
yet another challenge, and diffusing the data collection task 
through social networks utilising influence-based incentive 
mechanisms (Xu et al. 2021) can be utilised. One of the 
primary focuses of incentive management techniques with 
respect to crowdsensing is to maintain reliability and pri-
vacy (Zhao et al. 2021). Finding willing participants in the 
initial cold-start stages of crowdsensing tasks through effec-
tive incentive disbursement (Lin et al. 2021) also requires 
special attention. Another growing field of research is to 
address selective fairness, bounded efficiency, and truthful-
ness in incentive mechanisms for multi service exchange in 
MCS (Lu et al. 2022).
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4.1.7  Quality control

Due to the distributed nature of the crowd and anonymity, 
the quality of the crowd sourced data needs to be evaluated 
as at times there is financial involvement. It is difficult to 
increase the standard of quality of the crowd though the 
participation of the crowd members may increase because 
at times due to gain in monetary benefits the crowd workers 
may cheat the system. MCoS applications require to work 
with a varied type of workers each of them reveal diverse 
behaviors (Gadiraju et al. 2015). Hence, controlling the qual-
ity in such a scenario is a challenging task.

4.2  Approaches to solve the issues

4.2.1  Spatial crowdsourcing and obstructive mobile 
context

The challenge of getting enough data for spatial crowdsourc-
ing is addressed in the literature mainly through encouraging 
user collaboration. In Guo et al. (2016), Du et al. (2018), 
Atzori et al. (2017), Hu et al. (2014) a context-aware organi-
zation model is being proposed that not only help the mem-
bers of the group to collaborate with each other in mobile 
environment but also provide a way to find solution by 
weighted majority voting scheme.

In Tong et al. (2017), the authors divide the tasks into two 
types: static(offline) and dynamic(online). Endeavor is given 
to maximize assigning of tasks to the valid workers present 
in static scenario. In dynamic scenario, effort is given to 
maximize the number of pairs of dynamical workers and 
tasks with strict budget. Selection of workers can be based 
on the type of application it is implemented on. Workers 
can be of two types Zhao and Han (2016): reward seeking 
worker who gets some amount of reward in the form of com-
modities or money when they are able to perform certain 
tasks in specific time Xie et al. (2009), and voluntary worker 
who performs location-sensitive tasks. These participants 
are self-motivated to perform the tasks. In spatial crowd-
sourcing the workers needs to be at a specific location in spe-
cific time whereas in Web-based crowdsourcing the workers 
do not need to be physically present (Zhang et al. 2016).

4.2.2  Task design and allocation of tasks

Granularity defines the way the tasks can be broken down. 
Simple tasks are short, self-contained, take less time for 
completion and require little expertise. Since complex tasks 
take more time and expertise, hence, need to be broken 
down into sub tasks and allot to specific expert participants 
to get it done. Once all the sub tasks are completed then the 
complex task needs to be consolidated to get the ultimate 
solution. Task allocation defines how a task is to be allotted 

to specific eligible group of crowd who has the expertise 
to solve the task efficiently and accurately. In Boutsis and 
Kalogeraki (2013) the authors discusses about allocating 
of task by collaborating scheduling methods with crowd-
sourcing. Task assignment problem can also be solved by 
online primal-dual technique. The authors Ho et al. (2013) 
propose a near optimal adaptive assignment algorithm that 
helps in lowering of cost as well as giving more accurate 
result prediction when the availability of the workers are 
diverse. Social attributes of the crowd and mobility path 
of the mobile user is taken into consideration to decide the 
task allocation (He et al. 2014). Social aware task allocation 
scheme is adopted which is based on degree of matching 
between crowd workers and task, in order to decide which 
participants of the crowd are best suited for performing the 
task (Ren et al. 2015).

4.2.3  Energy constraints

So efficient energy saving techniques are being discussed 
to enhance the participation rate (Liu et al. 2016), (Wang 
et al. 2018). In Zhuang et al. (2010) the authors proposed 
an adaptive scheme by switching to energy-efficient but less 
accurate WiFi/ cellular localization from accurate but energy 
hungry GPS to obtain the location of the mobile device. 
A couple of framework (Zhang et al. 2014), (Xiong et al. 
2016) are proposed for assignment of task to keep the energy 
consumption low by selecting the number of workers to a 
minimum while making sure that the quality of the tasks is 
not compromised. But it can be observed that the variety of 
sensed data and the different energy consumption level have 
posed a challenge for improving the quality of the data and 
for reducing the energy consumption.

4.2.4  User’s device security and privacy

Cryptography is a mechanism by which the data can be 
protected from the intruder while transmitting. In Chon 
et al. (2012), authors propose a time window of 24 hours 
during this time the user can delete data that is consid-
ered too sensitive. The user can also stop sending of data 
if the user foresees any chances of threat. In Cornelius 
et al. (2008) authors propose AnonySense which provides 
privacy protection across multiple layers without human 
intervention. Hence, a user participates in crowdsourcing 
of data without getting the privacy compromised. Pri-
vacy of the spatial crowd worker can be maintained by 
masking the location information of the crowd workers 
which works on the differential privacy approach (Huang 
et al. 2017), (To et al. 2014). Another approach towards 
improving the security and privacy of mobile crowdsens-
ing and mobile crowdsourcing is through the integration 
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of blockchain Chen et al. (2021). The integration of block-
chain also helps in incentive disbursements.

4.2.5  Incentive disbursements

An incentive is a form of motivation provided by crowd-
sourcer to crowd worker as an encouragement to perform a 
task. Based on decision control, incentive mechanism can 
be classified into two types: crowdsourcer-centric, where 
the crowdsourcer is the decision maker, and user-centric, 
where the crowd worker is the decision maker. Incentive 
may be economic or non-economic. Economic incentives 
might be direct payments or discounts offered such as 
reserve price (Yang et al. 2016), which is the minimum 
monetary amount, decided by the crowd worker, for per-
forming a task. Monetary incentive and setting the sched-
uling of task also influences the participatory behaviour 
of the worker (Teodoro et al. 2014). It is also seen that 
if the return on investment is not up to the expectations 
then the workers may not opt to participate in the crowd-
sourcing (Guo et al. 2014). Non-economic incentive can 
be social incentive, in form of gaining reputation or pub-
lic recognition and entertainment based incentive where 
crowd participates for enjoyment or fun activities (Liu 
et al. 2012). Earning reputation on successful completion 
of task (Zhang and van der Schaar 2012) is another non-
economic incentive. Reduced distance to task location and 
the area’s socio-economic status (Thebault Spieker et al. 
2015) is yet another non-monetary incentive. Providing 
positive feedback and encouraging the members as a form 
of moral boost also helps in retention of a worker and 
making the worker contribute in crowdsourcing (Kraut and 
Resnick 2012).

4.2.6  Quality control

Without proper screening, the data submitted by partici-
patory crowd might be erroneous or biased in nature. The 
introduction of error or bias in the submitted data might be 
intentional or unintentional. In Quinn and Bederson (2011), 
authors proposed various methods to control the quality in 
MCoS namely, incentives, task design, reputation, input 
agreement, output agreement, majority consensus, contribu-
tors evaluation, real-time support, workflow management, 
and ground truth seeding. In Allahbakhsh et al. (2013) the 
authors make use of the workflow management, worker 
selection, run-time support and contributor evaluation to 
control the quality of the crowd sourced data. There are mul-
tiple ways of improving not only the quality of data, partici-
patory behaviour and incentive disbursements as well, using 
different game theoretic approaches Dasari et al. (2020).

5  Discussion on existing mobile 
crowdsensing and mobile crowdsourcing 
techniques

5.1  Techniques used in mobile crowdsensing

In this segment, some condition based techniques are being 
discussed which gives us insight of how to reduce the con-
sumption of resources, reducing the energy that is consumed 
and at the same time maintaining the QoS of the data that 
is sensed. From Dao et al. (2014), Aggarwal et al. (2011), 
we come to know that the content of sensed data is often 
redundant due to the fact that the sensing devices accumulate 
similar sort of data from related sensors. So it is necessary 
to get rid of the unnecessary data which not only will save 
the resource consumption and helping in lowering the cost 
but also will lead to providing improved QoS as traffic load 
lessens hence the information can be transported in a timely 
fashion. Discovering the data which are similar in nature 
and getting rid of them yet ensuring high QoS are few issues 
that need to be addressed. Following are some of the recent 
methods that have been proposed to handle these issues.

5.1.1  Techniques for resource efficient data collection

Battery powered smart devices have limited power and 
storage (Liu et al. 2016). These constraints have led to 
devise ways to use them in an optimized way for mak-
ing it run for a longer period of time. In Deligiannakis 
and Kotidis (2005), the authors have tried to develop a 
data reduction technique in sensors to reduce the data size 
by compressing the data. However, they have not tried to 
correlate the sensor nodes that may help in reducing the 
accumulated data in the sensors.

One of the data transformation techniques to reduce 
data size from correlated data is by principal component 
analysis (Jolliffee 2002). This technique reduces the data 
size but it does not take into account of the power effi-
ciency or the cost involved in data collection. In Aggar-
wal et al. (2011), these issues have been addressed. Here 
the authors have developed a real-time algorithm which 
takes the functional dependencies of sensors streams into 
account in real time to reduce the amount of data collected 
hence data is obtained from a minimal set of sensors.

In [64], the authors have proposed a near real-time 
and cost-effective data communication in cloud-assisted 
disaster surrounding. The charm of the proposed work is 
that it is able to identify similar set of images from huge 
image dataset and transfer only the unique and representa-
tive images and hence helps in lower bandwidth utilization 
and saving the battery power.
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In content-based similarity detection, images are consid-
ered to be similar when images of the same scene but with 
slightly different viewpoints and illuminations are obtained. 
In SmartEye (Hua et al. 2015), images with similar charac-
teristics are accumulated to form a class containing same 
label. This results in deduplication of images in the class 
which can be removed by semantic hashing (Indyk and Mot-
wani 1998) and space-efficient filters (Bloom 1970). This 
is extremely useful in communicating between phone and 
remote servers at a much reduced cost. In this method, near 
duplicate images are not removed but only unique images 
are uploaded saving bandwidth utilization.

A lot of research has been done on reducing data redun-
dancy by similarity detection in image and videos. In CARE 
Weinsberg et al. (2012), to enhance the data transfer in lim-
ited capacity networks while maintaining the QoS, redun-
dant images are eliminated. In this framework, data is being 
transmitted in peer-to-peer fashion assuming that central 
infrastructure is not available as it happens in case of disas-
ter scenarios. A particular node is given the responsibility to 
compare similarity between the images stored in that node 
and the images it has received from peers. When the infra-
structure connectivity is available in later time then the node 
transfers the unique image to the central server.

In bandwidth constrained network, Dao et al. Dao et al. 
(2014) established a technique that aims to identify similar-
ity in images and videos. When a new image is considered 
to be sent to server, rather than sending the whole image a 
part of the image (i.e., metadata is extracted) is transmitted 
over the network to the server. This metadata is compared 
with the images that were previously received in the server 
to find similarity between the two images. If similarity is 
found then the image is not sent for that time else the image 
is uploaded to the server. The authors have experimented 
their results in test-bed and simulated their results in NS3, 
and observed that the successful similarity detection is up to 
70% true positive rate and 1% false positive rate.

In real-time mobile crowdsensing system (Sherchan et al. 
2012), data collection is done by instantly processing and 
analyzing of data. Context-Aware Real-time Open Mobile 
Miner (CAROMM ) processed the data based on the context 
attached to the data and helping in data retrieval from the 
dataset. This data is obtained from the stream of data sensed 
by the mobile device’s sensor and thus helps in energy sav-
ing and reduced use of bandwidth. CAROMM collects and 
correlates this real-time sensory information with social 
media data from both Twitter and Facebook and can provide 
real-time information to queries related to specific location 
of mobile user.

MCS requires a large amount of data to be stored and 
transferred across the network. In Roemer et al. (2014), the 
authors proposed data deduplication strategy to reduce the 
storage and bandwidth consumption. The idea is to find 

similarity in the data that needs to be transmitted and the 
unique data is then sent over the network to the server. This 
is achieved by data deduplication method which is based on 
WANs, and compressing of the data to increase the perfor-
mance of the transmission time. For further improvement of 
the performance, semantics of the content of the data should 
have been taken into consideration.

5.1.2  Techniques for achieving good QoS

In this segment we discuss few techniques in mobile crowd-
sensing that have been proposed by researchers for achieving 
good QoS.

In Xu et al. (2015), the authors presented Compressive 
CrowdSensing (CCS)- a framework in MCS which performs 
compressive sensing techniques. The framework allows the 
mobile user to gather data on a wide range of large scale 
phenomenon but with fewer data sample contribution from 
user at the same time maintaining the acceptable level of 
accuracy for the MCS system. CCS is also designed to be 
easily adapted to function in a wide range of crowd systems.

In Yan et al. (2010), an accurate image searching tech-
nique known as CrowdSearch for mobile phones is intro-
duced. Automated image searching strategy is integrated 
with real-time human validation in CrowdSearch where 
output of local processing on mobile phones and back-end 
processing of remote servers are combined to implement 
the process of automated image search. By utilizing Ama-
zon Mechanical Turk, validation of the data is performed by 
the humans, who actively participate to perform the tasks 
for certain amount of incentive. But the trade offs, such as 
energy consumption, delay and incentives are there when 
validation is done with human. CrowdSearch addresses these 
issues and provide a prediction algorithm to find the results 
that needs validating, and also decide when and how this 
result can be validated. It also maintains the accuracy of 
the data and responds to search queries in user specified 
deadline. Experimental results show that CrowdSearch is 
able to achieve over 95% precision across multiple image 
categories, furnish desired reply in very less times and costs 
very little.

Transferring of large amount of crowdsensed data is a 
tedious task due to the limitations on the resources. In Wang 
et al. (2014), the authors propose SmartPhoto, a framework 
for assessing and optimizing the photo selection obtained by 
a crowdsource. This framework helps to measure the stand-
ard (utility) of the crowdsourced photos based on geographi-
cal and geometrical information (i.e., metadata) which also 
includes information of smartphones orientation, location of 
the phone and various other parameters included in built-in 
camera of the smartphone. Information regarding the time 
and location of a photo can be obtained from the analysis 
of metadata and only the unique and useful photo are to 
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be transmitted. They have also discussed three optimiza-
tion problems to handle the trade-off between photo utility 
and resource constraints. They have proposed an efficient 
solution, and observed the performance limitations of the 
algorithm. This framework is being tested in android based 
smartphones. In order to increase the accuracy of metadata 
they used data fusing, reducing the sensor reading errors and 
filtering out the false information.

In MCS, the burden of storing and transferring the sensed 
data is a key challenge. Compressive sensing is useful in 
such a scenario where it helps to reduce the sampling rate 
of the sensed data. Location, time, condition of the device 
and various other factors determine the cost of a specific 
sample. Only a small subset of the sample is used from the 
available data and reconstruction the desired information 
from that subset. In Xu et al. (2015), authors have intro-
duced CACS (cost-aware compressive sensing) framework 
which uses lower amount of resources. It is able to handle 
the fluctuations that occur in resource costs and as a result 
it accumulates fewer sensor data sample that incurs high 
resource cost but at the same time maintaining randomness 
to obtain accurate data recovery by compressive sensing. In 
other words, it balances the minimization of overall sample 
cost with accuracy to recover the data. It was observed that 
CACS had a success accuracy of 80% in data reconstruction 
utilizing only 10% of the energy.

In Li et al. (2015), the authors have investigated the prob-
lem of maximizing the total data utility of the sensed data 
under resource constraint scenario such as MCS. Based on 
redundancy-aware reverse auction framework they have 
proposed a combinatorial auction mechanism. This method 
consists of two parts: an approximation algorithm to deter-
mine the winning bids and a critical payment scheme. This 
method assures of achieving truthfulness of the sensed data, 
individual rationality, and efficiency in computation under 
a feasible budget.

Thus, quality of service in terms of quality of the col-
lected data is ensured.

5.1.3  Techniques for reducing energy consumption

In MCS systems, it is essential to reduce the consumption 
of energy by the smart devices, since consumption of high 
energy gravely lowers down the participant’s willingness 
(Wang et al. 2018). In this segment, comprehensive reviews 
of energy saving techniques in MCS are discussed. In MCS, 
the overall energy consumption can be lowered by lowering 
the number of recruited participants. In this paper (Zhang 
et al. 2014), the authors propose a framework named Crow-
dRecruiter, to select participant for Piggybacking Crowd-
sensing (PCS). PCS enabled in reducing the individual 
smart devices energy consumption by performing sensing 
tasks and transmitting sensed data while making use of call 

opportunities. CrowdRecruiter ensures spatial-temporal cov-
erage while minimizing the overall payment of incentive by 
choosing small number of participants. Minimal participant 
selection under probabilistic coverage constraints is done by 
CrowdRecruiter in three steps. First, for each mobile user, it 
forecasts the call and coverage probability. In the next step, 
for multiple users, estimation of joint coverage probability is 
done by a utility function. Finally, for incrementally choos-
ing the participants, it deploys an effective low-complexity 
algorithm. The authors in Xiong et al. (2016) proposed 
iCrowd, a near- optimal task allocation framework for MCS 
that is used to formulate a task allocation problem with dif-
ferent incentives, and to maximize k-depth coverage quality 
while minimizing energy consumption in MCS. It operates 
in two steps. At first, based on historical records it predicts 
the call and mobility of the mobile user, and then for each 
sensing cycle it selects a set of user who would perform the 
task. In this way, without exceeding the predefined incen-
tive budget, iCrowd is able to obtain a near maximal k-depth 
coverage. It is also able achieve near-minimal incentive pay-
ment while meeting a predetermined k-depth coverage goal.

One way to reduce the energy consumption is to replace 
traditional sensors with energy efficient sensors. Another 
way can be to adjust the sampling frequency dynamically. In 
Cohn et al. (2012), the authors propose a technique by which 
the need for energy to motion sense is significantly reduced 
in order of magnitude. Static electric field is being used to 
passively sense body motion employing ultra-low power 
method instead of traditional accelerometer based methods. 
In Wang et al. (2015), the authors have proposed EffSense-
an energy-efficient and cost-effective data uploading frame-
work, which works in fixed data uploading cycle while mak-
ing use of adaptive uploading schemes. The participants are 
permitted to use distributed decision making scheme in each 
cycle for taking decision which network to upload and when 
to upload the data. The users may be a data plan user, who is 
utilizing some 3G connections for data transfer and non-data 
plan user, who is utilizing WiFi/ Bluetooth for communica-
tion. To participate readily in crowdsensing, data plan user 
mostly thinks of the energy consumption cost whereas non-
data plan user is concerned of the data cost itself. EffSense 
helps in reducing data cost for non-data plan user by offload-
ing most of the data to Bluetooth/WiFi whereas the cost in 
data plan user is reduced when data is piggybacked while on 
call. Proper uploading strategies can be found by EffSense 
by predicting the users call and mobility.

Another alternative for uploading data more energy-
efficiently is catching the opportunities when mobile users 
place phone calls or use mobile applications. One typical 
work is Piggyback CrowdSensing (PCS) Lane et al. (2013), 
a system for collecting mobile sensor data from smartphones 
that lower the energy overhead of user participation. Their 
approach is to collect sensor data by exploiting smartphone 
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app opportunities, that is, those times when smartphone 
users place phone calls or use application. By taking the 
advantage of opportunistic application run by user, they 
proposed an energy efficient MCS strategy based on Piggy-
back CrowdSensing (PCS), where optimal time slot is found 
through predictive modeling to perform the sensing task. In 
this approach, when the smartphone is using any applica-
tion or making a call, the data is collected at that opportu-
nity. This strategy works as the smartphones are already in 
active state from idle state so less power consumption to 
wake the smartphone from idle state. Cloud offloading Liu 
et al. (2012) technique can be utilized to reduce the energy 
consumption in smart phones where local information can be 
processed later at the time of data uploading to server. Here 
the authors have proposed a solution that enables a sensing 
devices GPS receiver to vigorously duty-cycle and log bare 
minimum GPS signal for later processing.

The features of the different applications of mobile 
crowdsensing is summarized as Table 2. The table indicates 
the commonly used sensors and their associated application 
features addressed by the existing works.

5.2  Techniques used for mobile crowdsourcing

In the initial years, based on the collaboration of the willing 
participants, it can be grouped as participatory and oppor-
tunistic (Jamil et al. 2015). The participants or the user of 
MCoS performs the tasks by two ways: direct mode and 
word of mouth mode (WoM). In direct mode, the control 
is with the central MCoS platform which accepts the tasks 
from the end user. Then it breaks down the tasks into sub 
tasks and allots the subtasks to the willing participants of the 
crowd for getting the job done. So the end user (human) and 
the crowd (human) both participate in the process but with-
out having direct interaction with one another. This proce-
dure of indirect interaction may at times be less suitable for 
certain set of time sensitive and location dependent tasks. In 
WoM (word of mouth), the willing participants of the crowd 
employ their friends and known people in their social net-
working sites to get the tasks done apart from them also per-
forming a part of those tasks. This in turn helps in expanding 
the coverage area of the crowd. Here unlike direct mode, the 
co-worker of crowd actively interacts within themselves to 
perform the complex tasks. This method is more efficient in 
case of time-sensitive or location dependent tasks.

A task is further categorized into two types, namely, tasks 
done by the help of human intelligence and the tasks done 
by the mobile device of the participants of the crowd (Wang 
et al. 2015). In the first case, it is used in cases where human 
intelligence is needed to analyze the job. Based on the value 
of intelligence of the collected data, the tasks of MCoS 
application can be classified into three sub class : user data, 
contextual data and social data where user data is generally 

obtained from individual users personal information, con-
textual data generally refer to the surrounding information 
of the user or the semantics of an area, and social data refers 
to the collection of data generated from social networking 
sites and this data helps in understanding of the dynamics 
of the urban population.

The proficiency of the participants also helps in classify-
ing MCoS application. Depending on the involvement of 
the participants it may be classified into a) opportunistic b) 
participatory. In the first case (Panichpapiboon and Leak-
kaw 2016), (Lane et al. 2015), mobile device takes deci-
sion by itself when to perform a task. This method is more 
autonomous and human involvement is minimal. In the latter 
case (Hamilton et al. 2011), (Ruiz Correa et al. 2017), (Shin 
et al. 2014), participation of the crowd is much more and 
it requires the involvement of human intelligence as well. 
Based on the location awareness, MCoS application may 
be divided into real and digital location. In digital world, 
the real time location of the crowd is not required and the 
work can be done at any time and from any geographical 
location. In real-time location, the crowd participants have 
to be physically present with the mobile device at the par-
ticular time to perform the allotted task. This is also called 
spatial crowdsourcing. Few applications (Sims et al. 2016), 
(Besaleva et al. 2013) require strong knowledge of the tasks 
that needs to be completed by the crowd and in other cases 
minimal knowledge or non-expert may also be able to per-
form the assigned task.

In opportunistic networks, the job flow in MCoS can be 
of two types Phuttharak and Loke (2016): a) point-to-point 
and b) multicast. In the first scenario, the nodes commu-
nicate with one another directly and communication from 
one node to another is done one at a time. In the second, 
there may be one to many parallel connections. The com-
munications between the crowd and the crowd processing 
platform may be heterogeneous in nature. But the network 
may be centralized, decentralized or it may be hybrid in 
nature Phuttharak and Loke (2019). In centralized method, 
the data is collected from the participants and then further 
processed in the nearest server which may be cloud or crowd 
processing platform. In decentralized method, the data is 
being processed in the nodes itself before transmitting it 
to the server. Hybrid method provides a mid-way between 
former two methods where the very important and real-
time sensitive data are processed in the node and the rest is 
transmitted over the network for further processing. In this 
way this method is able to handle real-time sensitive data. 
The incentive for data collection can be intrinsic or extrinsic 
motivation (Kaufmann et al. 2011). Intrinsic motivation can 
be factors such as enjoyment or self-satisfaction whereas 
the extrinsic can be related to monetary benefits or social 
obligations. The data that is collected by the sensors needs 
to be analysed and processed for providing the solution to 
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1 3

the third parties who has asked for getting the solution for a 
given task. The processing of MCoS can be divided into 1) 
worker selection, 2) workflow control and 3) analysis (Phut-
tharak and Loke 2019) 

1) Worker selection: In MCoS application, tasks when 
allocated to the crowd, it should be noted that the work-
ers should be competent enough to finish the tasks 
efficiently maintaining the quality. The workers of the 
crowd may be active or passive. Active workers par-
ticipate in the crowdsourcing tasks which may also be 
spatial in nature. For example, Uber2, Grab3, Lyft4 use 
crowdsourcing platform to check and match the tasks 
to the workers available in the particular geographi-
cal location and allot the task accordingly to the avail-
able worker. Passive workers on the other hand do not 
actively participate and hence the application runs in the 
workers mobile device in the background. After comple-
tion of the tasks it is then automatically transmitted all 
of course, with the permission of the passive worker.

2) Workflow Control: Workflow control refers to how the 
assigned tasks can be planned and then implemented 
to solve a given task by the crowd. Workflow aids in 
dividing a task into smaller tasks, distribute the tasks 
to crowd workers and afterwards collect the distributed 
completed tasks and join them to form the total solved 
task. The three ways that can be done are Phuttharak 
and Loke (2019):- i) Divide and conquer, where the 
work is divided and distributed for solving the task, ii) 
Iterative where the quality of the task is improved by 
employing multiple workers to the existing solved task, 
iii) Redundancy based quality control where a particular 
set of task is performed by a group of efficiently skilled 
workers and the most common solution is considered the 
accepted solution.

3) Analysis: This is important to increase the quality as 
well as choosing the best solution from the set of solu-
tions provided by the workers of the crowd. This can be 
done by basic or advanced approach. Basic approach 
can be majority voting, majority rating and integration 
aggregation. In Schenk and Guittard (2012), aggrega-
tion can be done in two way: integrative where the value 
is obtained by pooling complimentary large number of 
inputs and selective values can be obtained by getting set 
of options from the crowd. Advanced approach utilizes 
data mining, machine learning and other sophisticated 
techniques to have the idea of the data being crowd-
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1 3

sourced. Big data plays a major part in analysis tech-
nique of these data which may be structured or unstruc-
tured, historical or real-time data and then further be 
used for comparing the data for obtaining more compact 
and complete solution (Pilloni 2018).

The representative works on MCS and MCoS pertain-
ing to different application domains have been compared 
in Table 3. It has been observed that data collection from 
a wide variety of users has been a major obstacle in test-
ing most of these systems. For convenience, the challenges 
addressed by these works is presented w.r.t the challenges 
listed in Fig. 9.

6  Future research directions

Mobile Crowdsensing and Mobile Crowdsourcing are 
research domains with great potential leading to a wide spec-
trum of real life applications. It is predicted that by connect-
ing the willing workers to the tasks through MCS and MCoS 
platforms can increase the global GDP. Business models are 
changing to suit the present scenario where crowd work-
ers are hired for performing the tasks. However, improve-
ments are possible in the architecture and implementation of 
MCS and MCoS. Some of the issues in existing works have 
been highlighted in Table 3. Few research challenges have 
also been put forward. The prospective research problems 
include, but are not limited to:

– Preserving Privacy: With machine intelligence tech-
niques in place, anonymity or geocasting (To et al. 2014) 
are not sufficient to preserve the privacy of the partici-
pants of MCoS and MCS. New forms of privacy threats 
such as, model inversion attacks may lead to estimation 
of sensitive information about the behavioral traits of 
the participants. Thus, it is challenging to preprocess the 
data in a way that only the meaningful insight reaches 
the server for analysis by the MCoS applications. How-
ever, the preprocessed data can no longer be analyzed to 
extract any sensitive information about the users. Dif-
ferential privacy models can be applied as it is a strong 
notion of privacy. Novel preprocessing techniques are 
needed to be designed to preserve the privacy without 
hampering the precision of the MCoS and MCS applica-
tions.

– Utilizing edge vs cloud: In order to save the network 
bandwidth a new trend can be observed, that of com-
puting closer to the data source. Edge computing and 
intelligence at the edge is a new research paradigm that 
can be highly useful in attaining performance while han-
dling data scalability issue at the cloud. Edge servers are 

typically placed closer to the data sources, thus, location 
awareness and response time are two inherent advantages 
of such solutions. So, for responding to local phenom-
ena, edge services can pose to be effective for MCS and 
MCoS solutions while data can be opportunistically sent 
to the cloud servers as demanded by the applications.

– Context aware sensing: The main problem with partici-
patory sensing is that the dataset may contain noisy data 
if data are not recorded in appropriate sensing context. 
In most of the cases, the usability of the data collected 
through participatory sensing depends on the smartphone 
sensing context. For some applications, good quality data 
is collected only if the phone is carried in a specific way 
like kept in hand. Thus, context aware data collection and 
data cleaning techniques are required for better utilization 
of the sensing data.

– Real time streaming: In some MCS and MCoS applica-
tions, streaming data could be generated through thou-
sands of participants. Efficient approaches are required 
for storing and processing of the streams of real time 
data. Designing applications to scale is important in 
working with real time streaming data. It is also challeng-
ing to determine the sequence of data in a data stream. 
Fault tolerant system is required to handle the data com-
ing from different sources and locations, and in different 
formats and volumes.

– Cost and quality tradeoff: The cost can be computed 
in terms of computational cost, cost of communication 
(transfer of data between mobile devices, edge nodes, and 
the cloud), and identification of the computational node. 
Finding a cost effective solution, that is, an approach that 
minimises one or more of these costs, can result in a 
compromise in the quality of service (QoS). For example, 
compressing data at mobile devices before communicat-
ing to edge nodes/cloud to reduce the amount of storage 
needed can result in data loss. Thus, finding the perfect 
balance between cost effectiveness and maintaining a 
benchmark QoS is an open research problem for MCS 
and MCoS till date.

7  Conclusion

Smartphones present a unique combination of sensing, com-
munication, and computation that opens up the emerging 
application paradigms called crowdsensing and crowd-
sourcing. In our research we have tried to understand the 
difference between the two techniques which are often 
interchangeably used. As the world is moving towards an 
environment where each device with an internet facility 
can be connected over internet, these two techniques will 
be utilized a lot more to provide a better standard of living. 
So here, in our work, we studied various problems that are 
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being faced while implementing, also few solutions pro-
posed by various researchers has been discussed. We have 
also talked about various condition based techniques and 
discussed how each parameter i.e., condition will have an 
effect on the crowdsourcing or crowdsensing. In future, we 
are looking into mechanisms to merge these two paradigms 
to not only sense and send data or opinion, but to provide 
end-to-end services through edge for a smart connected 
society.
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