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Abstract

In this paper, a fuzzy logic based digital image watermarking technique is proposed. The contrast and edge values of the
host image are analyzed by the fuzzy inference system (FIS) against fuzzy rules and then the FIS evaluates the output
which is proposed as the watermarking strength (a) of the image. By varying the contrast and edge values of the host
image, the fuzzy logic adjusts the watermarking strength to keep the system performance unchanged which helps to
improve imperceptibility of the watermarked image. DWT is performed to divide the cover image and watermark image
into sub-bands and the maximum entropy region among the sub-bands is calculated for selecting the embedding loca-
tion because it is less affected by the image processing attacks. Hence, it makes the scheme more robust than other
fuzzy based methods. In the extraction phase, the watermark is recovered from the sub-band where it was embedded.
The effectiveness of the algorithm is measured in terms of performance parameters like peak signal to noise ratio and
normalized correlation. Experimental results indicate that the fuzzy logic adjusts the watermarking strength to keep the
performance parameters unchanged irrespective of the contrast and edge values of the host image.

Keywords Contrast and edge sensitivity - Entropy - Fuzzy logic - Membership functions - Normalized correlation (NC) -

Peak signal to noise ratio (PSNR)

1 Introduction

In this modern age, digital contents are suffering from lack
of security due to easier access to the internet and the
availability of intelligent software. This kind of act threats
the transmission of digital data over the communication
channels [1]. Hence, some data hiding techniques are
introduced to reduce this. They can be divided into two
classes: steganography and digital watermarking. [2] Digi-
tal image watermarking is a process of hiding information
without compromising the host image. Digital watermark-
ing is more effective and secure than the steganography
in terms of data ownership.

Two important properties of digital image watermark-
ing are imperceptibility and robustness. Imperceptibility
can be defined in terms of visual degradation of the host

image [3]. If the host image is less visually degraded, the
algorithm is more imperceptible. Again, robustness can be
defined in terms of image processing attacks. If the host
image can tolerate the image processing attacks and the
watermark image is approximately reconstructed from the
watermarked image, the algorithm is said to be robust.
All efficient watermarking schemes need to increase these
properties.

According to the necessity of host image for the water-
mark extraction process, digital image watermarking can
be divided into blind, semi-blind and non-blind schemes.
Blind schemes do not require host image but semi-blind
and non-blind schemes require host image or secret keys
to detect watermark image [4]. Digital image watermark-
ing can also be classified on the basis of the embed-
ding domain into two classes. They are spatial domain
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techniques and transform domain techniques. Spatial
domain techniques directly modify the image pixel bits
and these modifications are used in watermark reconstruc-
tion [5]. The scheme proposed by Abraham et al. [5] uses
two different masks in embedding for improving the per-
formance parameters of the scheme. It works efficiently
as the watermark bits are scattered over a broad region.

Transform domain-based methods contain transforma-
tions like DWT, DCT or DFT. Watermark is then embedded
by changing the domain coefficients [6]. Singh et al. [6]
proposed a method based on 3 level DWT and student
t-distribution. This method gives the benefits of student
t-distributions compared to the normal and logistic dis-
tributions that are applied to the DWT coefficients. Lande
etal. [7] proposed an adaptive method using human visual
system (HVS) based fuzzy logic for masking and the model
was implemented practically. The main turning point of
the method is the use of fuzzy logic to determine the gain
factor on the basis of HVS.

The method proposed by Jamali et al. [8] manipulates
fuzzy logic for calculating embedding strength in DCT
domain. This approach shows good PSNR and NC values
due to the adaptive use of fuzzy mapping. Coumou et al.
[9] proposed a scheme using fuzzy logic for determining
the invisible embedding features. But this method has
the limitation of optimization of the fuzzy system and
robustness.

The scheme proposed by Arun Kumar et al. [10] utilizes
a genetic algorithm for determining the locations of water-
mark embedding and fuzzy logic for optimization. It shows
good performance in HH sub-band compared to the other
sub-bands. Huang et al. [11] introduced a method using
bacterial foraging instead of genetic algorithm along with
fuzzy logic. It shows improved performance when com-
pared with the schemes using the genetic algorithm as
the method utilizes the continuous tuning of weighting
elements.

Agarwal et al. [12] proposed a method utilizing hybrid-
ized fuzzy logic and back-propagation neural network for
embedding the binary watermark. The performance is
good for using block threshold values of HVS properties
and fuzzy optimization techniques. Jagadeesh et al. [13]
use fuzzy logic for HVS properties along with DCT for blind
watermarking. It shows better results in terms of PSNR and
NC compared to similar types of algorithms. The method
proposed by Sridevi et al. [14] determines embedding
strength based on fuzzy rules and also incorporates the
features of DCT and SVD. Although the performance of
the system is satisfactory, it has the limitation of multiple
level DWT divisions and pointing out the perfect embed-
ding location.

In the proposed method, HVS properties like the con-
trast and edge values are used by the fuzzy inference
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system to effectively calculate the embedding strength (a)
and then the maximum entropy is calculated to determine
the suitable embedding location. The scopes and objec-
tives of the proposed work are information hiding, owner-
ship authentication and copyright protection in the fields
of image processing. The rest of the paper is organized as
follows: Sect. 2 describes the importance of contrast and
edge sensitivity. Then, watermark embedding algorithm of
the proposed method is discussed in details in Sect. 3. The
watermark extraction process of the proposed method is
explained in Sect. 4. Performance parameters are included
in Sect. 5. Then Sect. 6 includes the results and findings.
Finally, Sect. 7 concludes the analysis of the results for the
proposed method.

2 Importance of contrast and edge
sensitivity

The sensitivity of human eye to an image depends on
different properties. These are Brightness sensitivity, Fre-
quency sensitivity, Edge Sensitivity and Contrast Sensitiv-
ity [1]. In our proposed scheme we use contrast and edge
sensitivity as fuzzy inputs and their importance in water-
marking are discussed below:

A. Contrast sensitivity High contrast areas are less detect-
able by the human visual system. Hence the increasing
contrast areas are more suitable for embedding. The con-
trast sensitivity can be expressed by the following formula:

G- 3

M
Vj(a, b)
a,b=1 Cond{ Qj(ar b) } (1)

where G is the contrast value of the image in the jth pixel
and cond(X) gives the rounded value to 1 if value =0, else
0[13].

B. Edge sensitivity Human eyes do not recognize the non-
uniform changes in the image. Thus embedding in higher
edges of the image is more advantageous than in the
lower edges [8].

3 Proposed watermark embedding
algorithm

The proposed watermark embedding block diagram
is shown in Fig. 1. Firstly, the contrast and edge value
of the host image are given as input to the fuzzy infer-
ence system (FIS). The output of the FIS is the embedding
strength. Host and watermark images are decomposed
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Fig. 1 Watermark embedding block diagram

into sub-bands using DWT and then the entropy of each
sub-band is calculated. Finally, the watermark is embed-
ded in the highest entropy region and inverse discrete
wavelet transform (IDWT) is performed. The entire proce-
dure is discussed in the following steps:

Step 1 Host image and the watermark image are decom-
posed into four sub-bands using DWT.

Step 2 The entropy of each sub-band is calculated to
determine the maximum entropy location. This loca-
tion is selected for watermark embedding. Maximum
entropy area is the location with a maximum degree
of information variation and embedding in this region
do not change the original information very much. The
entropy of an image sub-band is calculated by the fol-
lowing formula [15]:

L= Z R log (R)) )

where L is the entropy of the sub-band and R; is the
intensity of pixel i.

Fig.2 Fuzzy inference system

Edge

X
XX

Step 3 For calculating the embedding strength, first the
contrast and edge values of the host image are calcu-
lated using the following functions:

Ic = f(Im) 3)

le =g(Im) (4)
where Im is the host image. Ic and le are the contrast
and edge values which are the functions of Im. The con-
trast and edge values are varied for evaluating system
performance later.

Step 4 Contrast and edge values determined in the pre-
vious step, work as input to the fuzzy system. A Mam-
dani type FIS with centroid defuzzification is used in the
process as shown in Fig. 2. It gives proposed watermark-
ing strength (a) as output based on the inputs. So, the
embedding strength can be expressed by the following
function:

a="f(lc&le) (5)

The membership functions used in the system are
shown in Figs. 3 and 4. The general rules for contrast and
edge sensitivity are:

If contrast is high or low, embedding strength is high.
If contrast is medium, embedding strength is low.

If edge is high, embedding strength is high.

If edge is low, embedding strength is low.

If edge is medium, embedding strength is medium.

uhWwWwN =

Depending on the general rules, the contrast and
edge sensitivities have very low, low, medium, high
and very high levels. As both properties have 5 levels,
there are total 25 (5x 5) decision rules based on which
the embedding strength varies. The decision rules are
based on logical AND operation. Variation of embed-
ding strength with the inputs is shown in Fig. 5. It can
be observed that when contrast is very small and edge
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Fig.4 Input membership functions for edge sensitivity

is very low, a is medium. Again, when contrast is very
big and edge is very high, a is large. Thus, the embed-
ding strength varies from 0 to 1 according to the inputs.
The overall 3D-rule viewer surface of the FIS is shown
in Fig. 6.

Step 5 Watermark is embedded in the maximum
entropy sub-band of the host image with the maxi-
mum entropy sub-band of the watermark image
according to the embedding strength output of FIS.
Step 6 Perform IDWT to get the watermarked image.

SN Applied Sciences

A SPRINGERNATURE journal

4 Proposed watermark extraction algorithm

The block diagram of the proposed watermark extrac-
tion algorithm is shown in Fig. 7. Firstly, watermarked
image is decomposed by DWT. Then the watermark pix-
els are reconstructed from the embedding sub-band and
IDWT is applied. The entire process is discussed in the
following steps:

Step 1 Apply DWT to the watermarked image. The
image will be decomposed into four sub-bands.
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Step 2 Locate the sub-band in which the watermark was
embedded. Subtract the original sub-band from it and
divide it with the embedding strength to determine the
watermark pixels. It can be expressed by the following
formula:

_ We-Wo
a

Rw (6)

where We is the located sub-band in which the water-
mark was embedded, Wo is the original sub-band prior
to watermarking and Rw is the recovered watermark

pixel.
Edge 0 1 Contrast Step 3 Apply IDWT to the recovered sub-band which
contains the recovered pixels to reconstruct the water-
Fig.6 3D-rule viewer surface of the FIS mark image.
Watermarked DWT 5 Performance parameters
Image
| Performance of the watermarking scheme is determined
Reconstruct on the basis of following parameters:
watermark pixels
from the embedding A.PSNR Peak signal to noise ratio (PSNR) of an image can
sub-band be defined by the following formula [13]:
J' M M .. ..
Recovered : Yo Z,-=1 H(, HHG, j)
Watermark IDWT PSNR = 101010 55— L2 @)
Image Z,‘=1 Zj:1 (h(IIJ) - H(IIJ))
where h(i, j) is the host image, H(i, j) is the watermarked
Fig.7 Block diagram of watermark extraction image and Mx M is the size of the host image respectively.

B. NC Normalized correlation (NC) of an image is defined
by the following mathematical formula [12]:
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Fig.9 Watermarked images

X GG

NC =
P I E(B)(((H)

(8)

where L(j, j) is the extracted watermark image and G(j, j) is
the original watermark image respectively.

6 Results
Three images named “Lena’, “Peppers” and “Cameraman’,
are used as host image and “CUET logo” is used as the
watermark image. All the images are shown in Fig. 8.
The watermarked images are shown in Fig. 9.
Performance of the proposed scheme and comparison
with other methods can be discussed as follows:

1. Without contrast and edge sensitivity:
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Table 1 Performance of the proposed scheme without contrast
and edge sensitivity

Host image PSNR (dB) NC

Lena 48.2257 0.9949
Peppers 47.3105 0.9949
Cameraman 37.2036 0.9949

For evaluating the performance of the proposed algorithm
without contrast and edge sensitivity, we use a higher
value of embedding strength of 0.9. The performance of
the proposed scheme can be shown in Table 1.

2. With contrast and edge sensitivity:

The corresponding edge value is changed after changing
the contrast value of every host images. The fuzzy inter-
ference system takes contrast and edge values as inputs
and gives watermarking strength (a) as output. Tables 2,
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Table 2 Simulated a, PSNR and NC for Lena image

Contrast Edge a PSNR (dB) NC

39,790 0.4451 0.691 50.5210 0.9949
40,991 0.4588 0.718 50.1881 0.9949
46,247 0.5373 0.747 49.8441 0.9949

Table 3 Simulated a, PSNR and NC for peppers image

Contrast Edge a PSNR (dB) NC

39,903 0.5294 0.739 49.9377 0.9949
47,937 0.4667 0.730 50.0441 0.9949
48,323 0.5353 0.747 49.8441 0.9949

Table 4 Simulated a, PSNR and NC for cameraman image

Contrast Edge a PSNR (dB) NC

10,425 0.6510 0.799 38.2376 0.9832
11,493 0.3451 0.693 39.4738 0.9832
11,550 0.4039 0.691 39.4989 0.9832

Table 5 Comparison of different fuzzy based watermarking meth-
ods for no attack on image

Watermarking scheme Lenaimage Peppers image
PSNR (dB) NC PSNR (dB) NC

Ref. [12] 44.8919 1 442127 1

Ref. [13] 42.3200 1 - -

Ref [14]. - - 423556 0.9990
Ref.[16] - - - -
Ref.[17] - - - -
Proposed scheme 50.1844 0.9949 49.9420 0.9949

3 and 4 show the adjustment of watermarking strength
with different contrasts and edges for every host images.
The corresponding PSNR and NC values simulated for vari-
ous watermarking strengths are also shown. It can be seen
from these results that the PSNR and NC values remain
approximately consistent for every host images.

The fuzzy logic adjusts a according to the inputs and
keeps the value of PSNR and NC values approximately con-
sistent to an average of 50.1844 dB and 0.9949 for Lena
image. For Peppers image these values are 49.9420 dB and
0.9949. For Cameraman image these values are 39.0701 dB
and 0.9832. It can be observed that with contrast and
edge sensitivity the PSNR values for all the host images
are higher compared to the absence of contrast and edge
sensitivity. Hence, the imperceptibility is improved.

Table 6 Performance of various watermarking schemes against
median filtering attack

Watermarking scheme Lenaimage

PSNR (dB) NC

Peppers image

PSNR (dB) NC

Ref. [12] 30.6025 0.9713 30.1147 0.9670
Ref. [13] - 0.7890 - -
Ref. [14] - - - -
Ref. [16] - - - -
Ref. [17] - 0.5814 - -
Proposed scheme 34.7707 0.9949 33.0332 0.9941

Table 7 Performance of various watermarking schemes against
noise attack

Watermarking scheme Lenaimage

PSNR (dB) NC

Peppers image

PSNR (dB) NC

Ref. [12] 24.2990 0.7186 244171 0.7409
Ref. [13] - 0.6450 - -
Ref. [14] - - 11.2648 -
Ref. [16] 11.5000 - - -
Ref. [17] - 0.5578 - -
Proposed scheme 45.6390 0.9947 39.5581 0.9938

Table 8 Performance of various watermarking schemes against
cropping attack

Watermarking scheme Lenaimage Peppers image
PSNR (dB) NC PSNR (dB) NC

Ref.[12] 8.3438 0.4923 8.4141 0.4920
Ref. [13] - 0.6456 - -

Ref. [14] - - - -

Ref. [16] 46.8000 - - -

Ref. [17] - 0.5073 - -
Proposed scheme 12.3159 0.9948 12.4291 0.9938

3. Comparison of the proposed method with other meth-
ods

Table 5 shows the PSNR and NC values using Lena and
Peppers as host image for different methods without any
attack on the image. Comparing them it can be observed
that the proposed scheme gives better PSNR value
than the other methods which is the indication of good
imperceptibility.

Tables 6, 7, 8 and 9 compare different watermarking
methods for various image processing attacks. It can be
seen that the proposed method gives better NC values
than the other methods which is the indicator of good
robustness. It should be noted that results for noise attack
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Table9 Performance of various watermarking schemes against
rotation attack

Table 10 Performance analysis of the proposed method for the
cameraman image

Watermarking scheme Lenaimage Peppers image Type of attack PSNR (dB) NC
PSNR(dB) NC PSNR(dB) NC No attack 39.0701 0.9832
Ref. [12] B 09445 - B Median Filter 27.7508 0.9815
Ref. [13] B 0.7549 - B Salt and pepper noise 33.8520 0.9796
Ref. [14] B B 46.7970 B Cropping 7.4520 0.9796
Ref. [16] _ _ _ _ Rotation 19.9866 0.9784
Ref. [17] - 06131 - -
Proposed scheme 21.4769 0.9946 20.4693 0.9935
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Fig. 10 Comparison of the proposed method with other methods

in terms of average PSNR
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Fig. 11 Comparison of the proposed method with other methods
in terms of average NC

in Refs. [12] and [14] are for Gaussian noise and in Ref. [13]

and proposed method are for salt and pepper noise.
Figures 10 and 11 shows the comparison of the pro-

posed method with other existing methods in terms
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of the average PSNR and average NC values. It can be
observed that the proposed method has better PSNR
and NC values which are the direct result of using fuzzy
logic and maximum entropy region. Therefore, the pro-
posed method can be considered as more imperceptible
and robust than other schemes.

Table 10 shows the performance of the proposed
method for the cameraman image. It shows a slightly
decreased performance compared to the other host
images. The recovered watermark images after various
attacks are shown in Fig. 12.

7 Conclusion

In this paper, a fuzzy rule-based watermarking algorithm
is discussed which eliminates the varying performance
of the algorithm with varying contrasts and edges. The
fuzzy logic effectively determines the watermarking
strength based on contrast and edge sensitivity. Per-
formance of the system is better than the conventional
fuzzy based watermarking algorithms as it shows a
higher degree of robustness and imperceptibility. Use
of maximum entropy region also gives the advantage
to hide the information based on entropy which is
unpredictable in the extraction phase of an unknown
receiver. Based on these advantages, this method can be
a potential solution for the drawbacks of existing fuzzy
based watermarking algorithms and can be applied in
the related fields. In Future, more fuzzy rules on other
properties of HVS can be added for smooth and precise
operation of the algorithm. Besides, other fuzzy logic
based systems apart from Mamdani type can also be
investigated. The sophisticated physical implementa-
tion equipments which will handle the embedding and
extraction process can also be experimented in future.
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Fig. 12 Recovered watermark images after a no attack, b median filtering attack, c salt and pepper noise attack, d cropping attack, e rota-

tion attack
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