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Abstract

Since the advent of BAN logic, many logics have been proposed for verifying authen-
tication protocols. In one line of research, scholars have presented logics that can
be utilized in verifying timed requirements of the protocols. Although many tempo-
ral epistemic logics have been developed to this end, there is no complete logic of
this kind to prevent logical omniscience. Thus, they may lead to misleading judg-
ments about the properties of the protocol being analyzed. In this paper, we propose a
complete and omniscience-free temporal epistemic logic for analyzing authentication
protocols. The main challenging issue in devising this logic is formulating intuitive
models that on one hand reflect what is naturally meant by a protocol execution and
on the other hand make it possible to achieve properties such as completeness. We
show that such models can build on interpreted systems and that the resulting logic is
useful in analyzing authentication protocols.

Keywords Formal verification - Authentication protocols - Temporal epistemic
logics - Logical omniscience

Mathematics Subject Classification Primary 68Q60; Secondary 03B70

1 Introduction

Different deductive systems have been devised for the verification of authentication
protocols. In particular, since the introduction of the modal logic BAN [9], many
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epistemic logics have been proposed for this purpose [2,5,6,13,14,18,22,24,33,36,37].
The rationale behind using such logics is that the knowledge of the agents involved
in the protocol changes as messages are exchanged during the protocol execution.
The sole modality of knowledge, however, is not enough for the analysis of protocols
in which the order of actions taken by the principals may result in different beliefs,
especially when there is an interaction between time and knowledge [4]. To attain an
effective verification method for such protocols, a natural solution is to add a temporal
dimension to a core epistemic logic. The need for proving properties of specific steps
of an authentication protocol amplifies the necessity of temporal operators. This has
been a research topic in the past two decades [4,6-8,10,19,25,28,29,31,32,34].

At the same time, epistemic logics with standard Kripke semantics result in omni-
science where agents know all logical truths [21]. Verifying authentication protocols
using such logics may lead to wrong judgments. In actual fact, the logical omni-
science bypasses the limitations placed on the knowledge of an agent who receives an
encrypted message but does not have the correct key to extract the plain information
from that message.

There are some attempts at resolving the problem of logical omniscience in the
epistemic logics proposed for the specification and verification of cryptographic pro-
tocols. In [12], the problem is dealt within a logic where the authors modify the truth
definition of the modal operator “knows”. They indeed make use of specific mes-
sage renaming functions to evaluate statements in the worlds accessible from a given
world. This logic, which is referred to as WS5 throughout this paper, does not have
any temporal operators and can be thought of as a weakened S5, hence the name. The
problem of omniscience has also been tackled in [6] where the authors suggest the
goals of the protocol be translated into statements so that the bad effects of omni-
science can be prevented. The presented logic, however, is not omniscience-free. The
logical omniscience can also be defeated using exact models of the knowledge an
agent may acquire during a protocol execution [20]. Another endeavor is the so-called
temporal deductive logic [25] which is a sound and complete temporal epistemic logic.
Although part of the logic linking every explicit knowledge to an awareness statement
is omniscience-free, the problem remains in the part involving implicit knowledge.

Having said all this, there is no complete and omniscience-free temporal epistemic
logic for the verification of authentication protocols. To attain such a logic, we extend
WS5 with temporal operators. The result is called Temporal WSS5, or TWSS5 for short.
The logic TWSS5 allows knowledge and time operators to appear in each other’s scope.
Thus, it is more powerful than logics in which temporal operators cannot be located
in the scope of knowledge operators [31]. Moreover, similar to some other works,
e.g., [19,25,32], TWSS5 does not have any axiom connecting timed and epistemic
statements. It is shown that TWSS5 is useful in analyzing some authentication protocols
that cannot be verified by similar logics.

The main challenging issue in developing TWSS5 is finding intuitive models in such
a way that completeness remains provable. Such models, at the same time, must reflect
what is naturally meant by a protocol execution. We define the semantics of TWS5 in
terms of validity over possible states of a Kripke model that is generated by a so-called
message passing interpreted system [16]. Each possible state corresponds to a set of
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POO : R— S: Ny
PO]_ : S — R: {f(kl).n,«}prs

Pq: S — R:{mi}y,.f(k2).mac(g(k1), {mi}x,.f(k2))
Py : S — R:{ma}y,.f(k3).k1.mac(g(k2),{ma}k,.f(k3).k1)

.PS : S — R:{ms}y,.f(ka).ka.mac(g(ks), {ms}r,.f(ka).k2)

.Pifl : S — Ri{mi_1}k,-f(ki).ki—amac(g(ki—1), {mi—1}r,-f(ki).ki—2)
P;: S — R:{mi}tp, . f(kit1)-ki—1.mac(g(ks), {mite, . f(kiy1)-ki—1)
Pir1: S — R:{mipi}tn, f(kiv2)-kimac(g(kit1), {miv1}e, f(kit2)-ki)

Fig.1 A variant of the stream authentication protocol TESLA

messages sent or received by agents involved in an execution of the protocol up to a
particular time. We prove that TWSS5 is complete.

Although there are many dynamic epistemic logics used for modeling knowledge
protocols, we do not investigate them in this paper because they are inconvenient in
a cryptographic setting for generating equivalence relations among messages [15,38].
The rest of this paper is organized as follows: In Sect. 2, we present a motivating
example that justifies why an effective logic for verifying authentication protocols
should be temporal and omniscience-free. Section 3 is an overview of an omniscience-
free epistemic logic which we call it WS5. In Sect. 4, we propose the syntax and
semantics of our logic TWSS5. The proof of completeness is given in Sect. 5. In Sect. 6,
we show that TWSS5 is useful in verifying authentication protocols. Section 7 concludes
the paper.

2 Motivating Example

We give an example to show why an effective epistemic logic for verifying authentica-
tion protocols must have temporal operators and be omniscience-free. Our example is
the protocol in Fig. 1. It is a variant of the stream authentication protocol TESLA [35].
Using this protocol, the sender S sends a stream of messages he has encrypted by his
secret key kg to the receiver R. The protocol is intended to preserve the authenticity
of the source and messages.

In this protocol n, is a nonce generated by R and the packet P; is of the form

{mite, - fkiv1) - ki1 -mac(g(k;), {milx, - fkiv1)-ki—1)
fori = 2,3,... where f and g are two one-way functions known to everyone,
kit is the fresh key S has chosen in the ith step of the protocol, and “mac” is a

message authentication code used in the verification of messages sent through packets.
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The message authentication code has two inputs separated by a camma notation. To
authenticate {m;},, R must wait for the next packet P;1i. By receiving Py, R
extracts k; and computes f(k;) and compares it with the commitment, i.e., f(k;),
sent in packet P;_1. If the two values are equal, R concludes that k; is safe. Then, R
computes mac(g(ki), {mi}e - flkiz1) - ki_l) and verifies the authenticity of {m; },.
The authenticity of the source of P; is inductively established on the basis of the belief
formed when R receives Py; carrying his own nonce n, encrypted by the source’s
private key prg. This protocol can be used in outsourced databases whenever the
receiver who keeps the sender’s encrypted records in his database asks the sender to
update the records or create new ones.

Stream authentication protocols may operate in different modes [34]. An operation
mode is defined to be a pair ([u, v], d) where u, v,d € N and d # 0. If the protocol
operates in this mode, the arrival time of every packet sent at time ¢ can be at an instant
in [¢ 4 u, t + v]. If the packet is received outside this time interval it is not accepted as
a valid packet—the clocks of the sender and the receiver are synchronized. Moreover,
the time distance between the transmission of two consecutive packets is d. If v > d,
the protocol in Fig. 1 may be vulnerable to attack and fail in providing authentication
requirements. In fact, S may consecutively send two packets which are intercepted
by the adversary C. The adversary then forges the first packet by the information he
obtains from the second one and sends the resulting packets to R. If the time taken by
the attacker to alter and send packets to R is small enough, R will accept the packets.
In this way, R is deceived into accepting ungenuine packets. Indeed, the so-called
agreement [27] may not be established between S and R. The following describes an
example attack which exploits this vulnerability.

Let C(S) and C(R) stand for a principal C impersonating S and R and k. be C’s
secret key. An execution is considered to be a sequence of messages sent or received
by a principal. Assume that there are at least two executions % and /5 of this protocol
shown in Fig. 2 and where we use snd and rcv to represent sending and receiving a
message by a principal in a model, i.e., a semantic notation, and snt and rcvd are used
as the syntactic representation of the same. As seen in /2, principal C is an adversary
that intercepts P; and P;4p. It infers k; from P;4; and uses this key to change the
packet P; in which {m;}; is replaced by {m/};,. After changing P;, C impersonates S
and sends the forged packet along with the original packet P41, in order, to R. This
attack is possible in the mode of operation ([1, 4], 2), for example. The sender sends
P; and P; 1 att and ¢ + 2. The attacker receives these two packets at # 4+ 1 and ¢ + 3.
If the packets the attacker sends to the receiver are received at t + 4 and ¢ 4 6, they
are accepted by the receiver since they are received in time intervals [f + 1, 7 + 4] and
[t + 3, ¢ + 6] as expected. Thus, the protocol is vulnerable to the attack.

Suppose that we want to investigate whether the run of the protocol in Fig. 1
between S and R can assure R that the ith packet received has certainly been sent
by S. This requirement may be specified in an epistemic logic by a formula like
R knows S snt P;. Now, assume that we employ an epistemic logic to verify this
protocol against the property specified above, but the logic is not omniscience-free.
In such a logic, A knows ¢ is true in a possible world w whenever ¢ is true in
every world reachable from w. Such an interpretation of truth leads to omniscience.
Moreover, assume that 41 and h» in Fig. 2 are two possible worlds in the model of
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hy :

S snd {m;_1}i,-f(ki).ki—z.mac(g(ki—1), {mi—1}r, -f(ki).ki—2),

Rrcv {mi 1}, -f(ki).ki—o.mac(g(ki— 1) {mi—1}n,- k')~ki—2),

S snd {mi}n, . f(kiv1)-ki—1.mac(g(ki), {mi}r, - f(kiy1)-kio1),

Rrev {mi}p, - f(kiv1)-ki—1.mac(g(ki), {mi}r, f(kiy1)-ki-1),

S snd {mit1}e,-f(kiv2)-kimac(g(kiv1), {miti}tn, - f(k z+2)-k')
(g(

R rev {miy1 b, - f (kiga)-kimac(g(kiy1), {mit1 e, -f (kive).ki),

I
I

hs :

S snd {mi_1}i,-f(ki).ki—z.mac(g(ki—1), {mi—1}r, - f(ki).ki—2),

R rev {mi—1}p, - f(ki)-ki—2.mac(g(ki—1), {mi—1}r, f(ki)-ki—2),

S snd {m;}p,.f(kiz1)-ki—1.mac(g(ki), {mi}r, - f(kiy1)-ki-1),
C(R) rev {mi}p, - f(kix1)-ki1.mac(g(ki), {mi}r, - f(kig1)-ki-1),

S snd {mit1}k,-f(kiy2)-kimac(g(kit1), {mit1}e, - f(kiy2) ki),
C(R) rcv {mit1}i,-f(kiy2)-kimac(g(kit1), {mitite, - f(kiv2)-ki),
C(8) snd {m}}k..f(ki+1)-ki—1.mac(g(k:), {m}r - f(kit1)-ki-1),

R rev {ml}, . f(kiy1)-ki—1.mac(g(ks).{m}}i, . f(kit1)-ki—1),

C(S) snd {mi1}k,-f(kit2).kimac(g(kit1), {mit1}e, -f(kite) ki),
Rrev {mit1}, - f(kit2)-kimac(g(kiy1), {miti b, - f(Kivy2)ki),

Fig.2 Executions /21 and &9 of the protocol shown in Fig. 1

the protocol. Thus, to show that the formula is true in /2, we should verify S snt P;
in every execution being indistinguishable from %; in R’s view. Since R does not
know kg and k., he cannot distinguish between {m; };, and {m; }k.» and consequently,
h1 is indistinguishable from %, in his view. As S snt P; holds in /;, these two possible
worlds, i.e., i1 and &7, are not enough to refute the above property. At the same time, /1,
indicates an attack and is reasonable to take part in a counterexample for the property.

If we use an omniscience-free epistemic logic such as WS5 [11], then A, is enough
to refute the property. In fact, WSS requires a modified set of statements to be true
in the worlds accessible from the world the truth of a given modal formula is being
investigated. Recall that the possible worlds /1 and &> are indistinguishable in R’s
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S1: A snt X — (next* B rcod X) V...V (next’B revd X)

Sz : next® S snt {f(k1),nr}pr,

Ss : next? S snt {m1}y,.f(k2).mac(g(k1), {m1i}e, f(k2))

Sa : next®™® S snt {m;}i, . f(kit1)-ki—1.mac(g(k:), {mitr, - f(kit1).kic1) (i >2)

Ss : S snt {mi}y, . f(kit1)-kio1.mac(g(ki), {mite,-f(kiy1)-ki-1) <
nertd S snt {mi+1}ks .f(ki+2).ki.mac(g(ki+1), {mz+1}ksf(k1+2)kz) (l 2 2)

Fig.3 The specification of the protocol shown in Fig. 1 using epistemic and temporal operators

view because he cannot differentiate between {m;}, and {m]};.. Now, consider the
renaming function p that maps the message {m;}, to {m/};, and keeps the other
messages intact. The modified formula that must hold in /4, is then

S snt p({milk,). f (kip1) - ki1 - mac(g(ki), p({milx,) - f (kip1)-ki—1)

which is equal to
S snt {m k. - f(kiy1) - ki—1 - mac(g ki), {mIx. - f(kiv1) - ki=1)-

As this formula is not true in &, the property is refuted.

The receiver may receive the ith packet sent at time ¢ at most v clock ticks later.
As stated above, the security of the protocol depends on its mode of operation. Thus,
an appropriate logic for the specification of the protocol and requirements should
additionally have temporal operators like next and its derived form next’ representing
the next clock tick and 7 clock ticks later, respectively. In Fig. 3, S is an axiom scheme
in which A and B can be any principal including the sender S, the receiver R, and
an intruder C. Moreover, X can be a packet sent by a principal. For example, the
consecutive packets sent and received in &1 and &, (Fig. 2) can be represented as
appropriate instances of S7. The axiom scheme S5 represents the fact that the key k;
that is used in g(k;) of the ith packet is disclosed d time units later. The following
formalizes the authentication requirement for the packet P; with i > 1 as a modal
formula using epistemic and temporal operators.

next D4 R knows S snt P;.

3 WS5: An Omniscience-Free Epistemic Logic

The logic proposed in this paper builds on an epistemic logic for verifying authenti-
cation protocols [11]. We name it WS35 since it can be thought of as a variant of S5
in which there is a weak necessitation rule. In WS5, modal operators represent the
knowledge of the agents identified by the set A = {A1, ..., A,}. In this logic, propo-
sitions are about messages. A message may be atomic or be constructed from two
messages m and m’ by pairing or encryption, denoted m.m’ and {m},,, respectively.
The sub-message relation ‘<’ is defined as the smallest reflexive and transitive relation
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on messages satisfying m, m’ < {m}, and m, m’" < m.m’. The converse of ‘<’ is
noted ‘>’ as well. The set of all messages is assumed to be a finite set 7, a subset of
which is the set of keys.!

An atomic formula is a proposition a(m) in which m € 7 and a is a keyword of the
set P = {A snt, A rcvd, A sen, A rec, exists, unfresh | A € A}. Atomic formulae
can be interpreted as follows:

A snt m: A has sent m.

A rcvd m: A has received m.

A sen m: A has sent m’ and m is a sub-message of m’.

A rec m: A has received m’ and m is a sub-message of m’.

exists m: An agent has sent or received m’ and m is a sub-message of m’.
unfresh m: m is not fresh.

There is also an auxiliary keyword infers that is interpreted as follows:

e A infers m: m is among the initial knowledge of A or it can be computed on the
basis of what A knows.

For a given set of atomic formulae €2, a formula of the logic is defined inductively
as follows:

e Every p € Qis a formula.

e If ¢ and i are formulae, then so are —¢ and ¢ — .

e If ¢ is a formula, then K;¢ is a formula for every 1 < i < n, where the intended
meaning of K; ¢ is “Agent A; knows ¢.”

The model of a protocol represents the set of all possible executions of that protocol.
An execution can also be interpreted as a set of interactions between agents through
the steps defined in the protocol. By such an interpretation, a protocol execution may
comprise several interleaving runs of the protocol. In every possible execution of a
protocol, agents in A interact with each other through the actions they take on messages
and the knowledge of an agent is characterized by a finite set of atomic formulae which
is called the local state for that agent. Each execution of a protocol is then represented
by a global state which is the union of agents’ local states. In the view of an agent, there
may be a set of conceivable global states, as it does not know the local states of the
others. This makes a basis for the access relation in the standard Kripke semantics. In
this way, the set of all possible global states would be the set of possible worlds, W, of
a Kripke model. In this model, there are also n equivalence relations {~;}1<;<, on W.
If two global states are in the same class induced by ~;, then they are indistinguishable
in A;’s view in the sense that A; has equal local states in the two global states. Notice
that the idea of using an indistinguishability relation for modeling what an agent sees
from a protocol execution has been applied in earlier works, e.g., [1,2,17].

A model also includes an interpretation function 7 from Q to 2%, where 7(p) =
W’ C W means that p holds in every possible world w € W’. Thus, a model is a triple

1" For technical reasons, we need to force 7 to be finite using a finite set of atomic messages and restricting
the number of interleaving concatenations and encryptions.

2A message is fresh if it has not been sent in any message previously [9]. If a message is unfresh, it is
subject to replay attacks.

@ Springer



1250 Bulletin of the Iranian Mathematical Society (2018) 44:1243-1265

(W, {~i}, m). As inspired by the motivating example, however, this model may lead
to invalid judgments about protocols. In what follows, it is seen that the problem can
be resolved by a modified interpretation of accessibility relation and truth definition.

In epistemic logics for cryptographic properties, encrypted parts in the scope of a
modal operator are interpreted under de re interpretation [11]. Consider the statement
K; A; rcvd {m}; which states that A; knows that he has received {m}. Under de re
interpretation, A; knows that he has received the message m encrypted by k as if
he has an unlimited decryption power. Such a decryption power may cause logical
omniscience. That is, if ¢ — ¢’ is a valid formula, then so is K;¢» — K;¢'. For
example, the formula A; rcvd {m}; — exists m holds for every agent A;, whereas
K; A; revd {m}; — K; exists m may not be true. In fact, the latter is true only if A;
knows the key & so that it can use this key to compute m. Therefore, logical omniscience
may contradict resource-bounded knowledge and it may result in formulae that are
not indeed valid.

To avid omniscience, the access relation in an agent’s view is tagged with a message
renaming function p : t — t. The following concepts are required for defining
the modified access relation. Note that although p is considered as an operation on
messages, it can also be applied to statements. In doing so, it is applied to the messages
in the given statement. The application of p to messages, however, is subject to the
messages p is consistent with.

Definition 3.1 A message renaming function p : t — 7 is defined to be consistent
with a set k C 7, written p < «, iff the following conditions are satisfied.

e p(c) = c¢ for any atomic message c.

o p({m}) = {p(m)},u) forevery k € k.
o p(m.m’) = p(m).p(m’).

As agents can distinguish atomic (constant) messages, any consistent message
renaming function maps an atomic message to itself. It is also worth noting that
message renaming functions are total functions. As an example, assume that A; infers
asetof keys k and p < «.If k € k, p({m}) is equal to {p(m)},x) in A;’s view.
A; can indeed expand p through the encrypted message because he infers the right
decryption key k. If k ¢ k, A; may just see p({m}x), which is a message in the form
of an atomic or an encrypted message or even the concatenation of two messages.

A WS5 model M is then defined to be a triple (W, {wf}, ) in which W is the set
of all possible executions of a protocol and r is the interpretation function. Moreover,
when we say that the global state s € W has access to the global state t € W in A;’s
view with respect to p, denoted by s wf t, it means that the application of p to the
local state of A; in s is equal to its local state in # and p is consistent with the keys A;
infers from s. It is proven that if the global state s has access to the global state ¢ in
A;’s view with respect to p, then ¢ has access to s in A;’s view with respect to p~!
[12]. Therefore, we use the notation wf to indicate that this relation is not symmetric.

The truth of a formula in a world w of a given model M can then be inductively
defined. Figure 4 gives the definition. A formula ¢ is said to be valid, denoted by
E ¢, if (M, w) = ¢ holds for every model M and every possible world w of M. A
formula ¢ is satisfiable if there exists a model M and a possible world w of M such

that (M, w) |= ¢.
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o (M,w) = a(m) for any a(m) € Q iff w € w(a(m)).

o (M,w) =~ iff (M,w) I 6.

o (M,w) E ¢ — ¢ iff (M, w) = ¢ implies (M, w) = 9.

o (M,w) = K;¢ iff for all message renaming functions p: 7 — 7 and all w’ € W,
if w~~? w’, then (M, w’) = p(¢).

Fig.4 Truth definition in WS5

All axioms of classical propositional logic.

Mp. B e
P
Nec : p(¢), Vp<r

A; infers k — K;¢
K: Ki(¢—¢') — (Kip — Ki¢')
T: Ki¢ — ¢
4: Ki¢ — K;K;¢
5: -K;¢p — K;~K;¢
Al: p;(m) — K; pi(m); p; € {A; snt, A; revd}
A2: A; infers k — K; exists k
A3 : unfresh m — 3Im’ >m \/AieA (Az- snt m' A K; unfresh m’)
A4 :p;(m) — pi(m'); m' < m, pi € {A; rec, A; sen, exists, unfresh}
A5: A; rcvd m — A; recm
A6: A; snt m — A; senm
AT: p;(m) — exists m; p; € {A; rcvd, A; snt}
A8: A; recm — Im' > m. A; rcvd m’
A9: A; senm — Im/ > m. A; snt m’

A10: exists m — Im’ > m. \/AiEA A; infers m’

Fig.5 Proof system of WS5

The proof system of WS5 is shown in Fig. 5 in which ¢ and v are formulae, m
and m’ are messages, and k is a key. Moreover, note that WS35 is a propositional logic
and the symbol 3 in axioms A8—A10 is a syntactic sugar for the disjunction of a finite
number of statements. Moreover, the symbol V in rule Nec is a syntactic sugar to
represent all of the finite number of premises of the rule. It has been proven that WS5
is sound and complete with respect to the generalized Kripke semantics given in this
section [11].
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4 TWS5: A Temporal Epistemic Logic of Authentication Protocols

In this section, we propose a complete and omniscience-free temporal epistemic logic
for the verification of authentication protocols. The underlying attacker model is also
defined through the consistent message renaming functions involved in access rela-
tions. Our logic extends WS5 with temporal operators and is referred to as Temporal
WSS, or TWSS for short. The main challenging issue in developing this logic is find-
ing intuitive models that reflect precedence among the actions taken by the agents
in a protocol execution and the formation of knowledge with respect to performed
actions. At the same time, the formulation of models should result in completeness.
The reason for incorporating temporal operators in the logic is to provide the capacity
for analyzing those protocols whose correctness largely depends on timely formation
of agents’ knowledge. Such protocols, e.g., stream authentication protocols, can only
be verified by logics involving both knowledge and temporal operators [19]. As stated
earlier, omniscience is a feature of epistemic logics that may result in misleading judg-
ments about the protocols being analyzed. In this regard, the logic WS5 can serve as
a candidate core for our logic as it is omniscience-free.

4.1 The Formulae and Models of TWS5

The formulae and models of TWSS5 are defined on the basis of the set of agents A,
the set of keywords P, the sub-message relation <, and the set of messages t given
in Sect. 3. The formulae of TWS5, however, may involve temporal operators and, in
turn, the models should additionally reflect the meaning of these operators.

Definition 4.1 Given a set of atomic formulae 2, the set F of TWSS5 formulae is
defined inductively by the following rules where ) and U/ are symbols for next and
until temporal operators.

If pe Q thenp e F.

Ifg, v € F,then —¢,p — ¢y € F.
Ifp € F,then K;¢p € F forevery 1 <i <n.
Ifop, e F,thenO¢p, pU Y € F.

The meaning of a TWSS5 formulae is given in terms of validity over possible worlds
of a Kripke model generated by a message passing interpreted system (MPIS) [16],
where agents send and receive messages. In what follows, we develop the semantics
of TWSS.

Definition 4.2 For a given set of agents A and a set of messages 7, the initialization
function is defined to be a function init 4 , : A — 27 that assigns every agent A; € A
a set of messages. An action is also defined to be an element of the set [14, =
{A;jsndm, Ajrecvm | A; € A, m € T).

Definition 4.3 Given a set of agents .A and a set of messages 7, an execution / until a
time instant ¢ is a finite multiset 2(¢) such that h(r —1) C h(t), h(t)\h(t—1) C 1 4,
and 1(0) = {Ajrevm | Aj € A, m € inity ;(A;)}. In fact, the messages that agents
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receive in /1(0) are those messages that they initially infer. The finite multiset /(¢) is
also called an execution history.

Definition 4.4 Let A; € A. The execution history A(¢) in A;’s view, denoted by
h(t)|A;,is defined as h(t)|A; = h(t) \ {Aj sndm,Ajrcvm |[met, A; # A,-} .

Definition 4.5 Given a set of agents A and a set of messages 7, an MPIS, or a TWSS5
model, is defined to be a triple M = (H, {wf}, I) such that

e H = |, H; is the set of possible worlds where H; is the set of all possible
executions until 7,

e for an agent A; € A and a message renaming function p : T — T, wipg H x H
is the accessibility relation for A; under p such that for every two possible worlds
h(t) and 1/ (¢"), h(t) wf K (t") iff p is consistent with the keys A; infers from /()
and the application of p to h(t)|A; is equal to 4'(¢')| A;, and

e [ is an interpretation function from the set of atomic formulae to the power set of
possible worlds, i.e., I : Q@ — 2/ defined by

I(A; sntm) ={h(t) € H| A; sndm € h(1)},

I(Ajrcvdm) ={h(t) e H| Aj rcvm € h(t)},

I(A; senm) = {h(t) € H|3Im' > m. A; sndm’ € h(t)},

I(A; recm) ={h(t) € H|3m' > m. A; rcvm’ € h(t)},

I(existsm) = {h(t) € H|3A; € A3m’ >m. A;sndm’ € h(t)VA;revm’ €
h(t)}, and

I(unfreshm) = {h(t) € H|3A; € A.3t' < 1,. h(t') € I(A; senm)}. Here, t;,
represents the start of the current epoch containing ¢. The details can be found
in [2], but the interpretation of unfresh is not critical and other interpretations
can also be used.

We also make use of an auxiliary keyword infers. The formula “A infers m” is
meant to reflect the fact that m is among the initial knowledge of A or can be derived
from what A knows. The formula “K 4 exists m” reflects the same and can be regarded
as the interpretation of “A infers m” [11].

Definition 4.6 Given a model M = (H, {~"}, ), forany ¢, ¥ € F, any a(m) € L,
and any h(t) € H, the truth of a formula is defined as follows:

(M, h(t)) =a@m) iff h(t) € I(a(m)).

(M, h(1)) E —¢ iff (M, h(1)) I~ ¢.

(M, h(1)) E ¢ — ¢ iff (M, h(1)) = ¢ implies (M, k(1)) E V.

(M, h(t)) = O¢ iff (M, h(t + 1)) = ¢.

(M, h(t)) E ¢ U  iff for some t' > t, (M, h(l)) = ¢ foranyt <1 < ¢’ and
(M, (") E .

(M, h(t)) | K;¢ iff, for every h'(t") € H and every message renaming function
p:T— T, h(t) wf K (") implies that (M, 1/ (1)) = p(¢).

Notice that although at the first glance the definition of truth for the formula K;¢
involves arbitrary renaming functions p, the premise /A (t) wip A'(t) limits them to
those consistent with the keys inferred in A (7).

Now, we give a proof system for TWSS5 formulae.
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4.2 Proof System of TWS5

Definition 4.7 Let ¢, ¢', ¥ € F and a(m) € 2, the proof system of TWS5 consists
of the following axioms and rules.

e Al1-A10,K, T, 4, and 5: All axioms of WS5.
e All: Op AO(P — V) — OV
o Al2: O—¢ < — O ¢.
e AU Y < YV (pAOPUY))
e Ald:a(m) — Qa(m).

®
e RI: — (TG

o'

o R2: P CVAOP) ).

¢ — —(dUY)
R399V ¢I/,_> Y P
o R4 L@ VP oo,

" A; infersk — K;¢

In the rules above, the names TG, NU, MP, and Nec are abbreviations for Temporal
Generalization, Next-Until, Modus Ponens, and Necessitation, respectively.

A formula ¢ € F is true (or holds) in a TWS5 model M = (H, {~"}, I if for
any h(t) € H we have (M, h(t)) = ¢. A formula ¢ € F is valid if it is true in every
TWSS5 model. A TWSS rule is valid if it preserves validity, that is, the validity of its
premises results in the validity of its conclusion.

Theorem 4.8 TWS5 is sound.

Proof The validity of axioms All, Al12, Al13, and rules TG and NU results from
Definition 4.6. Axiom A14 is also valid due to Definition 4.3. The validity of those
axioms of TWSS that are inherited from the WSS5 proof system as well as the rules
MP and NEC are immediate.

5 Completeness

We prove that TWSS is complete. To do so, we first give a short overview of the
needed concepts, see [16]. Assume that X" is an axiomatization system. A formula ¢
is X'-consistent if —¢ is not provable in X. A finite set {¢1, . .., ¢} is X'-consistent if
@1 A -+ A ¢y is X-consistent. An infinite set of formulae is X'-consistent if its every
finite subset is X'-consistent. A set A of formulae is maximal X'-consistent if A is X'-
consistent and for any formula ¢ ¢ A, AU{¢} is not X-consistent. It is known that any
X-consistent set A can be extended to a maximal X'-consistent set if X’ contains all of
the tautologies of propositional calculus and the rule MP. Any maximal X'-consistent
set A satisfies the properties shown in Fig. 6.

Let M,, be the class of all TWS5 models for n agents. To prove the completeness
of TWSS5, we should show that every formula ¢ € F that is valid with respect to M,,
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1. For any formula ¢, either ¢ € A or —¢ € A.
2. pAN¢d € Aiff p € A and ¢’ € A.

3. Ifp e Aand ¢ — ¢ € A, then ¢’ € A.

4. If ¢ is provable in X, then ¢ € A.

Fig.6 Properties of a maximal consistent set A

is provable in the proof system of TWSS5. We can equivalently prove that the following
property holds.

Every TWS5-consistent formula is satisfiable with respect to M,,. 5.1

Suppose that we can prove (5.1) and ¢ is a valid formula. If ¢ is not provable in
the TWSS5 proof system, its double negation ——¢ is not provable either. Therefore,
—¢ is a TWS5-consistent formula and consequently —¢ is satisfiable with respect to
M,,. This contradicts the validity of ¢. Hence, (5.1) implies completeness.

The sketch of the completeness proof is as follows: To prove completeness, we
equivalently prove that every TWSS5-consistent formula is satisfiable with respect
to M,,. To do so, we employ the general technique of building canonical models.
Indeed, we build the canonical model A/¢ which has a state w corresponding to every
maximal TWS5-consistent set w. We also show that a TWS5 formula ¢ belongs to
w if it is satisfiable in a maximal TWS5-consistent set w of A/¢. Then, we prove that
every TWS5-consistent formula is satisfiable with respect to N¢. As N¢ does not
have the right shape of an MPIS, we extract a filtration model M¢ € M,, from the
canonical model. The possible worlds of M€ are execution histories that build on
specific sequences of the possible worlds of N¢. It is proven that if a TWSS5 formula is
satisfiable in a maximal TWS5-consistent set w of N¢, then it is also satisfiable in the
corresponding possible world of M€. Thus, we can prove that every TWS5-consistent
formula is satisfiable with respect to M€. Since M€ € M,, it follows that TWS5 is
complete.

We use the notion of counterpart models to build a canonical model. Counterpart
models are used as a semantics for first order modal logics where new values are
assigned to variables when we move along the accessibility relation [?]. In TWSS5, we
use a message renaming function to map a formula of a global state to another one
and demand that the resulting formula should hold in the global state to which the
current state has access. Intuitively, a message m at a possible world w corresponds
to (is a counterpart of ) m” at a possible world w’ in A;’s view if A; cannot distinguish
between m and m’.

In the following arguments, by p(A) we mean the set {p(¢) | ¢ € A} where A is
a set of TWSS5 formulae and p is a message renaming function.

Lemma 5.1 Let N, be the class of all counterpart Kripke models for n agents. There
isamodel N¢ € N,, called a canonical model, where its possible worlds are maximal
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TWS5-consistent sets such that for any possible world w of N we have (N, w) = ¢
iff o € w.

Proof For a given set of TWSS5 formulae w, we define w/K; = {¢ | Ki¢p € w} and
w/O ={¢ | O ¢ € w}. Now, define the canonical model N¢ = (W, 7, {—>f}, <) as
follows:

W = {w | w is a maximal TWS5-consistent set}.

m(w)(a(m)) = true if a(m) € w, a(m) € Q.

m(w)(a(m)) = false if a(m) ¢ w, a(m) € Q.

—>f: {(w,w) | p(w/K;) € w'} for any message renaming function p : T — T
with p <k where « is the set of messages A; infers from w, thatis, A; infers x € w.
o <= {(w,w)|w/O Cwl

The proof continues by induction on the number of the logical operators of TWSS5
formulae. Assume that the property holds for all formulae with n — 1 operators,
we show that it also holds for any formula ¢ with n operators. The proof for atomic
formulae and the ones constructed from atomic formulae using — and — is immediate.
Now, assume that ¢ is K;v for some . For the ‘if” part, we have ¢ € w. Therefore,
¥ € w/K;. Now for every (w, w’) e—>f, o) € w'. Therefore, by the induction
hypothesis, we have (M, w’) = p(¥). Using Definition 4.6, we can conclude that
W w) = K.

For the ‘only if’ part, assume that (M, w) = K;¥. Now, for every message
renaming function p : T — 7 such that p <« and A; infers k € w, consider the
set p(w/K;) U p(—v). Any such set is not TWSS5-consistent as otherwise there
exists a maximal TWS5-consistent set w’ such that p(w/K;) U p(=¥) € w’ and
consequently (w, w') €—". Using the induction hypothesis we have (N, w') =
o(—=¥) and, in turn, (N¢, w) = —K;¥ which is a contradiction. Therefore, there
exists a finite subset p(¢1), ..., p(¢1), p(—¥) of p(w/K;) U p(—y) which is not
TWS5-consistent. We can show that = p(¢1) — (o(¢2) — (- — (p(¢) —
p(Y))---)). Since p only applies to messages appearing in the formulae, we have
F ol — (¢ = (- — (¢ — v¥))---)). By the rule Nec, we conclude that
F Ki(p1 — (¢ — (- — (¢ — ¥)---)). By induction on /, axiom K and MP,
we have - K;¢p; — (Ki¢pp — (--- = (Ki¢y — K;¥)...)). Using Property 4 in
Fig. 6, we have K;¢1 — (Ki¢pp — (--- — (Ki¢y — K;¥)---)) € w. For any
message renaming function p : T — t such that p <« and A; infers k € w, we
have p(¢1), ..., p(¢1) € p(w/K;). Thus, Nec implies K;¢1, ..., K;¢; € w. Hence,
from Property 3 in Fig. 6, we have K;v¥ € w. The proof when ¢ is of the form Qv
or ¥ U ' is standard using the definition of < as well as the axiom NU. m|

Theorem 5.2 Every TWS5-consistent formula is satisfiable with respect to N,.

Proof If ¢ is TWS5-consistent, then there exists a maximal TWS5-consistent set w
such that ¢ € w. From Lemma 5.1, we have (N¢, w) = ¢ and consequently ¢ is
satisfiable with respect to \V,.

Given maximal X-consistent sets wg, wiy, ..., a sequence ¢ = (wg, Wi, ...) 18
acceptable if (wg, wigy1) €< for any k > 0 and, for any ¥ U {» € wy, there exists
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some [ > k such that ¥, € w; and ¥; € wy with k < k’ < [. It has been proven that
for any maximal X'-consistent set w, there exists an acceptable sequence starting with
it. Moreover, for any X -consistent set w, there is an acceptable sequence containing
w [16].

Lemma 5.3 For any formula ¢ € F and mapping A : T — 1, = ¢ implies = A(¢).

Proof The proof is by induction on the length of the proof of ¢. Assume that for every
mapping A the above property holds for every proof of ¢ of length less than n. Now,
we have to show that for every mapping A, if ¢ is a theorem with a proof of length
n, then A(¢) is also a theorem. We should check that this property is preserved when
applying the axioms and rules of TWSS5. Assume that ¢ = K ;v and that we want to
check Nec rule

p ), Vp <k
Ajinfersk — Ky

The proof for other axioms and rules is immediate.

Since the set of messages 7 is finite, the set of message renaming functions that
are consistent with the keys A; infers is assumed to be {py, ..., o;}. Evidently,
1Y), ..., pi() are theorems with proof length less than n. Hence, if we define
message renaming functions A’ = p; o A o ,ol._l, then pj oA o ,0]_1 (p1(¥),...,p10

Aop; ! (p1(¥)) are also theorems. Therefore, we have

P1(A()), . p (A (V)
Kir(y) '

O

If we build an MPIS M€ from the canonical model N/¢, then we say that we can
filter V¢ to M €. For every acceptable sequence o = (wy, ..., wy, . ..) of the possible
worlds of N¢ and every w; in o, we build a possible world of M€, noted h%(t).
To capture such a mapping, we use the notation w;, « +— h“(t). Let int.act be an
internal action on a given formula ¢ that returns all actions A; snd m and A; rcv m
corresponding to the atomic formulae of the form A; snt m and A; rcvd m derivable
from ¢. The internal action is not interpreted in TWSS5 and is only used in the proof
of completeness. To build 2% () from « and w,, we first extract all atomic formulae in
w; and add their corresponding actions to 4% (¢). At the second step, for the formulae
of the form K;¢, we take an internal action as described above. Figure 7 defines the
filtration process.

We define H¢ to be Ua,t h*(t). Assume that w, and w; are maximal TWSS5-
consistent sets that appear in the acceptable sequences o and «', respectively.
Moreover, assume that w;, and wy are their corresponding atomic formulae. We

write h% (1) ~° h¥ (t') if p(w;,) = wy .

Lemma 5.4 Let the TWS5 model M€ = (H€, {wf}, I€) be a filtration of the canon-
ical model N¢ = (W, m, {—>f}, <). Moreover, let « = (wg,...,wy,...) and
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e A; rcv m € h*(t)|A; iff K; A; rcvd m € wy.

e A; snd m € h*(t)|A; iff K; A; snt m € wy.

o A, int.act ¢ € h*(t)|A; iff K;¢p € we, for any ¢ € F\ Q.
o B () = U B (0)| A

Fig.7 The filtration wy, & — h*(t)

o = (wy, ..., wy,...) be two acceptable sequences of the possible worlds of N.
Whenever w;, o — h*(t), we have

(@) h%(t) € I°(a(m)) iff 1 (wy)(a(m)) = true and a(m) € Q.

®) If (ws, wy) e—>f, then there exists wy in an acceptable sequence o' of the
possible worlds of N¢ such that wy, o' +— he" (t") and h* (t) Wf-) " @t").

(©) If h* (1) Wf h" (¢"), then there exists wy in an acceptable sequence o of the
possible worlds of N¢ such that wyr, o +— h% (') and (N¢, w;) = Ki¢p =
N w) = p(@).

(d) If (wy, wig1) €< with wyy1 in «, there exists an execution history h® (t + 1) such
that wiy1, o = h*(t + 1) and h*(t) C h*(t + 1).

(e) If h®(t) C h*(t + 1), there exists an acceptable sequence o’ equal to o up 1o w;
such that w1, o' — h%(t + 1). Moreover, (N, w;y1) = ¢ = N w,) =
Od.

Proof (a) We give the proof for the case a(m) = A; revd m.
7 (w;)(A; revd m) = true

& Ajrevdm € wy

< K; Ajrevdm € w, (Axioms Al and T)
& Ajrevm € h*(t)|A; (wy, @ = h¥(1))
< h%(t) € I°(A; revd m).

(b) By (wy, wy) e—>f and the proof of Lemma 5.1 we have p < k such that
A; infers k € w;. We define h%" (t")|A; to be p(h*(1)|A;) and give the proof for
A;sndm € h%(1)|A;.

A; sndm € h%(t)|A;

S Ki Ajsntm € w, (wy, o — h%(1))

& Apsntp(m) € wy (wy, wy) €=7)

< K; Aj snt p(m) € wy (Axioms Al and T)

& A;snd p(m) € h% ()| A; (wyr, o = b (1).

(c) Let wy, and wy, be the sets of the atomic formulae of the TWSS-consistent sets
w; and wy, respectively. Since h%(z) Wf h"‘/(t’), we have p(w,) = wy . Now, we
have to show that the set h% YU {p(@) | Ki¢p € wy, ¢ € F}is TWS5-consistent.
Let h""(t’) = {p@1),...,p0)} and A = {p(¢1), ..., p(¢)} be a finite subset of

{p(®) | Kip € wy, ¢ € F}. Now, we have to show that h"‘/(t/)UA is TWS5-consistent,
as otherwise p (01, ..., 0k) = —p(¢1, ..., ¢;). Since the message renaming function
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p only applies to messages, we have - p((61 A -+ A Br) = —(Pp1 A -+ A¢y)). From
Lemma 5.3, we can conclude that = 61 A -+ A G — —(¢1 A --- A ¢y). Hence, the
set {01, ...,6k, ¢1,..., ¢} is TWSS5-inconsistent which is a contradiction. Let w;~
be the maximal TWS5-consistent set containing hY (t') U A. For any m € t and
A; e A, consider the following two cases. In the first case, we give the proof for
¢ =Ajrcvdm.

N w) E KiAjrevdm

= K;jAjrcvdm € w, (Lemma5.1)
= Ajrevm e h*()|A; (wy, o = h¥(1))
= Ajrcv p(m) € h“/(t/)|A,~ (h* (1) wl’.’ hY (1))
= Ajrevd p(m) € wyr (wyr, o he (¢'))
= N wp) = Ajrevd p(m) (Lemma 5.1).
Now, we prove the second case where ¢ is not an atomic formula.
N w) = Ki¢p
= Ki¢ € w, (Lemma5.1)
= Ajint.act ¢ € h*(@)|A; (w;, @ — h%(t))
= A;int.act p(¢) € h* (t)|A; (h* (1) ~7 b (1))
= Kip(¢) € wr (wyr, @’ = b (1))
= (N, wy) = Kip(¢p) (Lemma5.1)
(d) From the way M¢ is constructed from A/¢, we can conclude that there exists

h%(t+1) suchthat w, 1, @ — h*(t+1). We give the proof when A; sndm € h®(t)|A;.
A; snd m € h¥(1)|A;

= K; A; sntm € w; (wy, o — h%(t))

= A; sntm € w; (Axiom T)

= QA; sntm € w; (Axiom TG)

= A;sntm € w1 ((wy, wig1) €<).

= A;sndm € h*(t + 1)|A; (wig1, ¢ = h%(t + 1))

(e) From the way MC is constructed from A, there exists a maximal TWS5-
consistent set wy 4 in « such that w; 41, @ — h%(t + 1).

N wi) E ¢

= ¢ € w;+1 (Lemma5.1)
= O¢ € wy (wy, wyy1) €<)
= WV w) = Q¢ (Lemma5.1)

]

Now, we prove that a TWS5 formula is valid with respect to N iff it is valid with
respect to M€, and hence, it is satisfiable with respect to M,,.

Lemma 5.5 Letthe TWSS model M€ = (H®, {wf}, I€) be afiltration of the canonical
model N© = (W, m, {—>l’-)}, <). For any ¢ € F and every w; in any acceptable
sequence a of possible worlds of N°¢, the following property holds.

N wy) | ¢ iff (M 1% D) = ¢.
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Proof The proof is by induction on the number of the logical operators in ¢. Assume
that the property holds for all formulae with n — 1 operators. We show that it also
holds for any formula with n operators. The proof for atomic formulae and the ones
with only — and A is trivial by Lemma 5.4a. Assume that (M€, h%(t)) &= K;{. As
demonstrated in the proof of Lemma 5.4b, (w;, wy) e—>f implies that there exists w;~

in an acceptable sequence o’ of the possible worlds of ¢ such that wy, o — k%" (1)
and h*(t) wip 1" (t") where h®" (t") can be taken p (h*(t)|A;). Therefore, for every
wy € W in an acceptable sequence o’ and any message renaming function p : T — T,
if wy is an antecedent of w, induced by p, we have h%(¢) wf he (t"). This implies
that (M°, he (")) E p(¥). By induction hypothesis, we have (NV¢, wy) = p(¥).
From Definition 4.6, we conclude that (NV¢, w;) = K;v. Conversely, assume that
(N¢ w;) | K;v. Using Lemma 5.4.c, for every h“/(t/) € H¢ and any message
renaming function p : T — t, if h*(¥) wf h“/(t’), then there exists w,» € W in
an acceptable sequence «” such that w,, o” hY (t') and N, w,) = Ky =
N, w) = p(). Therefore, (N, w,») = p(¥). By induction hypothesis, we
have (M, h% (') = p(¢). From Definition 4.6, (M€, h%(¢)) = K; .

Assume that (N, wy) = Q. For any w, that is an antecedent of w; induced by
<, (wy, wry1) €<, wehave (N, wy,11) | . From Lemma 5.4.d, there exists h% (r +
1) € H such that w41, @ — h*(t 4 1). Induction hypothesis implies (M€, h*(t +
1)) &= . From Definition 4.6, we have (M€, h*(¢)) &= O . Conversely, assume
that (M€, h*(¢)) = Q. By Definition 4.6, we have (M€, h*(t + 1)) = . From
Lemma 5.4.e, there exists an acceptable sequence o’ equal to « up to w, such that
w41, o’ > h*(r + 1). By induction hypothesis, we conclude that (N¢, w;41) | ¥.
Through applying Lemma 5.4.e another time, it can be concluded that (N¢, w;) =
Ov. 0

Theorem 5.6 TWS5 is complete.

Proof According to Theorem 5.2 and since N¢ € N, we conclude that every TWS5-
consistent formula is satisfiable with respect to A/¢. According to Lemma 5.5, if M¢
is the filtration model resulting from the canonical model N'¢, every TWS5-consistent
formula is satisfiable with respect to M. From Property 5.1 (on p. 12), M € M,
implies that every TWS5-consistent formula is satisfiable with respect to M,,. This is
equivalent to the completeness of TWSS5. O

6 Analyzing Some Example Protocols Using TWS5

In this section, we employ TWSS5 to verify some authentication protocols. The first
example is Lowe’s modified Wide-Mouth Frog protocol [26] shown in Fig. 8. In this
protocol, A and B are two agents and S is a trusted server. The timestamps 7, and
t; are generated by A and S, respectively. The symmetric key k,; is shared between
A and S. Similarly, kpg is a symmetric key only known to B and S. The symmetric
key k,p is generated by A and intended to serve as the session key between A and B.
The random number 7, is a nonce generated by B and succ(np) is its successor. In
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A— S A-{ta~B~kab}ka5
S — B: {tS.A.k’ab}ka
B — A: {ny},,

A — B: {succ(np)}r,,

Fig.8 Lowe’s wide-mouth frog protocol

1. O Kp exists kq,p, : After u steps B knows that kg, exists.

2. OV K exists ny, : After v steps A knows that n; exists.

3. Ky Ovt! Bsnt {np}r,, : A knows that after v+ 1 steps B has sent {ny},, .

Fig.9 The properties we prove for the protocol shown in Fig. 8

S1. S revd A{ta.B.kap},, N Ks—unfresh to < OS snt {ts.A.kap } i,
S2. B rcvd {ts.Akaptr,, N Kp-unfresh ts < OB snt {ny}g,,
Ss. A revd {np}r,, < OA snt {ny + 1}x,,

Fig. 10 The specification of the protocol shown in Fig. 8

this example, we assume that the roles of A and B can not be swapped as otherwise a
message received by an agent could actually be sent by itself.

Now, we assume that the following set of statements hold for some u, v € N where
u <.
I = {S revd A - {tg.B . kaptk,, O B revd {ts - A - kaplr,,, OVA revd {npli,,.
A infers kgp, kg5 secret of {A, S}, kps secret of {B, S}, K¢ —unfresh #,, O
K g—unfresh z,}.

These assumptions are based on what agents have received through the protocol
steps shown in Fig. 8. In the set of assumptions, the formula k secret of G is a
syntactic sugar defined by

k secret of G <> (( /\ A infers k) A ( /\ = A infers k)).
AcG AdG

Moreover, O" B revd {ts - A - kap}k,, means that B revd {fs - A - kap ), holds after u
steps from the start of the protocol execution.

We prove that Lowe’s modified Wide-Mouth Frog protocol meets the properties
in Fig. 9. These properties collectively make the belief that A will be certain that
B is communicating with A using the key A has generated in the first step of the
protocol. To verify the protocol against these properties (requirements), we should
first build a trust theory [3,30,31] comprising the assumptions made and the protocol
specification. Figure 10 shows the protocol specification in terms of TWSS5 formulae.
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Tr = Q" B rcvd {ts.Akap}i,, (')
Tr & B revd {ts.Akap}r,, — Kp B rcvd {ts.Akap}r,, (A1)
Tr = Q" B revd {ts.Akaptr,, — O K B revd {ts. Akaptr,, (2,A11,TG)
Tr =Q" Kp B rcvd {ts.Akap}r,, (1,3, MP)
F B rcvd {ts.A.kap}r,, — exists {ts.Akap}r,, (A7)
Tr = Kp B rcvd {ts.Akapti,, — Kp exists {ts.A.kap}r,, (5,K,Nec,T)
Tr Q" Kp B rcvd {ts.A.kap}r,, — Q" Kp exists {ts.A.kap}r,, (6,411, TG)
Tr - O" Kp exists {ts.Akap}r,, (4,7, MP)
Tr + exists {ts.A.kqp}r,, — exists kqap (As)
10. Tr + Kp exists {ts.A.kap}r,, — KB exists kqp (9, K, Nec,T')
11. Tr = O" Kp exists {ts.A.kaptr,, — O Kp exists kqp (10, A11,TG)
12. Tr = Q" Kp exists kqp (8,11, M P)

© 0 N>k w D=
3
3

1. Tr =QOv Arcvd {ny}g,, (T)

2. Tr F Arcvd {ny}p,, — Ka Arcod {np}r,, (A1)

3. Tr QY Arcvd {np}r, — OV Ka A rcvd {np}r,, (2,A11,TG)
4. Tr - QY Ka A rcvd {np},, (1,3, MP)

5. Tr F Arcvd {ny},, — exists {ny}r,, (A7)

6. Tr - Ka Arcvd {ny}r,, — Ka exists {ny}r,, (5,K,Nec,T)

7. Tr FQV Ka A rcod {np}y,, — OV Ka exists {np}x,, (6,A11,TG)
8 Tr QY Ka exists {ny}r,, (4,7, MP)

9. Tr F exists {np}r,, — evists ny (A4)

10. Tr F Ky exwists {np}r,, — Ka evists ny (9, K, Nec,T)

11. Tr = QY Ka exists {ny}r,, — OV Ka exists n, (10, A11,TG)
12. Tr = QV K4 exists ny, (8,11, M P)

1. Tr =Q" B rcvd {ts.Akaptr,, (T)

2. Tr F B revd {ts.Akap}r,, N Kp—unfresh ts — O B snt {np}r,, (S2)

3. Tr FO" B revd {ts.Akaptr, N O Kp—unfresh ts — Ot B snt {no} iy,
(2,A11,TG)

4. Tr = O+ B snt {np}r,, (1,3, MP,I)

5. Tr Ky Ot B snt {no}r,, (4,NecT)

Fig. 11 Lowe’s wide-mouth frog protocol meets the properties in Fig. 9

In this specification A, B, and S range over 4 including attackers. The formula S
says that if a server S receives a packet of the form A - {#, - B - k45 } and it knows that
the timestamp 7, is not unfresh by checking its own clock, then at the next step it will
send a packet of the form {t; - A - kqp}x,, . The formulae S> and S3 reflect similar facts.
Let Tr = {S1, S2, S3} U T be the trust theory of the protocol in Fig. 8. We should
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hi(t —2) = hi(t = 3) U{S snd {mi—1}k,.f(ki).ki—2.mac(g(ki—1), {mi—1}r,.f(ki)-ki—2) }
ha(t—1) = hy (t = 2) U{R rev {mi_1 b, f (ki) kia-mac(g(ki—1), {mi_1 b, . f (ki) ioa)}
ha(t) = ha(t = 1) U{S snd {m}n, . f(kit1)-ki—1.mac(g(k:), {mie, - f (kit1)-ki-1) }
ha(t+1) = hy (£) U {R rev {mq}e, . f(kign) kio1.mac(g(ks), {mi}e, . f(kis1) kio1)}
ha(t+2) = hi(t +1) U{S snd {miy1}n, - f(Kiv2)-kimac(g(kit1), {miv1}te, f(kite)-ki)}

h1 (t + 3) = hy (t + 2) @] {R rCcv {mi+1}ks .f(k:i+2).k:¢.mac(g(ki+1), {mi+1}ks f(k2+2)kl)}

ha(t —2) = ha(t — 3) U{S snd {mi—1}r, f(ki)-ki—2.mac(g(ki—1), {mi—1}r, - f(ki)-ki—2)}
ho(t —1) = hao(t —2) U {R rev {mi—1}i, - f(ki).ki—2.mac(g(ki—1), {mifl}ks.f(ki).kifg)}
ha(t) = ho(t = 1) U {S snd {m;}i, . f(kit1)-ki—1.mac(g(k:), {mi}te, -f (kit1).ki-1) }
ha(t +1) = h2(t) U {C(R) rev {mi}y, . f(kiy1)-ki—1.mac(g(ki), {mi}r, . f(kit1)-kio1)}
ha(t+2) = ha(t + 1) U{S snd {mis1}i,.f(kiv2)-kimac(g(kiv1), {mi1}i, f (kiv2)-ki) }
ho(t +3) = ha(t +2) YC(R) rev {miy1}r, -f(kiv2)-kimac(g(kiz1), {misitn, - f(kiy2)-ki)
C(8) snd {mi}p,-f(kit1)-ki—1.mac(g(ki), {m}e,-f (kit1)-kio1)}
ha(t+4) = ha(t +3) U{R rev {mj}p, . f(kit1)-ki—1.mac(g(ki), {m}}r. . f(kig1)-ki-1) }
ha(t+5) = ha(t +4) U {S snd {mit1}n, -f(kit2)-kimac(g(kip1), {mivite,-f(kiv2) ki) }

ha(t +6) = ha(t +5) U{R rcv {mit1}n, - f(kiv2).kimac(g(kit1), {mit1}tn, - f(kiv2) ki) }

Fig. 12 Executions &1 and A of the protocol shown in Fig. 1 with mode m([1,4],2)

prove that the properties shown in Fig. 9 hold in each execution of the protocol under
this trust theory. The proofs are given in Fig. 11.

The Second example is the protocol of Sect. 2 which operates in the mode
m([1, 4], 2). Two executions of this protocol are shown in Fig. 12 where it is assumed
that i1 (t — 3) = hy(t — 3). Moreover, the model of the protocol is denoted by M. Let
o be amessage renaming function such that p({m; },) = {m; e ,o({m;}kc) = {m;}k,,
and p(m) = m for other messages. As R does not infer the keys ks and k,
this message renaming function is consistent with the keys R infers. Now, Since
hi(t + 1) ~% ho(t +4), we have

(M, hi(t+ 1)) = Kg S snt {m;}y, - f(kit1)
~ki—1 -mac(g(k;) - {m;i}r, - fkiv1).ki—1)- 6.1)

Since TWS5 is complete, (6.1) implies that the protocol does not fulfill the intended
requirement. Note that in this example, we need to update the message algebra for
specifying mac and the protocol.
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7 Conclusion

We have presented an omniscience-free and complete temporal logic of knowledge for
verifying authentication protocols. By this logic, in particular, one can analyze those
protocols whose successful operation highly depends on timely actions by the princi-
pals involved in the protocol. The application of this logic to some example protocols
evidences its capacity for verifying different kinds of authentication protocols. There
is still much to be done. Developing an automated prover based on this logic is among
the topics deserving future research.
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