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Abstract  While e-Health systems must prioritise security 
and privacy, sharing medical data can help improve diagnos-
tic accuracy. Because of its immutability, Blockchain (BC) is 
now being suggested as an exciting solution for sharing Per-
sonal Health Information (PHI). However, sharing PHI must 
improve patient privacy and security. As a result, this paper 
describes a secure medical data sharing system. Private BC, 
Consortium BC (CBC), and optimized cryptography are all 
included in the proposed system. To ensure patient privacy, 
PHI is encrypted using optimised ciphertext policy attrib-
ute based encryption (CP-ABE). In particular, replicated 
attributes amendment (RAA) is proposed to improve CP-
ABE performance. For each replicated attribute, this RAA 
achieves a single share value. PHI ciphertexts are stored as 
blocks in the hospital’s private BC. Furthermore, the PHI 
keyword is saved to the CBC. By validating the keyword and 
getting access to the private BC, the doctor may retrieve all 
patient’s PHI. The article’s findings show that the proposed 
system achieves lower storage overhead, encryption time, 
and decryption time.

Keywords  e-Health system · Blockchain (BC) · CBC · 
Replicated attributes amendment

1  Introduction

In the name of e-health, medical services are delivered 
using digital technologies. The focus of e-Health research 
is on how to track and assess patients using computerized 
health information. A patient’s healthcare team may consist 
of internists, experts, and general healthcare doctors [1–3]. 
Since data security and privacy are important considera-
tions, the research community is now paying more focus to 
the sharing of medical records. By increasing the power and 
capability of healthcare organizations to exchange data and 
collaborate on treatment plans, e-Health raises the standard 
of medical care.

An electronic health record, or EHR, is a gathering of all 
of a patient’s medical data accumulated over their lifetime. 
EHRs provide for the use of health information and physical 
care services inside the health sector with proper organisa-
tion and standards while preserving privacy standards [4, 
5]. Effective nursing management, healthcare cooperation, 
and improved patient health and treatment all depend on 
the electronic sharing of medical records that is safe and 
secure. By providing accurate health information, rapid and 
safe data exchange eliminates planning mistakes in patient 
care, enabling medical experts to improve the treatment 
method and recognize patients’ requirements to provide the 
optimal therapy [6–8]. Medical record could readily erase, 
changed, or even seized. During such situations, it’s possible 
that medical information won’t be adequately documented or 
preserved, delaying the healing process or possibly endan-
gering the life and security of a patient.

BC has recently been proposed because it is an effective 
solution to the traditional privacy issues in e-Health systems 
since it can hold an expanding number of information in a 
shared and consistent fashion [9]. A patient could consult 
several healthcare entities in an e-Health system, every one 
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of which has its very own record. It is predicted that a PHI 
sharing system built on BC technique will offer safe medi-
cal record transmission [10–14]. However, patient privacy 
and the security of medical data sharing must be improved 
further. In order to achieve these objectives, in this work, the 
contributions listed below are given.

•	 Each patient’s PHI in a hospital is first encrypted using 
an optimized CP-ABE method. To enhance the perfor-
mance of CP-ABE, RAA is presented. Using this RAA, 
optimized single share value of each replicated attribute 
is attained.

•	 Although the CBC maintains track of the safe indices of 
the PHI, the encrypted PHI would be kept in confidential 
BC.

•	 The ability to view a patient’s health history is restricted 
to licensed physicians, thus precludes subsequent 
retrieval of information.

Below is an overview of the entire text in the article: 
Sect. 2 discusses current studies on secure medical data 
exchange. Hybrid BC Based Medical Data Sharing with 
the Optimized CP-ABE for E-Health Systems is proposed 
in Sect. 3. Section 4 analyzes the suggested scheme’s effi-
ciency. Section  5 of the paper describes the research’s 
outcome.

2 � Related works

This section reviews latest literatures that present safe medi-
cal related data sharing. Several researchers have offered 
numerous methods to increase privacy when sharing health 
information. By way of illustration, Fulong Chen et al. [15] 
offered BC-based Medical Cyber Physical Systems to show 
how the authentication method must adhere to security 
standards. This method used intractable problems and bilin-
ear mapping to solve the security threat in the authentication 
process. The proposed scheme avoided the issue of third-
party credibility. Moreover, 2-way authentication between 
the hospital and the BC node got accomplished. The authors 
achieved optimised computing and storage overhead by pre-
senting the proposed scheme.

Secured sharing using the Tree Parity Machine, often 
known as TPM, was introduced by Arindam and Moumita 
Sarkar [16] to overcome the drawbacks of existing secret 
sharing techniques. The proposed technique generated 
the shares based on the outcome of a simple mask. The 
authors introduced the concept of privileged share in their 
approach. The patients were considered to have a particular 
right to provide the original data for the notion. Without 
special access, they were unable to put the real data back 
together. Furthermore, they were successfully completed 

secret sharing in response to the Man-In-The-Middle-Attack. 
In addition, to gain similar inputs and exchange outputs, 
2 neural networks were used.The authors improved those 
framework’s reliability and efficiency as a result of the per-
formance of the proposed scheme.

Pournaghi et  al. [17] sought out to manage medical 
information usage and solve the memory issue. The authors 
introduced MedSBA, and unique attribute-based encryp-
tion utilizing BC technique, to achieve their objective. They 
had securely recorded and stored medical data by proposing 
this scheme. Furthermore, user privacy was protected, and 
The General Data Protection Regulation makes patient data 
accessible for precise access management. The use of private 
BC in MedSBA improved access revocation. The article’s 
proposed scheme reduced both computational complexity 
and storage overload.

In order to increase data security, M. Lilly Florence 
and Dhina Suresh [18] introduced a novel access control 
architecture termed encryption depending on user actions. 
Using a time frame, usage was mapped as a credential to 
each private attribute. Data users could only decrypt a hard-
ened attribute if the credentials associated with the attrib-
ute matched. The feature extraction strategy and searchable 
encryption technique allowed for reliable routing of cipher-
text characteristics. The privacy of important records been 
improved through multi credential routing. Furthermore, to 
safeguard the privacy of the data user, the authors devel-
oped a trustworthy overlay privacy-preserving protocol. The 
authors had achieved a reasonable communication overhead 
as a result of the proposed scheme.

In a closed system, each affirms its own database. This 
approach weakens data security and diminishes the success 
of healthcare delivery. As a result, Chen et al. [19] employed 
the method of BC. By proposing this idea, the authors dem-
onstrated how to create a completely secure environment 
that is resistant to single-point assaults. Furthermore, they 
introduced BC-based medical information sharing in order 
to integrate each hospital’s resources. In contrast to existing 
BC methods, their suggested BC technique categorised and 
managed individual requests to provide medical data. They 
classified distributing between hospitals into two categories: 
they are equal stage sharing, different stage sharing. The 
authors improved the system’s security as a result of the 
proposed scheme.

Data retrieval in an e-Health framework based on BC 
is inefficient due to the basic structure of BC. Though BC 
offers great throughput and scalability, it could be open to 
rollback attacks and open a door to confidentiality leaking. 
For these concerns, Lv et al. [20] proposed a new e-Health 
system encompassing medical data sharing using BC while 
also maintaining safety. For rapid access, patient’s elec-
tronic medical records were kept in conventional keys and 
microblocks. The authors proposed a proxy re-encryption 
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method to achieve privacy preservation. The suggested 
scheme gained higher throughput while having a low stor-
age overhead.

Health 4.0 and medical cyber-physical systems (MCPS) 
has recently been the target of cyberattacks that have put 
data security and end-user privacy at risk. Instead of being 
built for system function, conventional cryptographic algo-
rithms were created for data protection. Data security and 
privacy are affected when such cryptographic methods move 
data security to key security. As a result, Qiu et al. [21] 
introduced a sharing strategy and safe data storage. This 
method uses a mix of dispersion, selective encryption, and 
then fragmentation. Although transmission media and keys 
were affected, the suggested methodology protected data pri-
vacy and security. The authors improved the framework’s 
security as a result of the proposed scheme.

3 � Hybrid blockchain based medical data sharing 
with the optimized CP‑ABE for e‑Health 
systems

3.1 � Overview

With this method, the PHI of every hospital patient is digi-
tized and kept on the hospital database. The doctor retrieves 
the PHI keyword and sends it to the server together with the 
PHI. PHI of each patient is encrypted using optimised CP-
ABE to enhance patient privacy. To be specific, RAA is pre-
sented to improve the performance of CP-ABE. This RAA 
achieves a single share value for each replicated attribute. 
The PHI keyword is then stored as in CBC along with the 
encrypted PHI record as a block in the appropriate private 
BC by the server. The doctors are able to get a patient’s PHI 
from the CBC by looking up that patient’s PHI in the data 
generator’s ID. They obtain the ciphertext of the patient’s 
PHI by accessing the private BC. The optimised CP-ABE is 
then used to decrypt the PHI ciphertext.

3.2 � System model

Figure 1 depicts the proposed medical data sharing system 
model. Three main entities are included in the model, as seen 
in the figure: patients, hospitals, and the system manager.

System manager (SM): It is in charge of the overall frame-
work. This SM is where all patients and doctors register their 
information. For CBC, it also creates a consensus vector (a).

Medical service providers (MSPs): This represents hos-
pitals as well. Each hospital includes a variety of computer 
servers and clients, as seen in Fig. 1. With the computer cli-
ent, the doctor keeps a PHI record for each patient. Such cli-
ents then produce blocks for patient records containing PHI 
and transfer it towards the hospital’s private BC. Then this 

server records the registrations of physicians and patients. 
Moreover, it verifies physicians who practice outside of the 
private BC before granting them entry to a patient’s PHI 
there. Also, it tests fresh blocks for CBC.

Patients: The Patients seeking services in hospitals. 
Before patients can see a doctor, they must first register with 
the hospital server. Following registration, from the server, 
every patient gets a token. The token must be kept absolutely 
confidential until the patient reports to the hospital and then 
must be shown to the doctor. Beacons act as proof of the 
doctor relationship and allow the doctor to make PHI deci-
sions on behalf of the patient. After then, the PHI would 
be kept in the hospital’s secure BC. Furthermore, the CBC 
receives block keywords from hospitals in private BC.

3.3 � Encryption using optimized CP‑ABE

The doctor uses computer clients to record the patient’s PHI 
after their hospital visit. Some visitors submit the data to the 
hospital’s private BC in a block. The PHI is encrypted with 
the optimised CP-ABE to protect the patient’s privacy. Spe-
cifically, RAA-based CP-ABE is presented for encryption. 
The PHI of the patient is encrypted using RAA-CP-ABE 
in this method, and RAA is utilized to optimize CP-ABE 
by getting a single share value for each replicated attribute. 
Figure 2 illustrates the basis operations of the proposed CP-
ABE. The following describes how encryption works:

Preliminary: For prime order p, take two multiplicative 
cyclic groups G0 and G1 . Therefore e is a bilinear map and g 
is a generator of G0 , i.e., e ∶ G0 ×G0 → G1 . The following 
is a description of the important characteristics of a bilinear 
map:

B i l i nea r i t y :  e
(

xa, yb
)

= e(x, y)ab, x, y ∈ G0 and

a, b ∈ Zp.

1.	 Non-degeneracy: e(g, g) ≠ 1

2.	 Ability for computation: e
(

g
1, g2

)

 is able to compute for 
all g1, g2 ∈ G0

Access policy structure: The collection of user’s attributes 
is denoted by 

{

U1, .....,Un

}

 .A collection C ⊆ 2{U1,…,Un} is 
called as monotonous, for ∀X, Y  , if X ∈ C and X ⊆ Y  , there 
is Y ∈ C . The subset of collection C is referred to as an 
access structure. When C is present, the collection is referred 
to as the set of authorization, and when C is absent, the col-
lection is referred to as the set of unauthorized. This work 
transforms the structure of access into a Boolean function.

3.4 � The proposed CP‑ABE’s fundamental operations

Four procedures are included in the planned CP-APE: setup, 
key generation, encryption, decryption, and delegation. 
These operations are based on the following principles:
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Setup (G, �) → (PK, MSK) : This algorithm’s setup is 
carried out by the AA. AA is the key centre from which SK 
and PK emerge. Both PK and SK are given to the doctors 
and MSP, respectively. It grants different levels of access 
to doctors based on their attributes. The global attribute G 
and the security parameter � are treated as input parameters 
in this configuration. The output parameters PK and master 
SK (MSK) can be obtained by using these input parameters.

KeyGen (PK, MSK, A ) → SK: The SK, or private key, 
is produced by the AA. For SK generation, the following 
variables are used: PK, MSK, and doctor attribute set A. 
The doctor’s SK may be established once the key generation 
method has been executed.

Encrypt (PK, F, � ) → CT : The MSP applies the encryp-
tion algorithm to the data that will be stored in private BC as 
a block. The encryption algorithm is executed by using input 

parameters like data F, PK,and access policy � . Finally, MSP 
receives encrypted data or cipher text (CT).

Decrypt (CT , SK ) → F : The decryption algorithm is 
run by the doctor. During this stage, the doctor uses SK 
to decrypt the CT. To decrypt the search data F, the doc-
tor’s attribute set A must first match the defined access 
policy � . Otherwise, the decryption algorithm will be 
decommissioned.

Delegate 
(

SK, A′
)

→ SK′ : For the collection of attributes 
A, SK stands for secret key or private key. If the subset of 
attribute Aʹ satisfied A′ ⊆ A , delegate function generates the 
secret key SKʹ. This function is used to make AA longer.

In conventional CP-ABE methods, data access is con-
tingent on the sense of accomplishment of every attribute 
set A in the policy. As a result, many users with different 
sets of attributes and then satisfying various Ai in policies 

Fig. 1   The proposed medical 
data sharing system model
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will possess permit to the similar data, as a single secret s is 
distributed to all the different Ai in policies.

RAA​: RAA automatically re-randomizes a few share val-
ues in order to optimize the evaluated attribute shares using 
the secret reconstruction feature 

∑

�x cx ∈ Ai = s , here, s 
defines the shared secret, �x defines the valid secret shares 
and cx is the constant parameter. This characteristic is uti-
lized in optimization because the user’s satisfaction of every 
attribute set Ai of a policy leads in the reconstruction of an 
identical secret s and provisional entry to an identical col-
lection of data. The repeated characteristics by altering a few 
share values from various attribute sets of the policy, while 
keeping the secret s constant for all Ai, certain share values 
from distinct attribute sets are optimized, and after tuning, 
they join to reassemble the secret s. The goal of optimization 
is to minimize the communication and computation costs 
for an irreducible policy between both replicated and non-
replicated characteristics in a certain attribute set.

In this RAA algorithm, the following parameters are 
taken as input during the encryption of CP-ABE.

•	 LSSS (Linear secret share scheme) matrix M which is 
the conversion of access policy. For a set of parties U, 
a SSS is linear if a vector over Zp is built by incorpo-
rating shares from all U. Furthermore, there is a share 

accumulating matrix M with m rows and n columns,in 
which the xth row in matrix M relates to party U(x).

•	 � denotes the map of rows of M to the attributes.
•	 � ′ denotes the non-replicated distinct attributes list from 

�.
•	 The value of secret share �x is computed as �x = Mx ⋅v , 

here, v denotes the column vector with the length n and 
has s as its initial entry and Mx denotes the xth row of 
M.

•	 Calculate zx = Mx ⋅z , here, z denotes the random vector 
and secret s’ = 0 for its initial entry.

•	 The amount of attribute sets Ai in policy.

The process of RAA based CP-ABE algorithm is 
explained as follows:

1.	 The relation (1) computes the coefficients cx relative to 
attributes �(x) corresponding to all attribute sets Ai in 
policy.

2.	 For all different non-replicated attributes from � ′ , the 
counter variable ( C� �(t) ) is assumed to zero. The instances 

(1)
∑

x

Mx ⋅ cx = (1, 0, ...., 0)

Fig. 2   The proposed CP-ABE’s 
fundamental operations
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of all attributes given in attribute sets C� �(t) are measured 
by raising the �(x) ∈ Ai variables starting with the first 
attribute set and continuing through all of them. This is 
used to keep track of traits that recur across many Ai.

3.	 Variable Si is assumed to 0 for each policy attribute set Ai 
and is increased with C� �(t) for �(x) ∈ Ai and �(x) == � �(t)  
achieves the Eq. 2:

4.	 To enhance process of optimization, RAA chooses the 
Almax which denotes the largest value of Si or larger rep-
etition count. After assessing Almax , it is necessary to 
convert its actual attributes shares �x , zx values to opti-
mised values �x−optimized , zx−optimized , and added to array 
K. Then the optimized-shares values replace the actual 
�x in all other attribute sets Ai that contain these repli-
cated attributes.

5.	 The following relations (3) and (4) are used to optimise 
all other-shares attributes �x−other , zx−other in another dis-
tinct Ai (not for Almax):

Array K is appended with each new �x−optimized , zx−optimized . 
When all attribute shares have been optimised, the opti-
mization process is completed.

6.	 All of the optimised values in � �(t) that correspond to 
attribute names are given to �t and zt.

Following that, it calculates the CT (for optimised new 
shares �t , zt ) as defined in Eq. (5)

Here, r denotes the random value chosen by each AA 
and � denotes the random value chosen by the AA for each 
attribute.

This CT is forwarded to the private BC along with (M, 
� , �′), where M, � refers to the LSSS matrix denoting the 
actual policy together with replicated attributes and � ′ refers 
to optimised non-replicated attributes used for CT calcula-
tion. Conventional CP-ABE schemes map M,� and CT to 
each other; however, because we have removed the repli-
cated attribute occurrences in CT while still imposing an 

(2)Si =

(

∑

�(x)∈Ai

C� �(t) if �(x) == � �(t)

)

(3)�x−other =

(

s −
∑

x∈Ai,K

�x cx

)

(

1

cx−other

)

(4)�x−other =

(

s −
∑

x∈Ai,K

z
x cx

)

(

1

cx−other

)

(5)CT =
{

C0 = F ⋅ e(g, g)s, C1, t = e(g, g)�t ⋅ e(g, g)��� (1)
z
t , C2, t = gr zt for i =

{

1, 2, ...., n�
}}

irreducible policy, here A is mapped to � , and � ′ is mapped 
to CT.

3.5 � Sharing encrypted PHI Using Private BC and CBC

The MSPs forward the CTs of PHI to the private BC as a 
block. These MSPs also send the keywords associated with 
the PHI blocks to the CBC. The following describes the 
operations of private BC and CBC:

Figure 3 depicts the structure of block of a hospital’s pri-
vate BC. The block header, payload, contributor signature, 
and timestamp are all part of this block structure. The block 
header contains the block ID, block size, and the previous 
block’s hash. The payload contains the ID of the PHI creator 
or doctor, the ID of the PHI owner or patient, the PHI key-
word, and the encrypted PHI hash. The contributor signature 
is employed to identify the block’s creator. The timestamp 
indicates the time when the block was created. The consen-
sus mechanism (CM) is used in private BC to ascertain the 

validation of new blocks. Proof of conformance is regarded 
as the CM in this approach for both private BC and CBC. 
The block’s validation is determined using the proof of con-
formance. After registering with the hospital, a secure token 
can be created for the user to use as a CM. When the user 
visits the doctor, he or she displays the token to the doctor. 
The doctor can then generate a user ID by using a secure 
token. Other clients verify to determine whether the doctor 
is permitted to generate patient data when they receive a 
new transaction created by this client. If a new transaction 

Fig. 3   A hospital’s private BC block structure
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is approved by more than two or three clients, it is accepted 
as a new approval block in the private BC.

Figure 4 depicts the CBC block structure. CBC, like 
private BC, has a block header, a payload, a contributor 
signature, and a timestamp. The payload in this block 
contains the block creator ID and secures indexes. A 
secure index is made up of n transactions, denoted as 
Tx1, Tx2, ...., Tx1n , here n ≥ 1 . Furthermore, each transac-
tion contains a secure index for a patient’s PHI, which 
includes the block ID, the ID of the PHI owner, and the 
PHI keyword. Because the CBC allows users to conduct 
keyword searches, the keywords stored in the BC must 
be consistent. Because keywords define a patient’s symp-
toms or diagnosis, they correspond to standard medical 
descriptions in the system. Keywords are typically bound 
to a predetermined list so that users can search for them 
on the BC. The CM verifies the keywords chosen from the 
predetermined list denoted as Ω.

The doctor solves Txi =
(

IDC, IDO, Ci (PHI)
)

 to recover 
the patient’s PHI associated with the keyword k′ . Here, IDC 
represents the PHI creator’s ID, IDO represents the PHI 
owner, and Ci (PHI) represents the PHI CTs. By validating 
the IDC , the doctor gains access to the hospital’s private BC 
and obtains the CTs. The doctor then decrypts the CT in 
order to obtain the patient’s PHI.

3.6 � Decryption phase of optimized CP‑ABE

Because the doctors  know the contributor’s signature, 
they rehash the blocks from the server. They get the CT 
(PHI) from the blocks. Then the CT is decrypt using the pro-
posed CP-ABE algorithm. Namely, at first, the doctor evalu-
ates which of his attributes achieve the policy, as well as the 
index of CT components that correspond to those attributes.

The RAA check algorithm considers the following attrib-
utes as input those are M, � , � ′ , Ai in policy and decryption 
doctor attribute set Uatt.

If any policy attribute set Ai is a subset of doctor attribute 
set Uatt , then the user attributes qualifying the policy must 
be those of that specific Ai; otherwise, the policy is not 
satisfied, and the doctor is not authorised to access data.
Calculate and return the coefficients cx from the relation 
∑

x
Mx ⋅ cx = (1, 0, ...., 0) for doctor attributes U ′

att that 

satisfy the policy.
In order to satisfy policy, it will first look for the condi-
tion �(x) == � �(t) , and then the associated value of t in 
� �(t) will expose the position of each attribute in CT.
The doctor will then combine his attribute keys 
K� �(t),GID = H(GID)1∕ r ⋅ g���(t)∕ r with CT to decrypt as 
defined in Eq. (6).

After determining e(g, g)s , the algorithm divides this by 
the value of C0 to get F or PHI of a patient.

4 � Results and discussion

The suggested method’s simulation is implemented in 
Python. The proposed approach is used on an EHR dataset 
from the Kaggle data repository (https://​www.​kaggle.​com/​
datas​ets/​saura​bhsha​hane/​patie​nt-​treat​ment-​class​ifica​tion). 
The dataset was obtained from a private hospital in Indone-
sia using EHR Predicting. It includes the patient’s laboratory 
test results, which are used to establish the patient’s next 
course of therapy, whether they are in- or out-patients. The 
performance of the proposed approach is evaluated in terms 
of attack level, security level, encryption time, decryption 
time, key generation time, memory usage on encryption and 
decryption. Besides, the execution of the proposed RAA-CP-
ABE is compared with that of the existing CP-ABE, Rivest-
Shamir-Adleman (RSA), Diffie Hellman and ElGamal. 
Table 1 illustrates the overall performance of medical data 
sharing with different cryptography algorithms Fig. 5 illus-
trates the comparison of attack level and security level of dif-
ferent cryptography algorithms. As illustrated in the figure, 
security level of CP-ABE is attained to 94.82% than RSA, 

(6)

∏

t

(

C1, t

e
(

K� �(t),GID, C2, t

)

)cx

=
∏

t

(

e(g, g)�t

e(H(GID), g)
z
t

)cx

= e(g, g)s

Fig. 4   The block structure of CBC

Table 1   Comparison with previous literature

References Methods Encryption 
time (ms)

Decryption 
time (ms)

[16] Tree Parity Machine (TPM) 123 129
[17] MedSBA 15.8 89
[18] ABE with keyword search 98 110
Our CP-ABE with RAA​ 15 81

https://www.kaggle.com/datasets/saurabhshahane/patient-treatment-classification
https://www.kaggle.com/datasets/saurabhshahane/patient-treatment-classification
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Diffie Hellman and ElGamal. Nevertheless, the proposed 
RAA-CP-ABE security level is achieved to 97.85%. Namely, 
compared to existing CP-ABE, security level of RAA-CP-
ABE is increased by 3.2% as the attributes of CP-ABE are 
optimized using RAA. As the CP-ABE allows the users to 
access the data in terms of attributes, attack level can be 
reduced. Besides, due to the optimization of CP-ABE using 
RAA, attack level of RAA-CP-ABE is reduced to 27%, 48%, 
57% and 67% than that of CP-ABE, RSA, Diffie Hellman 
and ElGamal respectively.

The comparison of encryption time and decryption time 
of different cryptography algorithms is depicted in Fig. 6. 
Compared to CP-ABE, RSA, Diffie Hellman and ElGamal, 
encryption time of RAA-CP-ABE is decreased to 37%, 56%, 
66% and 78% respectively. Likewise, as illustrated in the 
figure, decryption time of the RAA-CP-ABE is decreased to 
40%, 57%, 67% and 98% than that of CP-ABE, RSA, Diffie 
Hellman and ElGamal respectively.

Figure 7 illustrates the comparison of key generation time 
of different cryptography algorithms. Compared to RSA, 
Diffie Hellman and ElGamal, key generation time of exist-
ing CP-ABE is decreased to 33%, 43% and 55% respectively. 
As the optimization of replicated attributes using RAA, key 
generation time of CP-ABE can be reduced further. Namely, 
compared to existing CP-ABE, key generation time of RAA- 
CP-ABE is decreased to 30%.

The comparison of memory usage of different cryptogra-
phy algorithms on encryption and decryption is illustrated 
in Fig. 8. As depicted in the figure, memory usage of RAA-
CP-ABE on encryption is decreased to 12%, 24%, 31% and 
44% than that of existing CP-ABE, RSA, Diffie Hellman 
and ElGamal respectively. Besides, compared to CP-ABE, 
RSA, Diffie Hellman and ElGamal, memory usage of RAA-
CP-ABE on decryption is decreased to 13%, 26%, 38% and 
43% respectively.
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Fig. 5   The comparison of attack level and security level of different 
cryptography algorithms

0
50

100
150
200
250

Ti
m

e 
in

 m
s

Techniques

Encryp�on Time Decryp�on Time

Fig. 6   The comparison of encryption time and decryption time of 
different cryptography algorithms
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4.1 � Comparison with previous literature

Table 1 illustrates the comparison of the proposed scheme with 
the previous literature. As depicted in the figure, the meth-
ods are compared in terms of encryption time and decryption 
time. Compared to [20] and [11], the proposed method in [21] 
achieves better encryption time and decryption time. Namely, 
[21] obtained encryption time of 15.8 ms and decryption time 
89 ms. However, our proposed scheme achieves better per-
formance than [21]. The proposed scheme obtains encryption 
time of 15 ms and decryption time of 81 ms.

5 � Conclusion

This paper presents a hybrid BC based e-Health system to 
improve the security and privacy of each patient’s PHI dur-
ing the medical sharing process. In this system, the PHI of 
each hospital patient is encrypted using the RAA-CP-ABE 
algorithm. The hospital server saved the CTs of the PHI and 
the AES key as a block to the private BC and the keyword 
of the relating PHI to the CBC. By checking the ID of the 
data generator, the doctors were able to recover the PHI of 
a patient associated with the keyword from the CBC. They 
obtained the CT of the patient’s PHI by accessing the pri-
vate BC. They then used the optimised CP-ABE to decrypt 
the PHI’s CT. The proposed RAA-CP-ABE with BC-based 
e-Health system reduced encryption and decryption times by 
78% and 98%, respectively. In future, we focus to improve 
data confidentiality by presenting efficient attack detection.
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