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Abstract One of a journalist’s most essential rights is the
right to free speech. But this can expose them to abuse and
other violence. In some cases, journalists may have trou-
ble protecting sensitive or contentious data as they may be
threatened to remove it. Also, due to political influences, a
news reporting organization might be asked and even threat-
ened to take their published news down. In this paper, we
suggest a journalism strategy based on Blockchain and the
InterPlanetary File System (IPFS) to preserve journalists’
privacy, secure the news, and protect data resources. The
immutability of the transactions in blockchain prevents the
removal of important news and consensus makes sure that
the news going to be published is verified and authenti-
cated. Hyperledger Fabric is used for creating private ledg-
ers, where only the members of privileged media organiza-
tions have access to the ledger. To store media data securely,
the IPFS, a peer-to-peer (P2P) based decentralized storage
where a small change in data drastically changes the hash,

P4 Saha Reno
reno.saha39 @gmail.com

Shahoriar Azad Niloy
niloyshahoriar@gmail.com

Indra Ghosh
indraghosh0802 @ gmail.com

Asnuka Rahman
asnukalamia@gmail.com

Sanobar Rahaman
sanobar256 @ gmail.com

Md. Shajjed Hossan
sshajjedhussain@gmail.com

Department of CSE, Bangladesh Army International
University of Science and Technology, Cumilla 3501,
Bangladesh

is considered the suitable platform for our system. Our pro-
posed system can ensure that a news organization can main-
tain the security of its journalists and the organization itself
by sending the confidential contents to an Ethereum-based
semi-public blockchain and a group of intermediate trustees;
using only the public key without revealing the identity.
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1 Introduction

Journalists have the responsibility to deliver reports on
various national or international topics by compiling
information from a variety of sources and basing them on
observations and facts. They frequently deal with a variety
of contentious topics that might be detrimental to a person
or group of individuals. This could mislead the situation
against journalists and cause them to face numerous threats
and acts of violence, including murder, torture, hostage-
taking, intimidation, and forced abduction. According to
UNESCO’s data on journalist killings from 1995 to 2022,
the number of journalists killed has fluctuated over the
years. In 1995, 33 journalists were killed, which decreased
to 10 in 2000. However, by 2005, the number increased to
42, and in 2010, it further rose to 65. The year 2015 saw a
substantial spike with 116 journalists killed, but in 2020,
the number decreased to 62. Alarmingly, in 2022, there
was a notable increase to 88 journalists killed, marking
the highest toll since 2015 [1]. Blockchain has the feature
where the transactions on the blockchain cannot be altered
or changed [2]. Once the news has been tampered with,
nodes on the propagation path will modify themselves
accordingly, also it is impossible to alter the entire system
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without high computational power [3]. Hyperledger Fab-
ric, a private-permissioned blockchain, offers an identity
control service and access control lists through private
channels so users can manage and restrict access to their
shared information in the network, giving blockchain net-
works privacy control [4]. As a result, network participants
are aware of one another through their public identities but
are not required to be aware of the shared information [5].
A thorough analysis of the current state-of-the-art privacy-
preserving research methodologies and blockchain-based
solutions, as well as the primary privacy issues that sur-
round this innovative and disruptive technology, was also
conducted in another study [6]. They developed the perfor-
mance of zero-knowledge methods suitable to blockchains
and constructed quantum-resistant ledgers using effective
crypto-privacy algorithms. The method will enhance the
privacy-preserving capabilities of blockchain in difficult
situations like IoT [7].

Newspapers had a significant part in British political,
economic, and cultural life, according to Bingham, who
noted in his study [8] that these archives are now a val-
uable source for historians. This feature of the press is
shared by many other nations. In a study [9], a personal-
ized proof-of-Authority consensus method was used along
with a weighted-ranking algorithm, as a preventive strat-
egy against fake news propaganda. The solution focuses on
a wide variety of media, including any text, image, video,
or audio file hash, which may be stored and utilized for
transactions during the validation process. But the pro-
posed network excludes end users who are the intended
audience for the news being published and only includes
news organizations. A method based on blockchain tech-
nology and using a specific smart contract capability was
proposed in another study [10] to provide reliable sources
of information and prevent fake news. But users are not
allowed to directly verify the authenticity and veracity of
each published story without the help of a third party.

In our proposed system, journalism organizations will
be able to publish controversial news that could get them
into unwanted situations without disclosing their identities.
For the system, the organization will employ Hyperledger
Fabric-based private blockchain for all internal operations.
To store sensitive information, each company will use an
IPFS network. For every piece of stored data, IPFS creates
a distinct hash and data stored on IPFS cannot be updated
without changing the data hash [11]. There will be two
semi-public blockchains available for the publication of
news; one for non-controversial news that poses no threat
and the other for contentious news that poses a risk. There
will be some predetermined endorsing peers for verifying
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if the news submitted by a publication is valid or not. This
will stop any fake news from being published.

2 Literature review

Numerous researchers have ventured into the exploration
of blockchain technology and related solutions as a means
to address pressing issues in journalism. While these pio-
neering efforts have brought forth innovative approaches
and valuable insights, they are not without their limitations
and gaps. This literature review delves into these seminal
works, shedding light on their methodologies, findings, and
the constraints they faced. The objective is to place our study
within the broad canvas of existing research, highlighting the
unique contributions of our work and the potential avenues
for future exploration it uncovers. Detailed reviews of the
existing methodologies to strengthen the security in journal-
ism are provided in Table 1.

The proposed journalism strategy based on blockchain
and IPFS stands out in its novelty compared to existing
comparable works. While some prior studies have explored
blockchain applications in journalism, they often focus
on financial aspects, fake news detection, or data valida-
tion without explicitly addressing journalists’ privacy and
data protection. In contrast, our work offers a comprehen-
sive solution that integrates blockchain and IPFS to create a
secure environment where journalists can maintain their pri-
vacy, authenticate news, and protect data resources. Unlike
Agrawal et al.’s system [3], our proposal does more than
secure data-it ensures the safety of journalists by allowing
them to publish without revealing their identities. Contrary
to Bernabe et al.’s work [6], we provide practical imple-
mentations of privacy-preserving blockchain-based solu-
tions, specifically designed for journalism. In contrast with
Chen et al.’s study [9], our approach involves both news
organizations and end-users, providing a more comprehen-
sive defense against fake news. Lastly, unlike the system
proposed by Christodoulou and Christodoulou [10], our
solution allows users to directly verify the authenticity of
each published story, promoting transparency and trust in the
news distribution process. Overall, our novel system offers a
more robust, all-encompassing approach to ensuring secu-
rity, privacy, and truth in journalism.

3 Methodology

The proposed framework initiates with two essential pro-
cedures. Firstly, maintaining the internal operations of a
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Table 1 (continued)

&

Theoretical discussion, lack of implementation and

Limitations

Provided fresh insights on the potential of block-

Results

- Discussed a new approach to crowd journalism
using a blockchain-based infrastructure

Contribution and methodology
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evaluation

chain in crowd journalism

- Proposed a theoretical model for crowd journal-

ism

Specific to Hyperledger Fabric, not generalizable to

Provided useful insights on the performance and

- Performed performance benchmarking and opti-

Thakkar et al. [25]

other blockchain platforms

optimization of blockchain

mizing Hyperledger Fabric blockchain platform
- Conducted practical tests on the Hyperledger

Fabric blockchain

Not specific to journalism, lack of practical applica-

Offered a good base for understanding the tech-

- Provided a brief overview of blockchain technol-

ogy, Bitcoin, and Ethereum

Vujicic et al. [26]

tions

nologies

- Theoretical analysis and compilation of existing

work

Does not offer technological solutions

- Reviewed the concept of ‘post-truth’ in relation to  Offered insightful understanding of the challenges
journalism and fake news

Waisbord [27]

in modern journalism

- Theoretical analysis and review

Outlined the transformative potential of blockchain More of an overview, lacks in-depth analysis of

- Discussed the uses of blockchain in the field of

journalism

Abdelmohdy Abdelmoaty [28]

specific applications

in journalism

- Reviewed the potential and realized uses of block-

chain in journalism

journalism organization, and secondly, publishing news of
those organizations on two distinct blockchain platforms
based on the news type (Controversial and Noncontrover-
sial). Every news agency employs a Hyperledger to oversee
its internal operations, and the news is published on two dif-
ferent blockchain platforms. The overall methodology covers
information flow within the organization Hyperledger, infor-
mation flow from Hyperledger to two different blockchain
platforms, and the mechanism to regulate the disclosure of
the organization’s identity.

3.1 Transaction flow within journalism organization

The process within a journalism organization starts with
participant registration with the client. Subsequently, the
system administrator assigns certificates to the participants.
The number of participants can differ according to the organ-
ization. For example, it is up to the organization how many
editors are going to be there. Each reporter has a reporter
ID using which they can submit the report to the client. The
client, a web application in this context, acts as the medium
through which the organization’s members communicate
both with the blockchain and each another. The process con-
tinues with the editor, serving as an endorsing peer, receiv-
ing the submitted report. The editor then verifies the report’s
legitimacy and authenticity based on endorsement policies,
which refer to the rules and regulations of a particular news
reporting organization. The rules for a news organization
include restrictions on using vulgar content, sensitive words,
etc. Based on that determination, an endorsement response
is created. The endorsement response is sent back to the
client. The client sends the transaction (report) along with
the endorsement response to the orderers. The valid transac-
tions are compiled into a block by the orderers and deliv-
ered to the anchor peer. The anchor peer, the organization’s
sub-editor collects the transaction block and filters out the
invalid transactions based on the endorsement response. The
anchor peer then finalizes the block and sends it to the peers,
who add the legitimate transactions to Hyperledger, creating
the final news report. Anchor peer utilizes a public-private
key pair for publishing the news. No other participants need
to know the key pair. Figure 1 shows the information flow
among participants and Fig. 2 shows the information flow
between peers in greater detail and defines the parts of dif-
ferent participants of the organization. The algorithm to for-
ward a transaction among the participants in Hyperledger is
provided in Algorithm 1.

3.2 Generating key pairs (public-private)
Key pairs are required in blockchain technology to ensure the

ownership of an asset, but it has more significance than that
in our system. The public key, along with the organization’s
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identity, is provided to the public in case of publishing non-
controversial news, but in case of controversial news, the
public key is provided without the organization’s identity.
Using the same public key for publishing news of both types
may jeopardize privacy. Hence, in our system, two pairs of
public-private keys are required, one for publishing non-
controversial news and another for publishing controversial
news. These key pairs are generated using the SECP256K1
cryptographic algorithm SECP256K1 algorithm is com-
monly known for being used in Bitcoin and Ethereum. We
considered using this algorithm because it provides smaller
key sizes than other cryptographic algorithms, hence the
verification is faster. Furthermore, a 3072-bit RS public
key’s security is comparable to that of a 256-bit SECP256K 1
RSA public key. All the points that satisfy the Eq. (1) form
a SECP256K1 elliptic curve:

Fig. 1 Utilization of smart
contract and defining assets and

y2=x3+ax+b (1

where x is the public key on the elliptic curve, y is the pri-
vate key on the elliptic curve, a & b is the constants that rep-
resent the limited field across which the curve is generated.

3.3 Signature generation

Digital signature is used to validate the identity of the trans-
action sender. The ECDSA algorithm is utilized to create
and validate the signature. To create and validate the signa-
ture, we utilized the ECDSA algorithm. In comparison to
other signature generation and verification algorithms like
RSA, the ECDSA key is harder to crack since the Elliptic
Curve Discrete Logarithm Problem (ECDLP) must be solved
first. It is generated using a message and a private key. The
Fgya_»s56 hashing algorithm is first used to create a 256-bit

)
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1. STRUCT NewsReport(ID, ReporterID, NewsType, PublishedDate, TimeofReporting, Location, ReportHeading. ReportBody)
2. LIST NewsReportList
3. DICTIONARY EndorsementPolicies
4. DICTIONARY RegisteredParticipants
5. PROCEDURE RegisterParticipant(Participant)
6. Certificate = AssignCertificate(Participant)
7. RegisteredParticipants. ADD(Participant.ID, Certificate)
8. END PROCEDURE
9 PROCEDURE ReportSubmission(NewsReport)
10. IF NewsReport ReporterID IN RegisteredParticipants THEN
11. NewsReportList ADD(NewsReport)
12. Editor Review(NewsReport)
13. ENDIF
14. END PROCEDURE
15. PROCEDURE Editor. Review(NewsReport)
16. IF EndorsementPolicies[NewsReport NewsType] IS_VALID(NewsReport) THEN
17. SEND EndorsementResponse(VALID, NewsReport)
18. ELSE
19. SEND EndorsementResponse(INVALID, NewsReport)
20. END IF
21 END PROCEDURE
22. PROCEDURE ProcessTransaction(NewsReport, EndorsementResponse)
23, Orderer. Assemble Transaction(NewsReport, EndorsementResponse)
24. END PROCEDURE
25. PROCEDURE Orderer. Assemble Transaction(NewsReport. EndorsementResponse)
26. Block = NEW Block(NewsReport, EndorsementResponse)
27. SEND Block TO AnchorPeer
28. END PROCEDURE
29. PROCEDURE AnchorPeer. Validate(Block)
30. IF Block Report.OrganizationPublicKey IN RegisteredOrganizations THEN
3L SEND Block TO Peers
32. END IF
33. END PROCEDURE
34 PROCEDURE Peers. AddToHyperledger(Block)
35. Hyperledger. ADD(Block)
36. END PROCEDURE

Algorithm 1 Flow of transactions within organization

hash from the message. After that, the hash is encrypted
using the sender’s private key to create the signature. The
signature generation process can be represented by the Eq.

Q2):

Signature = F ;..o o,(Fspia_se(message)). )

3.4 Publishing news of the organizations to a common
platform

The organization decides whether to publish a news report
along with or without the identity of the organization. The
organization has two pairs of private keys and public keys:
one pair for publishing controversial news, and another pair
for publishing non-controversial news. There are two plat-
forms for publishing news: a semipublic blockchain platform
for publishing controversial news and an Ethereum platform
for publishing noncontroversial news. The process of trans-
ferring a journalism organization’s news-type assets from
Hyperledger to an Ethereum-based blockchain platform is

@ Springer

facilitated by Interledger or Cosmos. In order to transfer
assets of news reports from Hyperledger to Ethereum using
Interledger, a user initiates a transaction on the Hyperledger
network by sending a request to a Hyperledger node. The
Hyperledger node processes the transaction, which involves
validating the authenticity and integrity of the news assets.
Once verified, the node sends a message to an Interledger
connector, indicating that the news assets need to be trans-
ferred to the Ethere-um network. The Interledger connec-
tor converts the transfer trans-action request into a format
that is compatible with the Ethereum network and sends
it to an Ethereum node. The Ethereum node processes the
transaction on the Ethereum network, updating rele-vant
accounts and smart contracts associated with the assets of
news reports. This process may involve updating the owner-
ship, licensing, or access rights to the news assets in ques-
tion. Once the transaction is confirmed on the Ethereum
network, the Interledger connector sends a message back
to the Hyperledger node indicating that the assets of news
reports have been successfully transferred. The Hyperledger
node can then update its own records to reflect the successful
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completion of the transaction which has been used for inter-
ledger transfer of report-type assets.

3.5 Publishing controversial news

Publishing contentious news without disclosing the name of
the reporter or the reporting organization is one of our sys-
tem’s key characteristics. For publishing contentious news,
the news report is encrypted using the organization’s private
key, which may then be decrypted using the correspond-
ing public key of that specific key pair. The encrypted news
report is delivered to a trusted third party. An anchor peer
will be randomly chosen as a trustee to carry out the valida-
tion by comparing the public key obtained with the news
report and the public keys of previously registered organi-
zations. The random anchor peer is selected from the set of
Sub-Editors assigned for each organization. A minimum of
three anchor peers (minimum requirement of Hyperledger
Fabric) selected from every organization on mutual agree-
ment. The random selection is done by using the ‘secrets’
module of Python where the anchor peer IDs will be given
as parameters and the module returns a randomly chosen
anchor peer ID which performs the validation process for
a particular period. The report is published only if both the
public keys match. While publishing the news to the semi-
public blockchain for common interest, only the report along
with the public key is sent without mentioning which organi-
zation it belongs to, keeping the identity secret. To prevent
the organization publishing the news from being traced, the
trustees will share the keys with the audience instead of the
organization. A trusted third party will be responsible for
verifying that the news is authentic and is coming from a
trusted organization. Selected anchor peers will do this task,
who will be known as trustees. To keep the identities of
the organizations hidden from the audiences, Identity Mixer
technology is used in our systems. One anchor peer from
each organization will be assigned as a certificate authority.
In Identity Mixer, a certificate authority is a trusted entity
that issues digital certificates to users. These certificates con-
tain information about the user’s identity and are signed by
the CA using its private key. In our system, news received
by the trustee module is issued a digital certificate by the
selected endorsing peer of that organization who is already
assigned as a CA. When a user wants to authenticate to a
third party, they present their certificate as proof of their
identity. Certificate Authorities (CA) make the public key
available to the blockchain participants. The participants will
not be allowed to see the logical level, they will only see the
public keys without knowing which public key belongs to

which CA. Finally, the user or common people have access
to read the news from the semipublic blockchain platform.
The pictorial representation of this process is illustrated
using Fig. 3.

3.6 Publishing noncontroversial news

To publish non-controversial news, the news report is
encrypted using the other keypair’s private key, which is
only constructed for non-controversial news, and then pub-
lished on the Ethereum-based blockchain. The encrypted
news report can then be decoded using the keypair’s corre-
sponding public key. The organization uploads the encrypted
report to Ethereum, a public blockchain, along with its pub-
lic key and identity. Since there is no need to conceal the
identity, there won’t be any intermediate trustee in between.
So, organizations can send the encrypted news report along
with its public key and identity. The published news report
can be viewed by the general public and they are able to
identify the news organization. Figure 4 portrays the infor-
mation flow from a news organization to blockchain plat-
forms for publishing news. The algorithms for publishing
both controversial and non-controversial news are repre-
sented using Algorithm 3.

3.7 Securing organization resources using IPFS

Every organization utilizes an IPFS network to store nec-
essary data, including media files related to news reports
which they want to be secured or not to be altered with.
As block-chain can only store textual data, we need a
secure data storage platform to securely store media files
related to news reports. IPFS is decentralized and P2P-
based storage which is similar to the cloud but operates
almost exactly like the blockchain algorithm. After the
media data is stored on the IPFS, the media data is split
into multiple chunks of 256 KB in size. The chunks are
distributed across a number of network users. A distrib-
uted hash table stores the locations of the chunks and the
paths to each peer. There is a unique hash generated for
every chunk. The SHA-256 algorithm is used to generate
a Content Identifier that combines all the chunk hashes
of a particular media data. This Content Identifier is used
to retrieve the data from the IPFS. If a chunk gets modi-
fied or tampered with, the hash for that chunk will also
change, hence the Content Identifier of that media data
also changes. All the chunks of media data are checked
with the checksum verification algorithm, so any changes
in the data can be easily traced.

@ Springer
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Fig. 3 Publishing controversial news to semi-public blockchain platform using certificate authority

3.8 Interaction with asset and historian registry

Asset registry and historical registry are the two different
types of registries available in Hyperledger. News reports
are eventually recorded on the asset registry, and the history
of the transactions that were carried out to produce them is
kept on the historian registry. Interaction with the asset reg-
istry and historian registry for executing a transaction is an
integral part of the process. The news report may be stored,
read, and updated, but previous versions cannot be deleted.
The transactions in the historical registry can be stored and
viewed but cannot be updated or deleted [29]. Interaction
with the asset registry and historian registry for executing a
transaction is shown in Fig. 5. Also, the algorithm for utiliz-
ing asset and historian registries to process the transactions
can be found in Algorithm 3.

Fig. 4 Information flow from
hyperledger to blockchain-based
publication platforms

Controversial News

News/
Report

News/
Report

News/
Report

Public Key
Without
Identity

4 Result analysis

This section evaluates the performance of blockchain
platforms used in our proposed system based on aver-
age execution time, latency, and throughput. Hyperledger
Fabric consistently performs better than Ethereum in all
scenarios.

In Fig. 6, we examine the differences in execution time for
various numbers of transactions across different platforms
and functions. As the number of transactions increases, SO
does the execution time. Hyperledger consistently outper-
forms Ethereum with lower execution times across all data
sets. Additionally, the difference in execution time between
Hyperledger and Ethereum grows larger as the number
of transactions increases. For a high volume of transac-
tions, Ethereum provides better performance for GetNews

Public Key
With
Identity

Noncontroversial News

Public Key
without
Identity

Public Key
with Identity

News/
Report

News/
Report

News/
Report

Public Key
without
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Hyperledger
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1103

Algorithm 2 Publishing con-
troversial and non-controversial
news on shared platforms

PROCEDURE GenerateKeys()
PublicKey NC, PrivateKey NC = SECP256K1.GeneratePair()
PublicKey C, PrivateKey C = SECP256K1.GeneratePair()

RETURN PublicKey NC, PrivateKey NC, PublicKey C, PrivateKey C

PROCEDURE PublishControversialNews(NewsReport, PrivateKey C, PublicKey C)
EncryptedReport = ENCRYPT(NewsReport, PrivateKey C)
SEND(EncryptedReport, PublicKey C, OrganizationID) TO Trustees

1
2
3
4.
5. END PROCEDURE
6
7
8
9

END PROCEDURE

10. PROCEDURE PublishNonControversialNews(NewsReport, PrivateKey NC, PublicKey NC)
11. EncryptedReport = ENCRYPT(NewsReport, PrivateKey NC)
12. SEND(EncryptedReport, PublicKey NC, OrganizationID) TO EthereumPlatform

13.  END PROCEDURE

14. PROCEDURE ValidateControversialNews(EncryptedReport, PublicKey)

15. IF PublicKey IN RegisteredOrganizations THEN

16. NewsReport = DECRYPT(EncryptedReport, PublicKey)
17. IF Editors.Validate(NewsReport) THEN

18. PUBLISH(NewsReport)

19. END IF

20. END IF

21. END PROCEDURE

22.  PROCEDURE ProtectJournalismResources(IPFSNetwork, Data)

23. Chunks = DIVIDE(Data, 256KB)

24. FOR EACH Chunk IN Chunks

25. CID = SHA256(Chunk)

26. IPFSNetwork. ADD(Chunk, CID)
27. END FOR

28.  END PROCEDURE

(133.55 s) as compared to UpdateNews (477.69 s) and Creat-
eNews (485.43 s). This is due to the fact that GetNews trans-
actions do not bring any modifications to the assets and only
fetch the existing assets by executing SQL queries. While
Create-News creates news assets with every attribute defined
in the asset definition, UpdateNews does not usually update
all of the attribute values of a particular ‘news’ asset, thus
requiring less amount of time. Therefore, the workload for
UpdateNews is around half that of CreateNews. For a batch of
10,000 news items, UpdateNews and CreateNews take 41.13
and 62.58 s, respectively, when executed on Hyperledger.
Conversely, they take 477.69 and 485.43 s, respectively, when
executed on Ethereum. These results demonstrate noteworthy
variations in data management and access between the two
platforms.

Figure 7 illustrates a log-log graph that compares the
average latency of CreateNews transactions in five sepa-
rate experiments for both Hyperledger and Ethereum. For
a single transaction, Hyperledger has an average latency of
0.11 s, whereas Ethereum has an average latency of 0.23 s.

In the case of 10,000 transactions, the Hyperledger’s exe-
cution time remains below 100 s but Ethereum requires
almost 1000 s. Although Ethereum’s latency is initially
twice as high as Hyperledger’s, as the number of transac-
tions increases, Ethereum’s latency deteriorates considerably
compared to Hyperledger’s.

Figure 8 displays a comparison of the average through-
put for Hyperledger and Ethereum in five experiments.
In the case of executing small amounts of transactions,
the difference between Hyperledger and Ethereum is com-
paratively low. For example, in the case of only 1 and
10 transactions, Ethereum delivers a TPS rate of 4.69
and 27.49 while Hyperledger achieves almost double the
TPS rate of Ethereum (10.51 and 68.02 txns/s). For 100,
1000, and 10,000 transactions, the difference is intensely
significant and Hyperledger demonstrates almost 8 times
more TPS rate than Ethereum. The data also shows that as
the number of transactions varies, the change in average
throughput for Hyperledger is relatively larger than that
of Ethereum.
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Algorithm 3 Processing organi-
zational transactions (reports)
via hyperledger’s registries

@ Springer
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STRUCT Asset(ID, Details, Owner)
DICTIONARY Assets
LIST Peers
PROCEDURE Initializel edger(PredefinedAssets)
FOR EACH Asset IN PredefinedAssets
TransactionProposal = CREATE TransactionProposal(ADD, Asset)
EndorsementResponses = SEND TransactionProposal TO Peers
IF ALL Peers ENDORSED TransactionProposal THEN
CommitTransaction(TransactionProposal, EndersementResponses)
END IF
END FOR
END PROCEDURE
PROCEDURE CreateNewAsset(Asset)
IF Asset.ID IN Assets THEN
ERROR. "The asset {1d} already exists"
ENDIF
TransactionProposal = CREATE TransactionProposal(ADD, Asset)
EndorsementResponses = SEND TransactionProposal TO Peers
IF AIT Peers ENDORSED TransactionPropesal THEN
CommitTransaction( TransactionProposal, EndorsementResponses)
ENDIF
END PROCEDURE
PROCEDURE ReadAsset(ID)
IF ID NOT IN Assets THEN
ERROR. "The asset {id} does not exist”
ENDIF
RETURN Assets[ID]
END PROCEDURE
PROCEDURE UpdateExisting Asset(ID, UpdatedDetails)
IF ID NOT IN Assets THEN
ERROR. "The asset {1d} does not exist"
ENDIF
Assets[ID] Details = UpdatedDetails
END PROCEDURE
PROCEDURE DeleteAsset(ID)
IF ID NOT IN Assets THEN
ERROR. "The asset {1d} does not exist"
ENDIF
TransactionProposal = CREATE TransactionProposal(DELETE, ID)
EndorsementResponses = SEND TransactionProposal TO Peers
IF AIT Peers ENDORSED TransactionPropesal THEN
CommitTransaction( TransactionProposal, EndorsementResponses)
ENDIF
END PROCEDURE
PROCEDURE CheckAssetExists(ID)
RETURN ID IN Assets
END PROCEDURE
PROCEDURE TransferOwnership(ID, NewOwner)
IF ID NOT IN Assets THEN
ERROR. "The asset {1d} does not exist"
ENDIF
PreviousOwner = Assets[ID] Owner
Assets[ID].Owner = NewOwner
RETURN PreviousOwmner
END PROCEDURE
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Figure 9 illustrates the mean memory consumption,
measured in megabytes (MB), for various Blockchain
platforms when performing Identity Issuance, Query, and
CreateNews operations. A substantial disparity is evident
between Ethereum and Hyperledger Fabric’s memory usage,
with Ethereum requiring nearly 20 times more memory than
all Hyperledger Fabric versions. This finding indicates that
Ethereum demands considerable memory resources during
benchmark testing. Regarding the Hyperledger Fabric plat-
forms, memory consumption escalates as the Fabric version
advances up to 2.2.3, at which point a decrease in memory
usage is observed. This reduction may be attributed to the
latest Fabric version incorporating enhanced hardware opti-
mization capabilities.

Figure 10 depicts the mean CPU consumption in percent-
ages for each Blockchain framework during the execution
of Identitylssuance, Query, and CreateNews operations.
Similar to the experimental results of the memory usage,
Ethereum requires greater CPU re-sources in comparison
to all Hyperledger Fabric variants. While the difference
between Ethereum 2.0 and Fabric 1.2.13 in the Identityls-
suance operation is relatively small, Ethereum demonstrates
a substantial CPU utilization for both the Query and Creat-
eNews processes.

To evaluate our system, we collected sample news from
different sources and created an instance based on that which
is shown in Table 2.

To estimate the costs associated with running a
Hyperledger Fabric-based blockchain for a news reporting
organization, we conducted a cost analysis considering the
hourly cost of each node type, hard-ware, and infrastructure
costs shown in Table 3.

Transactional Data Regarding ‘

the Updation of News Report Historian Registry ‘

1 Storing Transactions 7
2 View Transactions
3 Update Transactions g

@ 4 Delete Transactions

Our analysis assumes that the organization has the fol-
lowing nodes: one System Admin, one Network Admin, five
Endorsers (Editor), one Orderer, one Anchor Peer (Sub-Edi-
tor), and five Normal Peers. Based on an average salary for
each role in the Unit-ed States, we estimated the hourly cost
for each node type and calculated the total monthly and yearly
costs. Additionally, we considered hardware and infrastruc-
ture costs, including the cost of servers, storage, and network
equipment. Our analysis shows that the total monthly cost for
running the Hyperledger Fabric network for a news reporting
organization with the given nodes is approxi-mately $3,28,500
including both personnel and hardware costs. The total yearly
cost for running the network is estimated to be $30,03,000
It’s important to note that these estimates are approxi-mate
and may vary depending on various factors such as location,
vendor, and specific hardware requirements.

5 Conclusion and future scope

In conclusion, our paper presents a novel journalism strategy
based on blockchain and the IPFS to preserve journalists’
privacy, secure news data, and protect data resources. This
approach can revolutionize journalism, ensuring that jour-
nalists can report the news without fear of reprisal, censor-
ship, or data theft. It can also increase trust and transparency
in media organizations by providing a verifiable and tamper-
proof record of news content.

The current system employs Hyperledger for internal
operations and utilizes Ethereum and semi-public block-
chain for publishing non-controversial and controversial
news respectively. Extending this system to include other
blockchain platforms could enhance its applicability and
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Fig. 6 The execution time of Ethereum and Hyperledger as the num-
ber of transactions increases (1, 10, 100, 1000, 10,000 transactions)
in logarithmic scales. The sub-plots present the outcomes of three
distinct functions: a GetNews, b Update-News and ¢ CreateNews,
respectively

interoperability. As the system expands to accommodate
more organizations and larger volumes of news data,
potential performance and scalability issues will need to
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Fig. 9 Average memory consumption of Hyperledger Fabric and
Ethereum

be addressed. Future studies could focus on optimizing
blockchain’s performance, increasing transaction speed,
and ensuring the system can scale effectively. Additionally,
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exploring advanced algorithms to verify content authentic-
ity, integrating Al and NLP technologies, and addressing
regulatory implications will enhance the system’s scalabil-
ity, security, and user experience. Last but not the least, the
system’s effectiveness hinges on the selection of reliable
trustees. Future research could explore more sophisticated
trustee selection algorithms or mechanisms, ensuring a
high level of system integrity. Further studies can focus
on real-world applications, conducting case studies with
news organizations to validate its effectiveness. By explor-
ing these areas, we can continue to evolve and improve the
system, ensuring it remains effective, robust, and relevant
in the changing landscape of digital journalism.

Table 2 Various news report collected from different news report organizations in Bangladesh

Asset Reporter ID News type

Published date Time of reporting Location

Report heading

Report body

1

10

180,253 Political event 17.10.2022
310,945 Sports 05.10.2022
471,252 Weather & Forecast 20.09.2022
209,042 Opinion 2022-09-16
507,031 Political event 2022-09-14
603,015 Political event 2022-09-11
409,021 Opinion 2022-09-09
205,072 Political event 2022-09-10
209,042 Political event 2022-09-07
105,023 Opinion 2022-09-12

03.07.30

09.20.00

10.44.02

15:45:00

08:20:00

14:30:00

16:20:00

11:00:00

17:50:00

09:55:00

Uttar Pradesh, India

Dhaka, Bangladesh

Bhutan

London, UK

Beijing, China

Moscow, Russia

Sydney, Australia

Paris, France

Odesa, Ukraine

New York City,
USA

Police Dog Helps
Solve “Blind
Murder Mystery”

Replacement of
Sakib: New Cap-
tain Selected

The Earth Shook
More Severely

The Importance of
Space Explora-
tion

Trade Deal Signed
Between China
and Australia

Russia-Ukraine
Peace Talks Show
Progress

The Power of
Social Media in
Shaping Public
Opinion

G7 Summit
Concludes with
Climate Agree-
ment

Overnight Russian
strikes on Odesa
caused significant
structural dam-
age, destroyed
church

The Role of Artifi-
cial Intelligence
in Modern
Society

A 15-year-old boy
was murdered and
his body was..

During Bangladesh’s
recent home series
against..

On 19th September
2022, at about..

In a world facing
numerous chal-
lenges..

China and Australia
signed a landmark..

Peace talks between
Russia and
Ukraine..

Social media plat-
forms have become
powerful..

The G7 Summit con-
cluded today with a
historic..

Russian strikes on
Odesa overnight
damaged..

Al continues to shape
various aspects..
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Table 3 Estimated cost-analysis of proposed system

Node type Hourly =~ Monthly cost Yearly cost (USD) Server cost (USD) Stor- Network  Total Total yearly
cost (USD) age cost  cost monthly cost cost (USD)
(USD) (USD) (USD) (USD)
System admin $75 $15,000 $180,000 $8,000 $1,000 $500 $24,500 $294,000
Network admin $50 $10,000 $120,000 $8,000 $1,000 $500 $19,500 $234,000
Endorser (5 per- $125 $31,250 $3,75,000 $20,000 $5,000 $2,500 $58,750 $705,000
sons)
Orderer $50 $10,000 $120,000 $8,000 $1,000 $500 $19,500 $234,000
Anchor peer (5 $125 $31,250 $3,75,000 $20,000 $5000 $2500 $58,750 $705,000
persons)
Normal peer (5 $50 $1,00,000 $12,00,000 $40,000 $5,000 $2500 $1,47,500 $17,70,000
persons)
Total monthly cost $3,28,500 $30,03,000
Data Availability The data that support the findings of this study 9. Chen Q, Srivastava G, Parizi RM, Aloqaily M, Al Ridhawi I

are available from the corresponding author upon reasonable request.
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