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Abstract The purpose of this study is to secure data in
internet of medical things (IoMT) environment while sav-
ing energy to improve objects lifetime. Therefore, a new
LightWeight energy-efficient Block Cipher based on DNA
cryptography named LWBC_DNA is proposed in this paper.
This cipher combines both DNA and lightweight cryptog-
raphy and uses a hybrid Substitution Permutation Network
and Feistel Network structure. LWBC_DNA cipher encrypts
blocks of 64 bits under a key of only 16 bits through 16 itera-
tive rounds using simple operations such as concatenation,
XOR, and XNOR in order to produce a 32-bit ciphertext.
Performance and security evaluation proved that LWBC_
DNA cipher provides excellent security performance and
satisfies IoMT devices requirements in terms of simplicity,
storage space, and energy consumption. Besides, security
analysis confirms that the LWBC_DNA cipher is very pow-
erful against various cryptographic attacks.
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1 Introduction

Internet of things (IoT) is a communication technology that
represents a network of interconnected objects which have
enhanced capabilities to interact with each other as well as
with humans and the world around them to accomplish a
variety of services [1]. The communication between objects
and their surrounding is ensured through the use of sensors.
Thus, IoT can be considered as a network of sensors that
collect data. The use of sensors in IoT objects makes these
objects able to sense any changes in their environment and
make autonomous decisions [2]. Therefore, IoT applications
based on embedded devices equipped with computational
and internet connectivity capabilities direct the world to
become smarter through several real-life applications in
different daily life application areas such as learning, trans-
portation, building, healthcare, agriculture, and manufactur-
ing [3].

The healthcare domain is an essential part of life and has
great societal importance, especially with the increase in
chronic diseases such as heart disease, diabetes and cancer,
and more particularly in recent years with the outbreak of
the 2019 coronavirus (COVID-19) global pandemic [4]. The
two main aspects that significantly help in controlling the
spread of the COVID-19 virus are adherence to social dis-
tancing recommendations and effective patient tracking and
tracing [5]. IoT technology has the ability to provide remote
monitoring and data collection services, which makes this
technology a critical aspect in combating virus pandemics
propagation and particularly in improving the healthcare
domain. The integration of IoT technology in medical sys-
tems is referred to as the internet of medical things (IoMT)
[4]. While the internet of medical things offers many ben-
efits, it also faces several challenges. Security and privacy
are among the main [oMT challenges, especially since
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healthcare systems deal with delicate medical data that is
often essential to life [6]. Thus, a new IoMT security method
has been developed in this study.

The residual paper starts with an overview of the loMT
technology. The previous works related to the pertinent field
are presented in Sect. 3. Section 4 describes in detail the
working of the proposed cryptographic algorithm, while its
implementation and performance evaluation are discussed
in Sect. 5. Finally, the paper is concluded with a conclusion
and future research.

2 Internet of medical things (IoMT)

The internet of medical things is a variant of IoT technol-
ogy tailored for the healthcare field, so it can be defined as
a set of medical devices and applications connected to each
other and to the internet in order to carry out a number of
functions, the most important of which is remote monitor-
ing [5]. The healthcare sector can be considered the big-
gest beneficiary of IoT technology due to the large number
of IoMT features in diverse areas including patient safety,
exercise, health monitoring, diagnostics tools, drug delivery,
and many other medical applications [7]. Although [oMT
has many features, it also faces many challenges. Security
is one of the biggest issues of this technology, especially as
the healthcare field handles sensitive data. Further, in this
field, it is not sufficient to simply sense and transmit data; it
must also ensure that it is secured during transmission. Thus,
IoMT data security and protection is crucial and strong cryp-
tographic methods are paramount requirements for secur-
ing and protecting this information [6]. These cryptographic
methods provide patient privacy and data security against
many dangerous attacks. Conventional cryptographic meth-
ods consume an excessive amount of battery power, compu-
tational power, and physical space [8]. In [oMT world, these
requirements make these methods inefficient or difficult to
implement because IoMT things are constrained devices
(i.e., limited in treatment and energy). Therefore, selecting
the appropriate cipher that can provide maximum security
while using minimum resources is a challenging task for
IoMT devices.

LightWeight Cryptography (LWC) is a new cryptogra-
phy field that seeks to offer solutions suitable for resource-
constrained devices [9]. LWC algorithms are classified into
symmetric and asymmetric algorithms. While addressing
security issues for IoMT devices, lightweight symmetric
algorithms are more beneficial as they use only one key to
encrypt and decrypt data providing a simplified and faster
operation. Unlike lightweight asymmetric algorithms that
use a public and private key pair, one key is used in encryp-
tion and an alternate key is used in decryption, which makes
them more complex, slower, and need more computational
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power [8]. Lightweight symmetric algorithms include light-
weight stream ciphers, lightweight block ciphers, and light-
weight hash functions. The lightweight block cipher type
is more efficient and practically easier to implement when
securing IoMT objects [10]. Substitution Permutation Net-
work (SPN) and Feistel-based Network (FN) are the two
main structures of lightweight block cipher algorithms. FN
structure algorithm splits the block into two equal-sized
blocks known as the left block and right block. In each
round, a round function is applied to the key and the right
block; the output is XOR-ed into the left block. Then, Blocks
are swapped. On the other hand, the SPN structure algorithm
is designed to work with the whole data block without need-
ing to split it, where the data block is passed through several
alternating rounds of substitution boxes (S-boxes) and per-
mutation boxes (P-boxes) [9].

In contrast to block ciphers based on SPN structure, FN
block ciphers take a long time and require a high number
of rounds which results in consuming a large amount of
energy. On the other hand, they have the same program for
encryption and decryption processes as well as a small and
simple round function, which leads to reduced hardware
implementation costs [9]. In conclusion, FN structure is a
good choice for applications where the implementation cost
is more important than the security level, and SPN struc-
ture is preferred for applications where moderate security
is needed. While the SPN-FN structure combination takes
advantage of the features of both structures, achieving the
objective of this research, which is securing IoMT objects
while saving energy.

3 Related works

Lang Li et al. [11] proposed in 2016 an ultra-lightweight
block cipher named QTL. This cipher uses a combination
of both SPN and FN structure to cipher blocks of size 64
bits under keys of lengths 64 or 128 bits through 16 and 20
iterative rounds. QTL cipher uses four round sub-keys and
two main operations, AddConstants and AddRoundKey, to
encrypt data. The encryption and decryption algorithms are
the same except for the round constants and round sub-keys
which are used in reverse order to decrypt data. In order to
mitigate the amount of area requirement and power con-
sumption cost, this cipher avoided using a key schedule. The
implementation of QTL required 1025.52 GE for QTL-64
and 1206.52 GE for QTL-128. According to the security
evaluation of QTL block cipher performed by [12], QTL
is not resistant to the standard statistical attacks on block
ciphers and this is the principal drawback of this approach.

In 2017, a new lightweight encryption algorithm with a
hybrid structure called Secure IoT (SIT) was developed [13].
SIT uses a 64-bit key to encrypt 64-bit blocks through five
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iterative rounds. Key expansion and Encryption are the two
fundamental processes of SIT cipher. The Key expansion
process is responsible to generate five unique keys used in
the five rounds of the Encryption process. Both processes,
Key expansion and Encryption, use very basic operations
such as concatenation, XOR, and shifting. The research con-
ducted in [14] employed the SIT lightweight block cipher to
encrypt medical images. The results proved that this cipher
provides sufficient security for medical images and has
higher entropy', and better NPCR and UACI>. However, a
detailed analysis of possible attacks has not been conducted.
SEN [15] is another lightweight block cipher that has a
hybrid SPN and Feistel network structure. It was created in
2018 to be applied in constrained environments. SFN cipher
uses 32 iterative rounds to cipher a 64-bit block under a key
of 96 bits. This key is divided into two keys, the round key
and the control key that are 64-bit and 32-bit respectively.
This cipher is designed to be compact in both hardware envi-
ronment and software platforms, where its hardware imple-
mentation requires 1876.04 GE. SFN cipher security analy-
sis proves its immunity against several attacks, including
related-key attacks, algebraic attacks, integral attacks, etc.
Nevertheless, according to the comparative analysis of the
most popular lightweight block ciphers performed by [16],
the SEN cipher is not optimal in terms of size and speed.
In 2020, a new lightweight block cipher that is well suited
for IoT communication called LRBC was introduced by Bis-
was and al. [17]. The cipher LRBC has a hybrid type struc-
ture (i.e., SPN and Feistel structure), a key size of only 16
bits, and a block size of 16 bits. There are 24 iterative rounds
in this cipher; each round uses simple logical operations
such as XOR operations, XNOR operations, concatenation,
and transposition process. LRBC ensures high security with
a balanced area and power consumption, where it takes for
hardware implementation an area of 258.9 GE. Additionally,
its smaller key size and key-consideration method allow it
to consume less power and memory. The LRBC security
evaluation demonstrated a security level of the cipher, where
the avalanche effect is determined to be 55.75% and 58%
concerning key and plaintext respectively, with robustness
against linear, differential, and side channel attacks.
Hybrid Lightweight Cipher Algorithm (HLCA) was pre-
sented in 2021 by Al-Rahman and al. [18]. This cipher utilizes
a mixture of SPN and FN structures and a 64-bit key to encrypt
a 64-bit block in 10, 16, or 20 iterative rounds. At each round,
one of the round function structures, Feistel round function or

! Entropy is an indicator of information randomness. It is used to
measure the randomness of data after encryption.
2 NPCR (Number of Changing Pixel Rate) and UACT (Unified Aver-
aged Changed Intensity) are the two most common factors used to
evaluate the strength of image encryption ciphers.

Table 1 General characteristics of SPN-FN structure lightweight
block ciphers

Cipher Year Block Key size (bits) Rounds Area (GE)
size
(bits)
QTL 2016 64 64/128 16/20 1026
SIT 2017 64 64 05 -
SEN 2018 64 96 32 1876.04
LRBC 2020 16 16 24 258.9
HLCA 2021 64 64 10/16/20 -
LCB 2021 32 64 10 224

SPN round function, is chosen to cipher data. The determina-
tion of the round function structure is based on the binary bit-
value of the secret key. The Feistel round function is selected
if the binary bit-value is equal to zero; otherwise, the SPN
round function is selected. Results of cipher implementation
and evaluation with text and image data proved the strength
and security level of the cipher using several important met-
rics including avalanche effect, execution time, correlation,
entropy, NPCR and UACI. Nevertheless, a comprehensive
analysis of potential attacks has not been performed.

Another lightweight block cipher that uses a combina-
tion of SPN and Feistel structure to secure IoT devices was
designed in 2021 [19]. This cipher, called LCB, operates
with a block size of 32 bits and a key size of 64 bits. LCB
cipher encrypts data in 10 rounds using simple opera-
tions such as XOR, bit scrambling, and concatenation. The
decryption process of this cipher is the reverse manner of the
encryption process. LCB needs a hardware area of 224 GE.
This secure cipher satisfies the requirements of resource-
constrained devices in terms of simplicity, power, and stor-
age space. LCB cipher provides excellent security perfor-
mance with an avalanche effect of 63.875% and 63.125%
for plaintext and key respectively. Besides, it is immune to
different types of cryptographic attacks.

Table 1 shows a comparison between the above discussed
SPN-EN structure lightweight block ciphers; this compari-
son is based on the general characteristics of each cipher.
All block ciphers convert a number of data bits into another
form through a limited number of rounds using a number of
bits as a key. These ciphers vary in their resource utilization
(hardware implementation, energy consumption, etc.). Due
to the applications variability and their requirements, it is
difficult to define an algorithm that is suitable for all types
of applications and devices. Since most IoMT objects are
battery-powered devices where energy is limited and batter-
ies are the only power source, securing IoMT devices needs
a lightweight cipher with SPN-FN combined structure and
consumes less energy. Among the SPN-FN ciphers com-
pared above, the LRBC cipher is chosen as the focus of the
study because it is the most suitable for [oMT devices in
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terms of security and energy consumption. The parameters
that can reduce energy consumption and optimize [oMT
devices’ battery lifetime are key size, the number of rounds,
and hardware implementation. LRBC cipher has a small key
size, a moderate number of rounds, and a small hardware
implementation which reduce energy consumption.

4 Overview of proposed algorithm

DNA cryptography [20] is a branch of biological science
that combines cryptography with molecular biology for data
hiding and more secure data transmission. In this cryptog-
raphy field, data is encoded using four nucleotide bases,
namely: A, T, C, and G for respectively Adenine, Thymine,
Cytosine, and Guanine. These nucleotides are complemen-
tary in pairs, where the pairs (C, G) and (A, T) complement
each other [21]. The main advantages of DNA cryptography
are its minimal power and storage requirements.

The proposed cipher named LWBC_DNA, which combines
both DNA and lightweight cryptography, provides a simple
structure suitable for the IoMT environment. This cipher is a
lightweight symmetric key block cipher with a hybrid SPN and
Feistel network structure. It uses simple logical operations like
concatenation, XOR, and XNOR operations. In the symmet-
ric key algorithm, the data is encrypted by passing it through
several rounds, where increasing the number of rounds ensures
better security but leads to an increase in energy consumption.
To maintain the strength of the encryption process, crypto-
graphic algorithms are typically designed to take an average of
10 to 20 rounds [15]. Therefore, the proposed algorithm uses
an average number of rounds (16 rounds) to cipher data, which
ensures a security level and also minimizes energy consump-
tion. LWBC_DNA works with a 64-bit data block, thus the
lengthy plaintext is divided into several blocks of 64-bit length
that are processed sequentially. The final ciphertext is obtained
by merging the processing results of all data blocks. The block
of 64 bits is encrypted using a secret key of size 16 bits and
three main operation layers, DNA coding layer, Encryption
layer, and DNA_ASCII layer.

4.1 Key generation

Building a lightweight cryptographic process requires strong
and simple key generation. In the proposed method, four
sub-keys K; (0<i<3) with 4 bits each are used in both
encryption and decryption operations. These four sub-keys
are derived from the main secret key which consists of 16
nucleotides N; (1 <j<16), so each sub-key is composed of
4 nucleotides, where the nucleotides of K; are nucleotides
satisfying Eq. (1).

jmod4 =i (D)
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Table 2 DNA Iletters and their

binary representation DNA letter Binary
represen-
tation
A 00
T 11
C 01
G 10

4.2 DNA coding layer

LWBC_DNA utilizes a key of 16 nucleotide bits to cipher
blocks of 64 binary bits. In the DNA coding layer, the binary
plaintext bits are converted into a DNA sequence. The DNA
sequence is composed of a series of letters (A, T, C, G),
where each of these four letters represents a nucleotide and
two binary bits. Therefore, the 64 bits binary plaintext (PT) is
converted into a DNA sequence (DNA_PT) of 32 nucleotide
bits. As in DNA coding where the pairs (C, G) and (A, T) com-
plement each other, in binary coding the numbers 0 and 1 are
complementary. Therefore, the pairs (00, 11) and (01, 10) also
complement each other. Since each nucleotide letter represents
two binary bits, there are 4! =24 possible encoding methods.
Nevertheless, only eight coding methods are convenient for
the complementarity principle. Table 2 represents one of these
eight coding methods.

4.3 Encryption layer

Plaintext protection is the main purpose of a cipher, where the
encryption process is the procedure that transforms the clear
plaintext into an unreadable form using confusion and diffu-
sion techniques. Thus, making this procedure more resistant
to cryptanalysis attacks is crucial.

In the LWBC_DNA encryption process, the DNA_PT
sequence consists of 32 nucleotide bits N; (1 <j<32) is
divided into eight 4-bit sub-blocks DNA_PT, (0<k<7).
Each DNA_PT, is composed of nucleotides satistying Eq. (2).
These sub-blocks are passed for 16 consecutive rounds through
three repeating steps, AddRoundKey, F-Function, and Round
Transposition. The ciphertext generated after completing 16
consecutive rounds is converted to DNA_ASCII form. The
encryption algorithm of the LWBC_DNA cipher is shown in
Fig. 1 and is clearly represented in Algorithm 1. Notations
used in the explanation algorithms are shown in Table 3.

jmod8 =k (2
4.3.1 AddRoundKey step

In the LWBC_DNA encryption process, four sub-keys are
used through 16 rounds. At each round, only one sub-key is
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Binary Plaintext (PT) / Secret
Key / DNA coding method

I

l DNA Plaintext (DNA_PT) |

v

AddRoundKey

| F-Function |

| DNA_ASCII |

| Ciphert‘e'xt T |

Fig. 1 Encryption procedure of LWBC_DNA cipher

Table 3 Notations

Notation Function

[S2) XOR

0] XNOR

Il Concatenation

used called the round key. The round key used in the round
r is the sub-key K satisfying Eq. (3).

i =rmod4 3

In an iterative round, the round key is XOR-ed with only
half of the sub-blocks. These sub-blocks are DNA_PT, sat-
isfying Eq. (4). Therefore, the AddRoundKey consists of
the DNA_XOR operation between the round key and each
one of the four sub-blocks satisfying Eq. (4). The four 4-bit
blocks resulting from the XOR operation act as input for the
next step which is the F-Function operation. The DNA_XOR
operation of the DNA coding method shown in Table2 is
presented in Table 4, while the DNA_XNOR operation is
the complementary of the DNA_XOR operation.

kmod2 = rmod2 “)
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Table 4 DNA XOR operation XOR A T C G

A A T C G

T T A G C

C C G A T

G G C T A
0 1 XQXX:; X4 X5 X6 X7
Yo Yy Y3 Y3 Yy Y5 Y 7

Fig. 2 Round transposition process of LWBC_DNA cipher

4.3.2 F-Function step

The F-Function design of the proposed LWBC_DNA algo-
rithm is characterized by its great security and lightweight,
where this function receives from the AddRoundKey step
four 4-bit blocks. These blocks are passing through three
different types of computing boxes: S-box, P-box, and L-box
respectively. The S-box process takes the four F-Function
input blocks as input, whereas the P-box process utilizes
the calculated result of the S-box process as input. In the
same way, the P-box output is applied as the input of the
L-box process. The operations adopted inside each of these
boxes are the computing boxes operations of the LRBC
[17] cipher that have been modified to be suitable for DNA
cryptography. The computations performed by boxes within
the F-function of the proposed LWBC_DNA cipher are pre-
sented in Algorithm 2.

4.3.3 Round transposition step

The round transposition is a process that provides an addi-
tional level of security for the data. Therefore, in the pro-
posed algorithm, after every four rounds, all sub-blocks are
permuted as shown in Fig. 2. In this process, the sub-blocks
of the pairs (DNA_PT,, DNA_PT),), (DNA_PT,, DNA_
PT;), (DNA_PT,, DNA_PT;), and (DNA_PT,, DNA_PT,)
are swapped.

4.4 DNA_ASCII layer

Securing the communication is not only encrypting the mes-
sage, but it is also necessary to hide the encrypted mes-
sage. The proposed LWBC_DNA cipher offers an extra
layer of data security, where the ciphertext is hidden in a
DNA-ASCII form. Therefore, the ciphertext DNA sequence
(DNA_CT) is converted to DNA-ASCII form according to
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Table 5 DNA-ASCII table
Input: 64-bit plaintext (PT), 16-bit Secret key (K),

DNA sequence DNA-ASCII  DNA sequence DNA- DNA coding method (C_DNA).
code ASCII Output: 32-bit ciphertext.
code 1: Generate DNA_PT [1:32] using C_ DNA method.
AA 0 GA 3 2: Divide DNA_PT into eight equal length sub-blocks
AC 1 GC 9 DNAika[l“]l 0<k<7 as,
DNA_PTk=‘ * DNA PT[j],jmod 8=k
AG 2 GG A o
AT 3 GT B 3: Generate the sub-keys Ki[1:4]|¢<i<3 divided from the secret key
K [1:16] as, 16
cA 4 TA ¢ K| K[j], jmod4a=i
cC 5 TC D i=1
CcG 6 TG E 4: Forr=1to 16 by step 1 do .
CT 7 TT F 5: Select the Round Key RK as, RK=XK; ,i=rmod 4
6: Add the Round Key RK to four sub-blocks DNA_PTy as,
DNA_PT=DNA _PTy @ RK,kmod2=rmod2
7: Compute F-Function with the four sub-blocks DNA_PTy added

the DNA-ASCII table presented in Table 5. The result rep- with the Round key RK.

resents the final ciphertext (CT). 8:If (r mod 4 ==0) then
9: For k=0 to 7 by step 2 do

10: Permute (DNA_PTy, DNA PTy.)
11:End for ; End if ; End for

. . . .. 12: Generate DNA_Ciphertextas, DNA_CT —H DNA_PTk
The transformation of encrypted data into its original form 13: Generate final Ciphertext as,

is called decryption, thus the decryption operation is the
process of converting data that has been turned unreadable
through the encryption process into its unencrypted form.
Since the proposed LWBC_DNA cipher is a lightweight  Algorithm 1: LWBC_DNA Encryption Algorithm
cipher with SPN-FN combined structure, the decryption

algorithm is the reverse manner of the encryption process.

4.5 Decryption process

CT=DNA_ASCII (DNA_CT)

Input: Four sub-blocks of DNA plaintext PT;, PT,, PT;, PT,
Output: Four DNA sequences

5 LWBC_DNA implementation and results V[4= {A, T, C, G}
1.  S-box computation
Although there is no simulator that is 100% efficient, S=PLOV , IS=PLOV

IS3:PT3®V N IS4:PT4®V

employing certified and well-known network simulators is a
2.  P-box computation

useful technique to design and evaluate the performance of a

new cipher. In order to carry out the proposed LWBC_DNA i; ; i:i E} :: Ez S} :: i:l E& :: izi E}

cipher performance, the network simulator named Cooja is Py =18, [1] || 1S4 [4] || 1S5 [2] || 1S [3]

used in Contiki-NG [22], which is a lightweight open source P, =1S5[3] || IS4 [2] |1 ISs [4] || 1S4 [1]

operating system developed for low-powered devices. The 3. L-box computation

routing protocol used is the routing protocol for Low-Power T=E 1S P[4]): X[1]=®i[1]© A)

and Lossy Networks called RPL [23]. The used simulation T21= (2O P.[3]); X [2] = (P[2] & T)

parameters are shown in Table 6, and the simulation results i 5& EPl [3} g II:ZZ [[f] ; ;([[ﬂ : gl' [[Z]] % g))

are discussed in the next sections. T[S = (Ps[1] @ Pad]): X[5]= @[] G A)
T[6]=(Ps[2] O P4[3]); X [6]=(P[2] ®T)

5.1 Performance evaluation T[7]=(Ps[3] @ Pe[2]); X [7] = (P2[3]® C)
T[8]=(Ps[4] O P4[1]); X [8] = (P:[4]1 D G)

5.1.1 Energy consumption Li=T[1] | X [4] | T[2] | X 3] T[3] | X [2] | T [4] [| X [1]
=TSTIXBIITO] I X (71T (711 X [6] I T [8] | X [5]

Reducing the energy consumption of IoMT devices is an Z=L|| L

important aspect to optimize device lifetime. Therefore, PT\=Z[1:4],PT,=Z[5:8],PTs=21[9:12], PT,=Z[13: 16]

measuring the energy consumed by the device is crucial 4 FEnd

to evaluate the proposed cipher. The power trace tool pro-
vided by the network simulator Cooja is used to estimate

power consumption. This tool tracks the device state, where ~ Algorithm 2: F-Function
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Table 6 Simulation parameters

Parameters Value

Mote device type Z1 Zolertia

Voltage (vol) 3V

TX current (TX() 17.4 mA
RX current (RX() 18.8 mA
CPU idle current (CPU.) 0.426 mA
CPU power down current (LPM.) 0.020 mA
RAM 8 KB
Flash memory 92 KB
ROM 96 KB
Transport protocol UDP

RPL (IPV6)
32,768 ticks per second

Routing protocol
RTIMER_SECOND

Runtime 10s
Microcontroller MSP430F2617
Radio CC2420

it keeps a record of power consumption and resource utili-
zation of a device, and it produces energy consumption of
the device or the sensor node in different states based on
workload measurement interval (Runtime).

The energy consumption is categorized into four catego-
ries named TX, RX, CPU, and LPM. CPU Energy is the
energy used for the computation process by the CPU, and
LPM energy is the energy used when the CPU is in an idle
state. TX energy refers to the energy consumed while the
radio is in transmit mode, while RX energy refers to the
energy consumed while the radio is in receive mode. The
energy consumption is calculated using Eq. (5) [24].

(CPU % CPU¢ + LPM # LPM. + TX # TX + RX # RX) * Vol

Energy consumption with long size data
18,0000

16,0000
14,0000
12,0000
10,0000
8,0000
6,0000
4,0000
2,0000
0,0000

—e—LWBC_DNA

—o—LRBC

Energy Consumption (mW)

-

64 128 192 256
Data size (bits)

Fig. 3 Energy consumption with long size data

Execution time with long size data
5000

4500

2 4000

E 3500

g 3000

= 2500 —e—LWBC_DNA
.% 2000 —e—LRBC

2 1500

= 1000

500

64 128 192 256
Data size (bits)

Fig. 4 Execution time with long size data

execution of real-time tasks. According to execution time
results, both LRBC and LWBC_DNA cipher require a few
milliseconds as runtime. Manipulating 16-bit size data using
LRBC cipher takes a time of 284 ms, while the proposed

Energy(mW) =

(RTIMER s Runtime)

&)

The results of the energy consumption simulations
showed that the energy consumed by the proposed LWBC_
DNA cipher to manipulate data of size 64 bits is 0.8892 mW,
while the energy consumed by the LRBC cipher to manipu-
late data of size 16 bits is 0.9819 mW. Therefore, as shown
in Fig. 3, the LRBC cipher consumes more energy compared
to the proposed LWBC_DNA cipher, and it increases when
manipulating data with a long size.

5.1.2 Execution time

The cipher execution time is one of the most important fac-
tors in evaluating lightweight ciphers. Cipher execution time
is the total time required to encrypt/decrypt specific data.
The Rtimer library is one of the timer libraries provided by
the Contiki-NG system. This library provides scheduling and

LWBC_DNA cipher requires a time of 705 ms to manipulate
data of size 64-bit. Whereas, as shown in Fig. 4, the LRBC
cipher requires a large amount of time compared to the
LWBC_DNA cipher while implementing a long size data.

5.1.3 Hardware implementation

Energy consumption is one of the main challenges in con-
strained objects. Since the area required to implement a
cipher directly affects energy utilization, hardware imple-
mentation is a critical issue when designing a lightweight
encryption cipher to secure constrained objects. The pro-
posed LWBC_DNA cipher implementation uses a 64-bit
plaintext and a 16-bit key in order to generate the result
after 16 rounds. The cipher consists of a 4 x4 S-box, which
takes less area and energy consumption compared to the
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Fig. S Data path of LWBC_DNA cipher

8 X 8 S-box, in addition to concatenation, XOR, and XNOR
lightweight operations.

Lightweight cipher hardware implementation is measured
in gate equivalent (GE), which represents the physical area
required to implement the cipher. Where one GE is equal
to the area of a two-input NAND gate [25]. LWBC_DNA
cipher data path represented in Fig. 5 shows the functional
units that carry out data processing operations. The proposed
cipher consists of four 4-bit 2-to-1 multiplexers (MUX),
eight 4-bit XOR operations, and sixteen 1-bit XOR opera-
tions. Since each 1-bit XOR operation requires 1.76875 GE,
a 4-bit XOR operation costs 7.075 GE area. While 4-bit
2-to-1 MUX takes an area of 0.5 GE [11]. Table 7 details
the area required for different components used in the pro-
posed cipher.

5.2 Security analysis
5.2.1 Avalanche effect

Avalanche effect (AE) is considered one of the most impor-
tant security analyses when evaluating the security strength
and goodness of a cryptographic cipher. This analysis checks
the cipher sensitivity to any minor change in plaintext or key,
where any random change in one of the input bits results in a
significant change in ciphertext. When change influences at
least half of the ciphertext bits (50%), the avalanche effect is
considered as good [26]. Therefore, a higher avalanche effect
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Table 7 Area requirement of LWBC_DNA

Module Area (GE)

Data register 344
Sixteen 1-bit XOR 1.76875x16=28.3

Eight 4-bit XOR 7.075%x8=56.6
Four 4-bit 2-to-1 MUX 0.5%x4=2
Round transposition 0

Key register 86

Total 516.9

implies greater security. The avalanche effect is calculated
using Eq. (6).

AE = Number of changed bit in ciphertext

100%
Number of bits in ciphertext * ’ ©)

The Hamming Distance (HD) between two equal length
sequences is the number of different positions between the
two sequences. This metric is used to measure the edit dis-
tance between two sequences. The avalanche effect estima-
tion of the proposed LWBC_DNA cipher is performed by
taking a fixed secret key and changing the hamming distance
of the plaintext randomly up to 5 bits in five different test
cases. The same procedure is employed for fixed plaintext
and variable secret key. Graphical representations of the
LWBC_DNA avalanche effect are presented in Figs. 6 and
7 for plaintext and key respectively. The proposed LWBC_
DNA cipher avalanche effect is determined to be 60.625%
and 69.5% concerning plaintext and key respectively. Thus,
the proposed cipher achieves a considerable level of confu-
sion and diffusion.

5.2.2 Attacks analysis

5.2.2.1 Linear attack The linear attack is one of the most
critical attacks that can be used against symmetric key block
ciphers. This attack type is referred to as a known plaintext
attack, in which the attacker knows a random set of plain-
texts and their corresponding ciphertexts. The linear attack
is based on the study of probabilistic linear relationships
between each plaintext and its corresponding ciphertext
with the aim of approximating S-box operations using a lin-
ear expression in the form of Eq. 7 [17]. Where Xi=[Xi,,
Xiy,.....] is the S-box input and Yi=[Yi,, Yi,,....... ] is its
corresponding output.

Xil®Xi2® ... ®Xin@ Yil @ Yi2® .... Yim=0
@)
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Avalanche effect with respect to plaintext Table 8 Linear probability analysis

Algg Linear expression Linear probability Prob-
L 80 ability
g :g — bias
® 5 BHD-2
% w0 - XleX3pYipYs 1/4 0
_§ 33 SHD4 X2eX3pY2 1/4 0
= :o ©HD-5 X1eX20X40Y,DY3 1/4 0

6 X4pY3DY4 1/4 0

1 2 3 4 5
X3pYipY2ovs 1/4 0

Test Case
Fig. 6 Avalanche effect analysis with respect to plaintext

Avalanche effect with respect to key
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Fig. 7 Avalanche effect analysis with respect to key

As the S-box input bits of the proposed cipher are
nucleotide bits, this S-box has 4*=256 possible inputs.
Considering T the number of times a linear approximation
holds, the associated probability of the linear approxima-
tion is calculated by p = 414 while the corresponding bias is
determined as e=P — i. A bias value closer to i indicates
more protection against linear attack. Table 8 shows a sam-
ple of linear probability analysis of the proposed cipher
S-Box taking five different random linear expressions. It
has been noticed that most linear expressions have a lin-
ear probability value of exactly i where the bias value
i i - % = 0. Therefore, the LWBC_DNA cipher provides

a higher level of protection against linear attacks.

5.2.2.2 Side channel attack Side channel attack is one
of the powerful attacks against cryptographic techniques,
especially lightweight ciphers. This attack is based on infor-
mation involving the secret key generated by cryptographic
cipher implementation, which makes it possible to discover
the secret key from measured data [27]. Since the round
keys used in the proposed cipher are independent of the
plaintext, it is therefore impossible for an attacker to dis-

cover the secret key used. Thus, the LWBC_DNA cipher has
high resistance against the side channel attack.

5.2.2.3 Related key attack In cryptography, a related
key attack is a form of cryptanalysis in which the attacker
observes cipher operation under several different keys in an
attempt to determine the original key bits. In an encryption
process, the related key attack can be possible only when the
same key is used for all rounds [17]. In the proposed cipher,
the secret key is divided into four independent sub-keys, and
a different sub-key is used in each round. Therefore, it is
more difficult for an attacker to determine the exact secret
key sequence used. As a result, the LWBC_DNA cipher has
great resistance to the related key attack.

5.3 Functionality analysis

LWBC_DNA cipher uses a hybrid SPN and FN structure
to exploit the benefits of both structures, along with small
block size and key size which facilitates the rapid diffusion
of plaintext bits. The main purpose of combining light-
weight and DNA cryptography is to improve data security
and reduce power consumption. In the proposed cipher, the
security depends on the secret key and DNA coding method,
and the ciphertext is hidden in a DNA-ASCII form, which
adds an extra layer of security.

Performance and security evaluation results demon-
strated that LWBC_DNA ensures a high level of security
and meets all requirements of resource-constrained devices.
Energy consumption, execution time, and area requirements
are the three analysis types used to evaluate the proposed
cipher performance. Whilst the security strength has been
estimated using avalanche effect and attack analysis. Experi-
mental results show that the proposed LWBC_DNA cipher
has an excellent performance in securing [oMT devices
data with good avalanche effect and resistance against lin-
ear, side channel, and related key attacks. In addition to low
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requirements in terms of energy consumption, computa-
tional time, and area requirements.

6 Conclusion

In this research work, a new lightweight block cipher termed
LWBC_DNA for resource-constrained IoMT devices is
proposed. LWBC_DNA cipher enhances data security and
objects longevity by combining both lightweight and DNA
cryptography additionally to the benefits of both Feistel
and SPN structure. Exploiting the random nature of DNA
sequence allows the production of a robust secret key that
is difficult for attackers to crack. Further, the main purpose
of employing DNA sequences to encrypt data is to improve
security and reduce power consumption. LWBC_DNA
cipher achieves good confusion and diffusion effects with
low computational time, area requirements, and energy
consumption. In addition, it provides an extra layer of data
security, where the ciphertext is hidden in a DNA-ASCII
form. Unlike the security of modern cryptography ciphers
that relies only on the key, the proposed cipher security
relies on two factors, the key and the DNA coding method.
As a result, the LWBC_DNA cipher ensures a high level
of security, making it a promising technique to use in most
IoMT devices.

7 Future research

The main objective of the proposed algorithm is to secure
data in IoT devices while saving energy to improve objects
lifetime, taking IoMT as an example. In our future work,
we plan to analyze the powerful of our proposed security
cipher against other cryptographic attacks. In addition, we
intend to develop the proposed cipher in a real IoT platform
to evaluate its performance.
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