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Abstract  Information hiding in network traffic is generally 
done through network covert channels (NCCs). As Internet 
Protocol version 6 (IPv6) is replacing Internet Protocol ver-
sion 4 (IPv4) rapidly, a lot of research is being done on the 
security aspect of IPv6. Information hiding used with the 
intention to ensure the privacy of data is a way of assuring 
information security. Hence, this paper proposes FIHIM, a 
novel Framework that implements Information Hiding in 
IPv6 using Micro-protocols. This framework offers two cov-
ert channels for hidden communication, IHIM-C, catering 
to the user’s requirements of a higher capacity covert chan-
nel, and IHIM-U, a more undetectable covert channel. A 
prototype of FIHIM was implemented and analyzed over a 
LAN for three information-hiding characteristics–capacity, 
robustness, and undetectability. With IHIM-C as the chosen 
covert channel, a fixed capacity of 32 bits per IPv6 packet 
was achieved and with IHIM-U as the chosen covert chan-
nel, a minimum capacity of 11 bits per IPv6 packet was 
achieved with enhanced undetectability. Thus, FIHIM can 
be utilized for IPv6-based covert communications for either 
higher capacity-based NCC or higher undetectability-based 
NCC. Furthermore, FIHIM can be used to generate a dataset 

containing covert communication-based traffic that can be 
used for developing technologies for detecting IPv6-based 
NCCs.

Keywords  Information-hiding · Network covert channel · 
Network steganography · Internet Protocol version 6 
(IPv6) · Protocol steganography · Micro-protocol

1  Introduction

Information security is the need of the hour in today’s times. 
In the COVID-19 pandemic where everything was running 
with the help of the Internet, be it online education, work, 
professional meetings or personal communications, the 
dependency on the Internet has increased tremendously [1]. 
Internet usage has increased many folds during this global 
pandemic and so has increased the number of cyber-attacks 
[2]. All organizations want their vital data to be safe from 
interceptions during network communications. Though cryp-
tography uses encryption to secure the data over the net-
works, the presence of secret communication is still evident 
in such transfers. On the other hand, a covert channel/net-
work steganography not only hides the secret data but also 
hides the existence of secret communication [3]. The covert 
channel as a means of hidden communication has been used 
for malicious activities as well as a medium to ensure the 
privacy of users from firewalls etc. Information hiding using 
network covert channels to ensure privacy of data, is one 
way to provide the security of vital data and communication 
over networks. Network covert channels conceal information 
in different features of network traffic flows such as redun-
dant fields of protocol header, inter-packet delays etc. A net-
work packet is a basic network data unit. It consists of two 
major components: network protocol header and payload. 
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The network protocol header consists of fields that contain 
metadata about the packet and the payload part contains the 
transmitted information. Communication networks use dif-
ferent network protocols to exchange data over networks. 
The most common and necessary network protocols include 
Internet Protocol (IP), Transmission Control Protocol (TCP), 
User Datagram Protocol (UDP), Hypertext Transfer Protocol 
etc. Out of all the network protocols, the Internet Protocol 
forms the backbone of today’s communication networks. 
This protocol has two prevalent versions: Internet Protocol 
version 4 (IPv4) and Internet Protocol version 6 (IPv6). As 
per Google statistics, about 42.19% of Internet users are 
accessing Google using IPv6 presently [4]. The transition 
from IPv4 to IPv6 is slow and is still ongoing [5]. Many cov-
ert channels/network steganography techniques have already 
been proposed for IPv4 in the past [6–10].

Soon IPv6 is expected to take over the Internet. A lot of 
investigation is already going on the security and privacy 
aspects of IPv6 [11]. Working on a similar aspect in this 
paper, various possibilities for designing covert channels 
using Internet Protocol version 6 were explored and ana-
lyzed. For covert communications, it was realized that the 
requirements of communication may vary from one situa-
tion to another. There may be situations in which a journal-
ist might want to upload a set of pictures showing some 
crime. Whereas, in the other situation, there might be a 
need of sending a password securely from one end to the 
other with more focus on undetectability [12]. The former 
situation focuses on sending high-capacity data covertly 
whereas the latter situation requires sending less covert 
data with more focus on undetectability. Hence, in this 
paper to cater to such situations as per user’s need, a novel 
framework FIHIM (Framework for Information Hiding in 
IPv6 using Micro-protocols) is proposed that uses two dif-
ferent network covert channels: IHIM-C (Capacity based 
Information Hiding in IPv6) and IHIM-U (Undetectability 
based Information Hiding in IPv6) that use IPv6 packets’ 
headers to carry hidden data using micro-protocols. IHIM-
C creates a covert channel that focuses more on the capac-
ity of the covert channel than the undetectability. Whereas 
IHIM-U focuses more on the undetectability of secret data 
carried through this covert channel. Both of these covert 
channels make use of their respective internal control pro-
tocol, so-called a micro-protocol. A micro-protocol is an 
internal control protocol of a covert channel that is used 
to implement features such as reliability as well as con-
nection management for a covert channel [13]. In FIHIM, 
the micro-protocol also helps in establishing indirect com-
munication, in the sense that FIHIM utilizes some bits of 
header fields (chosen for covert communication) of IPv6 
for hiding secret data and the remaining bits for storing 
control information about the secret data. In direct covert 

communication, all the chosen header fields’ bits are used 
to carry covert data only. Thus, in an indirect communica-
tion channel, the adversary needs to know the placement 
of secret data bits to be able to interpret the message cor-
rectly. The use of micro-protocol in IHIM-C helps in ses-
sion management and indirect communication between the 
covert sender and the covert receiver. Whereas the use of 
micro-protocol in IHIM-U additionally helps in increasing 
the undetectability of covert data as well. To summarize, 
the key contributions of this paper are as follows:

•	 FIHIM is a novel framework that caters to two different 
requirements of a high capacity-based covert channel 
and a high undetectability-based covert channel that 
can be selected based on the user’s requirements. If 
a user wishes to use a high-capacity covert channel 
IHIM-C is chosen, and if he wishes to use a stealthier 
channel, IHIM-U is used.

•	 As a part of FIHIM’s novelity, both of the proposed 
techniques, IHIM-C and IHIM-U use micro-protocols 
with IPv6 as the underlying protocol. To the best of our 
knowledge, the use of micro-protocols to develop more 
advanced and realistic covert channels over IPv6 has 
not been proposed in literature earlier.

•	 IHIM-C uses micro-protocol for session management 
and establishing indirect communication between the 
sender and the receiver. Whereas, in addition to session 
management and establishing indirect communication, 
IHIM-U uses micro-protocol for increasing the unde-
tectability of covert data because of the use of randomi-
zation in selecting the header fields that carry covert 
data.

•	 With the prototype of FIHIM when implemented over 
a LAN, IHIM-C delivers a fixed capacity of 32 bits 
per IPv6 packet, and IHIM-U, which supports higher 
undetectability, assures a minimum capacity of 11 bits 
per IPv6 packet.

The structure of this paper is as follows. Section 2 
describes the Internet Protocol version 6 and micro-pro-
tocols. Section 3 gives an overview of related work done 
in the field of network covert channels/network steganog-
raphy for covert communications over IPv6. Section 4 
elaborates on the proposed FIHIM framework. Further, the 
algorithms used for the implementation of the prototype 
of this framework are discussed. In Sect. 5, the develop-
ment and testing environment, experiments, and the results 
obtained after conducting the experiments on the proto-
type of FIHIM are discussed. Further, a comparison of 
FIHIM with another existing IPv6-based network covert 
channel tool is done in this section. Section 6 summarizes 
this work with the conclusion.
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2 � Background

Covert channels have been used as a means of secret com-
munication since the late centuries. To hide information, a 
network covert channel utilizes/abuses certain characteris-
tics of network traffic flows. Network traffic flows consist 
of different protocol packets. A network protocol packet is 
a fundamental unit of the network. Based on how the secret 
data is stored in a packet, the network covert channels can 
be categorized into two types: [14]

•	 Storage-based Network Covert Channels: These covert 
channels hide data in the storage part (a protocol header, 
payload, or both) of network packets that are a part of the 
network flow.

•	 Timing-based Network Covert Channels: These covert 
channels hide data in the sequence numbers or delay 
intervals between subsequent packets which constitute 
a network flow.

Since the 1980s, many different storage-based network 
covert channels that use the protocols’ headers have been 
proposed. These covert channels generally utilize the order 
of packets, random values, and unused or reserved fields 
of their respective header. Later on, to further enhance the 
capabilities of network covert channels, covert channel-
internal control protocols, so-called micro-protocols, were 
introduced. As the name micro-protocol suggests, these are 
small-size protocols that exist within the covert storage area 
of a cover protocol and are used to implement advanced 
features such as reliability, connection management, etc. for 
covert channel software. In this paper, two storage-based 
network covert channels are proposed that use micro-pro-
tocols for session management and undetectability. Below, 
in sub-section 2.1, the header structure of IPv6 protocol is 
shortly discussed followed by a brief description of micro-
protocol in subsection 2.2.

2.1 � Internet Protocol version 6

The Internet Protocol forms the backbone of the Inter-
net. This protocol is responsible for maintaining logical 
addresses and routing of packets over the network(s). The 
most dominant version of this protocol is version 4 which 
is still widely being used over the internet. IPv4 defines and 
uses an address length of 32 bits which is too small to cater 
to the need for unique IP addresses worldwide [15]. To over-
come this problem, IPv6 was introduced, which offered 128 
bits long IP addresses delivering much larger address space 
as compared to IPv4. The details and working of version 6 
of this protocol are given in Request for Comment (RFC) 
8200 [16].

The first field in the IPv6 Header is the version field. It is 
4 bits long and contains the version number of the Internet 
Protocol being used. The value of the version field is 4 for 
IPv4 and 6 for IPv6. The next field is Traffic Class which 
is 8 bits long. This field is used for network traffic manage-
ment. The first six bits of this field are used for Differenti-
ated Services Code Point (DSCP) and the next two bits are 
used for Explicit Congestion Notification (ECN). The usage 
of this field is described in RFC 2474 [17] and RFC 3168 
[18]. The next field is the Flow Label field. It is 20 bits long 
and is used by the source to label the sequence of packets 
belonging to a single flow. The detailed usage of this field is 
given in RFC 6437 [19]. The next field is the Payload Length 
field. It is 16 bits long. This contains the length of the pay-
load following the IPv6 header. This length also includes 
the length of extension headers (if any) attached to the IPv6 
header. The next field is the Next Header field which is 8 
bits long. This field contains the protocol number of exten-
sion headers (if any) attached next to the IPv6 base header. 
The most commonly known extension headers are hop-by-
hop extension header, destination extension header, routing 
extension header, fragmentation extension header, authen-
tication extension header, and encrypted security payload 
header. The next field is Hop Limit. It is also an 8 bits long 
field. It defines the number of nodes a packet can traverse 
over the network without getting discarded.

The next two fields are Source Address and Destination 
Address. Both of the fields are 128 bits long and contain 128 
bits long logical IPv6 addresses of the sender and receiver 
of a packet respectively. Any extension header if present 
follows a base IPv6 header.

2.2 � Micro‑protocol

A lot of studies propose direct network covert channels over 
different protocols which modify the unused area or reserved 
field of common network protocol headers. Later a concept 
of micro-protocols was introduced. A micro-protocol is an 
internal control protocol of a covert channel that is used to 
implement advanced features such as reliability, proxy capa-
bilities, simultaneous connections, and connection manage-
ment of the covert channel. A micro-protocol is a communi-
cation protocol, but unlike other communication protocols, 
the header of a micro-protocol is placed within the hidden 
data transferred by a covert channel [21]. The word “micro” 
means small, hence a micro-protocol mostly utilizes a very 
small and limited area of a covert channel. For understand-
ing and designing a micro-protocol, a prior understanding of 
the underlying protocol and cover protocol is needed [13]. 
An underlying protocol in a micro-protocol-supported covert 
channel is the network protocol utilized for covert communi-
cation. For example in the Ping Tunnel tool, the underlying 
protocol is ICMP (Internet Control Message Protocol) [22]. 
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Next, a cover protocol is the area of the underlying protocol 
that is used for hidden communication. For the ping tunnel 
tool, the ICMP echo request payload and ICMP echo reply 
payload area are used as cover protocol. With this, a micro-
protocol can be defined as an internal control protocol that 
is a part of the cover protocol that controls covert commu-
nication. For the Ping Tunnel tool, the micro-protocol used 
is shown in Fig. 1.

In this paper, the proposed FIHIM makes use of micro-
protocols for implementing covert channels using IPv6. 
The next section presents the related work done by other 
researchers in the area of network covert channels/network 
steganography using IPv6.

3 � Related work

Network covert channels are used to implement information 
hiding either to ensure the privacy of data from firewalls or 
to accomplish network attacks in a stealthy manner such 
as stegomalware. Network Steganography, the youngest 
classification of steganography also aims at hiding data in 
network traffic. Many network steganography techniques/
network covert channels are proposed in the literature that 
make use of the most common network protocols like IP [9, 
10, 23], TCP [24], ARP (Address Resolution Protocol) [25, 
26], NTP (Network Time Protocol) [27, 28].

Further in this section, the techniques that make use of 
Internet Protocol version 6 for implementing covert channels 
are discussed.. Atlasis [29] discussed the possibility of abuse 
of extension headers used in IPv6 to create covert channels. 
P. Bedi et al. [30] proposed a covert channel using exten-
sion headers over a Local Area Network. They suggested 
the occurrence or nonoccurrence of an extension header in a 
predecided sequence to transfer a one-bit or a zero-bit value 
at respective positions. Tian et al. [31] surveyed and classi-
fied four categories of covert channels possible in version 

6 of Internet Protocol based on reserved values, order, ran-
dom values, and tunneled traffic. Many other works have 
done the security analysis of this future-generation protocol. 
Hendricks et al. [32] suggested that dropping IPv6 packets 
with Extension Headers makes end-user compromise and 
also does not add much help in enhancing IPv6 security. 
Blumbergs et al. [33] proposed two approaches for covert 
channel development over IPv6 that abuse IPv6 tunnel and 
dual stack-based transition mechanisms. These mechanisms 
can bypass Intrusion detection systems and pose a serious 
threat. Zagar et al. [34] discussed and tested various security 
issues related to transitions from IPv4 to IPv6 and intrusion 
detection possibilities in IPv6 using firewalls and Intrusion 
detection systems. A theoretical analysis of possible covert 
channels in IPv6 was done by Lucena et al. [35]. They sug-
gested 22 different covert channels theoretically in fields like 
Traffic Class, Flow Label, Payload Length, Next Header, 
Hop Limit, Source Address, all well-known extension head-
ers etc. Further, Mazurczyk et al. [20] practically investi-
gated and analyzed the feasibility and actual hiding capacity 
of network covert channels proposed by Lucena et al. They 
proposed 6 methods each using a single IPv6 header field 
from the following fields: Traffic Class, Flow Label, Payload 
Length, Next Header, Hop Limit, and Source Address fields. 
The observations on the steganographic capacity of vari-
ous header fields of IPv6 made by Mazurczyk et al. based 
on Anonymized Internet Traces 2016 by CAIDA (Center 
for Applied Internet Data Analysis) [36] are summarized 
in Table 1.

Zuppeli et al. [37] presented pcapStego, a tool for creating 
network covert channels within.pcap files. They created cov-
ert traffic by using three embedding mechanisms, one using 
the Traffic class field, the second using the Flow Label field, 
and the third using the Hop Limit field. In the first embed-
ding mechanism, they used all 8 bits of the Traffic Class field 
for covert communication which led to too much deviation 
from the observed average values over the wild internet. In 

Fig. 1   Micro-protocol used for 
ping tunnel [22]

Table 1   Covert capacity of various IPv6 Header fields as proposed in [20]

IPv6 header field Bandwidth for covert channel

Traffic class 2 bits at maximum
Flow label Can be used for steganographic purposes if the values are made pseudo-random using 

some encryption algorithm
Payload length 10 bits at most (as common MTU size for most Networks is 1500 bytes)
Next header 1 bit (As only TCP/UDP/ICMPv6 extension headers were observed)
Hop limit 1 bit
Source address 128 bits, but highly unreliable as anti-spoofing software can easily detect the manipulations
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the second embedding mechanism, they chose a few active 
flows from the.pcap file and replaced the Flow label value 
with covert data. In the third embedding mechanism, 2 dif-
ferent values of Hop Limit fields were used which were 10 
for encoding 0 and 250 for encoding 1. The summary of all 
the above-discussed IPv6-based covert channels is given in 
Table 2.

These information-hiding techniques are easy to break 
as one can read the less observed (anomalous) values of 
the field directly and interpret the messages hidden in these 
header fields directly. To the best of our knowledge, not 
much work has been done in developing new advanced and 
realistic techniques that firstly make use of prospective IPv6 
header fields legitimately using the normally observed val-
ues for various header fields over the internet and secondly 
provide a dynamic option to use a more capacity based cov-
ert channel or stealthier covert channel for covert communi-
cation to the user. So in this work, we propose a novel frame-
work FIHIM, which is a combination of two techniques, 
IHIM-C and IHIM-U, both of which use micro-protocols 
to communicate covertly over IPv6 using legitimate header 
fields’ values. This framework works differently in differ-
ent scenarios: there may be situations in which a journalist 
wants to send a set of pictures covertly showing some crime. 
In such a case IHIM-C may be used with more focus on the 
covert channel’s capacity. In the other situation, there might 
be a need of sending an OTP (one-time password) securely 
from one end to the other. In this situation, IHIM-U may be 
used with more focus on undetectability.

A more recent Anonymized Internet Traces 2019 (traf-
fic capture files) dataset provided by the CAIDA [36] was 
observed and used to select the IPv6 header fields for the 
design of the covert techniques and micro-protocol. The pro-
posed framework FIHIM and its component covert chan-
nels IHIM-C and IHIM-U are described in detail in the next 
section.

4 � Proposed FIHIM: a framework for covert 
communication

FIHIM is a novel framework that implements information 
hiding in IPv6 protocol using micro-protocols. The proposed 
framework FIHIM uses two different network covert chan-
nels, IHIM-C and IHIM-U, which use IPv6 packets to carry 
hidden data using micro-protocols. Initially, this section 
describes the scenario under which the proposed framework 
was developed and tested. The motivation was taken from 
the scenario in which two entities named Alice and Bob 
are captured in a prison and wish to communicate overtly 
and covertly in the presence of Walter, a warden [38]. If 
Walter finds out that Alice and Bob are using encryption or 
are communicating covertly, he would disallow any further Ta
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communication between them. So, Alice and Bob need to 
find a way to communicate using an apparently innocuous 
channel.

The scenario described above may also have different 
requirements for covert communication. Like, there may be 
situations in which a journalist might want to send a set of 
pictures covertly showing some crime. In the other situation, 
there might be a need of sending an OTP (one-time pass-
word) securely from one end to the other. The former situa-
tion focuses on sending high-capacity data covertly whereas 
the latter situation requires sending less amount of covert 
data with more focus on undetectability. Thus for these sce-
narios, two different techniques may be required by Alice 
and Bob to communicate covertly. Hence, a novel framework 
FIHIM is proposed that uses two different network covert 
channels, IHIM-C and IHIM-U as shown in Fig. 2. Both 
of these covert channels use IPv6 packets with embedded 
micro-protocol to transfer and manage hidden data.

FIHIM begins with taking as input, the type of communi-
cation channel needed from the user as shown in Fig. 2. If a 
user prefers a high capacity-based covert channel, he inputs 
1 and FIHIM uses IHIM-C for covert communication. On 
the other hand, if the user prefers a higher undetectability-
based covert channel, he inputs 2 and FIHIM uses IHIM-U 

for covert communication. Sections 4.1 and 4.2 gives the 
detailed working of IHIM-C and IHIM-U respectively.

4.1 � IHIM‑C

IHIM-C is a capacity-based storage network covert chan-
nel that uses five IPv6 header fields namely Traffic Class, 
Flow Label, Payload Length, Next Header, and Hop Limit 
for covert communication. The Flow Label field containing 
pseudorandom values can be used for covert communication 
with a bandwidth of 20 bits [19]. For the Payload Length 
field, considering the restriction posed by the MTU size 
value of 1460 (maximum transmission unit) suited mostly 
for all the networks, the 10 least significant bits out of the 
16 bits assigned to the Payload Length field can be used 
for hidden communication. For Traffic Class, Next Header 
and Hop Limit fields, the normally observed values of these 
fields over the wild internet are used for covert communica-
tions under IHIM-C. For the Traffic Class field, only three 
distinct values were observed over the internet 00000000, 
00001000, 00001100 [20]. Hence only these three values of 
the Traffic Class field are used for covert communication. 
For the Next Header field, the most commonly occurring 
values are TCP, UDP, and ICMP [20]. Only TCP and UDP 
values are used for the Next Header field for hidden com-
munication. Similarly, the most commonly observed values 
for the Hop Limit field are 51–54 and 242–245, hence only 
two values i.e. 51 and 242 are used for Hop Limit for covert 
communications under IHIM-C.

IHIM-C uses a total of 34 bits of an IPv6 header for cov-
ert communication. Out of these 34 bits, 32 bits are used to 
carry secret data, and 2 bits are used to carry micro-protocol 
bits which are used for controlling the covert channel. The 
segregation of micro-protocol bits and data bits can be done 
in any combination for the allocated 34 bits of the IPv6 
header, but in the current implementation the fifth and sixth 
bit of the Traffic Class field are used to carry micro-protocol 
bits and the rest of the fields are used to carry secret data 
bits as shown in Fig. 3. The micro-protocol bits indicate 
if the current IPv6 packet with secret data is the last one 
or if there are more such packets following it. It informs Fig. 2   Workflow of FIHIM

Fig. 3   Cover protocol and 
micro-protocol used by IHIM-C 
in IPv6 header
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the receiver when to stop listening for more IPv6 packets. 
The values and the interpretations of micro-protocol bits are 
shown in Table 3. The use of micro-protocol adds an advan-
tage of indirect communication between the covert sender 
and covert receiver as only the sender and receiver know 
that these two bits carry internal control information and 
not secret data. Further, the knowledge of interpretations of 
micro-protocol bits as mentioned in Table 3 is necessary to 
interpret the secret data correctly which is only known to the 
covert message receiver and the covert message sender. This 
further enhances the imperceptibility of secret data.

4.1.1 � Sender side

At the sender’s side implementing IHIM-C, initially, a secret 
message to be sent to the covert receiver is input. The secret 
message is converted to ASCII, further to hexadecimal, and 
finally to binary code. The sender then calculates the total 
number of bits to be sent to the covert receiver. It picks the 
first 32 bits from the secret message bits to be sent in the first 
IPv6 synthetic packet. Out of the picked 32 bits, it puts the 
first 20 bits in the Flow Label field and the next 10 bits in the 
last ten bits of the Payload Length field. The next one bit is 
stored in Next Header Field. If this bit is 0, the Next Header 
field is set to TCP and if this bit is 1, the Next Header field 
is set to UDP. The last one bit is stored in the Hop limit field. 
If this bit is 0, the Hop Limit field is set to 51 and if this bit 
is 1, the Hop Limit field is set to 242.

If the secret message bits are less than 32 bits (which 
may be the case for the last IPv6 packet), the leftover bits 
are padded with random bits. The number of the quad(s) 
(4 bits) used for padding is/are stored in the last quad of 32 
bits intended to be used for a secret message. The number 
of padding bits used includes the bits in the last quad which 
stores the number of padding bits. The micro-protocol bits 
(fifth and sixth bit of Traffic Class field), in the case where 
the IPv6 cover packet carries data with padding, is set to 10. 
If the secret message bits are greater than or equal to 32 bits 
then let num_bits_left denote the number of bits left in the 
secret message after picking the first 32 bits from the secret 
message for the current IPv6 cover packet.

Case 1: If num_bits_left is equal to zero, the micro-pro-
tocol bits for the current cover IPv6 packet are set to 11.

Case 2: If num_bits_left is greater than 0, the micro-
protocol bits are set to 00.

Dummy payload data is added to the cover IPv6 packet to 
justify the payload length value. More such IPv6 cover pack-
ets are created and sent repeatedly using this technique at a 
frequency of 1–5 packets per second till the complete secret 
message is sent. The reason for limiting the frequency of 
injected IPv6 packets is to cause minimal/no change in net-
work traffic statistics which would further ensure undetect-
ability. These IPv6 cover packets are TCP over IPv6 packets 
that are sent to the covert receiver with the destination port 
number set to a fixed value. In our case, we chose a random 
value of 11,234. The algorithm used at Sender’s side for 
IHIM-C is given in Fig. 4.

4.1.2 � Receiver side

At the receiver’s side implementing IHIM-C, the receiver 
listens for IPv6 packets destined for its IPv6 address with 
TCP or UDP at the transport layer and destination port set 
to 11,234. When a packet is received, all 20 bits are fetched 
from the Flow Label field, and the last 10 bits are fetched 
from the Payload Length field. The value of the Next Header 
field is interpreted as 0 if it is a TCP header and 1 if it is a 
UDP header. Similarly, for the Hop Limit field, a value of 
51 is interpreted as a 0, and a value of 242 is interpreted as 
a 1. These bits are combined and are called combined bits. 
The fifth and sixth bits of the Traffic Class field carry micro-
protocol information. If the received micro-protocol bits are 
equal to 00, this means more IPv6 packets with secret data 
are following. The combined 32 bits are added to message 
bits received in previous IPv6 cover packets (if this is not 
the first IPv6 packet with secret data). If the received micro-
protocol bits value is equal to 10, then as shown in Table 3, 
this indicates that this is the last IPv6 packet with secret 
data with some padding in the secret data part (32 bits). 
In this case, the last quad of combined bits (i.e. bits 29 to 
32) contains the number of quads carrying padded data bits 
including this last quad, this is called num_padding in fur-
ther references. To fetch the actual data bits from combined 
bits containing padded data, the number of actual data bits 
is calculated as follows:

Next, secret data bits are fetched using Eqs. (1) and (2) 
and appended to secret data bits received in previous IPv6 
packets (if this is not the first IPv6 packet with secret data). 
If the value of micro-protocol bits is received as 11, then 
as per Table 3 this indicates it is the last IPv6 packet with 
secret data in which all the 32 combined bits contain secret 

(1)temp = 32−
(

4 × (num_padding)10
)

(2)msg_bits = combined
[

0, temp
]

Table 3   Valid values of micro-protocol bits in IHIM-C

Micro-proto-
col bits

Interpretation

00 More IPv6 packets with secret data following the cur-
rent steganogram

10 Last IPv6 packet with secret data with padding
11 Last IPv6 packet with secret data without any padding



	 Int. j. inf. tecnol.

1 3

data bits without any padding. These bits are fetched and 
appended to secret message bits received in the previous 
IPv6 packet with secret data (if this is not the first IPv6 
packet with secret data). If the value of micro-protocol 
bits in the current IPv6 packet is received as 10 or 11, 
the receiver exits the listening mode and combines all the 
secret data bits received from the previously processed 
IPv6 packets, converts the binary message string back to 
hexadecimal, further to ASCII to read the message string. 
Figure 5 shows the algorithm used at the receiver’s side 
for implementing IHIM-C.

The communication between the peers here is indirect 
because of the use of micro-protocol. An adversary who 
has no knowledge of the usage of micro-protocol in IHIM-C 
will read all the bits used for covert communication as secret 
data bits which is not the case as the fifth and sixth bits of 
the Traffic Class field are used by the micro-protocol. How-
ever, if the adversary has knowledge about the placement 
of secret data bits and the micro-protocol bits in the IPv6 
packets then the secret data can easily be decoded. To over-
come this limitation, the undetectability aspect needs to be 
strengthened. Thus, a component of randomness in choosing 
header fields of IPv6 is added for every IPv6 packet carrying 
a secret message which gives us the second technique named 
IHIM-U. The effect of randomization used in IHIM-U is that 
it refrains this technique from generating a regular pattern 
which could help in intercepting the secret data. Section 4.2 
explains the sender’s and receiver’s algorithms of IHIM-U.

4.2 � IHIM‑U

IHIM-U is the second covert channel used in the FIHIM 
framework which offers higher undetectability. It adds a 
component of randomness in choosing the IPv6 header fields 
every time an IPv6 packet is created to store the secret mes-
sage. This strengthens the imperceptibility of secret data. 
IHIM-U also uses five header fields as cover protocol areas 
namely Traffic Class, Flow Label, Payload Length, Hop 
Limit, and Next Header for implementing a covert chan-
nel. Out of these, the Flow Label field, the Payload Length 

Fig. 4   Sender Side algorithm For IHIM-C

Fig. 5   Receiver Side algorithm for IHIM-C
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field and the Hop Limit field are used to carry the secret 
data bits. Whereas the Traffic Class (fifth and sixth bits) 
and Next Header fields are used for carrying micro-protocol 
data bits as shown in Fig. 6. To enhance the undetectability 
of secret data, instead of sending data in pre-defined fixed 
header fields, a component of randomness in choosing the 
IPv6 header fields (that will be used for carrying secret 
data) is added for every IPv6 packet created for carrying 
secret data. The effect of randomization used in IHIM-U is 
that it refrains this covert channel from generating a regu-
lar pattern which could help in intercepting the secret data. 
Every time a new IPv6 packet is created a random number 
is generated which is normalized to a value ranging from 
0 to 2 with the help of the modulus function. Each random 
option value is associated with a pre-defined set of header 
fields that shall be used to carry covert data. With the use 
of randomization, this random number information needs 
to be stored properly in some bits of the cover packet at the 
sender’s side and fetched and interpreted properly from the 
cover packet at the receiver’s side for effective covert com-
munication. To accomplish this IHIM-U uses micro-protocol 
bits. The micro-protocol area in IHIM-U comprises a fifth 
and sixth bit of traffic class field and the Next Header field. 
Only the fifth and sixth bits of the Traffic Class field are 
used because the most commonly occurring values for the 
traffic class field in the IPv6 header over the internet are 
00000000, 00001000, 00001100 as observed by Mazurczyk 
et al. [20]. For the Next Header field, the most commonly 
occurring values are TCP—99.15%, UDP—00.55% and 
ICMP—0.30% [20]. Only these commonly observed values 

of the Next Header field are used by the micro-protocol for 
controlling covert communication. The use of normally 
occurring values is just to avoid any detection with statisti-
cal analysis methods. The micro-protocol used in IHIM-U 
conveys three significant control information:

1.	 The location where the secret data is hidden in the IPv6 
header.

2.	 Information about the current IPv6 packet being an 
intermediate or the last IPv6 packet with secret data.

3.	 The number of padding bits used in the last IPv6 packet 
with secret data.

The random option values generated and the correspond-
ing header fields used with or without padding for covert 
communication are interpreted and used as per the micro-
protocol. A tabular form of the same is given in Table 4.

4.2.1 � Sender side

At the sender side implementing IHIM-U, initially, a secret 
message is input from the user. The message is converted to 
ASCII, further to hexadecimal, and finally to binary code 
and stored as message_binary. The sender then calculates 
the total number of bits to be sent to the covert receiver 
and stores it as message_length. Until the message_length 
reduces to zero, the following steps are repeated. Firstly, an 
IPv6 packet is created. Next, a random value (option) is gen-
erated from 0 to 2 to randomly decide the header fields to be 
used to hide the secret data in the current IPv6 packet. The 

Fig. 6   Cover Protocol and 
micro-protocol used by IHIM-U 
in IPv6 Header

Table 4   Interpretations of various combinations of valid traffic class field values and Next Header field values for IHIM-U

Option Interpretation DSCP ECN Next Header

0 First/intermediate hidden information in payload length and hop limit fields without padding 000000 00 TCP
1 First/intermediate hidden information in flow label and hop limit fields without padding 000010 00 TCP
2 First/intermediate hidden information in flow label, payload length and hop limit fields without padding 000011 00 TCP
0 Last hidden information in payload length and hop limit fields with/without padding 000000 00 UDP
1 Last hidden information in flow label and hop limit fields with/without padding 000010 00 UDP
2 Last hidden information in flow-label, payload length and hop limit fields without any padding 000011 00 UDP
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IPv6 header fields used for hiding secret data are selected 
based on random numbers generated as per Table 4.

Case I: If the random option generated is 0, then Pay-
load Length and Hop Limit fields are used to store secret 
data. Next, if the message_length is greater than 11, then 
the first 11 bits are fetched from message_binary. The first 
10 fetched bits are stored in the last 10 bits of the payload 
length field and the last one bit of fetched 11 bits is stored in 
the Hop Limit field. If this last bit is 0, the Hop Limit field 
is set to 51 and if this last bit is 1, the Hop Limit field is set 
to 242. Further, as per the usage of micro-protocol shown 
in Table 4, the Traffic Class field is set to 00000000 and the 
Next Header field is set to TCP (denoting first/intermedi-
ate IPv6 packet with secret data). The message_length and 
message_binary are updated after deducting these 11 bits.

In the other case, if the random option is 0, and mes-
sage_length is equal to 11, this means that it is the last IPv6 
packet with secret data with no padding. Here, the first 11 
bits are fetched from message_binary. The first 10 fetched 
bits are stored in the last 10 bits of the Payload Length field 
and the last one bit is stored in the Hop Limit field. If this 
last one bit is 0, the Hop Limit field is set to 51 and if this 
last one bit is 1, the Hop Limit field is set to 242. And as 
per the micro-protocol usage shown in Table 4, the Traffic 
Class field is set to 00000000 and the Next Header field is 
set to UDP (denoting the last IPv6 packet with secret data). 
The message_length and message_binary are updated after 
deducting these 11 bits.

In the other case, if the random option is 0, and mes-
sage_length is less than 11, this means that it is the last IPv6 
packet carrying secret data with some padding bits added. 
In this case, the dummy random bits are padded before 
the secret data bits to make it 11 bits long. The number of 
dummy bits added is stored in the last four bits of the Flow 
Label field, as this field is currently not being used for secret 
data transfer in this option. Further, from the combination 
created from dummy bits (used for padding) and secret data 
bits, the first 10 bits are stored in the last 10 bits of the 
Payload Length field and the last one bit is stored in the 
Hop Limit field. If the last one bit is 0, the Hop Limit field 
is set to 51 and if the last one bit is 1, the Hop Limit field is 
set to 242. Further, as per the micro-protocol usage shown 
in Table 4, the Traffic Class field is set to 00000000 and 
the Next Header field is set to UDP (denoting the last IPv6 
packet with secret data). The message_length is updated to 
0 and message_binary is updated to Null.

Case II: If the random option generated is 1, then Flow 
Label and Hop Limit fields are used to store secret data. If 
the message_length is greater than 21, then the first 21 bits 
are fetched from message_binary. The first 20 bits are stored 
in the Flow Label field and the last bit is stored in the Hop 
Limit field. If the last one bit is 0, the Hop Limit field is set 
to 51 and if the last one bit is 1, the Hop Limit field is set 

to 242. Further, as per the micro-protocol usage shown in 
Table 4, the Traffic Class field is set to 00001000 and the 
Next Header field is set to TCP (denoting first/intermedi-
ate IPv6 packet with secret data). The message_length and 
message_binary are updated after deducting these 21 bits.

In the other case, if the random option is 1, and mes-
sage_length is equal to 21, this means that it is the last IPv6 
packet with secret data with no padding. Here, 21 bits are 
fetched from message_binary. The first 20 fetched bits are 
stored in the Flow Label field and the last one bit is stored 
in the Hop Limit field. If the last one bit is 0, the Hop Limit 
field is set to 51 and if the last one bit is 1, the Hop Limit 
field is set to 242. Further, as per the micro-protocol usage 
shown in Table 4, the traffic class field is set to 00001000 
and the Next Header field is set to UDP (denoting the last 
IPv6 packet with secret data). The message_length and mes-
sage_binary are updated after deducting these 21 bits.

In the next case, if the random option generated is 1 and 
message_length is less than 21, this means that it is the last 
IPv6 packet with secret data where padding bits need to 
be added. In this case, the dummy random bits are padded 
before the secret data bits to make it 21 bits long. The num-
ber of dummy bits added is stored in the last five bits of the 
Payload Length field, as this field is currently not being used 
for hiding secret data under this option. Further, from this 
combination of dummy padding bits and secret data bits, the 
first 20 bits are stored in the Flow Label field and the last 
one bit is stored in the Hop Limit field. If the last one bit is 
0, the Hop Limit field is set to 51 and if the last one bit is 
1, the Hop Limit field is set to 242. As per the micro-proto-
col usage shown in Table 4, the Traffic Class field is set to 
00001000 and the Next Header field is set to UDP (denoting 
the last IPv6 packet with secret data). The message_length is 
updated to 0 and message_binary is updated to Null.

Case III: If the random option generated is 2, then Flow 
Label, Payload Length and Hop Limit fields are used to store 
secret data. The message_length is greater than 31, then the 
first 31 bits are fetched from message_binary. The first 20 
bits are stored in the Flow Label field, the next 10 bits are 
stored in the last ten bits of the Payload Length field and the 
last one bit is stored in the Hop limit field. If the last one 
bit is 0, the Hop Limit field is set to 51 and if the last one 
bit is 1, the Hop Limit field is set to 242. As per the micro-
protocol usage shown in Table 4, the Traffic Class field is 
set to 00001100 and the Next Header field is set to TCP. 
The message_length and message_binary are updated after 
deducting these 31 bits.

In the other case, if the random option generated is 2, 
and message_length is equal to 31, it means that it is the last 
IPv6 packet with secret data without any padding. Here, 31 
bits are fetched from message_binary. The first 20 fetched 
bits are stored in the Flow Label field, the next 10 bits are 
stored in the last ten bits of the Payload Length field and the 
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last one bit is stored in the Hop limit field. If the last one 
bit is 0, the Hop Limit field is set to 51 and if the last one 
bit is 1, the Hop Limit field is set to 242. Further, the traffic 
class field is set to 00001100 and the Next Header field is 
set to UDP (denoting the last IPv6 packet with secret data). 
The message_length and message_binary are updated after 
deducting these 31 bits.

In the last case, if the random option generated is 2 and 
message_length is less than 31, the random number is gener-
ated again to choose any one of the previous options. This 
is done as the last case would require padding in some of 
the fields (as data bits are less than 31) but there is no field 
available to store information about the number of padding 
bits used. Hence this option is not used and a new random 
number is generated in this special case.

The IPv6 packet cover packets are created and sent repeat-
edly using this technique at a frequency of 1–5 packets per 
second till the complete secret information is not sent. The 
reason for limiting the frequency remains the same, that is, 
the injected IPv6 packets should cause minimal/no change 
in network traffic statistics which would further ensure the 
undetectability of covert communication. The algorithm for 
the sender side of IHIM-U is shown in Fig. 7.

4.2.2 � Receiver side

At the receiving side using IHIM-U, the covert receiver 
listens for IPv6 packets destined for its IPv6 address and 
TCP/UDP destination port set to 11,234. When a packet is 
received, micro-protocol bits are fetched from the Traffic 
Class field and Next Header field and interpreted as given 
in Table 4. If the value of the Traffic Class field is 00000000 
and the value of the Next Header is TCP, then as per the 
micro-protocol used, the secret data is hidden in the last ten 
bits of the Payload Length field and Hop Limit field.

If the value of the Traffic Class field is 00000000 and 
the value of the Next Header is UDP, then as per the micro-
protocol used, the secret data is hidden in all or some of 
the last ten bits of the Payload Length field and Hop limit 
field. The Next Header value of UDP denotes that this is the 
last IPv6 packet with secret data. The number of paddings 
used (if any, in the last ten bits of the Payload Length field) 
is fetched from the last four bits of the Flow Label field. 
Similarly, if the value of the Traffic Class field is 00001000 
and the value of the Next Header is TCP, then as per the 
micro-protocol used, the secret data is hidden in the Flow 
Label field and Hop Limit field. If the value of the Traffic 
Class field is 00001000 and the value of the Next Header is 
UDP, then as per the micro-protocol used, the secret data 
is hidden in all or some of the bits of the Flow Label field 
and Hop Limit field. The number of paddings used (if any, 
in the Flow Label field) is stored in the last five bits of the 
Payload Length field. Similarly, if the value of the Traffic 

Class field is 00001100 and the value of the Next Header is 
TCP, then as per the micro-protocol shown in Table 4, the 
secret data is hidden in all the fields using complete twenty 
bits of the Flow Label field, last ten bits of Payload Length 
field and Hop Limit.

As per the micro-protocol used, the Traffic Class field 
value identifies where in the IPv6 header, the secret data 
is hidden. And the Next Header field value denotes if the 
current IPv6 packet with secret data is the last one or an 
intermediate one with more following it. Figure 8 shows the 
algorithm used to implement IHIM-U at the receiver’s side. 
The next section implements and experiments the working 
of IHIM-C and IHIM-U over a LAN followed by an analysis 
of both the covert channels in terms of Capacity, Reliability, 
and Undetectability.

5 � Implementation and performance evaluation

FIHIM framework, a combination of IHIM-C and IHIM-
U, was implemented as a tool (prototype) and tested over 
a LAN. The implementation and testing environment con-
sisted of a sender and a receiver that wish to have a hid-
den communication. Both sender and receiver used their 
respective link-local IPv6 address for covert communica-
tions. Scapy library [39] with Python programming language 
was utilized to generate and send IPv6 packets with secret 
data over the LAN. The same was used by the receiver to 
capture and interpret the covert messages. Wireshark [40], 
a packet capturing and analysis tool was used to capture 
incoming and outgoing packets to validate the actual sending 
and receiving of IPv6 packets with secret data at the sender’s 
and the receiver’s end. Sub-section 5.1 discusses the exper-
imental environment and how the experiments were con-
ducted. Sub-section 5.2 discusses the Results received after 
conducting the experiments for FIHIM over a Local Area 
Network. This is followed by the analysis of the proposed 
covert channels in sub-section 5.3. Further, sub-section 5.4 
makes a comparison of FIHIM with another IPv6-based net-
work covert channel tool.

5.1 � Experimental study

The experimental environment for the prototype consisted 
of Host A, a covert message sender, and Host B, a covert 
message receiver. They both use their respective link-local 
IPv6 addresses to communicate with each other over a LAN. 
FIHIM begins with inputting the user’s requirement for a 
high-capacity channel or a stealthier covert channel. If the 
user chooses the first option IHIM-C runs. If the user wishes 
to choose the second option IHIM-U runs. In both cases, the 
sender first inputs the secret message and converts it into 
a series of binary bits. These bits are fetched and put into 
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Fig. 7   Sender Side algorithm For IHIM-U
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IPv6 headers as per the chosen covert channel and its micro-
protocol, to create an IPv6 packet with secret data at the 
sender side. After the IPv6 packets are created, the destina-
tion port of the transport header (TCP/UDP) is set to a fixed 
pre-decided value and the source port is given a random 
value between 5000 to 50,000. The source and destination 
address of the IPv6 header of all the packets were set to the 
link-local addresses of Host A and Host B respectively. For 
both techniques, the IPv6 packet with secret data was cre-
ated and sent over the local area network as per the sender 
side algorithms of the respective covert channel as discussed 
in Sect. 4. On the receiver’s side, the receiver listens for 
IPv6 packets with the source address set to the link-local 
IPv6 address of the source, and the destination port set to 
a fixed pre-decided value (11,234 in our case). This is how 
the packets with secret data are identified from other IPv6 
packets. Once an IPv6 packet with secret data is received, 
it is processed as per the receiver side algorithm and micro-
protocol usage of the respective covert channel to fetch the 
hidden secret message. The Wireshark tool was installed and 
used at both ends to confirm the sending and receiving of 
IPv6 packets for both IHIM-U and IHIM-C.

5.2 � Results

Results were analyzed through both console output and 
the Wireshark tool. A secret message, input at Host A was 
received at Host B successfully using TCP over IPv6 or UDP 

over IPv6 packets. Figures 9 and 10 show the console win-
dow snapshots of the successful transmission of desired IPv6 
packets from Host A to Host B using IHIM-C. Figures 11 
and 12 show the console window snapshots of the successful 
transmission of desired IPv6 packets from Host A to Host 
B using IHIM-U.

For IHIM-C, the secret message input at Host A was “Hi! 
This is a secret message.”, as shown in Fig. 9. The length 
of this message was 29 characters The covert capacity of 
each packet in IHIM-C is fixed, i.e. 32 bits per IPv6 packet. 
Hence it required 8 IPv6 packets to send the entered message 
covertly with this covert channel. A screenshot of Wireshark 

Fig. 8   Receiver’s side Algorithm for IHIM-U

Fig. 9   Console at Host A using IHIM-C (covert sender)
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capturing TCP over IPv6 packets carrying secret messages 
from Host A is shown in Fig. 13. Figure 14 shows Wireshark 

screenshot depicting TCP over IPv6 packets received at Host 
B.

For IHIM-U, the secret message input at Host A was “Hi! 
this is a secret message!”. This was also 29 characters long. 
This covert channel randomly decides which IPv6 header 
field(s) to use for covert communication. This makes the 
capacity of this covert channel vary from a minimum of 11 
bits per packet to a maximum of 31 bits per packet. In our 
trial of this covert channel, it took 14 IPv6 packets to transfer 
this message completely. The average capacity of this trial 
was 16.57 bits per packet. A Wireshark screenshot of 14 
TCP over IPv6 packets and 1 UDP over IPv6 packet used 
for carrying covert data from Host A to Host B is shown in 
Fig. 15. Figure 16 shows another Wireshark screenshot that 
captured 14 TCP over IPv6 packets and one UDP over IPv6 
packet received at the receiver side.

Both of the covert channels executed well to give the 
desired results. In the next sub-section, an analysis is done 
to understand the efficiency of the proposed covert channels 
for the three important information-hiding characteristics 
namely capacity, robustness and undetectability.

Fig. 10   Console at Host B using IHIM-C (covert receiver)

Fig. 11   Console at Host A using IHIM-U (covert sender)

Fig. 12   Console at Host B using IHIM-U (covert receiver)

Fig. 13   Wireshark snapshot at sender site for IHIM-C

Fig. 14   Wireshark snapshot at receiver site for IHIM-C
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5.3 � Covert channel analysis

Just like other information-hiding mechanisms, the network 
covert channels are accessed on three characteristics: capac-
ity, robustness, and undetectability. The capacity of a covert 
channel is defined as the number of covert bits that can be 
sent in the basic unit of a cover. Robustness defines how 
resilient a covert channel is to external attacks. Undetect-
ability defines the imperceptibility of secret data in a cover 
media. In this section, we reviewed the effectiveness of the 
proposed covert channels IHIM-C and IHIM-U based on 
these characteristics theoretically or experimentally.

5.3.1 � Capacity

The capacity of a covert channel can be quantized in two 
ways. It can be defined as the number of secret bits sent 
per packet or the number of secret bits transferred per unit 
time. Both the covert channels were compared in terms of 

the number of packets used by each one of them to send 
a fixed message. For both the covert channels, the mes-
sage strings with different message sizes of 10, 20, 30, 
40, and 50 characters respectively were sent. For the first 
covert channel, IHIM-C, there is a fixed capacity of 32 
bits per packet, hence it took 3 packets to send a message 
of size 10 characters. For message sizes of 20, 30, 40, 
and 50 characters it took 5, 8, 10, and 13 packets to send 
the respective covert messages. Whereas with the second 
covert channel IHIM-U, which uses randomness in the 
selection of header fields, one hundred iterations were per-
formed for sending messages of different sizes of 10, 20, 
30, 40, and 50 characters each respectively. Each iteration 
used a different number of IPv6 packets for sending the 
complete message. The average number of packets used 
for messages with message sizes of 10, 20, 30, 40, and 
50 characters were found to be 4.68, 8.64, 12.43, 16.44, 
and 19.69 packets respectively. The detailed observations 
of 100 trials, for each of the different message sizes with 
IHIM-U, are shown in Figs. 17, 18, 19, 20, 21.

Fig. 15   Wireshark snapshot at sender site for IHIM-U

Fig. 16   Wireshark snapshot at receiver site for IHIM-U

Fig. 17   Number of Packets used for sending covert messages of mes-
sage size of 10 characters IHIM-U

Fig. 18   Number of Packets used for sending covert messages of mes-
sage size of 20 characters IHIM-U
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5.3.2 � Robustness

Robustness is defined as the resilience of a covert channel 
against an attack. The robustness of a covert channel can be 
analyzed as the impact on covert communication if some 

intermediate node changes some IPv6 header field that is 
being used for covert transfer. For this, the fields which are 
vulnerable to changes by intermediate nodes were analyzed. 
Mazurczyk et al. observed that only the Traffic class field is 
open to the changes made by intermediate nodes and that the 
value of DSCP was set to 0b000000 in few cases thereby dis-
rupting the covert channel [20]. No other fields are known to 
receive changes by intermediate nodes. Thus the use of the 
Traffic Class field can decrease the robustness in IHIM_U. 
Whereas, in IHIM_C, only the last IPv6 packet carries a 
non-zero value for Traffic Class field. Hence, it is majorly 
robust against normalization attacks.

5.3.3 � Undetectability

A steganographic system is undetectable if it is not possible 
to distinguish a normal carrier and a carrier with hidden 
data [41]. To incorporate this in both the proposed covert 
channels, the values of header fields that are commonly seen 
over the internet were used. Mazurczyk et al. observed the 
commonly occurring values for header fields of IPv6 as sum-
marized in Table 5. Also, Anonymized Internet Traces 2019 
[36] (traffic capture files) provided by the CAIDA were used 
to observe the values carried by various IPv6 header fields’ 
over the wild internet.

Further, undetectability was reviewed from two aspects. 
Firstly, the detection based on single packet inspection is 
discussed. For this, it was observed how closer the gener-
ated IPv6 packets were to the normally observed IPv6 traffic. 
This was done by calculating the Hamming distance of val-
ues used in comparable header fields of the proposed algo-
rithms with values that appear normally in the internet traf-
fic. Hamming distance is a metric that can be applied to two 
codewords of equal lengths. Hamming distance gives the 
number of bit positions in which one codeword varies from 
the other. The Hamming Distance of values used and values 
observed over the Internet for fields like Traffic Class, Hop 
Limit and Next Header was calculated. The Hamming dis-
tance for two codewords a and b of equal lengths is denoted 
as D(a, b). For the Traffic Class field, three distances were 

Fig. 19   Number of Packets used for sending covert messages of mes-
sage size of 30 characters IHIM-U

Fig. 20   Number of Packets used for sending covert messages of mes-
sage size of 40 characters IHIM-U

Fig. 21   Number of Packets used for sending covert messages of mes-
sage size of 50 characters IHIM-U

Table 5   Commonly observed values of various IPv6 Header Fields 
as observed by Mazurczyk et al. [20]

IPv6 header field Observed Values

Traffic class 00000000, 00001000, 00001100
Flow label Pseudo-random values
Payload length Variable as per payload size
Hop limit 51–54, 242–245
Next header TCP–99.15%, UDP–00.55% & 

ICMP–0.30%
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computed for each Traffic Class field’s value used in the 
created IPv6 packets as

D1 = D(a,00000000),
D2 = D(a,00001000) and.
D3 = D(a,00001100).
Then we computed hamming distance, HD as below:
HD = D1 & D2 & D3.
If HD is 0, the value is considered normal-appearing 

value indicating high undetectability. Since only the legiti-
mate values (appearing in the normal internet traffic) were 
used hence for all the created IPv6 packets, HDTraffic Class 
was equal to 0.

With a similar technique, HDHop Limit and HDNext Header 
were calculated, and for the similar reason that these two 
fields also used the legitimate values, the corresponding HD 
value came out to be 0.

Next, the undetectability based on stream data was ana-
lyzed. For the normally appearing traffic over the internet, 
Mazurczyk et al. reported that 99.15% packets indicated the 
presence of TCP, whereas only 0.55% and 0.3% pointed to 
UDP and ICMP protocols hence any deviation can easily be 
spotted as an anomaly [20]. These transport header values 
were observed in the traffic generated through the proposed 
covert channels. In IHIM-C, all the packets used TCP at the 
transport layer. In IHIM-U, only the last packet was sent as 
UDP over IPv6 packet and for all the previous steganograms 
TCP was used at the transport layer thereby maintaining the 
statistical distribution of the Transport layer.

To add further, in a recent work a tool named bccStego 
was proposed and developed by Repetto et al. [42] that cre-
ates usage statistics to reveal covert channels created using 
three IPv6 Header fields namely, Traffic Class, Flow label, 
and Hop Limit. They suggested that an IPv6 Covert Chan-
nel can be detected with the number of changing bins for all 
three fields individually. According to them, the number of 
changing bins would raise abnormally for a respective IPv6 
header field if any covert channel is using that particular 
field. The undetectability aspect of FIHIM as per bccStego 
is discussed individually for each field below:

Traffic Class Field: According to bccStego, the change 
in the number of bins for the Traffic Class field observed 
in the network traces provided by CAIDA 2019 dataset can 
vary from 1 to 7. Any number of changing bins beyond that, 
which occurs as a result of using all 8 bits of the Traffic 

Class field to carry covert data can indicate the presence of 
a covert channel. In FIHIM, both IHIM-C and IHIM-U use 
only 3 legitimate values of the Traffic Class field, so at any 
instance, the change in the number of bins can vary from 1 to 
3 which makes the use of the Traffic Class field undetectable 
for covert communication under FIHIM.

Flow Label Field: As per bccStego, when an attacker 
uses the Flow label field to carry covert data the number of 
changing bins would increase abnormally. As observed by 
the authors of bccStego for a random trace of 60 min from 
the CAIDA 2019 dataset, the number of changing bins vary 
from 0 to 570 within a period of 60 min. This variation 
happens because of the creation of new flows or the end-
ing of earlier active flows. In FIHIM, the number of new 
flows added to the existing traffic varies from 1 to 5 per 
second as the frequency of sending IPv6 packets with secret 
data under both IHIM-C and IHIM-U can vary from 1 to 5 
packets per second. Thus during the interval when covert 
communication is taking place the change in the number of 
changing bins can increase maximum by a value of 5 per 
second which is not a very significant deviation. Thus the 
use of the Flow label field for covert communication under 
FIHIM also remains undetectable.

Hop Limit Field: For the Hop-Limit field, as observed 
by Repetto et al. for bccStego, for a random trace of 60 min 
from the CAIDA 2019 dataset, the number of changing bins 
can vary from 1 to 19 with legitimate values. In FIHIM, two 
legitimate values are used for the Hop Limit field to com-
municate covertly, hence the number of changing bins for 
the Hop Limit field can vary from 0 to 2, which lies within 
the observed range.

To summarize, a tabular form depicting the performance 
of IHIM-C and IHIM-U based on covert channel charac-
teristics is shown in Table 6. Between both of the proposed 
covert channels, IHIM-C offers a higher and a fixed capacity. 
This covert channel offers optimum robustness also as there 
are rare chances of Payload Length or Flow Label fields to 
be rewritten by the intermediate nodes [19]. The presence of 
micro-protocol bits in carrier IPv6 packets make the inter-
ception harder for the adversary and makes the communica-
tion indirect. IHIM-U offers a lesser capacity of a minimum 
of 11 bits per IPv6 packet but provides higher imperceptibil-
ity of secret data because of the randomness in the selection 
of header fields in IPv6 that carry secret data.

Table 6   Performance of 
IHIM-C and IHIM-U based 
on Information Hiding 
characteristics

Technique Size of 
Micro-pro-
tocol

Capacity Robustness Undetectability

IHIM-C 2 bits 32 bits/packet High Lesser than IHIM-U as it 
only uses micro-protocol 
bits

IHIM-U 3 bits 11–31 bits/packet Lesser than IHIM-C High, because of randomness
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5.4 � Comparison with other IPv6‑based network covert 
channel tools

In this section, FIHIM was compared with a recently 
proposed network covert channel generation tool named 
pcapStego [37] tested over IPv6. Firstly, FIHIM is devel-
oped with an intention of Information Hiding in IPv6 
incorporating complete session management of covert 
communication. Whereas in pcapStego, the intention is 
to create network covert channels over IPv6 using exist-
ing pcap files for emulating attacks or to conduct penetra-
tion testing. Secondly, FIHIM creates a fixed number of 
synthetic IPv6 packets in the network without disturbing 
the existing network flows. On the other hand, pcapStego 
overwrites the existing header data for communicating 
covertly thereby affecting the existing flows in the used 
pcap file. Thirdly pcapStego uses three direct embedding 
mechanisms, the first one using all the 8 bits of traffic class 
field, the second using all 20 bits of Flow Label field and 
the third using 2 fixed values of Hop Limit field for repre-
senting a 0 and a 1 bit. Whereas in FIHIM, two distributed 
network covert channels are proposed that make use of 
micro-protocols. One of these can be chosen as per the 
need of the user for higher capacity (IHIM-C) or higher 
undetectability (IHIM-U).

(1)	 IHIM-C uses a combination of two bits of the Traffic 
Class field, all 20 bits of the Flow Label field, the last 
ten bits of the Payload Length field, and two legitimate 
values of each of the Next Header and Hop Limit fields 
for covert communication. Out of a total of 34 bits, two 
bits are used for micro-protocol data, and the rest are 
used for hiding secret data.

(2)	 IHIM-U implements header field hopping for covert 
communication. It also uses five IPv6 header fields 
named Traffic Class, Flow Label, Payload Length, 
Next Header, and Hop Limit for hiding covert data 
and micro-protocol bits. It choses randomly from a 
combination of {Flow Label + Hop Limit} or {Pay-
load Length + Hop Limit} or {Flow Label + Payload 
Length + Hop Limit} to carry covert data. Traffic Class 
and Next Header fields are used for carrying micro-
protocol bits for covert communication. Lastly, FIHIM 
uses legitimate values that are observed over the wild 
internet for fields like Traffic Class, Payload Length, 
Hop Limit, and Next Header fields which enhances the 
undetectability of covert communication. On the other 
hand, pcapStego uses any combination of 8 bits of the 
Traffic Class field and 2 rarely occurring values of the 
Hop Limit field (10 and 250) for covert communication 
which makes the detection of covert communication 
easy with any AI-based application that is trained on 
the usual internet traffic data for IPv6.

6 � Conclusion

With the growth of the Internet, IPv6 is replacing IPv4 rap-
idly. A lot of work on information hiding in IPv4 has been 
done by various researchers in the past. Thus in this paper, 
FIHIM, a novel framework for implementing information 
hiding in IPv6 using micro-protocols has been proposed. 
FIHIM offers two covert channels, IHIM-C and IHIM-U 
which cater to two different requirements of a high capac-
ity-based covert channel and a high undetectability-based 
covert channel respectively. These covert channels can 
be selected based on the user’s requirements. If a user 
wishes to use a high-capacity covert channel then IHIM-C 
is chosen, and if he wishes to use a stealthier channel then 
IHIM-U is used. Both IHIM-C and IHIM-U create syn-
thetic IPv6 packets with limited frequency without harm-
ing existing data flows over the network. FIHIM makes use 
of legitimate values to execute covert communications to 
overcome detections based on anomalous values. Both of 
the proposed techniques, IHIM-C and IHIM-U use micro-
protocols with IPv6 as the underlying protocol. IHIM-C 
uses micro-protocol for session management and estab-
lishing indirect communication between the sender and 
the receiver. Whereas, in addition to session management 
and establishing indirect communication, IHIM-U uses a 
micro-protocol for increasing the undetectability of cov-
ert data because of the use of randomization in selecting 
the header fields that carry covert data. Moreover, the use 
of the Next header field in IHIM-U was done in such a 
way that it justifies the proportion of TCP and UDP pack-
ets, as compared to the statistics observed in the actual 
wild internet. When experimented over a LAN, IHIM-C 
provides a fixed capacity of 32 bits per IPv6 packet, and 
IHIM-U, which supports higher undetectability, assures 
a minimum bandwidth of 11 bits in a single IPv6 packet. 
Because of the randomness used in IHIM-U, it offers a 
lesser average capacity as compared to IHIM-C but surely 
enhances undetectability. Further, the information-hiding 
characteristics of the proposed framework were analyzed, 
in which the capacity, robustness, and undetectability of 
the proposed covert channels of FIHIM were discussed. It 
was deduced that IHIM-C offered more capacity whereas 
IHIM-U offered higher undetectability. Thus, FIHIM can 
be deployed in real-time as a good candidate for IPv6-
based covert communications. Furthermore, this frame-
work can be used to generate datasets containing covert 
communication-based traffic that can be utilized to develop 
technologies for detecting IPv6-based covert channels.
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