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Abstract Data Warehouse (DW) security has always been

a critical challenge for DW designers because of its global

availability and accessibility. Over time, different

researchers have suggested different DW security solu-

tions, such as Role Based Access Controls (RBAC),

Extended RBAC, Temporal RBAC (TRBAC), Risk-based

access control, etc. Intrusion Detection System (IDS) and

some other customized security solutions for DWs have

also been proposed. Here, Risk-based access control pro-

vides additional security by utilizing risk value for each

access decision. In RBAC systems, if an attacker obtains

access to the system using some compromised credentials,

the RBACs has no mechanism to secure DW elements

which are accessible to the compromised user’s role. The

Intrusion Detection System (IDS) aims to solve this limi-

tation; it monitors the user activities and alerts the system

administrator whenever a user deviates from routine

behavior. However, in the IDS solution for DWs, most of

the real intrusions go undetected. In this work, we propose

a second level authentication within the IDS, where a

minute deviation from the user’s past behavior is detected.

It brings more robustness to the user’s historical profile and

makes the system less susceptible to false negatives. The

proposed solution has been implemented on standard TPC-

H databases, and results indicate a significant decrease in

undetected real intrusions, which is one of the main

achievements of the proposed mechanism.

Keywords Data warehouse security � Second level

authentication � Intrusion detection system

1 Introduction

Data Warehouse [1] is designed to generate business

knowledge and store sensitive information about a busi-

ness. Data Warehouse’s online usability and global avail-

ability make them the big target of attackers [2]. Securing

them from attacks or data leakage, therefore, becomes an

essential challenge for DW’s defense. Organizations

introduced various security measures to protect their

business secrets from those security challenges. Similarly,

according to Data Warehouse’s design requirements, var-

ious security measures have been implemented to safe-

guard DWs from these security threats [3–6].

Role-Based Access Control (RBAC) [7] has also been a

measure for controlling access to DW entities with various

users and associated privileges. However, RBAC’s static

nature and its unclear definition of groups and users make

way for Extended RBAC [4]. Temporal RBAC (TRBAC)

[8], an extension of RBAC, allows temporary limitations

on the roles and summarized data [9]. Risk-based access

control systems [10], another extension of RBAC, provides

access control by combining static policies with dynamic

and real-time features. If any user accesses DW with

compromised user credentials in all the RBAC solutions,

RBAC will not prevent the system’s exploitation. Intrusion

detection systems (IDSs) aim at detecting attacks on

computer systems and networks [11] or information sys-

tems in general. Though it is challenging to provide secure

information systems and maintain them in such a safe state

for their entire lifetime, IDS helps to provide security to

information systems to some extent [3]. IDSs detect
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unauthorized access automatically as per their design

structure [11]. They work mainly in two ways: ‘‘misuse

detection’’ where user actions match well-known prede-

fined patterns of attack; and ‘‘anomaly detection’’ where

user actions are analyzed to detect deviations from a

determined normal behavior [5].

Earlier IDSs have focused on intrusion at the network or

operating system level. Due to its lack of knowledge of

application-level semantics, these IDSs have not been

proven effective in dealing with application-level attacks

[5]. However, Database Intrusion Detection System

(DIDS) is aimed at detecting attacks at the application

level. DIDSs are often marred by low intrusion detection

rates or large numbers of false alarm [12, 13]. While some

DIDS methods have been suggested to minimize false

positives [14, 15], according to Santos [5], they are not

appropriate for heterogeneous environments such as DWs.

Due to the uniqueness of certain data warehouse features,

an intrusion detection mechanism tailored explicitly to the

data warehouse was proposed [5]. All IDS solutions,

including IDS for DW, have their agreed share of false

negatives (FN), i.e., missing warnings on a real attempted

intrusion [5, 16]. In this article, we have proposed IDS for

DW with a second level authentication mechanism,

resulting in the reduction of false negatives, i.e., undetected

attempts at the true intrusion. Second level authentication

triggers whenever a deviation in user behavior from its

historically recorded behavior is detected. A correct

response to the second level authentication challenge is

mandatory; else, the current user’s session will be termi-

nated. The answer will be updated in the user’s historical

profile accordingly. It brings more robustness to the user’s

historical profile and makes the system less susceptible to

false negatives. It also automates the IDS system and

reduces dependence on the system administrator in case of

IDS’ intrusion alarm.

The main contributions of this paper are as follows:

• A user profile based on their access trends over time has

been created. These user profiles act as the respective

user’s signature, which is used to identify them

individually.

• A customized intrusion detection system has been

developed, which includes second level authentication.

It also includes prompting predefined secret questions

or any other mechanism such as OTP (One-time

password) to the user whenever the intrusion detection

system produces an alarm.

• It also updates the user profile on positive second level

verification with the current input sequence. It helps to

build a robust user profile and reduces false negatives.

The rest of the article has been structured as follows:

Sect. 2 discusses relevant DIDS research and related work.

Section 3 discusses the proposed second level authentica-

tion by IDS and its user profile implications. Section 4

provides an experimental assessment and comparative

analysis of the TPC-H decision support benchmark. Sec-

tion 5 concludes the inferences of the outcomes and out-

lines possible future work.

2 Related work

Role-Based Access Control (RBAC) [7] has been consid-

ered one of the best ways of controlling access to DW

entities with various users and associated privileges. Once

all user functions are filled into the database, role-based

rules are formulated, followed by workflow engine mod-

ules. Through these components, role-based privileges can

be accessed and updated easily through multiple systems,

networks, applications, and geographic locations. Here,

companywide control over data and resources can be

managed by RBAC [4].

While RBAC is commonly used and can handle the

whole system, there are some problems, such as an unclear

definition of groups and users and no mention of duties and

responsibilities. An Extended RBAC for stable warehous-

ing of data was introduced as a solution [4], a robust

administrative and decision process with temporal depen-

dencies, mutability, and identity management. Another

extension of RBAC was introduced as Temporal RBAC

(TRBAC) and its various variations [17–20], allowing for

temporary limitations on the roles themselves, user-per-

mission assignments (UA), permission-role assignments

(PA), and role hierarchies (RH) [8]. Another role based

access technique targeting summarize data [9] has also

been proposed. It introduces restrictions on the summary of

data as per the user’s role. This summarized data based

restriction will help in further improvement in security as

more summarized data having more information as com-

pared to less summarized data. All of the above research

studies on RBAC ensure that users access only their

authorized sections of the DW.

On the other hand, dynamic access control methods like

Risk-based access control systems [10] employ static

policies and dynamic and real-time features to make access

decisions. These dynamic features can involve context,

trust, history events, location, time, and a security risk [21],

which brings flexibility to the access control mechanism. In

all the access control mechanisms discussed above, if an

attacker obtains access to the system using some compro-

mised credentials, the access control has no mechanism to

secure DW elements accessible within the compromised

user’s risk limits.

So, if an attacker with a compromised user credentials

reaches DW, RBAC will not be able to restrict the system’s
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exploitation. Intrusion detection acts as a far better solution

to overcome this limitation. There are various methodolo-

gies for handling intrusion detection for network and sys-

tems [11, 16, 22, 23], but they are not appropriate for

database security [24, 25]. As a solution, some research

analyzes intrusion detection in databases based on Role

Based Access Control (RBAC) [24–28]. Some research

focused on insider user behavior and looked at intrusion

attacks from these users [29]. It presents a function-ex-

traction method for modeling an internal user’s access

patterns. Here, an insider is someone with access, privilege,

or knowledge of information systems and services [30].

Some research work suggests their targeted IDS keep their

attention on specific types of databases [31, 32].

One of the recent studies [24] discussed the mechanism

of intrusion detection in databases using data mining

techniques such as clustering and classification. This arti-

cle, unlike other works, discussed querying actions in detail

rather than anomalies in data. It also proposed a novel

method using clustering and classification for intrusion

detection in databases. In another approach, the summa-

rization of raw SQL queries into a compact data structure

called hexplet for anomaly detection [28] was proposed.

Here, hexplets are used for modeling normal access

behavior and recognize intruders within RBAC systems.

However, most of these articles restrict their consideration

of intrusion detection for the RBAC in the database, and

they work considering a role as the input for profiling

purposes. Because of the uniqueness of certain data ware-

house features, an intrusion detection mechanism tailored

explicitly to the data warehouse was proposed by Santos

[5]. Here, the intrusion detection solution for DW [5] built

user profiles based on the various user’s input queries and

evaluated their results on the TPC-H decision support

benchmark. Although it provides a targeted IDS solution

for DW, it is also dependent on the system administrator in

case of intrusion detection.

For security analysis of the above-discussed articles, we

have divided the categories of the security mechanism

discussed above into the following categories:

• Access Control Restriction on the user’s access to the

resources as per their role and associated privileges.

• User Behavior Analysis Access decisions based on

analyses of user’s access history and current user’s

request.

• Access Decision Based on Risk Factors Access deci-

sions based on a computation of security risk on various

risk factors like sensitivity of the information, history of

access decision, etc.

• Intrusion Detection for DW Customized intrusion

detection mechanism for catering of data warehouse’s

needs. It automatically detects unauthorized access by

analyzing the user’s current query profile and its

historical access profile at the SQL command level.

• Flexible Access Control in Minute Diversions Allows

another chance for the user to prove its identity

whenever a user deviates minutely from its access

history.

• Access Profiling The user or the user’s role access

history is used to creating access behavior. This

behavior pattern acts as the benchmark for IDS to find

any deviation.

The primary techniques for databases and data ware-

houses security have been discussed in Table 1 as per the

security mechanism employed. It helps to identify any

research gap in the data warehouse’s security issues related

to intrusion detection. We have also included Risk-based

access controls in the analysis as they also look to have a

similar working as the IDS solutions.

By analyzing Table 1, it can be an inference that Risk-

based access control and IDS for DW are the categories

that provide access controls based involving other factors

like user behavior or risk factors. In both of these cate-

gories, the threshold values act as a benchmark for the risk

factor or user access history. The user’s current access

parameters have to be below these thresholds to allow

access to the required values. There is no provision for

another authentication level in all the above-discussed

articles if they deviate minutely from their normal behav-

ior. In this work, we semi-automate the intrusion alert

mechanism by introducing the second authentication level

instead of rejecting the request altogether. It reduces the

rate of false negatives and improves the user’s profile

robustness and semi-automation of the entire intrusion

detection mechanism.

3 Attacks on data warehouse

The DW has to be always available to the outer world for

reporting and analytics; thus, it is susceptible to security

attacks. The attacks on data warehouse have been classified

into the following three broad categories [5]:

1. Data Corruption: Intruder targets the integrity of the

data warehouse by modifying the entries or complete

deletion of table, view, or number of rows.

2. Information Stealing: Here, the intruder’s target is to

steal valuable information like trade secrets of future

trends, etc. Here, the entries of the data warehouse are

not damaged or modified.

3. Denial of Service: The focus of these attacks to make

the data warehouse services unavailable by erasing the

database object, flooding data warehouse services with
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the unwanted request with a considerable workload,

halting the data warehouse server instances, etc.

Given the classification of possible attacks on the DW,

the RBAC and its variants, Risk-Based Access Controls

and IDSs have been classified in Table 2.

In case a user’s authentication with full access to the

system has been compromised, then RBAC and its variants

will have very little control over user behavior if this

attacker tries to execute commands for data theft or plan-

ned data manipulation. To solve with problem in this work

we have proposed the second authentication level to track

the user’s behavior and verify its historical action signa-

tures. The proposed method prevents DW from data cor-

ruption and information stealing. The issues related to

Table 1 Analysis of various security techniques related to IDS

Security method Security method Access

control

User

behavior

analysis

Access

decision on

risk factors

Intrusion

detection for

DW

Flexible access

control in minute

diversions

Access

profiling

Sandhu [7] Role-based access control

(RBAC)

Yes No No No No No access

profile

Thuraisingham

and Iyer [4]

Extended RBAC Yes No No No No No access

profile

Joshi et al. [17] Generalized temporal

RBAC

Yes No No No No No access

profile

Emre et al. [8] Temporal RBAC security

analysis

Yes No No No No No access

profile

Ali et al. [9] Authorization model on

summarized data

Yes No No No No No access

profile

Ramachandran

et al. [24]

IDS in the relational

database

Yes Yes No No No Role-based

Ramachandran

et al. [25]

Anomaly detection in the

relational database

Yes Yes No No No Role-based

Rao et al. [26] Machine learning based

IDS for relational

database

Yes Yes No No No Role-based

Darwish et al. [27] Role administered based

IDS

Yes Yes No No No Role-based

Darwish [28] Hexplet based database

IDS

Yes Yes No No No Role-based

Mathew et al. [29] Insider attack detection in

database

Yes Yes No No No Role-based

Santos et al. [5] IDS for DW Yes Yes No Yes No User

action-

based

Atlam et al. and

Santos et al.

[21, 33]

Risk-based access

controls

Yes Yes Yes No No Role-based

risk

profile

Table 2 Classification of security techniques while attacks on DW

Security method Data corruption Information stealing Denial of service

Role-based access controls [4, 16–20] Yes Yes No

Authorization model on summarized data [9] Yes Yes No

Risk-based access controls [21] Yes Yes No

IDS solution for RBAC [24–28] Yes Yes No

Insider attack detection in the database [29] Yes Yes No

IDS for DW [5] Yes Yes No
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denial of service have not been part of the scope of this

article.

4 Data warehouse intrusion detection system
(DW-IDS)

As shown in Fig. 1, the DW-IDS works as an extension to

existing DIDS. The user initially passes a standard

authentication process by supplying their credentials in a

username, password. Once authorized, every action per-

formed by the user will be monitored, logged, and add to its

user profile. The second authentication level will be acti-

vated whenever user actions deviate from its historical

profile generated over time.

The two-level authentication IDS system allows the

system to ask for second level authentication whenever

user activity deviates from its regular user profile [34]. The

detail working of the architecture has been explained

below:

Whenever the user wants to access DW, they provide

their user credentials and password to the DBMS. Once

signed in successfully, the system executes user queries

according to the user’s need for meaningful results.

To build the current query profile based on the prede-

fined parameters, the DBMS transfers query and its

expected response from Enterprise DW to the command

and response analyzer.

The UAPR includes parameters such as query execution

time, response size, processed rows, and the number of

columns in response, etc. to form the current query

profile.

UAPR loads the user’s access profile from BAR

(Behavioral Analysis Repository), provided by the user

during the training process and their historical access

over time. UAPR sends both the current query profile

and user’s access profile to the threat analyzer for

comparison and further action, if any.

Then, the threat analyzer compares both user and current

query profiles within the security administrator’s thresh-

old. The security administrator uses a security manager

interface to set various threshold parameters.

A threat analyzer sends its comparative analysis to the

authorizer to decide further course of action.

Then authorizer chooses to allow results to be trans-

ferred to the user immediately or to initiate authentica-

tion of the second level before that. This decision has

been made based on input from the threat analyzer and

the security administrators’ policy rules through the

security manager interface. If second level authentica-

tion is initiated, the system asks a security question to re-

verify the user’s identity. The security question gets

randomly selected from the list of security questions.

The user provides the answers to these security questions

during its registration time.

If the user successfully answers it correctly, the autho-

rizer informs DBMS about providing the user results.

Otherwise, the user will be forced to end the session

without any results. In positively verified cases, the

query profile will be passed to UAPR in order to update

the user’s historical profile accordingly.

Fig. 1 The architecture of the

data warehouse intrusion

detection system with second

level authentication
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As per the authorizer’s decision in step 8, the DBMS

provides the user’s desired results. The results may

contain an error message if the user has not answered the

security question on second-level authentication

initiation.

Here, the system has a provision to ask the user to prove

its identity again with another verification level. It gets

initiated whenever the current query profile deviates from

the user’s historical access profile established over time.

Once the user has successfully passed the second level

authentication, the present query profile is incorporated

into the user’s historical profile. It further expands user

access profile resulting in the reduction of false negatives.

In case of a failed attempt of second level authentication,

the system administrator and user will be simultaneously

notified of a suspicious login attempt. This notification will

help the user take appropriate action to change a password,

update security questions, etc.

4.1 User profile creation

The user can retrieve some information from the data

warehouse only once he gets an approved entry into the

system. The extraction of information involves the execu-

tion of single or multiple DW-level queries. These queries

and their corresponding responses can be broken down into

different parameters to form a user access profile that can

be modified incrementally over time. These user profile

parameters include query content under execution and

result after execution [5]. Such parameters form their

respective probabilistic distribution for each user at a

confidence level of 95 percent, i.e., the settings range from

[Mean-2* (Standard Deviation)] to [Mean ? 2* (Standard

Deviation)]. The user profile has been created for every

parameter per user during the training phase. It will be

updated incrementally at each verified user access by

making respective entries in the BAR repository.

The parameters considered for the creation of a user

profile are:

1. QueryExecutionTime Total time taken by the query for

execution.

2. QueryLength The number of characters in the executed

query.

3. ResponseSize Size (in bytes) in the result of the

executed query.

4. ResponseColumns Numbers of columns returned in the

result of the executed query.

5. ResponseTables Number of tables included in the

result of the executed query.

6. GroupByCount Number of columns included in the

GROUP BY clause of the executed query.

7. AndOrCount Number of AND clause and OR clause

included in the executed query.

8. JoinsCount Number of JOINS of any type included in

the executed query.

Here, the following hypothesis has been considered by

the system:

1. Null Hypothesis (H0) Every user has been deemed an

intruder, and the user must prove their identity by

matching the current access profile to their user profile

inside the BAR repository. When it does not match, a

threat analyzer may produce a warning. Threat

analyzer may allow a second chance by redirecting it

to second-level authentication based on the system

administrator’s criteria.

2. Alternate Hypothesis (Ha) Every user was considered a

legitimate user. Whenever the user’s current access

profile matches the BAR repository’s historical user

profile or has a successful clearance of second level

authentication, the user will be considered a legitimate

user. In the event of a positive alternative hypothesis,

the user’s current access signature in BAR will also be

included in an existing user profile.

Given the description of H0 and Ha, a (alpha) error

occurs when a regular user is believed to be an intruder and

results in false positives. It means that it should be called a
error when a regular user is identified as an intruder. On the

other hand, b (beta) error, i.e., false negative, occurs when

an attacker is treated as a regular user, enabling access to

DW information. Our current research goal is to reduce b
error, although reducing both a and b errors lead to an

increase in IDS performance [35]. These errors are usually

used to identify possible mistakes made in a phase of sta-

tistical decision making [36]. Nonetheless, in our case, b
error reduction reduces the IDS’s primary objective, i.e.,

detecting an intruder attempt.

4.2 Intrusion detection

When the user profile is created and modified in BAR, any

DW query would be translated to user profile parameters.

Such individual values will then be compared to the

parameter ranges of the respective user’s profile to deter-

mine the number of outliers. The percentage of mismatch

has been compared with the system administrator’s agreed

threshold. If this percentage of mismatch is below the

threshold limit, the user will proceed with the current

query. Otherwise, the current user will be offered another

chance and diverted to a secret question to prove its

identity. The user has already registered the answers to a

particular secret question during registration time. If the

user answers the secret question successfully, then the
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current user’s query profile will also be added to the

existing user profile in BAR and displays the user’s results.

Otherwise, the system will terminate the user session and

logs it as an intrusion attempt. It will also notify both

system administrators and the user about the suspicious

login attempt for further action on their part.

The recording of a good second level authentication

attempt further strengthens the user access profile. If the

user profile is enhanced, it can reduce true intrusion (b
error).

5 Experimental evaluation

In MySql, we have implemented the TPC-H [37] Database

benchmark to evaluate the effect of second level authen-

tication algorithm on various alerts for data warehouse

created by the IDS. For the same, TPC-H schema was

introduced with eight different tables (the Base Tables)

having relationships, as shown in Fig. 2. The schema was

filled with 1 GB storage data, as shown in Fig. 2.

The TPC-H database was set up on MariaDB 5.5.48

running on RHEL 7, 64 Bit Machine with 6 Virtual CPU

and 6144 MB of RAM. This virtual machine was built in

VMware ESXI 6.0.0 Hypervisor on HP ProLiant DL320e

Gen 8 Server running 4X Intel Xeon CPU with 32 GB

RAM, 1.63 TB Raid 6 primary storage, and 2.46 TB

backup disk. A similar scenario [5] has been taken for

testing and comparison, comprising ten web connections to

the DW in which 7 were ‘‘true’’ DW users (non-intruders)

and 3 ‘‘intruders.’’ Every true user executes their own

allocated set of queries. The workload for every user

contains a combination of three categories of queries:

1. Original benchmark queries of TPC-H (Oqi), where i is

the TCP-H benchmark query number with i = 1–23.

2. Original benchmark queries of TPC-H with modified

parameters (Mqi), where i is the TCP-H benchmark

query number with i = 1–23.

3. Every user workload includes random queries created

by randomly picking up tables, columns, grouping, and

sorting, literal column constraints involved in the

WHERE clause.

The snapshot of the workload of each user has been

given in Table 3.

The mean and standard deviation of each user function

was determined to construct each user’s user profile. The

user workload was executed 25 times in succession, and

values are recorded for each run. When the user profile was

developed, the number of user actions and intruder actions

Fig. 2 TPC-H Schema of eight different and individual tables (Base Tables) connected to columns of those tables
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were conducted to assess the IDS’s performance being

proposed. Here, intruder actions are composed of intrusion

queries of various categories, i.e., SQL injection tautolo-

gies, changing the random number of rows, selecting all

rows from the number of tables, etc.

For IDS performance review, every true and intruder

query execution has been categorized into the following:

True Positive (TP) True intrusion action has been

detected.

False Positive (FP) True user action has been marked as

a true intrusion alert resulting in a false alarm.

True Negative (TN) True user action has generated no

true intrusion alert resulting in regular user access.

False Negative (FN) True intruder action has not been

detected and allowed as a regular user.

The second level authentication process aims to reduce

the False Negative (b error), resulting in the lower unde-

tected true intrusion. In this case, for evaluating perfor-

mance, precision, and accuracy [5] are defined as follows:

Precision :
TP

TPþ FP

� �

Accuracy :
TP

TPþ FPþ TN þ FN

� �
:

Initially in S.No. 1 (Intruder Queries Without Second

Level Authentication), about 721 user queries and 240

intruder queries were executed without second level

authentication, as seen in Table 4 and Fig. 3. The second

level authentication algorithm was applied in S. No. 2

(Intermediate Performance after Implementation of Second

Level Authentication) to improve intrusion detection cases.

After implementing the second level authentication algo-

rithm, the performance was recorded, and we noted a small

shift in the FN rate that dropped from 18.75 to 18 percent.

Further executions for both valid user and intruder actions

were performed to test it further. A new dip in the FN rate

(S. No. 3) (Final Performance after Implementation of

Second Level Authentication) was reported from 18 to 17.3

percent. It means including a successful second level

authentication query profile in the historical user profile

leading to reduced FN rate (b error), i.e., undetected true

intrusions. It has also been observed that there is also an

increase in FP rate and TP rate due to second level

authentication. There was also a decrease in precision and

accuracy levels. The FN rate (b error) and other proposed

solution parameters are much lower when comparing these

findings with the initial experiments [5], as shown in

Table 5 and Fig. 4.

The findings indicate a substantial decrease in the FN

rate (b error) by including the proposed second level

authentication. It was accomplished by increasing robust-

ness through the incorporation of previously unknown

behavior into the user profile.

6 Conclusion and future work

Providing second level authentication has been able to

boost DW performance significantly. It is evident from the

apparent reduced FN rate (b error). Second level

Table 3 Query workload of true users

True user Query workload

1 Oq1, Mq3, Oq6, Mq8, Oq11, Mq12, Mq15, Oq16, Mq19, Oq21 ? 2 random queries

2 Oq1, Mq2, Oq4, Mq6, Oq8, Oq10, Oq13, Mq15, Oq17, Mq18, Oq20, Mq22 ? 3 random queries

3 Oq2, Mq4, Mq7, Mq9, Oq12, Oq14, Mq16, Oq23 ? 1 random query

4 Mq5, Oq7, Oq9, Mq14, Mq23 ? 5 random queries

5 Mq1, Oq3, Oq5, Mq10, Mq11, Mq13, Mq17, Oq18, Oq19, Mq20, Mq21, Oq22 ? 3 random queries

6 Oq2, Mq4, Oq7, Mq9, Oq12, Oq15, Oq18, Mq19, Mq21, Mq23 ? 2 random queries

7 Oq3, Mq5, Mq8, Oq10, Mq12, Oq15, Oq17, Mq18, Oq20 ? 5 random queries

Table 4 Experimental results of various true and intruder queries

S.No TUA IA TP TP Rate (%) FP FP Rate (%) TN FN FN Rate (%) Accuracy (%) Precision (%)

1 721 240 195 81.25 18 2.4 703 45 18.75 93.40 91.5

2 804 271 220 81.8 24 2.9 780 51 18.0 93.02 90.1

3 924 311 257 82.6 32 3.4 892 54 17.3 93.03 88.9

S.No. Serial number, TUA True user actions, IA Intruder actions, TP True positive, FP: False positive, TN True negative, FN False negative
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authentication also helps to simplify the query execution

cycle and reduces system administrator reliance. Because if

the user’s current application profile diverts minutely from

its historical profile, instead of stopping the application

entirely user may be redirected to second level authenti-

cation. Nevertheless, if the application profile diverts by a

significant percentage from the user’s historical profile,

second level authentication will not be enabled. The system

administrator must determine the threshold for the provi-

sion of second level authentication according to DW data

necessity and sensitivity. It helps the system to strike a

balance between security and user comfort. Here, FN rate

reduction (b error) is also a significant success of current

research as it leads to a decrease in IDS failure rate, i.e.,

failure to detect a real intruder.

We implemented the proposed model on the TPC-H

database, and the results were compared with the existing

proposal [5]. The results show a significant decrease in the

FN rate by 18.92% and the FP rate by 64%. However, the

FP rate reduction is mainly due to the user’s second chance

during the initial FP event. The conversion of FPs to TPs

via successful second chances events also contributed to an

increase in TPs by almost 5%.

0

20

40

60

80

100

TP Rate (%) FP Rate (%) FN Rate (%) Accuracy (%) Precision (%)

Intruder Queries Without Second Level Authen�ca�on
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Final Performance a�er Implementa�on of Second Level Authen�ca�on

Fig. 3 The bar graph

representation for comparison

among Intruder queries

detection with and without

application of Second Level

Authentication

Table 5 Comparison among second level authentication based IDS with DBMS application layer intrusion detection for data warehouses

Solution TP rate (%) FP rate (%) FN Rate (%) Accuracy (%) Precision (%)

DBMS application layer intrusion detection for data warehouses 78.6 9.5 21.33 87.74 71.3

Second level authentication based IDS 82.6 3.4 17.3 93.03 88.9
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Fig. 4 The bar graph

representation for comparison

among Second Level

Authentication based IDS with

DBMS Application Layer

Intrusion Detection for Data

Warehouses

Int. j. inf. tecnol. (June 2021) 13(3):877–887 885

123



In the future work, analysis of the threshold for initiation

of second level authentication can be performed. It may

lead to a standard threshold value, which is acceptable to

most applications. Analysis of some additional user and

query profile parameters may be performed, leading to a

further reduction in the FN rate.
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