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Abstract In today’s era, Fortifying robustness and

imperceptibility of digital watermarking has become non

trivial. In this paper, a digital image watermarking algo-

rithm based on entropy of blocks and histogram is pro-

posed to improve imperceptibility. In this, first host image

is divided into blocks and then blocks are culled on the

basis of entropy value for watermark embedding. After

that, watermark is embedded into selected blocks by using

histogram shape method. Histogram shape method divides

selected blocks into groups and further locations of pixels

within groups are identified for watermark embedding.

Histogram shape method makes algorithm more robust

against attacks. The integration of block based histogram

shape approach and entropy makes algorithm more

imperceptible. Experiment results demonstrate that pro-

posed method has an excellent imperceptibility. Proposed

method also resists against noise and scaling attacks.

Keywords Digital image watermarking � Entropy �
Histogram � Imperceptibility � Watermark

1 Introduction

In today’s world, the furtherance of technology has made

transmission and computing of digital images fast and

efficient. But on the flipside, it originates several issues like

unauthorized duplication and manipulation etc. Unautho-

rized duplication and manipulation cause security concerns

over digital images. To deal with the above mentioned

issues, digital watermarking comes into light as a key

solution. Digital watermarking is a technique which injects

watermark into digital image to deal with the distinct

security issues [1, 2]. Watermark is in the form of bit

pattern or author information [3]. Watermark may be text,

image, logo etc. Watermark information can be injected

into the spatial domain or frequency domain of the host

image [4, 5].

Before inserting watermark, host image is processed into

one of the above mentioned domain. In spatial domain,

image is represented in form of pixels and embedding of

the watermark is performed by modifying pixel values.

Whereas transform domain expresses image in the form of

frequencies. Different transforms are used in digital

watermarking like DCT, SVD, DWT, and DFT etc. to

represent image in frequency domain [6, 7]. In transform

domain based digital image watermarking techniques,

image is first converted into predefined transform and then

watermark embedding is performed.

Each and every domain has its own intrinsic attributes

and embedding method. So, digital watermarking tech-

niques are inferred by its traits. The main traits of water-

marking are imperceptibility and robustness. Robustness is

the competence of extracting concrete watermark after

sustaining attacks and imperceptibility implies that water-

mark should not be perceptible [8].
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A lot of watermarking methods have been acquainted in

the history on above traits. Few of them are robust but do

not cope up well with imperceptibility. To work with above

mentioned trait, Concept of entropy is exploited in this

work. Entropy is a statistical measure used for character-

izing texture of image. Entropy computes the randomness

of image and randomness characterizes the texture content

of image. Texture plays a vital role in human visual per-

ception [9]. By keeping this frame of reference, entropy has

been contemplated for improving perceptual quality of

image.

In this paper, entropy is fused with histogram shape

method. For maintaining robustness, histogram shape trait

is considered [10–12]. The aid of entropy and histogram

shape method together helps in enhancing imperceptibility

and also maintaining robustness.

Histogram for eight bit gray scale image can be defined

by Eq. 1 in which, ht(i) represents number of pixels whose

pixel value is i and i denotes gray level of image. Eight bit

gray scale image carries 256 gray levels lies from 0 to 255.

Ht ið Þ ¼ f ht ið Þji ¼ 0; 1; . . .. . .; 255g ð1Þ

Histogram is statistical concept used to imply pixel

distribution of digital image but it is unable to trot out

about spatial relationship of pixels [11, 13–15]. Property of

image histogram helps in acquiring resistance against

geometric attacks [10–12]. A lot of image watermarking

techniques in literature have utilized the concept of his-

togram for embedding and extracting of watermark. Work

related to entropy and histogram will be presented in

Sect. 2.

The rest of this paper is framed as follows. Section 2

provides a brief reviews on entropy, block and histogram

shape based methods. Section 3 illustrates about proposed

embedding process and Sect. 4 states proposed extraction

process. Experimental results are discussed into Sect. 5.

Section 6 illustrates conclusion and future scope.

2 Background review

This section reviews the work reported in history related to

entropy and histogram shape approach. Mainly, water-

marking techniques use concept of histogram for inserting

watermark into host image and concept of entropy for

analyzing image.

Deng et al. [16] reported local histogram based image

watermarking method by integrating local circular regions

with histogram to achieve robustness against geometric and

common signal processing attacks. Initially, features of

image are extracted by utilizing Harris Laplace detector

and then local circular regions are formed. Non overlapped

local circular regions are selected for watermark

embedding. Watermark is embedded by modifying the

shape of local histogram.

Lusson et al. [17] presented a hybrid digital water-

marking technique which exploits the RGB and YCbCr

color spaces by utilizing spatial domain techniques to gain

robustness and to hide watermark in such a way that it

becomes undetectable. In this watermarking method,

embedding process is divided into two phases. In the first

phase, host image is decomposed into three channels called

red, green and blue in RGB color space and then water-

mark is inserted into all three color channels. In second

phase, combined RGB image is converted into Y, Cb, Cr

channels of YCbCr color space. Here, only two channels

Cb and Cr are used for embedding watermark. This color

space put limits on size of watermark to be inserted. This

watermarking method is robust, invisible, secure and

complex.

Xiang et al. [18] proposed a histogram based image

hashing method in order to gain robustness to geometric

deformations. In this method, image is pre-processed by

means of Gaussian filtering to improve hash robustness.

Hash function utilized in this method is simple to imple-

ment. Robustness of image hashing method is achieved by

employing property of histogram shape invariance. This

method has satisfactory results against geometric and

common signal processing attacks.

Singh et al. [19] reported image watermarking method

based on entropy to improve imperceptibility and robust-

ness. This method embeds two watermarks i.e., one is low

frequency watermark and other high frequency watermark.

Watermark is inserted in high entropy value area of host

image. Further DWT and SVD are applied for embedding

watermark.

Xuefeng et al. [20] presented a histogram shape water-

marking algorithm which attains robustness against geo-

metric and image processing attacks. In this, histogram

modification scheme is employed with use of mean square

error for block selection to be modified.

Wang et al. [14] classify histogram based approach into

two sections. First, modifies histogram vector to specified

one whereas second section maintains histogram original

features. The authors also proposed a watermarking algo-

rithm based on histogram shape in order to resist geometric

attacks. In this, original image histogram is modified based

on statistical characteristics and binary watermark.

Zong et al. [11] presented a histogram shape method in

order to attain resistance against cropping and random

bending attacks etc. In this, watermark is inserted by means

of bin shifting within group by maintaining histogram

shape.

Zong et al. [12] reported a histogram shape method in

which histogram frequency component modification is

employed in order to improve robustness against cropping
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and random bending attacks. HFCM also reduces the side

effects of Gaussian filtering. Kiran et al. [10] also proposed

histogram based approach in which watermark is inserted

by maintaining histogram shape. In this watermarking

algorithm, Butterworth filter is employed instead of

Gaussian filter.

Xuansen et al. [13] reported watermarking algorithm

based on histogram modification that is resistant to geo-

metric attack. Watermark is embedded by bin modification.

In this, only one bin is modified out of adjacent bins. This

is not robust against key estimation attack.

Chrysochos et al. [21] presented a hybrid watermarking

method which inserts two watermarks and attains robust-

ness robust against filtering, noise and compression attacks.

First watermark is inserted by employing chaotic function

and correlation method. Second watermark is embedded in

luminosity of histogram by means of histogram

modification.

Chen et al. [22] presented audio watermarking technique

by utilizing concept of wavelet based entropy and achieve

robustness against the attacks like resampling, MP3 com-

pression, low pass filtering and amplitude scaling. In this,

low frequency coefficients of DWT are transformed into

wavelet based entropy domain. Then watermark is

embedded. Watermarked is extracted only by values of

wavelet based entropy.

Yang et al. [23] reported an information masking model

in spatial, spectrum and temporal domain in order to

improve the performance in terms of imperceptibility and

robustness. Concept of entropy is exploited in this method

to improve imperceptibility and robustness.

Kumar et al. [24] presented digital image watermarking

technique by block entropy. LSB substitution method is

employed for watermark embedding. In this paper, block

with high entropy value are utilized for watermark

embedding.

On the basis of above mentioned papers, a block entropy

based watermarking method is proposed for gray scale

image. The proposed method embeds watermark in selec-

ted blocks of gray scale image instead of full host image.

Blocks are picked on the basis of entropy value. Water-

mark is embedded in the selected blocks by using his-

togram shape method. Afterwards, within blocks gray

levels are divided into groups. Within blocks, few blocks

are excerpted for watermark embedding and an embedding

rule is established that embeds watermark information. One

group carry only one watermark bit information. As

watermark embedding process is reversible, watermark bit

is extracted by finding relationship between pixel values of

bins in the group.

3 Proposed embedding process

Proposed watermarking method has been designed for

improving imperceptibility. Entropy and histogram shape

method is employed in proposed embedding and extraction

process. Watermark embedding contains two phases. First

phase is called pre-processing and other is watermark

embedding. To embed watermark, Image histogram con-

struction is required. Eight bit gray scale image is utilized.

Gray histogram is straightforward but an important statis-

tical expression. Image histogram symbolizes number of

pixels versus the gray scale values. If the original image is

not gray scale then its color space is converted into gray

scale.

3.1 Preprocessing

In pre-processing, host image is processed by converting

image to blocks and entropy is calculated for every block.

Initially, read the input host image. If host image is not in

gray-scale then it is converted into gray scale. Gray scale

image is partitioned into 16 9 16 equal size blocks.

Entropy is calculated for each block as follows [19, 25].

E ¼ �
X

i

Pilog2ðPiÞ: ð2Þ

Entropy acquires the highest value when all elements in

P matrix are equal [9] Image areas with high entropy value

are least visible to human. If watermark is inserted in high

entropy area then higher imperceptibility can be achieved.

Therefore, Blocks having high entropy value are selected

for watermark embedding.

3.2 Watermark embedding procedure

As mentioned in previous section, high entropy blocks are

selected for watermark embedding. Watermark embedding

is done by using histogram shape property [10, 11]. This

method uses 256 level gray scale image histogram ranging

from 0 to 255. Watermark embedding is done to each block

using the following steps.

Step1. Histogram Construction: generate histogram for

each selected block of host image.

HS ið Þ ¼ hsðiÞji ¼ 0; 1; . . .. . .; 255 ð3Þ

Where hs (i) denotes number of pixels of intensity value i.

Step 2. Embedding Location selection within Block: in

this step, further embedding location is culled within block.

For this, two gray levels are combined as a bin and two

neighboring bins as a group in manner of given Eqs. 4 and 5,

respectively:
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BnðiÞ ¼ hsð2 � iÞ þ hsð2 � i þ 1Þ; ð4Þ
GpðiÞ ¼ Bnð2 � iÞ þ Bnð2 � i þ 1Þ: ð5Þ

Number of pixels in ith group is Ng. Selection of

embedding location within block depends on Ng and

threshold denoted as T2. Threshold T2 is calculated based

on following formula:

T2 ¼ a� M � N, ð6Þ

whereas M denotes number of rows and N denotes number

of columns. Value of a is taken as 0.008. Groups having

value greater than threshold T2 is selected for watermark

embedding.

Step 3. Watermark Embedding: each Selected group

will be used for holding watermark bit. Random binary bit

sequence is used as a watermark. Watermark is embedded

in selected groups of culled block. Watermark bit sequence

is represented as.

W ¼ f w kð Þjk ¼ 0; 1; . . .. . .. . .:. . .:L g ð7Þ

Length of watermark sequence is denoted by L. The

embedding rule for watermark bits is as follows:

If W kð Þ ¼ 1then
NBn1

NBn2
�T3; ð8Þ

If W kð Þ ¼ 0then
NBn2

NBn1
�T3; ð9Þ

where W is watermark bit and NBn1 denotes number of

pixels in bin 1 and NBn2 represent number of pixels in

bin2.

Pixels for holding watermark bit are randomly chosen in

Bn1 and Shifted into Bn2 in case of embedding watermark

bit 0 and vice versa in case of watermark bit 1. Randomly

chosen pixel is notated by P0RC and P1RC. P0RC and P1RC

are fetched as follows:

P0RC ¼ 2 � NBn1 � NBn2

3
and

P1RC ¼ 2 � NBn2 � NBn1

3
:

ð10Þ

This process is repeated until all watermark bits are

embedded.

Step4.Watermarked image: after performing watermark

embedding, processed and unprocessed blocks of gray

scale image is combined. At last, watermarked Image is

produced finally.

4 Proposed extraction process

The process of watermark embedding is invertible. This

makes watermark extraction simple. Extraction process

receives watermarked image as an input. Watermark

decoding processing follows the similar steps as in the

embedding process. Main aim at decoding is to acquire the

estimate of watermark sequence.

In extraction process, first watermarked image is divided

into 16 9 16 equal size blocks and entropy is calculated

for each block. Afterwards, Blocks having high entropy

value are selected for watermark extraction in same manner

as in embedding phase.

Gray scale histogram is calculated for each selected

watermarked block and form groups in histogram by

combining histogram bins. Each group contains two adja-

cent bins named as Bn1 and Bn2. Then hold the water-

marked groups with most number of pixels based on

calculated threshold T1. Watermark bits will be extracted

by adopting following rule.

1. First, calculate number of bits in Bn1 and Bn2,

respectively in every selected watermarked group.

Then computing ratio between Bn1 and Bn2 as given

below:

Ratio ¼ Bn1

Bn2
:

2. By computing ratio, one embedded bit is extracted in

reference to following expression:

if Ratio� 1then,

W’ kð Þ ¼ 1;

Else,

W’ kð Þ ¼ 0;

where W
0

denotes extracted watermark sequence.

Extracted watermark sequence is depicted as:

W
0 ¼ f w

0 kð Þjk ¼ 0; 1; . . .. . .. . .:. . .:L g

This process is repeated until all bits are extracted.

5 Experimental results

Performance of proposed watermarking method is mea-

sured by means of perceptual quality and robustness. In this

experiment, three well known gray scale images named

Barbara, Lena, and Pirate (size 256 by 256) are used as host

images [26, 27]. A 45 bits PN sequence is used as water-

mark information. In order to measure imperceptibility and

robustness, two quality parameters i.e., peak signal to noise

ratio (PSNR), bit error rate (BER) are used. Quality

parameter BER corresponds to extracted watermark. BER

is computed between original watermark and extracted

watermark. BER computes the number of differing pixels

between original watermark and extracted watermark.
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Watermark imperceptibility is an estimate of distortion

amount in the host image due to watermark embedding. In

this, distortion amount is related to block entropy threshold

and thresholds used in embedding procedure. In this

method, threshold is related to perceptual quality and

length of watermark. Greater the value of threshold of

block entropy threshold then imperceptibility will be

higher. Watermark imperceptibility is measured by PSNR

value [13]. PSNR above 40DB indicates good perceptual

quality [11].

The quality parameter PSNR is used to measure per-

ceptual quality and corresponds to watermarked image.

The original and corresponding watermarked images are

shown in Fig. 1. Table 1 validates the proposed method has

high PSNR corresponding to watermarked image. PSNR is

measured in terms of DB.

Hence, the Experimental results demonstrate that

watermark imperceptibility of our proposed algorithm is

excellent. Results of host and watermarked image are

shown in Perceptual quality Table 1.

The histograms of original and watermarked images are

shown in Fig. 2. When histograms of original images are

compared with watermarked histogram, it is found that

watermarked images maintain original image information.

The difference between original and watermarked his-

togram is observed in form of interstices because embed-

ding introduces changes only in adjacent bin.

The robustness of proposed method is checked by

applying different attacks on watermarked image and then

extracted the watermark. Robustness of proposed scheme is

measured in terms of bit error rate called BER. Tables 2, 3

exhibits results of watermark extraction after addition of

attacks. The attacks applied on three images are rotation,

Fig. 1 Watermarked images

corresponding to original

images [26, 27]

Table 1 PSNR Values of the proposed method

PSNR Lena Barbara Pirate

74.3644 67.7891 62.4682
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salt and pepper noise, cropping and scaling. Proposed

watermarking also performed well against the attacks.

Table 1 illustrates that watermarked image have good

quality with high PSNR value. The main objective of this

proposed method is to improve imperceptibility. So, to

validate the objective of proposed method, perceptual

quality parameter is compared with previously developed

scheme [11, 13, 14, ]. Table 2 Exhibits the imperceptibility

comparison of proposed method with previously developed

schemes and proves that proposed watermarking method is

excellent in terms of imperceptibility.

6 Conclusion and future scope

This paper proposes an image watermarking method with

aim of improving imperceptibility. The robustness of

watermarking method is also checked. The proposed image

watermarking method consists of block division, entropy

and histogram. Some of findings from this paper are as

follows:

1. Work related to block entropy and histogram shape is

discussed and suggested a new image watermarking

method with an objective of improving imperceptibility.

2. Combination of both entropy and histogram improves

performance of watermarking scheme. Watermark is

inserted into selected blocks instead of whole gray

scale image.

3. For block selection, host image is preprocessed with

entropy. Image areas with high entropy value are least

visible to human which makes our scheme more

imperceptible and also improves perceptual quality of

watermarked image.

4. The trait of histogram shape is employed for embed-

ding watermark into selected area of host image.

Histogram of image is independent of pixel location.

So it will help in maintaining resistance under few

attacks like scaling.

Fig. 2 The histograms of original and watermarked images

Table 2 Bit error rate (BER) of proposed watermarking scheme

Attacks Lena Barbara Pirate

Rotation 0.1500 0.3864 0.0714

Noise 0.0851 0.0909 0.0233

Cropping 0.2553 0.2093 0.3488

Scaling 0.1957 0.1860 0.3256

Table 3 PSNR value comparison of the proposed method on Lena,

Barbara and Pirate image with [11, 13, 14]

Method Lena Barbara Pirate

[14] 43.6622 NA NA

[13] 43.65 46.35 NA

[11] 49.47 49.60 50.80

Proposed method 74.3644 67.7891 62.4682
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5. Experimental results exhibit that proposed method has

better imperceptibility and robustness is also verified.

6. The robustness of watermarking method can be

improved further by employing optimization techniques

like genetic algorithm, PSO and neural networks.
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