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Abstract Nowadays, cloud computing is considered as
most cost-effective platform which provides business and
consumer services in IT over the Internet. But security is
recognized as the main stammer block for wider adoption
due to outsourcing of services from third party. Keeping in
view the same, security issues in three service models of
cloud computing namely SaaS, PaaS, and IaaS have been
discussed. The present paper provides a qualitative analysis
of all vulnerabilities and related threats corresponding to
each service model. In last section countermeasures have
been proposed to enhance the security in Cloud computing.
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1 Introduction

Security is a major requirement for cloud computing as a
reliable and feasible multi-purpose solution. Many acade-
mia researchers, business decision makers, government
organization and IT firms have indicated a severe concern
on crucial security and legal obstacles for cloud computing,
that cover service availability, data confidentiality, service
providers and reputation fate sharing. These concerns are
not only derived from existing problems but also related to
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new compositions of need of cloud computing features like
scalability, resource sharing and virtualization. These can
be differentiated on the basis of model of services like
Saas, PaaS, and laaS and deployment method like private,
public, community and hybrid [1].

ENISA (European Network and Information Security
Agency) has enlists all risks and vulnerabilities along with
related work and research recommendations [2]. Also, CSA
(Cloud Security Alliance) has provided the security guid-
ance which defines security domains functional aspects,
from governance and compliance to virtualization and
identity management [3]. Both documents present a plenty
of security concerns, best practices and recommendations
regarding all types of services and possible problems in
cloud computing.

A threat is a possible attack on confidential information
or critical resources for intended misuse, and vulnerability
may be defined as a weakness which allows attacker to
reduce a system’s security assurance. There is difference
between vulnerability and threats but various articles have
used them interchangeably [4].

Security-related concerns in cloud computing are dif-
ferent from traditional IT solutions, as Cloud computing is
itself a combination of existing techniques such as SOA
(Service Oriented Architecture), Web 2.0, virtualization,
grid computing and other technologies with dependency on
the Internet, facilitating common business applications.
Traditional security mechanism like identity, authentica-
tion and authorization are no more sufficient for cloud
computing.

As compare to traditional technologies, cloud comput-
ing has various distinct features such as its scalability at
large level, resource distribution at large scale which are
totally heterogeneous and virtualized.
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Going forward towards public cloud environment hav-
ing critical data and applications for various corporations is
on a big risk which are losing control of their data centres.
Customers should be ensured that they will keep same
security and privacy level for their applications and ser-
vices along with evidences which meet their service-level
agreements with compliance to auditors by a cloud solution
provider [5].

The main aim of this article is to identify, classify,
organize and quantify the main security concerns and
solutions related to cloud computing. This article provides
an extended review of cloud computing security taxonomy
and a deeper analysis of the security frameworks currently
available.

In the Sect. 2, on the basis of service models, all related
threats have been identified. Then in next Sect. 3, study of
vulnerabilities and threats have been categorized into tab-
ular form. Section 4 contains the countermeasures related
to corresponding threats with proposed solutions.

2 Cloud service models and their security issues

Existing literature have been reviewed to analyse and
categorize the existing vulnerabilities and threats which
makes an outline to study current security issues in a sys-
tematic way [6-8].

Security in SPI models: Cloud service model decides the
responsibilities of CSP (Cloud Service Provider) and CSC
(Cloud Service Consumer) which have been categorized as
follows:

2.1 PaaS (platform as a service)

In PaaS, deployment of consumer’s application can be
done on cloud environment without any platform or tool’s
installation on their local machines. Operating system
support, platform layer resources and software develop-
ment framework are provided in PaaS which can be used to
develop high-level services.

PaaS security issues: In PaaS, there is not any cost of
purchasing and maintenance of software and hardware
layers [9]. There are two software layers where security is
required: one is runtime engine (i.e. PaaS platform itself),
and second consumer’s application deployed on it [10].
Following challenges are being faced in PaaS, discussed as
below.

2.1.1 Third-party relationships
PaaS provides traditional programming language as well as

third-party web services components. For example, mash-
ups which is a single integrated unit formed when one or
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more source elements are combined, this is called mashups.
Integrated unit also inherits security issues such as data and
network security from their sources [11]. So third-party
services and tools available for developments both play an
important role in security of PaaS model.

2.1.2 Development of life cycle

Development of the application which may be hosted in the
cloud is more complex than a normal application devel-
opment. The frequency of changes done during develop-
ment will reduce security as well as speed of the
development process [5, 12]. Security of the applications
along with their data is dependent on the changes done in
PaaS module because data may be stored at various places
with different legal regimes which cannot be easily traced.

2.1.3 Underlying infrastructure security

In PaaS, it is the provider’s responsibility for maintaining
the security of underlying components and services
because developers cannot access underlying layers [13].

2.2 SaaS (software as a service)

The consumer can use the third party provider’s host
applications available on a cloud environment which can
be accessed using different client devices via an interface
like web browser.

SaaS security issues: Applications like email, software
and packages like ERP, CRM and SCM are provided on
demand by consumer in SaaS service model [14]. Users
have less control over security in SaaS service model. SaaS
applications have following security concerns.

2.2.1 Application security

SaaS applications are vulnerable in nature because the
source via which they are delivered to consumer is Internet
(using a Web browser). Internet is the main source for
intruders to perform malicious activities and break the
security e.g. steal the sensitive data. We need new
approaches and new security solutions for cloud applica-
tions because security concerns are different from the tra-
ditional web applications.

2.2.2 Multi-tenancy

Multi-tenancy is another feature unique to clouds, espe-
cially in public clouds. Essentially, it allows cloud provi-
ders to manage resource utilization more efficiently by
portioning a virtualized, shared infrastructure among vari-
ous customers. From a customer’s perspective, the notion
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of using a shared infrastructure could be a huge concern.
However, the level of resource sharing and available pro-
tection mechanisms can make a big difference. For
example, to isolate multiple tenant’s data, Salesforce.com
employs a query rewriter at the database level, whereas
Amazon uses hypervisors at the hardware level. Providers
must account for issues such as access policies, application
deployment, and data access and protection to provide a
secure, multi-tenant environment [15].

2.2.3 Data security

Data security is major concern for any technology. In SaaS,
it is a vital challenge because being processing and storage
of data black box to consumers, only provider can manage
security of the data stored [16]. Another critical task is to
take data backup and provide it to consumer in case of any
disaster, but again more security concerns are introduced
with it [9]. The provider should also take care of regulatory
compliance issues like data security, segregation and its
privacy because complete data is stored in provider’s data
centre only.

2.2.4 Accessibility

In modern era of internet, accessing of applications via web
browser makes so easy that it exposes the service to
additional security risks. Top threats in this area are
stealing information, insecure networks, insecure market-
places and proximity-based hacking.

2.3 IaaS (infrastructure as a service)

The consumer can deploy and run various software
including operating system and applications with help of
provisioning of various infrastructure like networks, stor-
age, processing and other basic computing resources. [aaS
has following security issues given below.

2.3.1 Virtualization

Virtualization is an important enabling technology that
helps abstract infrastructure and resources to be made
available to clients as isolated Virtual Machines [17] but
this technology increases the vulnerabilities and may cause
threats.

2.3.2 Virtual machine monitor or hypervisor

Virtual machine monitor should not be compromised
because it is responsible for virtual machine isolation [4].
Thus if VMM is not secure then virtual machines are also
not secure.

2.3.3 Shared resources

Sharing of resources like input/output, memory and CPU
among VMs can reduce security of each VM.

2.3.4 Public VM image repository

All the configuration files which are used to create VMs are
saved as a pre-packaged template called VM Image which
are globally accessed on cloud. Either VM image can be
made from scratch or it can be used already available on
cloud. So malicious users can store the malicious image
having malicious code. Also, if some confidential infor-
mation is stored with image then it can be exposed and may
be available to intruders.

2.3.5 Virtual machine rollback

VMs can be roll backed to their previous states if required
but it can re-expose them to security threats by enabling
previous accounts and password.

2.3.6 Virtual machine life cycle

VMs can be in different states like On, Off and Suspended.
It is very important that VMs and their states changes
should be understood when they move throughout the
environment. VMs can be vulnerable if it is in Offline state.

2.3.7 Virtual networks

Resource pooling is main feature which allows attackers
cross-tenant attacks. Virtual network enhance the VMs
interconnectivity but introduces a major security challenge
as well. To avoid this, each VM should be hooked with its
host by giving dedicated physical channels. Also, the
probability of attacks like spoofing and sniffing is increased
due to the ways of configuration of virtual networks.

3 Categorization of threats in cloud computing

In this section, all existing vulnerabilities and threats have
been presented along with their countermeasures in a sys-
tematic way. In Table 1, each vulnerability has been rep-
resented with brief description of it and related cloud
service model affected by them.

Going forward to Table 2 which represents corre-
sponding countermeasures related to possible threats in
cloud computing.

Following Table 2 represents an overview of threats in
Cloud Computing including few defined by the Cloud
Security Alliance [12, 18]. It also describes the
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Table 1 Vulnerabilities in cloud computing (Source: [4])

ID

Vulnerabilities

Description

1

Less secure interfaces and APIs

An indefinite number of allocation

APIs are the main medium to access cloud service so weak APIs can be vulnerable to attacker.
Following are the concerns:

a. Not too strong credentials Like credentials are not mixture of Alphanumeric, special character and
related to any hint or clue which can be easily guessed

b. Lack of checking of authorization
c. No proper data validation

Server will not be able to recognize reliable and authorized resources when there is unlimited

of resources
3 Data-related vulnerabilities

(o]

4 VMs vulnerabilities

[« 2 - A CHN = N ¢

allocation of resources and network will be vulnerable to attacker

. Competitors and Intruders can modify the data with minor changes and misuse it

. Different locations have different jurisdictions laws

. Data available on Internet can never be completely removed

. No Trust management for data backup providers

. No responsibility and authority taken for any data available, even location cannot be traced
No encryption and decryption techniques used during data processing, transfer and its storage

. Virtual machine may introduce covert channels

. No restriction on allocation and de-allocation of resources

. No control on migration of VMs

. In case of rollback, no control on the patches applied before restoration

c
d. No control on imaging and copying of one VM to another
e
f.

Cloud cartography where attacker knows direct IP address of VMs

5  Vulnerabilities in hypervisors
Vulnerabilities in virtual networks

Hypervisor configuration and VMs are easy to break and can be attacked easily
Several virtual machines share virtual bridges which are vulnerable in nature

countermeasures related to each threat corresponding to
each cloud service models based on the related technology
used in cloud environments.

In the above table, each threat has been provided with
countermeasure which are explained in next section.

4 Countermeasures

In this section, countermeasures have been discussed
related to each threat mentioned in above table.

4.1 Account or service hijacking (T01)

An account hijacking can be done by different methods
such as weak credentials and other social engineering. If
any attacker gains the access to any user’s credentials, then
he can access any sensitive data, modify it and deviate any
transaction. Following are the ways defined as counter-
measure for threat TO1:

4.1.1 Identity and Access Management (IAM) guidance
IAM is used to manage access to group of people,

resources, systems and processes by assuring that a
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particular identity is verified and on the basis of require-
ment, a level of access is granted to each identity. Cloud
Security Alliance (CSA) has provided Guidance [19] which
not only provides a list of recommended best practices to
assure security but also includes different services related
to user’s role, their access and control and Identity Man-
agement services.

4.1.2 Dynamic/random credentials

It is an algorithm which creates dynamic login details for
mobile cloud computing systems. Credentials are dynam-
ically changed once either user switch from one location to
other or number of data packets exchanged has reached a
limit [16].

4.2 Data loss or leakage (T02)

Data security includes three features: confidentiality,
Integrity and availability. Researchers have started to
devise the solutions for ensuring data integrity and
confidentiality.

Following are the methods defined as countermeasure
for threat T02:
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Table 2 Threats in cloud computing (Source: [4, 17, 29])

ID  Threats Incident Countermeasures
TO1 Hijacking of When an attacker gains access to a user’s credential by any Identity and Access Management Guidance
service or account  mean like social cngineerir}g or We.al'< creden.tiz'ﬂ.s, then he can Dynamic credential
use the access for performing malicious activities such as
exposing confidential information, modification of data and
wrong update in any transaction

TO2 Data scavenging When any device is destroyed having crucial data but attacker Service-level agreements (SLAs) should be
restore the data from it, so data is not removed permanently updated with destruction strategies
which is called data scavenging

TO3 Data leakage Any activity related to data like processing, transfer and storage FRS techniques
can cause leakage of data to attacker or intruders Digital Signatures

Encryption
Homomorphic encryption

T04 Denial of service Malicious user intentionally flood the resources requests to the Only limited computational resources should be
server so that it cannot identify the genuine request from offered
authorized user and cannot process the request due to
unavailability of resources

TO5 Customer-data The major techniques to access and modify the data available ~Web application scanners

manipulation on cloud servers like SQL injection

TO6 VM escape To take unauthorized control on underlying infrastructure on ~ HyperSafe

cloud environment TCCP (Trusted Cloud
Computing Platform)
TVDc (Trusted Virtual Datacenter)

TO7 VM image creation A malicious VM image which may contain malicious code, can Mirage
be created using a valid account

TO8 Insecure VM Live migration of virtual machines can cause following PALM

migration possible attacks: TCCP (Trusted Cloud Computing Platforms
a. Illegal access of data VNSS
b. Transfer a VM to an untrusted host
c. DoS

TO9  Sniffing/spoofing To redirect packets from one VM to another by accessing Virtual network framework based on Xen

virtual networks virtual networks

T10 Abuse and Malicious code authors, spammers and other criminals can Customer CSC’s network traffic introspection

nefarious use of abuse the relative anonymity behind some of current cloud VM monitoring,
cloud computing services.

T11 Malicious insiders  The threat of malicious insider is amplified for cloud services Supply chain audit including human resource
due to the convergence of Information Technology (IT) hiring procedure, Security certification, Audits,
services and customers under a single management domain. use of trusted

Cloud computing platform (TCCP)
T12 Shared technology = CSPs deliver services in a scalable way. Some underlying VM monitoring and cloud audit, Access control,
issues component parts of the cloud infrastructure were not SLA enforcement for patching and
originally designed for that environment, and can potentially ~ vulnerability remediation
cause security problems. The main concern is that a single
vulnerability or misconfiguration can lead to a compromise
across an entire provider’s cloud.
T13 Unknown security  The reduction of cost of ownership induced by the cloud also  Security certification, Audits, SLA monitoring

profile

resulted in more complex analysis of a company’s security
posture. More tenants imply increased complexity in
detecting who is using the infrastructure and how this is done.

4.2.1 Fragmentation-redundancy-scattering (FRS)

Sensitive data is divided into many fragmentation which do

scattered to different servers of distributed systems so, this

technique provides intrusion tolerance and a secure storage

[20].

not have any relevant information individually and then
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4.2.2 Digital signatures

Data is secured using RSA algorithm while sending on
network. It is most efficient algorithm used to secure data
in cloud computing [21].

4.2.3 Homomorphic encryption

Encryption techniques are used in cloud data transfer but
during decryption process, it raises security and privacy
concerns. So a new technique proposed named Homo-
morphic encryption, in which arbitrary computations are
performed on cipher text such addition or multiplications
without decryption [22]. But due to huge processing
requirement it may lead to overheads like more response
time and more power consumption [38].

4.2.4 Encryption

Encryption is the technique used since long time for
securing the data [23]. Encrypted data on cloud is meant to
be secure. There are many encryption algorithms which can
be used to reduce side-channel attacks e.g. DES and AES
but these techniques have their own limitations like
exposing private keys.

4.3 Customer data manipulation (T03)

User attacks website data by sending its manipulative data
from their component to the server component. So to
avoid such attacks we can use various Web application
firewalls, web applications scanners etc. [24]. Web
application firewall inspects specific threats in all web
traffic going through it. Web scanners are web programs
which are used to scan web applications to identify
security vulnerabilities.

4.4 VM escape (T04)

It exploits the hypervisor so to take control of the under-
lying infrastructure. Following are the ways for counter-
measure for Threat T06:

4.4.1 HyperSafe

To protect hypervisor control flow integrity, HyperSafe is
used [25]. It uses two techniques: (a) non-bypassable
memory lockdown to protect write-protected memory
pages from being edited and (b) prevents conversion of
control data into pointer indexes. Following attacks have
been conducted (i) modification of hypervisor code (ii)
execution of injected code to check effectiveness of this
approach.
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4.4.2 Trusted cloud computing platform (TCCP)

TCCP [26] allow users to check before launching their
virtual machines if the environment is secure enough.
TCCP has two fundamental components: a) a trusted vir-
tual machine monitor (TVMM) (b) a trusted coordinator
(TC). TVMM is run by set of trusted nodes and these nodes
are coordinated by TC. TC is maintained by trusted third
party. TC either launch or migrates a VM, and also verifies
that VM is running on a trusted platform. This whole
process cause overload because each transaction is verified
by TC [27]. Direct Anonymous Attestation (DAA) and
Privacy CA scheme have been proposed to handle this
concern.

Another initiative that uses the concept of trusted plat-
form is Private Virtual Infrastructure (PVI) proposed by
Krauthin [28]. This has suggested a mean to allow moni-
toring in the cloud by combining the trusted platform
module (TPM) and a locator bot that pre-measures the
cloud for security properties, securely provisions the data
center in the cloud and provides situational awareness
through continuous monitoring of the cloud security [29].
In this approach, security appears as a shared responsibility
between the provider and the consumer.

4.4.3 Trusted virtual datacenter

Trusted Virtual Domain (TVDc) enables isolation between
workloads by grouping virtual machines having common
objectives. It enforces MAC, Virtual LANs and Hypervisor
to provide isolation. It also facilitates integrity by
employing load-time attestation mechanism [30, 31].

4.5 Malicious virtual machine image creation (T05)

In [32], a virtual machine image management system is
proposed which includes security features like image fil-
tering, maintenance services, keeping tracking information
and managing access control. But these filters may have
their own concerns like content of the image may contain
customer’s confidential data so cannot scan and remove it
completely.

4.6 Insecure virtual machine migration (T06)

Following are the ways for countermeasure for threat T06:
4.6.1 Protection aegis for live migration of VMs (PALM)
To preserve integrity and privacy of data, a live migration
has been proposed [33]. But the results of pilot phase of the

implementation shown that it took long time and created
overhead due to encryption and decryption.
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4.6.2 Virtual network security system (VNSS)

For each virtual machine, security policies are modified to
provide continuous protection using VM live migration
[34]. The prototype was based on firewall technology and
authors revealed that the security policies are in place
throughout the live migration.

4.7 Sniffing/spoofing (T07)

To make a secure communication between two VMs, Wu
and et al. [35] proposed a virtual network security frame-
work. It is composed of three layers: shared networks,
firewalls and routing layers to prevent VMs from sniffing
and spoofing.

4.8 Abuse and nefarious use of cloud computing
(T08)

By using VM monitoring and Customer’s CSC’s network
traffic introspection can be used to avoid nefarious use of
cloud computing [29].

4.9 Malicious insiders (T09)

Security Certification, Audits, Use of TCCP and Supply
chain audit including human resources can reduce the
malicious insider’s threat [29].

4.10 Shared technology issues (T10)

SLA enforcement for patching and vulnerabilities remedi-
ation, VM Monitoring and cloud audits can be helpful for
shared technology issues [29].

4.11 Unknown security profile (T11)

Security certification, SLA monitoring and Audits can be
helpful for such issues [29].

5 Conclusion

Cloud computing paradigm is gaining momentum but
along with that security is a crucial aspect for providing a
reliable environment. A systematic organization of vul-
nerabilities and related threats will make a better under-
standing for researchers to devise the possible solutions.
Since Cloud computing has inherited many other tech-
nologies so possible threats are also inherited from their
origin. We have represented security threats on the basis of
service models in Cloud computing such as: SaaS, IaaS,
and PaaS. Also, a categorization have been represented in

the terms of vulnerabilities, respective threats and their
possible countermeasure on the basis of various literature
available regarding the security challenges and their solu-
tions in cloud computing. Though major solutions are
proposed and not in actual implementations so new tech-
niques like Virtualization in Cloud Infrastructure, Cloud
Identity Management [36] to enhance security, Cloud
Security using Cryptofunctions can be designed for more
robust cloud systems.
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