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Abstract

Post COVID-19 infections resulting in long COVID symptoms remain persistent yet
neglected in healthcare priorities. Although long COVID symptoms are expected
to decline after some time, many people continue to endure its debilitating effects
affecting their daily lives. The diversity of characteristics amongst long COVID
patients adds to the complexity of communicating personal health predicaments to
healthcare providers. Recent research towards building an evidence base for long
COVID with the aim of delivering responsive healthcare interventions for long
COVID patients has utilised datasets generated from wearable devices. This paper
examines the prospects presented by wearable devices for long COVID patients and
physicians. It highlights distinct ethical and legal challenges arising from their use
in practice. Several recommendations aiming to support their usage amongst long
COVID patients are outlined for future research using wearable devices for long
COVID treatment.
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Introduction
Characteristics and Prevalence of Long COVID: an Overview

Long COVID, a public health concern, affects approximately 225 million individu-
als globally, and spurred more than 90 long COVID patient groups advocating for
support in long COVID research and clinical treatments (Payne 2022; Evans et al.
2021; Davis et al. 2023). Meanwhile, around 16 million Americans of working age
have long COVID, with some affecting their employment prospects (Bach 2022).
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Long COVID broadly refers to physical or mental impairments experienced by indi-
viduals who contracted COVID-19 and continues to suffer from the debilitating
effects post COVID-19 infection. Commonly reported symptoms ranged from res-
piratory difficulties (such as shortness of breath), prolonged lethargy, post exertional
discomfort, heart palpitations, pain in chest and joints, ‘brain fog’, sleep disorders
and other symptoms that are difficult to explain that last for weeks, months or years
(Pinto et al. 2022; CDC 2022a; Baskett et al. 2023). Despite initial acceptance that
COVID-19 is a respiratory infection, research has shown that it affects other body
parts and organs, from the brains to limbs, muscles, reproductive tracts and other
bodily tissues (Stein et al. 2022; NIAID 2022). This explains the constellation of
symptoms experienced by long COVID patients.

Studies have reported substantial physical and mental health burdens in individu-
als due to persisting long COVID (Evans et al. 2021; Baskett et al. 2023; Hastie
et al. 2022; Xu et al. 2023; Sellers 2022). Whilst long COVID is recognised as a
disability in the USA (Office for Civil Rights 2021; CDC 2022b), this is not the
case in other countries (Ministry of Health 2022). In a Scottish study, almost half
of infected individuals recovered partially but continued to live with poorer qual-
ity of life and impairment across all daily activities (Hastie et al. 2022). Anecdotal
accounts of long COVID patients revealed fatigue from daily activities such as walk-
ing, bathing, bending, lifting, communicating, struggling with work tasks and losing
their memories (Pinto et al. 2022; Office for Civil Rights 2021; Wesley Ely 2023).
Mental health effects include heightened risks of anxiety or depressive disorders,
neurocognitive decline and sleep disorders (Xie et al. 2022).

There remains a lack of comprehensive understanding of long COVID (Lan-
cet 2021; Lancet Neurology 2021; Lancet 2023; Ward et al. 2021). In the USA,
the White House, through the National Institutes of Health, published its National
Research Action Plan on Long COVID aimed at researching long COVID and find-
ing a cure (DHHS 2022). The European Commissioner for Health and Food Safety
similarly urged swift actions on long COVID in recognition of the impact on health
systems (DGFHS 2022). WHO has similarly published guidance addressing support
for long COVID patients whilst research continues (WHO 2021). Meanwhile, the
effects of long COVID on individuals are continuously being identified, reported
and mapped!. Full recovery, however, remains a long process for millions of indi-
viduals suffering from the debilitating effects of long COVID.

Recent advances in wearable devices have shown early promising results that
enable longitudinal mapping of the health status of long COVID patients (Evans
2021). This approach has the potential to enrich the evidence base for long COVID
for future research. Whilst this is significant towards developing healthcare inter-
ventions for patients, there are important concerns affecting the users. Some stud-
ies have raised ethical implications in the use of wearable devices (Sui et al. 2023;
Haroon et al. 2022; Southwick et al. 2021), but few have addressed specific con-
cerns for long COVID patients. This paper aims to broaden the current discourse
on public health strategies in addressing long COVID through health technologies

! https://recovercovid.org/.
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such as wearable devices. This paper first examines the prospects presented by wear-
able devices in meeting the challenge of tracking the characteristics of long COVID
and deepening an understanding of the seemingly ‘invisible’ effects plaguing long
COVID patients. Next, it explores key ethical and legal challenges affecting its use.
It highlights two distinct ethical concerns arising from its use—privacy and data
security, followed by an assessment of key legal considerations governing its appli-
cation and potential implications to policymakers. The paper concludes with recom-
mendations in supporting their appropriate use amongst long COVID patients and
future research in long COVID.

Wearable Devices: Prospects for Long COVID Patients and Research

Research into long COVID has primarily utilised electronic health records to study
reported symptoms and track their trajectories to understand the characteristics
(Estiri et al. 2021; Huang et al. 2022; Ledford 2022). A growing number of research-
ers have turned to machine learning to examine long COVID by training large data-
sets from electronic health records databases (Palmer 2022; Nature Medicine 2023;
Pfaff et al. 2022). Studies have shown that long COVID cases are underreported in
medical records (Wise 2021), especially when patients were unable to obtain med-
ical support or chose to recover at home without consulting any physicians, thus
affecting data availability in their health records. Furthermore, these studies were
often conducted using retrospective data, resulting in delays in symptoms reporting
and delivering treatment in a timely way.

As studies into COVID-19 continue to progress, researchers have started utilis-
ing wearable devices such as smartwatches and wireless sensors by tracking respira-
tory and heart rates and bodily temperatures to predict the presence of COVID-19
in patients, with early results demonstrating greater accuracy compared to test-and-
trace before symptoms appear (Channa et al. 2021; Quer et al. 2021; Morris 2020;
Jayaraman et al. 2023). Wearable devices and sensors broadly refer to technologies
that have sensing capabilities to record and transmit physiological or physical activ-
ity measurements to an interlinked network of patients, physicians and developers
(Lu et al. 2020; Javaid et al. 2021). Examples of these wearable devices include
smart glasses, headbands, smartwatches, rings and bracelets. They are designed to
be worn on major parts of the body such as the head, limbs and chest for various
health tracking purposes ranging from disease diagnosis and management to general
health monitoring and rehabilitation (Lu et al. 2020; Panesar 2019). In COVID-19
infection detections, wearable-generated data were analysed by artificial intelligence
to evaluate and interpret cough patterns (such as frequency, duration, amplitude
with higher precision compared to traditional modes of monitoring such as clinical
human judgement), respiration, heart rate and body temperature.

Research into detecting COVID-19 using wearable devices were subsequently
applied in long COVID studies. A study using wearable devices revealed promising
potential towards defining long COVID based on evidence that 14% of COVID-19
patients have elevated heart rates for months post infection (Economist 2021). Other
studies used shortness of breath and oscillating heart rates to study and manage long
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COVID symptoms (Evans 2021; Radin et al. 2021). Wearable devices that collect
biometric data were trialled to improve the quality of care for long COVID patients
through symptom reduction (Weiss 2022) whilst immunological, proteomic, genetic
and wearable data assist deep phenotyping of long COVID patterns to help better
target therapies (Haroon et al. 2022).

Wearable devices hold potential in facilitating long COVID patient care and
enriching the knowledge base of long COVID (Stewart et al. 2021; Suett 2020).
They provide precise, continuous real-time mapping of specific aspects of individu-
als living with long COVID such as breathing, sleep patterns and physiological and
physical activities (Southwick et al. 2021; Khondakar and Kaushik 2022; Corrado
et al. 2022; Corman et al. 2022; Xue et al. 2022; Lua et al. 2021; Mekhael et al.
2022; Mahmood 2023). The longitudinal nature of data collection from wearable
devices is valuable in identifying long COVID phases in patients from declining
symptoms to recurring episodes and subsequent improvements. Current prevalence
of long COVID is only recorded when individuals sought help from physicians or
admitted into hospitals, hence the numbers are likely to be underreported. Long
COVID patients often suffer from not being taken seriously in demonstrating the ill-
ness plaguing their daily lives, unlike physical wounds (Chew 2022). Consequently,
they become hesitant in seeking medical attention until symptoms become unbear-
able. Data generated from wearable devices can substantiate their experiences and
supplement existing data from electronic health records to enable a comprehensive
recording of long COVID symptoms. Additionally, as long COVID affects individu-
als in different ways, wearable devices can detect distinct individual symptoms to
enable tailored recovery interventions (Suett 2020). For instance, a study into sleep
patterns using wearable wristbands has successfully identified individuals with sleep
disruption, enabling physicians to have a summary of the individual’s autonomic
system activity when read with biometrics data to design personalised symptom
managements (Mekhael et al. 2022). Measurable data from directly activity-linked
sensors offer proactive clinical care as physicians could address patients’ difficulties
in performing daily tasks directly (Corman et al. 2022). Wearable devices present
promising prospects in capturing the variegated lived experiences of long COVID
patients which are then presented to physicians for care management (Suett 2020).

The CDC (2022b) for example, provides guidance for individuals in communi-
cating their long COVID conditions to healthcare providers. These include docu-
menting post COVID-19 infection experiences such as the presence, frequency and
timing of symptoms, the ways in which the symptoms have affected the individ-
ual and medications. In severe cases, some individuals may not be able to recol-
lect these details, and data from wearable devices can support these experiences and
assist with clinical assessments. Additionally, these data can support individuals in
starting their discussion with physicians regarding activity levels and routines that
caused the worsening or improvements of symptoms. These preparations enable
long COVID patients to effectively communicate their symptoms and the persis-
tence of their illness. Physiological, physical and respiratory data generated from
wearable devices play a supportive, evidence-based role to help initiate difficult con-
versations long COVID patients have to had when confronted with questions about
their health status especially where their clinical test results did not show physical
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abnormalities. Data from wearable devices can therefore illuminate the ‘invisibility’
of the clinical symptoms and ‘validate’ long COVID symptoms in a tangible form.

Ethical and Legal Challenges: Concerns and Options
Ethical Considerations and Recommendations: Patient Privacy and Data Security

The use of wearable devices for long COVID patient monitoring is valuable; how-
ever, there are several ethical concerns arising from their tracking capabilities. Con-
cerns preventing the widespread use of wearable devices in clinical settings include
non-user-friendly options, security and privacy issues, lack of industry standards
and technical complications (Lu et al. 2020). Important wide ranging ethical impli-
cations from the use of wearable devices include loss of autonomy, privacy, intru-
siveness, stigma, medicalisation, reliability of devices, social isolation, patient safety
and technological needs and concerns relating to informed consent, data mining and
behavioural monitoring (Mittelstadt et al. 2014, 39; Resnick and Chircu 2017; Piwek
et al. 2016). Other broader concerns include changes to physician-patient relation-
ships where wearable devices are used outside of hospital settings, surveillance in
private settings and over-reliance on wearable devices (Mittelstadt et al. 2014, 38,
45-46). A common recurring theme from these studies highlighted privacy, security
and informed consent as important ethical considerations in using wearable devices
for healthcare interventions.

Privacy and data security are most relevant given the nature of long COVID mon-
itoring involving longitudinal data collection and potential cross-linkages with clini-
cal and health records in tracking developing and declining symptoms in patients.
Privacy concerns arise from the extent of intrusiveness in monitoring the individu-
al’s health status and users’ ability to control who could have access to the transmit-
ted data. Data generated from wearable devices are usually voluminous and stored
in the cloud or servers for further analysis in identifying illness patterns for clinical
interventions. Data security weaknesses could render these data vulnerable to unau-
thorised access and misuse; therefore, security infrastructure safeguards are essen-
tial. Additionally, commercially produced wearable devices (such as Apple and Fit-
Bit) have proprietary rights over the data collected. An option to address privacy and
data security concerns is for healthcare providers to use clinician-designed devices
instead of commercially produced wearable devices where users usually have lim-
ited control over the latter in terms of data use, privacy and security options. In the
alternative, government healthcare providers could partner with trusted commercial
developers to develop wearable devices that are tailored for this purpose with appro-
priate oversight from relevant ethics committee.

It is possible to include comprehensible privacy policies and consent forms
supported by regulatory oversight and imposing penalties for misuse of health
data collected by wearable devices (Anaya et al. 2018). Implementing informed
consent processes and virtual walls to block the tracking of users’ digital foot-
prints from sensor readings could help protect user privacy (ibid). However,
true informed consent could be challenging in practice given prevailing formats
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of user acceptance such as fine prints and non-exhaustive exclusions of liabili-
ties (Resnick and Chircu 2017). However, specifying controls to access to pre-
vent data mining and disclosure of information from unauthorised parties such
as cyber security attacks (denial of service, tampering) could potentially medi-
ate data security risks (Anaya et al. 2018). For example, the US FDA guidelines
stipulated wireless medical devices must include encryption protection for user
security protection. A further option that could be implemented to mitigate the
negative effects of wearable devices is adopting the policy of fair data use where
participant consent is required for further use of their information. This will
potentially minimise the risk of data misuse in the data collection and transmis-
sion processes.

Tracking individuals using wearable devices for longitudinal long COVID
research to develop customised healthcare interventions for affected patients
could strengthen the evidence base for long COVID. Research highlighted above
have shown the promising potential of wearables in demonstrating symptoms
experienced by long COVID patients; however, there are remaining concerns
from longitudinal-type research that are closely related to privacy. An exam-
ple is the psychosocial dimension associated with longitudinal use of weara-
bles that could affect the mental wellbeing of individuals who use these devices.
Familiarity with, and long-term usage of wearables could result in a shift in the
user-device relationship. Where initially the purpose of using wearables is to
substantiate their experiences with long COVID, yet it morphed into position-
ing these devices and data as the main instrument rather than the individual’s
personal experiences, which may not be fully shown through numbers and met-
rics. The psychosocial effects may not be instantly recognisable, which adds to
complexities in understanding their repercussions to individual mental health. It
is therefore prudent not to overemphasise their credibility and accuracy, particu-
larly where the metrics are yet to be verified by clinical evidence or having broad
acceptance in medicine.

The emotional and psychological effects associated with longitudinal use
might seem insignificant, yet they could evolve into other forms of mental health
symptoms if users are unwary of them. For instance, long COVID and mental
health symptoms arising from longitudinal monitoring may be unlikely to be dis-
tinguishable clearly. This is due to some long COVID symptoms that mirror men-
tal health symptoms such as depressive moods or lethargy. Support and guidance
from healthcare professionals are essential to ameliorate these effects, especially
in situations where individuals have unsupervised use of these devices compared
to patients who are formally enrolled on specialist long COVID research where
follow-ups and monitoring check-ins are usually mandated. Use of wearable
devices should, ideally be monitored and supported by healthcare professionals.
Whilst wearables have potential, there are limitations given that the technologies
that are driving these devices are still evolving. Consequently, a person-focused
approach is preferable to prevent relegating those subjective experiences in favour
of data and devices. The upshot is that wearable devices are treated as triangula-
tion tools rather than primary diagnostic instruments.
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Legal Considerations and Regulatory Options

Privacy and data security remain important considerations in the regulatory spheres.
Their ethical importance, when translated into practice, requires careful delibera-
tions of how patient data is used in helping them navigate their long COVID recov-
ery. From the patients’ perspectives, it is crucial for physicians to disclose potential
risks associated with using wearable devices, including the scope and extent of data
collection and monitoring use, which could include potentially sensitive informa-
tion. Regulatory frameworks premised on proportionality could shed light on the
proper collection and use of data from wearables for long COVID patients. For
example, data should only be collected for a specific timeframe and proportional
to the reported symptoms. The proportionality approach respects the persons’ inter-
est from harm arising from undue intrusion into their private lives. This means col-
lecting and using only data that relates to the health of the individual and subject
to adjustments as the symptoms decline or recur. Hence, the person is treated as a
‘collaborator’ with their healthcare providers in their long COVID journey towards
recovery rather than a subject under surveillance.

The distinctions between self-monitoring for long COVID symptoms to evidence
individual experiences when seeking medical support from healthcare providers
and monitoring for longitudinal research for systematically discovering solutions
for patients and advancing research on long COVID attract different legal consid-
erations. Self-monitoring poses risks of covert data commercialisation where third-
party commercial devices are used. This is closely associated to the lack of user con-
trol highlighted above and surveillance risks to individuals for purposes that could
be broader than originally accepted. The implication to users is clandestine use of
their data through unauthorised sale or sharing to third parties such as insurers or
pharmaceutical companies which may not necessarily benefit the users. This ten-
dency leads to other forms of harm such as harassment (physical and emotional) or
voyeurism. Stronger data protection enforcement is helpful to minimise such risks.

Monitoring for longitudinal research involves concerns that may not be immedi-
ately evident. For instance, it prompts questions about potential overlaps between
research and treatment. There are benefits in advancing research and treatment, yet it
could be difficult to demarcate the lines for patients, physicians and scientists. Indi-
viduals should not feel obliged to accept research enrolment and monitoring for fear
of not receiving treatment; rather they should be made aware that their participa-
tion is voluntary and would not preclude any access to potential benefits derived
from research into long COVID using wearable devices. The initial phases of long
COVID patients are often disproportionately represented by frontline workers in the
retail, consumer and essential services sectors who may have fewer opportunities
to explore treatment options due to lower socio-economic and financial conditions.
Research teams that recruit participants for long COVID research should account for
this aspect in their investigations. Institutional and national research bodies could
consider developing functional guidance to supplement existing guidelines sur-
rounding research and treatment of long COVID patients to prevent unethical prac-
tices in the quest for advancing long COVID research.
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Existing regulations and guidelines on data storage and security should be
updated to reflect the distinct vulnerabilities affecting wearable devices, particu-
larly in data transmission where weak coding or lack of encryption could render
the data vulnerable to unauthorised access and interception. Wearable devices
that are in prototype stages generally suffer from security and usability concerns,
affecting user privacy and data security (Channa et al. 2021). User and physician
awareness and knowledge regarding data security and privacy have been shown
to be significant and necessary to change existing policy weaknesses, particularly
the lack of transparency in data collection, storage and access control (Alvarez
et al. 2021). Questions about privacy and risk of misuse are likely to be ampli-
fied where commercial devices are used, as users rarely have control over how
their data are processed or shared with third parties. This in turn depends on the
strength of regulatory protections in the users’ country.

A potential regulatory option is developing privacy checklists based on CIA
and HIPAA frameworks premised on transparency, confidentiality, integrity and
availability (Safavi and Shukur 2014). Furthermore, regulatory responses should
be flexible and attend to the surrounding environments because privacy concep-
tions vary across societies and countries. (Resnick and Chircu 2017). An option
is to clarify existing laws governing new technologies or create distinct laws
to address distinct issues in policy (ibid), such as classifying wearable devices
according to risk levels similar to the Food and Drug Administration rules (US)
or Medicine and Healthcare products Regulatory Authority (UK). Lu et al. (2020)
rightly proposed the need for common regulatory standards for data collection
and processing, greater oversight of the wearables industry and clarification on
the physician-patient relationship in addressing ethical concerns that arise. Alter-
natively, wearable devices developers could incorporate greater user choices in
controlling their data in the design process, although this raises trade-off consid-
erations between higher market costs through privacy enhancing technologies and
balancing privacy interests (Baldini et al. 2018). Further considerations could be
given to designing ethical governance throughout the data systems (Resnick and
Chircu 2017).

Finally, it may be useful to use wearable devices that are developed specifically to
measure common parameters of long COVID pending appropriate regulatory frame-
works in place. An approach to mediate some of the ethical and practical concerns
from commercially produced devices is for researchers developing wearable devices
to partner with physicians and long COVID specialist clinics to customise devices
that are appropriate for long COVID patient monitoring and research. Their use
would be supported by ethics committee oversight in accordance with established
research and data management protocols. This step could strengthen the safety and
security of patients in so far as the collection, storage and use of their personal infor-
mation and health data are concerned. Cultivating a responsible mindset amongst
users could be helpful in pre-empting some of the concerns that emerged from
using wearables for long COVID monitoring. Ideally, a greater awareness amongst
the population about the benefits and risks of using commercially developed track-
ing devices is valuable in their societal participation in the broader digital health
environment.
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Conclusion

Existing ‘illness framework’ implies long COVID patients are neither too ill to be
admitted for ‘treatment’, yet unwell enough compared to their pre-COVID selves.
Wearable devices are designed to provide continuous monitoring, and hence
particularly useful for tracking the developments of long COVID in individuals
to assist in recovery and symptom interventions. Lifestyle and health data from
wearable devices provide a rich collection of symptoms and longitudinal infor-
mation in mapping the trajectories of long COVID symptoms. Data from wear-
able devices are valuable in linking existing disparate evidence on long COVID
towards better informing physicians and healthcare services in providing patient
care. Patient monitoring through wearable devices potentially eases physicians’
burdens whilst providing accurate and timely catalogues of health data for cus-
tomised symptoms management.

Despite their promising features, there remain limitations in technologies that
are still developing. Greater attention to implementing security infrastructure is
essential towards protecting patient privacy and safeguarding data integrity. Cur-
rent regulatory frameworks that are protective of user privacy and safety could be
utilised to address immediate gaps in governing the use of wearable devices for
long COVID patients. Future research could include greater assurance in weara-
ble devices use, incorporating user insights and demonstrating better accountabil-
ity by companies that develop, manufacture and market these devices. Meanwhile,
the psychological, social and emotional effects from using wearable devices for
longitudinal long COVID research and monitoring should be more widely recog-
nised to enable efforts to address any adverse effects to individual mental health.
Support from healthcare providers would be helpful in identifying risks to mental
health in the early stages of using wearables in their long COVID journey.
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