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Abstract

Public procurement refers to processes through which national, regional, and local
public authorities, state-owned enterprises, or other related bodies governed by pub-
lic law, purchase products, services, and public work. Such purchases have been a
particularly important element in developing the Internal Market of the European
Union (EU). Given recent procurement reforms in the EU, including the 2009
reform on defense procurement, this paper examines public cyber security procure-
ment in Europe. Two questions are examined: (1) whether cyber security procure-
ment differs from public procurement in general, and (2) whether there are any note-
worthy signs of Europeanization in terms of cyber security procurement. According
to the empirical results, cyber security procurement tends to differ from general
public procurement. In particular, competition obstacles are visible in terms of bids
for cyber security procurement tenders. This result is accompanied with a visible
lack of Europeanization, although the same observation generalizes to public pro-
curement in the EU generally. With these results and the accompanying discussion,
the paper contributes to the recent lively discussion about European security and its
relation to marketization.
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1 Introduction

Public procurement has been a continuing economic and political issue in Europe
during the past 20 or 30 years. There have been also many large reforms for
the regulation of public procurement. The public procurement directives were
reformed first in 2004 and then again 2014, but particularly noteworthy was the
2009 introduction of a directive for defense procurement—the first supranational
legislation in the defense and security domains. Given this background, this paper
examines two research questions:

e Question Q;: Does public procurement of cyber security technologies and ser-
vices differ from general public procurement in the European Union?

e Question Q,: Does public cyber security procurement in European Union
show any forceful and visible signs of Europeanization?

In addition to the answers provided to these two questions, the paper contributes
to the recent blossoming literature on the slow evolution of European security
and its relation to marketization (Britz 2010; Calcara 2017; Fiott 2017b; Strik-
werda 2017). Much of the existing research is about traditional security and
defense, however. The present paper is the first one to examine the topic from a
perspective of cyber security. The same applies to procurement research. Even
though there is an excellent and extensive literature base on European public pro-
curement (Gelderman et al. 2010; Powell-Turner et al. 2016; Mehrbod and Grilo
2018, among others), thus far, no previous work has been done to examine pub-
lic cyber security procurement in the EU. What is more, there is precious little
empirical social science research on cyber security. While some attempts have
been made for improving the situation (Valeriano and Maness 2018), none of the
existing empirical state-centric studies on cyber security are convincing. The rea-
son relates partially to the unsolvable problem about reliable and valid data, and
partially to the nature of the Internet as a fundamentally non-Westphalian sys-
tem. However, the present work demonstrates that many relevant cyber security
questions can be addressed with traditional means for empirical social science
research. Political economy is political economy also in cyber security.

Also the relevance of the paper’s topic is easy to justify. Public procurement
belongs to the very core of the Internal Market of the European Union. For about
four decades, procurement has also been a fundamental policy instrument for
establishing the European defense industry and a common European security
policy with it. Obviously, many of the security issues faced by Europe have fun-
damentally changed in the meanwhile. The ongoing digitalization of European
societies has made them also more vulnerable. Although cyber crime continues to
be an issue, particularly important have been the offensive cyber operations car-
ried out by states against other states. Such operations have made cyber security
a matter of national security, and differentiated the concept from more traditional
terms such as information security (von Solms and van Niekerk 2013; Zajko
2018). Cyber threats have also required the adoption of risk-based approaches to
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public administration (Massacci et al. 2016; OECD 2017). Whether it is procure-
ment or exports, security considerations have become increasingly important for
both producers and consumers (Fiott 2017a; Kepe et al. 2018; Trimintzios et al.
2017). A good recent example would be the Russia-based Kaspersky Lab whose
products were phased out in 2017 from governmental use in the USA and else-
where due to concerns about the supplier for national security (Abramova and
Garanina 2018). Another example would be the 2019 debate on the deployment
of Huawei’s 5G technologies in Europe and elsewhere. While both examples may
be as much about geopolitics as these may be about cyber security, these are still
noteworthy for justifying the relevance of Q;.

With respect to Question Q,, it should be further emphasized that cyber security
is among the prime examples about so-called public—private partnerships (PPPs),
which have recently become an important alternative for traditional procurement
practices (Christou 2016; Healey 2017; Hodge and Greve 2017). Therefore, implic-
itly, an answer to Q, is important also for evaluating the potential role played by
PPPs in Europeanization. As will be further discussed, these partnerships represent
a new type of EU-level public administration that goes far beyond the traditional
questions about marketization and Europeanization. When the EU and its member
states have attempted to simultaneously tackle new threats and industry competitive-
ness, they have also entered into another fundamental realm represented by concepts
such as democracy and basic rights.

The remainder of the paper proceeds in a straightforward manner. The opening
Sect. 2 outlines the background, discussing the paper’s theoretical framing as well
as the relevant public procurement legislation in the EU. Three hypotheses are also
presented for motivating the two research questions. The subsequent Sect. 3 presents
the empirical evaluation of the hypotheses presented and the two questions asked.
The final Sect. 4 discusses the answers reached.

2 Background
2.1 Theoretical Framing

There are many theoretical continua for framing the current European security land-
scape. The nexus between external and internal security is one of these. Many of
the security threats Europe is facing neither respect the geopolitical boundaries
of nation states and the EU nor fit clearly into institutional boundaries. The blur-
ring of boundaries between external and internal security has mixed also the tra-
ditional institutional security arrangements and their boundaries. Law enforcement
and administrative authorities have long had to consider also external security chal-
lenges, while at the same time, internal security issues have become increasingly
important for military, defense, foreign policy, diplomacy, and other institutions
traditionally responsible for external security (Burgess 2009). While terrorism is a
good example, cyber security is arguably a better one; like the Internet, cyber secu-
rity does not respect borders.
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The development of coherent supranational policies and institutions that merge
external and internal security has long been an explicit goal in the EU. This broad
strategy applies also to cyber security. Although a thorough discussion about recent
cyber security developments in the EU is beyond the scope of the present work,
a concise but reasonable summary from the literature is that there has been a cer-
tain degree of convergence on one hand, and a continuing lack of coherence on the
other (Carrapico and Barrinha 2017; Christou 2016; Pawlak 2019; Ruohonen et al.
2016). This summary generalizes to the post-war history of European security in
general (Eriksson and Rhinard 2009; Howorth 2019). External, internal, conver-
gence, and coherence are decent theoretical concepts for analyzing the institutional,
policy, coordination, and governance developments of the EU’s cyber security strat-
egies. But by no means, these are the only available theoretical concepts.

In this paper, cyber security is explicitly framed with two continua: public—pri-
vate and civilian—military. These can be defined as theoretical abstractions that rep-
resent themselves through two truncated continuous variables. In other words, cyber
security is not a dichotomous concept. The term truncation is used to emphasize that
none of the endpoints (civilian, military, public, and private) can be fully reached
theoretically. The civilian side is present even when cyber security is understood
as a military concept—as is typical in the cyber warfare, cyber defense, and related
discourses. None of “the new threats to Europe are entirely military, nor can be
addressed by entirely military means” (Burgess 2009, p. 322). Recent policy doc-
uments also emphasize the necessity to cooperate with civilian actors in order to
improve the EU’s defense and security capabilities (Kepe et al. 2018). What is often
left unsaid are the politics of cooperation; what kind of institutions and regulations
are enacted; to which areas and for whom public EU funds are allocated and under
which conditions; and so forth.

By following the so-called framing theory (Drake and Donohue 1996), the politi-
cal placement of cyber security toward the military or civilian endpoint, as well as
toward the private or public endpoint, can be thus seen as a continuous negotiation
and bargaining process. There are often legal, social, political, economic, and techni-
cal ramifications from a given placement resulting from a given bargaining process.
The framing applies also to academic research. For instance, criticism has long been
expressed about state-centric approaches to cyber security (van Eeten 2017), which
tend to lean toward the military endpoint due to their heavy emphasis on foreign pol-
icy, international relations, and traditional security and defense. On the other hand,
according to critics, research on European security has often overemphasized the
supranational level at the expense of the national level (Meijer and Wyss 2018; see
also Howorth 2019). These two scholarly examples serve to underline that a given
theoretical viewpoint implicitly or explicitly affects the corresponding framing of
the European cyber security landscape. From a political economy viewpoint, fram-
ing done on the public—private continuum is relevant for better understanding the
civilian—military continuum. This framing is also an inherent part of procurement.

A brief elaboration of European security in general is required in order to
frame the question about public cyber security procurement. Thus, to begin
with, the EU is still a civilian project in its normative underpinnings. From this
perspective, the EU’s power originates from norms and values that include the

@ Springer



An Acid Test for Europeanization: Public Cyber Security... 353

rejection of divisive nationalism and the avoidance of Europe’s militaristic his-
tory (Burgess 2009; Ladi and Tsarouhas 2017). While normative power does not
equate directly to civilian power, the concept is still closer to the left endpoint
in the civilian—military continuum. On the side of the other endpoint, Europe’s
post-war power has relied on both sovereign states and the North Atlantic Treaty
Organization (NATO). However, the failure to prevent the war in the former
Yugoslavia brought the impetus for a common European defense policy. In this
setting, convergence is often framed with the term Europeanization, which—at
least in the present use—is distinct from the older concept of European integra-
tion. In essence, Europeanization is about increasing interaction between Euro-
pean and domestic policies (Britz 2010). After alternating periods of accelera-
tion and gridlocks, such increasing interaction led to the first “NATO-compatible
but politically autonomous European crisis management apparatus” (Mérand
2006, p. 135). The apparatus later evolved into the current Common Security and
Defence Policy (CSDP) signed with the Treaty of Lisbon in 2007.

However, the Europeanization of defense has been more about marketization
than European security itself. While the liberalization of the European defense
industry largely occurred already in the 1980s (Hartley et al. 2008), the drive
toward the EU-level started in the 1990s and continued throughout the 2000s.
The developments were pushed forward particularly by France and the French
military establishment, which is understandable because historically France was
less tightly integrated into the NATO compared to Germany and the United King-
dom (Mérand 2006; Rieker 2006). Here, integration refers particularly to the
defense industry, and, indeed, also France’s later pro-active strategy has partially
originated from the needs of its national defense industry (Calcara 2017; Fiott
2017a). In this sense, the EU-level was a facilitating medium for the establish-
ment of European defense industry relations, while the marketization itself was
largely driven by national interests. It is possible to interpret this historical back-
ground by stating that marketization was in fact a precondition for the slow but
still visible Europeanization of security and defense (Britz 2010). This precondi-
tion is suitable also for approaching the potential Europeanization through public
cyber security procurement. In terms of framing on the public—private contin-
uum, the corresponding Premise P, for Q, is illustrated in Fig. 1.

Defense procurement has been a fundamental puzzle in the European marketi-
zation trend. Although EU-wide public procurement continues to face substantial
problems in all economic sectors (Gelderman et al. 2010; OECD 2017), it is the
civilian side on which procurement has been more prevalent. That said, it must
be stressed that also defense procurement has been widespread in Europe, albeit
often under different joint ventures and their monopolistic arrangements (Hart-
ley et al. 2008). Even when keeping in mind the recent demands from the USA
for the European NATO member states to increase their defense spending, the
illustration in Fig. 2 is thus sufficient for pointing out the substantial amount
of money already involved in the defense and security procurement in the EU
member states. The EU-NATO conundrum, Brexit, and new threats and geopo-
litical concerns have also pushed the CSDP forward in recent years. Particularly
noteworthy was the 2017 establishment of the so-called Permanent Structured
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Fig.2 Relative share of public procurement in the defense sector in selected countries in 2015 [based on
OECD (2017), Table 9.2, p. 173]

Cooperation (PESCO) framework and the European Defence Fund (EDF). In gen-
eral, the rationale behind these was to incentivize cooperation, reduce duplica-
tion, foster innovation, level the field for smaller companies, improve interopera-
bility, and rationalize procurement practices. As always with the CSDP, the actual
impact of PESCO/EDF upon European security and defense is under a debate.
Although many observers have expressed skepticism (Howorth 2019; Meijer and
Wyss 2018; Novaky 2018), the political impact upon defense procurement has
already been visible. In particular and somewhat paradoxically, in 2019, the USA
expressed a concern that the new framework would increase protectionism within
the EU’s defense industry—despite the demand to increase defense spending
and the great defense trade imbalance in favor of the USA (Fiott 2019). To some
extent, rather analogous political and economic controversies have been seen in
the cyber security domain.
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On the surface, also seemingly similar market-driven Europeanization has
occurred in the cyber security domain. To a certain degree, there has been a split
between military approaches to European cyber security, which are exercised largely
through the NATO like in defense and conventional security (Robinson and Slack
2019), and civilian cyber security exercised through separate institutions and poli-
cies (Ruohonen et al. 2016). There are also efforts to marry the CSDP with cyber
security (Trimintzios et al. 2017). When scratching the surface, however, this inter-
pretation is incorrect; the European cyber security landscape cannot be strictly
equated to the European defense and traditional security. While there are several
reasons for this claim, the role of the private sector is especially important for the
present purposes. As a part of the information and communication technology (ICT)
sector, the relatively new cyber security industry has never been characterized by
state-owned enterprises or related close ties to the public sector. In contrast to the
defense industry, the cyber security industry has also long operated in more or less
open international markets.

The dominant role of the private sector is also reflected in the EU’s cyber secu-
rity regulations and strategies. If cyber crime, terrorism, privacy, and some related
policy domains are excluded, the union’s current rationale seems to indeed largely
center on the idea that the EU institutions and national public authorities provide
loose oversight, while the actual day-to-day cyber security is left for the private sec-
tor (Christou 2016, pp. 121-131). This rationale reflects the EU’s traditional soft
power; the goal has been to empower the private sector through dialogue and part-
nerships (Carrapico and Farrand 2017). While the CSDP has always carried its own
peculiar European flavor (Howorth 2019), it should be emphasized that this cyber
security rationale is hardly unique to Europe. In other words, information sharing,
private sector partnerships, and related policy goals for cyber security are com-
monly shared among public authorities in Europe and elsewhere (Healey 2017; Kue-
rbis and Badiei 2017). These strategies are important also for the framing of cyber
security procurement. With respect to ICT, the public sector has traditionally been
more of a consumer than a strategic actor using procurement as a policy instrument
for specific goals. This consumer-like role marks another difference to traditional
security and defense within which strategic leeway has always been used widely. It
would also allow to expect a negative answer to Q,. To counter this expectation, it is
necessary to consider the framing on the civilian—military continuum.

Although cyber security continues to be primarily a civilian matter, there has
been a visible propel toward the military endpoint in recent years. Before continu-
ing any further, however, it should be emphasized that the framing of cyber secu-
rity as a military affair is coupled with a fair share of politics and exaggerations;
cyber security is hardly an “existential challenge for national security,” as claimed
by some observers (Pawlak 2019, p. 174). “Remarkably little has changed in the past
decade, with one important exception: offensive operations by nation states” (van
Eeten 2017, p. 430). This offensive side is important already because investments to
cyber security have partially and paradoxically increased also cyber insecurity. Also
the recent international efforts to regulate the offensive side of cyber (in)security
through multilateral venues have faced problems (Ruohonen and Kimppa 2019; Ste-
vens 2017). The same could be said about traditional multilateral venues in general;
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actual day-to-day cyber security governance continues to occur through different
non-hierarchical, non-state, or market-based forms of hybrid governance (Kuerbis
and Badiei 2017). These points restate the criticism about state-centric approaches
to cyber security. However, what is often overlooked in this criticism is the politi-
cal economy of cyber security; states and their supranational unions do have a great
influence on cyber security already through their power to redistribute economic
resources.

The increased cyber insecurity partially caused by states themselves allow to
reverse the expected answer to Q;. In other words, it seems sensible to assume that
public authorities use scrutiny when purchasing cyber security technologies and ser-
vices due to the increased supply-side risks and other related threats.

A final important point is that the political economy viewpoint adopted and the
observable political framing toward the military endpoint reveal also parallels to
the CSDP and the European defense industry. Many cyber security technologies are
inherently also dual-use technologies; they are primarily civilian in their nature, but
they can be also used to enhance military capabilities.' A parallel to traditional secu-
rity and defense is therefore apparent: the dual-use concept was important already
during the 1980s liberalization—and like today, it was seen as a crucial vehicle
for fostering research and development (R&D) and improving cost-efficiency (van
Scherpenberg 1997). The concept was also a significant element in the 1990s efforts
to establish a common European defense market (Calcara 2017). This time-honored
trend has continued to the 2010s. Indeed, numerous recent policy documents in the
EU explicitly stress that integration should be improved for R&D programmes that
have a dual-use dimension (Kepe et al. 2018; Trimintzios et al. 2017). These pro-
grammes cover cyber security. It is also important to underline that the EU-funded
(cyber) security programmes are administrated primarily through PPPs. Therefore,
it seems sensible to expect a negative answer to Question Q,. If there has been Euro-
peanization through marketization in the cyber security domain, it can be expected
that public procurement has not been the primary policy instrument for the increas-
ing interaction between the member states and their cyber security industries. A
brief look at the procurement regulations in the EU can be used to formalize the
discussed prior expectations for the two questions examined.

2.2 Procurement Regulations

The history of public procurement directives in the European Union traces all the
way back to the 1970s. While the early directives were largely ignored in practice,
intense regulatory work started in the mid 1980s and resulted in Directive 2004/18/
EC under which all potential but willing suppliers must be invited to tender (Gelder-
man et al. 2010). This directive was further replaced in 2014 with a package of new
directives. In practice, already the 2004 directive covered large portions of public

! See Regulation 428/2009 and the amending Regulation 2018/1922.
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work, supply, and service contracts, irrespective of an economic sector. Yet, defense
contracts were excluded.

The famous Article 346 of the Treaty for the Functioning of the European Union
(TFEU) has been at the heart of the crux about defense procurement.” According
to this article, the member states are not obliged to disclose any information they
consider contrary to their essential security interests. This article has long provided
the fundamental legal basis for shielding the European defense and security indus-
tries from competition with different protectionist measures (Markowski and Wylie
2007; Strikwerda 2017). From a regulatory perspective, the conceptual vagueness of
Article 346 has been a large part of the problem. As there is no commonly agreed
definition on what constitutes essential security interests, the member states have
used the exemption provided liberally (Powell-Turner et al. 2016). In particular,
large defense contracts and acquisitions were therefore often pushed to outside of
the Internal Market. For instance, in the early 2000s, about four-fifths of the total
value of defense equipment procurement in the EU was exempted through the arti-
cle (Hartley et al. 2008). To overcome these long-standing market imperfections,
Directives 2009/43/EC and 2009/81/EC were introduced and enforced for further
increasing the liberalization of the European defense industry.

In particular, the intensely debated Directive 2009/81/EC on defense procurement
has supposedly made it more difficult to use traditional means for national favorit-
ism and bilateral counter-trade agreements. While it has been suspected that the use
of Article 346 may indeed be increasingly difficult nowadays (Fevolden and Tvet-
braten 2016; Kennedy-Loest and Pourbaix 2010; Strikwerda 2017), there are numer-
ous visible traits that warrant skepticism about the true extent of liberalization. For
instance, the defense procurement directive carries an explicit protectionist trait in
that large bids originating from outside of the EU can be rejected (Ladi and Tsarou-
has 2017). Empirical observations also point out that participation from outside of
the union has remained limited for public procurement in general (Pirvu and Béldan
2014). A further point is that 2009/81/EC excludes government-to-government con-
tracts for military equipment, as well as cases whereby public procurement occurs
through international organizations, including NATO in particular (Fiott 2017b).
Finally, the defense procurement directive also explicitly allows the use of the
TFEU’s Article 346. Anything and everything related to essential security interests
are thus still potentially exempted.

This brief regulatory background can be used to state three explicit hypotheses
for the two Questions Q; and Q,. These hypotheses are analytically illustrated in
Fig. 3. The first Hypothesis H; states that cyber security procurement is closer to
the defense procurement directives, and therefore differs from public procurement in
general (Q,). The Hypothesis H, assumes that Europeanization has occurred for pro-
curement in general, whereas H; states the opposite for cyber security procurement
due to the positive answer expected for H; = Q,.

2 The same article was formerly known as Article 296 of the Treaty establishing the European Com-
munity (TEC).
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However, the hypothesized framing toward the defense procurement directives
(H)) is not entirely straightforward. If cyber security is framed toward the military
endpoint instead of the civilian one, also 2009/81/EC should apply together with its
exemptions. These exemptions would support also H;. If the focus is on the civil-
ian endpoint, the direction points toward the more encompassing directives. Given
that procurement has been much more widespread on the civilian side (OECD
2017), this framing might allow to expect Europeanization for both cyber security
procurement and procurement in general; H, would be supported and H; would be
rejected. This reasoning is not without theoretical and legal caveats, however. The
procurement of non-sensitive and non-military items is mainly covered by Direc-
tive 2004/18/EC and its successor 2014/24/EU, which, interestingly, are both also
subject to Article 346 and its exemptions (Powell-Turner et al. 2016).°> Therefore,
even for essential civilian cyber security technologies and services, it is possible that
these exemptions are used because some (civilian) cyber security technologies and
services are as sensitive as those covered in the defense Directive 2009/81/EC. For
instance, a procurement of a supervisory control and data acquisition (SCADA) sys-
tem for a nuclear power plant may well-justify the use of Article 346, while purchas-
ing a similar system in some other sector may not.

Additional complexity is added by Directive 2014/23/EU on concession con-
tracts and Directive 2014/25/EU on procurement in water, energy, transport, and
postal services sectors.” In particular, the transport and energy sectors have long
been seen by most European governments as essential parts of the so-called criti-
cal infrastructure that should be protected from cyber threats. Innovations such as
smart grid systems have further increased the importance of cyber security in these
areas (Massacci et al. 2016). Unfortunately, like most definitions in the cyber secu-
rity domain, the concept of critical infrastructure is open-ended and rather vague.
The vagueness applies also to Directive 2008/114/EC that attempted to clarify the

3 See Article 15 in Directive 2014/24/EU.
4 Directive 2014/25/EU replaced the earlier Directive 2004/17/EC.
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legal definition for critical infrastructure in the EU jurisdiction (EC 2019; Harasta
2018). Like most procurement controversies in the EU, the interpretation details are
best left to be resolved in future court cases—and, indeed, questions related to Arti-
cle 346 and critical infrastructure provide a particularly vexing case for the EU’s
Court of Justice. In addition to such potential legal issues, the concept is important
theoretically. Due to the privatization and deregulation from the 1980s onward, the
European critical infrastructures are largely owned and operated by the private sec-
tor. Also the expertise to protect these from cyber threats continues to be located pri-
marily in the private sector. This critical role of the private sector for protecting the
European critical infrastructures has also strengthened the civilian side in the EU’s
policy frameworks for cyber security (Carrapico and Farrand 2017). While bringing
the military side to the policy mixture has caused its own set of problems, another
problem set is located in the public—private continuum. In other words, critical infra-
structure and related concepts have necessitated new forms of coordination and col-
laboration between the public and private sectors.

It is therefore necessary to point out an important further loophole. By and large,
R&D and the associated innovation-driven PPPs are largely excluded from the pro-
curement directives.’ In addition to the inefficiency and other problems associated
with procurement through PPPs (ECA 2018), auxiliary R&D support for national
companies has been a typical way for European states to protect their defense indus-
tries and enhance their military capabilities (Blom et al. 2013; Fevolden and Tvet-
braten 2016). The point about R&D is particularly important because cyber security
is largely about research and development. Furthermore, it is precisely R&D and
PPPs through which EU funds have been allocated for different (cyber) security pro-
jects, including those that were present in the large-scale FP7 program and those
that are present in the ongoing Horizon 2020 program (Martins and Kiisters 2019;
Statewatch 2017). These funding schemes have brought new policy complexities due
to the sensitive linkage between the civilian nature of most EU-funded cyber secu-
rity projects and the traditional defense R&D, including the funding and collabora-
tion through NATO’s programs (Fiott 2017b; Robinson and Slack 2019). Given that
concerns about the Horizon 2020 program’s relation to dual-use technologies and
associated ethical issues have been reported also in media (Campbell 2019), the new
funding opportunities through the PESCO/EDF framework may also help at sharp-
ening the required policy boundaries for civilian and military cyber security R&D.

Regarding the forthcoming empirical analysis, R&D and PPPs are important to
emphasize because these further strengthen P, in Fig. 1 and H; in Fig. 3. In other
words, the partnerships have brought a new policy instrument for fostering the long-
standing marketization trend, whereas the regulatory framework for traditional pub-
lic procurement still contains plenty of explicit exemptions and implicit loopholes
that presumably undermine Europeanization through this particular policy instru-
ment. As will be elaborated, different security considerations are also spelled out in

5 See Article 13 in Directive 2009/81/EC, Article 16 in Directive 2004/18/EC, and Article 14 in Direc-
tive 2014/24/EU for the exemptions regarding R&D.

@ Springer



360 J. Ruohonen

the procurement directives, whereas such explicit considerations are largely missing
for PPPs. These strengthen also the basis for H;.

3 Empirical Insights
3.1 Data

The data analyzed is based on the Tenders Electronic Daily (TED) database (EU
2018). This database archives all procurement notices in the European Union,
regardless whether these are voluntary announcements or mandatory reports. Fol-
lowing previous research on selecting domain-specific subsets (Nielsen and Hansen
2001), cyber security procurement was probed by using the so-called Common Pro-
curement Vocabulary (CPV) identifiers.® The particular identifiers used are enumer-
ated in Table 1. These can be grouped into four broad categories: software security,
electronic military systems, anti-virus solutions, and surveillance systems. There-
fore, both endpoints are covered in the civilian—military continuum. Although the
coverage is hardly perfect, these four categories should provide a reasonable probe
into the typical cyber security technologies and services purchased by European
public sector authorities. Sampling of cases from the TED database is also con-
strained by many practical issues. Five such issues are worth briefly discussing.
First, some categories had to be excluded due to a too broad coverage. For
instance, the CPVs for security services (such as 79700000-1 and 79710000-4) are
too broad for cyber security, containing physical guarding, patrolling, and related
services. Second, it should be stressed that most entries in the TED database are
accompanied with multiple CPV codes. If a public authority purchased a large
information system, which crossed the EU-level reporting thresholds and contained
security-specific software development (as captured by the 72212730-5 identifier),
it is included in the sampling irrespective of the primary application domain of the
system. Incorrect allocation of CPV identifiers is also a possibility in such scenar-
ios (Varney 2011). Third, it remains unclear how accurate the reported monetary
amounts are. As currency conversions would be further required for an EU-level
analysis, all monetary aspects were bypassed in the sampling; the dataset analyzed
covers both small and large public purchases.” Fourth, it can be remarked that the
natural language descriptions are delivered in the TED database in multiple Euro-
pean languages with incomplete translations. This delivery largely prevents the use
of more sophisticated sampling solutions proposed in the literature (Alvarez-Rod-
riguez et al. 2014; Mehrbod and Grilo 2018). Last, the sampling was restricted to a
period between January 2011 and July 2018 during which the data were retrieved.

6 These are specified in the Commission’s Regulation 213/2008.

7 The EU-level reporting thresholds do not vary much between the directives. Article 8 in Directive
2009/81/EC specifies a little over four hundred thousand euros for supply and service contracts and
roughly about five million euros for works contracts. These amounts are comparable in magnitude to
those specified in Articles 7 and 4 in Directives 2004/18/EC and 2014/24/EU, respectively.
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Table 1 CPV codes for the cyber security sample

Code Description

48730000-4 Security software package

48731000-1 File security software package

48732000-8 Data security software package

66131000-7 Security brokerage services

72212730-5 Security software development services

72212731-2 File security software development services

72212732-9 Data security software development services

35700000-1 Military electronic systems

50660000-9 Repair and maintenance services of military electronic systems
72231000-3 Development of software for military applications

73436000-7 Test and evaluation of military electronic systems

48761000-0 Anti-virus software package

72212760-4 Virus protection software development services

72212761-1 Anti-virus software development services

32235000-9 Closed-circuit surveillance system

32323500-8 Video surveillance system

32441100-7 Telemetry surveillance system

35720000-7 Intelligence, surveillance, target acquisition and reconnaissance

This restriction is a practical necessity for robust parsing of the raw data because the
abstract data structures used in the TED database are not consistent across full his-
torical records; a consistent format is provided only from 2011 onward.

The last points warrant a further comment. The period observed is also the period
during which implementations of the large 2014 procurement restructuring occurred
in the European Union. (The national implementation deadline for the restructur-
ing was in 2016.) In addition to the interpretation problems with respect to cyber
security, the restructuring complicates the empirical analysis because also histori-
cal regulations are covered. By implication, the period prevents intervention-style
(cf. Siponen and Baskerville 2018) policy analysis regarding the empirical effects of
some particular directives upon public procurement.

Instead of a longitudinal comparative setup, Question Q, is therefore approached
by comparing the cyber security procurement to a random sample covering five per-
cent of all entries in the TED database during the period observed. As there were
about 3.5 million entries in the database for this time interval, the random sam-
pling amounted to about 170 thousand procurement cases. Further data manipu-
lation was required because many of these cases dealt with different procurement
notices, including the worldwide submission of tendering calls to the TED database.
To exclude such cases, the cyber security and random samples were both restricted
to actual contract awards, contract award notices, and voluntary ex ante transpar-
ency notices about contracts sent by public authorities in the EU member states.
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On the one hand, this restriction reduced the sample sizes considerably: only 1207
and 29,234 cases are included in the cyber security and random samples observed,
respectively. On the other hand, this restriction provides a much sharper picture to
the cyber security procurement in the EU because only contracts dealing with actual
monetary transactions are covered.

For seeking an answer to {H,, H;} = Q,, the two samples were further manipu-
lated by making two additional subsamples that include only contracts for which
details were available for both the contracting public authorities and the contracted
companies. Given these two subsamples, three (social) networks were constructed
based on these contracting bodies as well as their geographic locations in terms of
countries and towns. All three network types constructed are directed and weighted.
For instance, if a French public authority located in Marseilles would have made two
contracts with a company located in Paris, an edge with a weight of two would be
placed from Marseilles to Paris in the town-based network. In the country-based net-
work, this placement would amount to a corresponding weighted edge from France
back to France. But if a public authority located in Copenhagen would have made a
single contract with the same company located in Paris, there would be an edge with
a weight of one from Copenhagen to Paris in the town-based network, a similar edge
from Denmark to France in the country network, and an edge in the network based
on the actual contracting bodies. The edge weights specified are also cumulative: if
another Danish public authority would have further contracted a French company,
the edge weight would increase to two in the country-based network, and so forth.
As has been elaborated previously (Mérand et al. 2010), this relational network
abstraction provides a powerful technique for observing the extent of Europeaniza-
tion. The underlying hypothesis is simple: the traditional bastions of national secu-
rity and their use of Article 346 should manifest themselves through a visible lack
of cross-border European cyber security procurement contracts. Before examining
this Hypothesis H; and Question Q, more generally, an answer is sought to H;, = Q,
with a few descriptive statistics on the contractual and structural characteristics of
the public procurement contracts observed.

3.2 Contractual Characteristics

The procurement systems in most European countries span the whole range of pub-
lic administration, from the central government and other national institutions to
regional administration and local public authorities. To increase efficiency, transpar-
ency, and accountability, many governments have recently centralized the admin-
istration of public procurement to common national institutions. This worldwide
centralization trend applies particularly to contracting activities and information
systems, whereas the implementation details are often still left to decentralized pub-
lic sector units (Kerdnen 2017; Meehan et al. 2016). In a similar vein, focus at the
EU-level has been on the so-called e-procurement systems, which are believed to
improve efficiency and transparency, foster innovation, and level the playing field for
small- and medium-sized companies (Khorana et al. 2015; Obwegeser and Miiller
2018; Varney 2011). Regardless of the administration and technical systems, public
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Table 2 Authority and contract award types (% across a given sample)

Cyber security Random sample

Authority types

EU institution 0.1 <0.1

National institution 24.4 13.9

Regional or local institution 32.8 34.8

Others, undefined, not applicable, etc. 42.7 51.3

Contract award types

Lowest price 32.6 39.3

The most economic tender 58.5 51.9
Undefined, not applicable, etc. 8.9 8.8

procurement regulations in the EU apply practically to all organizational units cov-
ered by public law.® This broad coverage offers a good way to start the dissemination
of the empirical results.

Thus, the first panel in Table 2 shows a re-coded breakdown according to the
type of the contracting public authorities. There are a couple of points worth mak-
ing from the numbers shown. The first point is that the random sample aligns rather
well with national datasets regarding the relatively small share of contracts made by
ministries and other central government units (Gori et al. 2017). Most of the pro-
curement contracts are made by public units operating at regional and local levels.
The second point is that cyber security seems to indicate a small exception from this
overall conclusion. While the sample covers many contracts made by local authori-
ties (such as video surveillance systems purchased by local law enforcement units),
it seems that cyber security contracting tends to be located on higher levels of public
administration than contracting in general. If the focus would be extended to defense
contracts and traditional national security aspects, the effect would be presumably
even stronger.

The type of a contracting authority makes no difference on how a contract is
awarded. The EU regulations specify that contracts can be awarded by two main cri-
teria: according to the so-called “most economically advantageous tender” (MEAT)
and the lowest price.9 As shown in the second panel in Table 2, the latter has been
slightly more common for the public procurement of cyber security technologies,
services, and works. A possible explanation relates to the many exemptions avail-
able with the MEAT criterion. Even though both criteria should ensure compliance
with respect to transparency, indiscrimination, equal treatment, and related ideals,
the MEAT criterion allows specifying many factors other than price for the contract

8 See Article 1(9) in Directive 2004/18/EC, as referenced also in Article 1 of Directive 2009/81/EC.
Article 2 in the new Directive 2014/24/EU is much more explicit, but the fundamental message remains
the same.

® While Article 53 in Directive 2004/18/EC mentions the lowest price criterion explicitly, Article 67 in
the new Directive 2014/24/EU leans generally toward the MEAT criterion.
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awards. These cover everything from cost-effectiveness, running costs, quality, and
technical merit to environmental considerations and even aesthetic factors.

Thus, the room for maneuvering is generally wide. The wiggle room is even
wider for defense and security contracts (Masson et al. 2015; Kennedy-Loest and
Pourbaix 2010). In particular, the EU regulations allow numerous exemptions in
terms of the security of information and security of supply.'’ Together these cover
requirements regarding the confidentiality of potentially classified information, cer-
tifications, export controls, technical specifications, and generally the technical com-
petency of whole supply chains.!! The details are largely specified in national laws.
For instance, the EU-level harmonization is limited for the treatment of classified
information (Gleeson and Walde 2016). The same applies with respect to the details
for evaluating the security and trustworthiness of suppliers. National laws may also
strengthen the indirect oversight role of central governments in the cyber security
domain. After all, security clearances and other evaluations are done by organiza-
tions operating at national levels.

Be that as it may, the share of lowest price tendering is large enough in both sam-
ples to also warrant the commonplace concern about schedule and budget overruns
typically associated with this particular way of awarding contracts (Regan et al.
2011). In this regard, cyber security technologies do not mark an exception from
ICT in general. Given that procurement of these technologies is particularly difficult
with respect to requirements, the exemptions provided can be seen also in positive
light (Moe et al. 2017). Barriers for competition would be the obvious drawback. A
lack of competition in European cyber security procurement becomes also evident
by taking a look at a few key structural characteristics of the contracts observed.

3.3 Structural Characteristics

A few important observations can be made about the structural characteristics of the
procurement contracts sampled. The four plots presented in Fig. 4 provide a succinct
basis for the observations. The first plot shows a (complementary) empirical cumu-
lative distribution function (ECDF) for the number of CPV categories used in the
contracts. The rationale behind the plot is similar to that sometimes used in patent-
ing research; a patent classified into many categories may denote a particularly inno-
vative or encompassing technology (Ayres 1994; van der Pol and Rameshkoumar
2017). Given the boundary spanning nature of cyber security, many of the contracts
in this domain could be expected to span also many CPV categories. According to

10 See Article 47 in Directive 2009/81/EC, which is more encompassing than Article 53 in Directive
2004/18/EC. Definition 31 in Directive 2004/18/EC and Definition 42 in Directive 2014/24/EU allow to
also use flexible arrangements for complex projects, including those related to transport infrastructure
and large computer networks. Qualitative observations and theoretical arguments (Kerdnen 2017; Mee-
han et al. 2016; Moe et al. 2017) also bespeak for such arrangements particularly with respect to software
projects.

""" See Articles 22 and 23 in Directive 2009/81/EC.
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Table 3 Network characteristics

Cyber security Random sample
Network density (unweighted)
Countries 0.0534 0.0612
Towns 0.0011 0.0002
Contracting bodies 0.0006 < 0.0001
Share of weighted self-loop edges (%)
Countries 94.56 94.32
Towns 20.96 15.41
Contracting bodies 0.00 0.03

the results, this reasoning does not hold ground, however. No notable visual differ-
ence exists between the two samples.

In contrast, the second plot shows a substantial difference between the two sam-
ples with respect to the number of offers received for the procurement contracts.
The median number of offers (which is represented by the value 0.5 on the y-axis)
is 59 in the random sample and as low as three in the cyber security sample. About
29% of the cyber security contracts have received just one offer. This number is
comparable to those reported for defense procurement (Masson et al. 2015). As can
be further concluded from Fig. 5, the situation has not improved during the period
observed. These observations are somewhat alarming.

In fact, procurement contracts with a single bidder or a few bidders are often inter-
preted as signs about competition imperfections—or even as red flags for the poten-
tial presence of outright corruption (Fazekas et al. 2016; Flynn 2018). Although
the data does not allow to go beyond speculation, a possible explanation may again
relate to the MEAT criterion and related flexible arrangements: the availability of
lax exemptions may allow the contracting public authorities to specify overly strict
requirements that only a single predefined contractor is able to fulfill.'> In addition
to such unreasonable requirements, the usual concerns apply with respect to split-
ting contracts into smaller pieces in order to avoid crossing the EU-level thresholds,
manipulating assessment criteria, using accelerated procedures, allowing late sub-
missions, and sending early notifications to specific national, regional, or local sup-
pliers (Gelderman et al. 2010; Graycar 2019; Obermann and Kostal 2003; Nielsen
and Hansen 2001). Whatever the actual reasons may be, the results presented are
enough to conclude that competition does not seem to be working at an optimal level
in the EU with respect to public cyber security procurement.

The third plot in Fig. 4 shows a basic categorization according to the content type
of the contracts. The random sample is in line with previous observations; service

12" The flexible arrangements allow to also explicitly limit the number of suitable candidates invited to
tendering; see Article 38(3) in Directive 2009/81/EC and Article 44(3) in 2004/18/EC. While Articles
28, 29, 30, and 31 in the new Directive 2014/24/EU have clarified these exemptions related to the flexible
arrangements, ex ante limiting the number of candidates is still allowed.
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Table 4 Weighted degree

correlations Cyber security Random sample

With self-loops

Countries 0.996 0.998

Towns 0.545 0.813
Contracting bodies -0.172 —0.084
Without self-loops

Countries -0.019 0.416

Towns —0.028 0.651
Contracting bodies -0.172 —0.084

contracts have been more common than contracts for supplies, which, in turn, have
been more common than works contracts (Pirvu and Baldan 2014). There are also
differences between the two samples; contracts for supplies cover nearly 60% of
all contracts in the cyber security sample. The reason may relate to the sampling
strategy; many of the categories in Table 1 cover hardware as well as software.
The weight of supplies would be presumably even more pronounced in traditional
defense contracts that cover military equipment from weapons and munitions to
fighter aircraft.

Finally, the fourth plot in Fig. 4 illustrates the geographic locations of the coun-
tries from which the contract data was filed to the TED database. While these loca-
tions may not correspond with the locations of the contracting public authorities or
the contracted bodies, the illustration hints that particularly French public authori-
ties have been active in cyber security procurement. A little surprisingly, procure-
ment contracting has been common also in countries such as Poland and Romania.
These hints provide a good motivation to proceed into a more detailed analysis of
the relational characteristics of the contracts observed.

3.4 Relational Characteristics

All networks constructed are extremely sparse. As given in the first panel in Table 3,
the ratio of unweighted edges to all possible unweighted edges is very low in all six
networks. The unweighted network density is even lower in the town-based network
and the network constructed from the contracting bodies. This observation is logical
in the sense that there are much more European towns and contracting bodies than
member states in the EU. In any case, public cyber security procurement contracts
do not mark an exception from the sparsity.

The technical explanation for the sparsity is simple; the amount of so-called self-
loop edges and disconnected nodes is large in all networks. Here, a self-loop refers to
an edge from a node back to the same node; a public authority located in one coun-
try made a procurement contract with a company in the same country, for instance.
By accounting for the edge weights, a simple computation reveals that about 95% of
all contracts in the cyber security sample were made nationally. While only a few
national public authorities have contracted companies abroad through cyber security
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procurement, the sample observation holds with respect to the random sample. The
second panel in Table 3 indicates that an analogous effect is much less pronounced
in the town-based network. This observation hints particularly about intra-state
regional cyber security clusters. Furthermore, an analogous effect is absent in the
network for the actual contracting bodies, which is expected because a self-loop in
this network implies that a public authority made a procurement contract with itself.

Another way to look at the sparsity is to consider correlations between weighted
in-degrees and out-degrees. Depending on whether such a correlation is positive or
negative, the terms assortative and disassortative mixing are often used (Newman
and Park 2003; Peng 2015). In the present context, strong assortative mixing (a large
positive correlation coefficient) in a country-based network implies that procure-
ments are generally reciprocal: national public authorities tend to contract foreign
companies but these are accompanied with contracts between national companies
and foreign public authorities. Given the substantial amount of self-loop edges, the
lower panel in Table 4 provides a more reliable insight into such reciprocal cross-
border relationships. The corresponding correlation coefficients are negligible in all
three networks constructed from the cyber security sample. In contrast, relatively
large positive coefficients are present in the country and town networks assembled
from the random sample of procurement contracts. This observation provides addi-
tional support about the differences between the European cyber security procure-
ments and procurement contracts in general (H;). While also cross-border contracts
are rare in the cyber security domain (H,), this lack of Europeanization seems to
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apply to procurement contracts in general (versus H,). Most contracts made by
national public authorities are done with national companies.

Despite these observations, it is worthwhile to make a brief visual outlook to the
actual networks. Thus, Fig. 6 shows the country-based network of cyber security
procurement contracts with self-loops and disconnected nodes erased. While the
sparsity and the lack of reciprocity are both visible, there seems to be also four dis-
tinct groups in the network. Interestingly, these clusters do not seem to correlate
well with the various recent bilateral defense cooperation arrangements (cf. Keo-
hane 2016). These are also mostly located in western parts of the continent; only
Czech Republic and Slovenia represent the eastern parts.

The first group involves the traditional transatlantic link, covering Ireland, the
United Kingdom, and the USA. The second is located in Central Europe with Ger-
many in a pivotal position. Although the clustering effect is less clear in the third
group, four Nordic countries are connected to each other through Denmark. Interest-
ingly, Denmark and Finland have also the network’s highest out-degrees (meaning
relatively many foreign procurement contracts) but with low in-degrees. The highest
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in-degrees are possessed by Germany and France, and the latter is at the center of
the fourth group of countries. The national French cluster is highly visible also in
the corresponding town-based network visualized in Fig. 7. For instance, there is
a distinct cluster around Blagnac—where the head office of Airbus is located. This
town is a few topological network hops away from Paris where companies such
as Thales Group are headquartered. Even though Polish public authorities have
not made cross-border cyber security procurement contracts, there is also a dense
regional cluster between many towns in Poland. A similar regional cluster is present
in Germany—and elsewhere in Europe. All in all, Europeanization seems limited in
the cyber security domain when portrayed through public procurement; regionaliza-
tion would be a much better characterization.

4 Discussion

This paper examined two research questions. The answers obtained to the questions
can be summarized as follows:

¢ Question Q, asked whether cyber security procurement in the EU tends to differ
from public procurement in general. As was expected (H;), the answer is posi-
tive; there are differences. Cyber security procurement contracts are more often
signed by national institutions compared to regional or local public authorities.
When compared to procurement contracts in general, these more often cover
supplies instead of services and public works. These tend to also emphasize the
so-called MEAT criterion more often than procurement contracts in general.
However, the numerical differences are not substantial. In contrast, a decisive
difference exists with respect to offers received for tendering calls; public cyber
security procurement contracts receive much less bids compared to procurement
contracts in general. Oftentimes, there is only a single bidder or a few bidders for
cyber security procurement offers.

e Question Q, asked whether public cyber security procurement exhibits any
noteworthy signs of Europeanization. Again as was expected (H;), the answer
is negative; there are no worthwhile empirical signs of Europeanization in this
domain. Unlike what was expected (H,); however, this observation generalizes
to public procurement contracts in general. Although there are some visible clus-
ters between the member states, the amount of cross-border cyber security pro-
curement contracts is still negligible. Instead, the results seem to point toward
within-state regional cyber security clusters that are particularly active in public
procurement activities.

These answers provide interesting material for a brief speculation about the policy
reasons behind the empirical observations. The obvious starting point would be the
2009 defense procurement reform in the EU and its potential relation to cyber secu-
rity. In particular, the visible lack of Europeanization could be perhaps brushed off
with the all too familiar reference to Article 346 and its essential security interests.
Together with other exemptions and loopholes, this procurement legalese would
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offer a simple and traditional explanation along the lines of “judicial politics and
economic patriotism” (cf. Fiott 2017a). Although the explanation may apply to a
portion in the lack of cross-border procurement contracts, the explanation alone
does not seem sufficient, however. Because the lack of Europeanization applies to
public procurement contracts in general, the directives related to defense cannot pro-
vide a sufficient explanation. Furthermore, most procurement contracts are signed
by local public authorities regardless of the economic sector. While there are clear
signs about competition obstacles in terms of public cyber security procurement,
these thus seem to relate mainly to national cyber security markets. This reason-
ing supports earlier observations about the lack of international interests regarding
procurement at the local public administration level (Obermann and Kostal 2003).
The absence of a sufficient amount of bidders is also familiar from existing studies
(Flynn 2018; Masson et al. 2015). The same applies to the observation about region-
alization (Keohane 2016). All in all, the results echo the conventional chorus about
the ineffectiveness of the EU’s procurement regulation and practice.

However, further empirical research is required for better understanding the
results presented. In particular, it is necessary to continue the already commenced
work (Masson et al. 2015) on defense procurement, which should be explicitly com-
pared cyber security procurement. As was argued in Sect. 2.1, defense procurement
is not the only relevant case for comparisons; comparing cyber security procurement
to general ICT procurement would be equally worthwhile. After all, throughout
Europe, the ICT sector is famous for its (often deliberately) dysfunctional procure-
ment contracts with the public sector. As was briefly noted in Sect. 3.3, some of
the results presented may thus explain themselves through traditional procurement
issues, including even the possibility of corruption. Furthermore, there is precious
little previous work on the cyber security industry—Iet alone on the European cyber
security industry in particular. What is generally known is that the market is mainly
dominated by large companies from the USA (Kuerbis and Badiei 2017). Like with
defense and traditional security (Kepe et al. 2018), the R&D efforts of these compa-
nies presumably surpass the efforts of their European competitors by a large margin.
These points and the negative answer to Q, thus warrant further research regard-
ing the effectiveness of the EU’s procurement practices for improving industry com-
petitiveness, including leveling the field for small- and medium-sized cyber secu-
rity companies. With respect to general security PPPs, there exists some evidence
that large European defense contractors (including Thales Group, Selex, Airbus,
and Indra) have received the majority of R&D funding granted for the private sec-
tor (Statewatch 2017). Such findings are encouraging neither for smaller companies
nor for smaller member states. This point is fundamental not only for the European
cyber security industry but also for the CSDP.

In addition, further research should merge the two analytical continua used for
the theoretical framing with other relevant dimensions of European cyber security.
The nexus between external and internal security is one of these dimensions. If the
procurement-specific Hypothesis H, in Fig. 3 is refined into a Prediction H, that the
drivel toward the military endpoint continues, a possible analytical scenario is pre-
sented in Fig. 8. The shown Premise P, represents a fundamental transformation;
institutions responsible for external security would explicitly become responsible
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Fig. 8 A scenario for European cyber security

also for internal security in the EU. Despite the far-reaching consequences, the
premise appears in recent policy documents; “armed forces are likely to become
more involved in supporting the resilience of a country’s civilian security sector and
society as a whole” (Kepe et al. 2018, p. 15). The scenario offers many interesting
avenues for research.

One avenue unfolds to the always fundamental relation between security and sur-
veillance, privacy, and basic rights. As is acknowledged in the related EU policy doc-
uments, raising “awareness about information security proves difficult in many cases,
in which the public perceives security as intrusive surveillance and an unwanted
intrusion into personal rights and liberties” (Trimintzios et al. 2017, p. 27). To cast
aside the peculiar wording about information security, which does not deal with sur-
veillance—or even works against it (Zajko 2018), it should be stressed that the ques-
tion is not merely about perceptions. Although several examples would be immedi-
ately available, border control is a classical case for approaching the external—internal
continuum (Burgess 2009; Eriksson and Rhinard 2009). Thus, consider the recently
enacted Regulation 2019/817, which further strengthens the sharing of biometric
and other information for external border control throughout the EU. If P, realizes,
a potential risk scenario would be that the associated biometric databases will be
used also for internal purposes, such as reckless facial recognition within the mem-
ber states. Another topic that warrants further research is the apparent duplication
between the military and civilian approaches to European cyber security. This topic
covers also the R&D programmes funded and coordinated by the EU. For instance,
there is an ongoing PESCO project for incident response and information sharing
about cyber threats. These are already well-established activities on the civilian side,
including the private sector (Zrahia 2018). That said, the military and private sector
approaches have one thing in common; they are mostly non-transparent.

Accountability and transparency are essential properties in the new era of artifi-
cial intelligence, big data, and digitalization. Not only are these properties necessary
for algorithms used in the name of security and public policy, but these are increas-
ingly seen also as crucial for sustaining the very foundations of democratic political
systems (Zweig et al. 2018). Following this reasoning, the basic Premise P, from
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Fig. 1 is used also with a new Premise P; in order to demonstrate another scenario
illustrated in Fig. 9. To some extent, P; has already realized in the European Union
through PPPs and related arrangements. These provide another prolific path for fur-
ther research. The various security PPPs in the EU—whether those funded through
PESCO/EDF or those present in the Horizon 2020 program—may also unveil novel
forms of Europeanization.

Much effort has been devoted in the EU for improving practical procurement
via e-procurement systems and other administrative improvements, but at the same
time, paradoxically, particularly the security-related programmes have been explic-
itly moved to the non-transparent and non-accountable endpoint. The results are not
necessarily flattering; balancing public interests (cyber security) with profits (private
sector) has resulted in many inefficient and ill-defined forms of coordination (Car-
rapico and Barrinha 2017). Despite the long-standing problems with public pro-
curement, these partnerships and their arrangements are most of all less transparent
and less accountable compared to traditional public procurement. Legal account-
ability is largely lacking, and political accountability even more so. Even financial
accountability has raised questions among the EU’s own institutions (ECA 2018).
Furthermore, little if any hard evidence has been presented regarding the economic
improvements for the European cyber security industry—sans the benefits (or sub-
ventions) for the large defense contractors who appear to be reaping much of the
money from the EU’s security PPPs. The often used counterargument to this com-
monly expressed criticism has culminated to risk-taking, innovation, and related
aspects (Hodge and Greve 2017), which, however, offer only a poor justification
when the fundamental question is about the security of Europe and its people.

As is made explicit in Fig. 9, P, is a precondition for P; in this scenario. By impli-
cation, recent research has often started from the fundamental transformations that
have shaped public administration in recent decades. For instance, some authors
have used the term corporatization instead of marketization: “markets entail private
actors producing, buying and selling commodities”, but corporatization includes
also private actors who “secure physical and human assets and property values and
raise funds for their organizations to accomplish these goals and not necessarily
for profit” (Lippert and Walby 2018, p. 196). Even though traditional procurement
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continues to be a fundamental element for defense and traditional security, this alter-
native term seems appropriate for European cyber security. In other words, marketi-
zation may have outlived its usefulness as a theoretical concept for describing new
forms of security and their relation to Europeanization. The term corporatization
captures also well the increased agenda-setting power of private sector for fram-
ing the European (cyber) security landscape (cf. Statewatch 2017). If corporatiza-
tion describes the strategy, the result could be described with the concept of hybrid
governance. Besides the lack of transparency and the lack of accountability, hybrid
governance for security PPPs has been characterized with two additional attributes:
market belief and political risk aversion (Martins and Kiisters 2019). All four attrib-
utes are difficult in a political union of sovereign states. Especially in case H;, P,,
and P; together realize to their full potential in the future, there will be far-reach-
ing consequences for Europeans and their civil societies. These consequences may
undermine the political legitimacy of the CSDP and the whole European Union.
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