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Abstract

Adolescence is marked by a unique blend of factors, including adolescents’ exploration of their emerging sexuality and
growing engagement with digital media. As adolescents increasingly navigate online spaces, cybergrooming victimization
has emerged as a significant concern for the development and protection of young people. Yet, there is a lack of systematic
analyses of the current state of research. To this end, the present systematic review aimed to integrate existing quantitative
research on prevalence rates, risk factors, and outcomes of cybergrooming victimization, informed by an adaptation of the
General Aggression Model. Studies providing self-reported data on cybergrooming victimization of people between the
ages of 5 and 21 were included. A total of 34 studies met all inclusion criteria, with most focusing on adolescence. Reported
prevalence rates were characterized by strong heterogeneity, which could largely be attributed to the underlying methodol-
ogy. Overall, the included studies showed that at least one in ten young people experiences cybergrooming victimization.
Findings further indicated that various factors, for example, being a girl, being older, engaging in risky behavior, displaying
problematic Internet use, reporting lower mental well-being, and experiencing other types of victimization, are positively
associated with cybergrooming victimization. However, most studies’ cross-sectional designs did not allow for an evidence-
based classification into risk factors, outcomes, and co-occurrences, so findings were embedded in the proposed model based
on theoretical considerations. In addition, there is a noted lack of studies that include diverse samples, particularly younger
children, LGBTQIA+ youth, and young people with special educational needs. These findings emphasize that cybergroom-
ing victimization is a prevalent phenomenon among young people that requires prevention and victim support addressing
multiple domains.
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Introduction

The diversity of easily accessible online platforms and the
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rates, risk factors, and outcomes of cybergrooming victimi-
zation embedded in an adaptation of the General Aggression
Model (Anderson & Bushman, 2002; Kowalski et al., 2014).

Definition and Relevance of Cybergrooming

Information and communication technologies are deeply
ingrained in the daily lives of young people. More specifi-
cally, social media networks, online games, chat platforms,
and e-learning platforms allow young people to foster
social contacts with peers, access information, and engage
in learning and entertainment activities. However, along-
side these benefits, the Internet also poses potential risks
for young people. For instance, they may experience sexual
victimization online (Bozzola et al., 2022; Livingstone &
Smith, 2014), facilitated by the anonymity, accessibility, and
affordability characterizing information and communication
technologies (Cooper, 1998). In this context, cybergrooming
has received increasing attention in research in recent years.
Although there is some variation in the applied definitions
of cybergrooming, a common overlap of core aspects of the
phenomenon can be observed, namely (1) minors are tar-
geted, (2) perpetrators use information and communication
technologies to establish contact, (3) the process serves sex-
ual purposes, and (4) some kind of relationship between per-
petrator and victim is built (e.g., Kloess et al., 2014; Wachs,
2014; Webster et al., 2012; Whittle et al., 2013a). Thus,
cybergrooming can be defined as a process through which a
person, usually an adult, establishes a sexually exploitative
relationship with a minor using information and commu-
nication technologies (Webster et al., 2012; Whittle et al.,
2013a). Importantly, cybergrooming is not to be equated
with sexual abuse but instead refers to a psychologically
manipulative process that targets and may result in online
and/or offline sexual abuse (Pasca et al., 2022).

It can be argued that adolescence is a particularly vulner-
able phase for cybergrooming victimization. First, in late
childhood and adolescence, in particular, online behavior
changes as the use of apps and platforms to interact with oth-
ers, such as WhatsApp, Instagram, and Snapchat, becomes
more pronounced (e.g., Feierabend et al., 2022, 2023; Shi
et al., 2024), providing perpetrators with more opportuni-
ties to connect. Second, adolescents explore their sexuality
as a natural process (Tolman & McClelland, 2011), involv-
ing the development of a sexual identity, search for guid-
ance, and onset of sexual activities. During this process,
adolescents use information and communication technolo-
gies as a means of exploring and expressing their sexuality
(e.g., Eleuteri et al., 2017; Lemke & Rogers, 2020). Thus,
adolescents are increasingly interested in sexual matters in
the offline and online world, which might make them more
vulnerable to sexual advances from cybergroomers. There-
fore, increased social Internet use and sexual curiosity may

@ Springer

enhance adolescents’ exposure risk to cybergrooming. Third,
it was pointed out that hebephilia, i.e., a sexual preference
for adolescents, may be more widespread among online
sexual offenders than pedophilia, i.e., a sexual preference
for children (e.g., Wachs, 2014; Wolak et al., 2008). How-
ever, in striving for a holistic overview of cybergrooming
victimization among minors, this review will also include
research on younger children.

Perpetrators benefit from the wide range of tools and
opportunities to approach young people online, given that
various platforms and apps are used daily by most of the
youth (e.g., Kiilling et al., 2022; Landesanstalt fiir Medien
NRW, 2022). Many diverse platforms have emerged in
recent years that facilitate perpetrators initiating and main-
taining the cybergrooming process. For example, there are
platforms and apps without proper age verification strategies
that allow users to connect anonymously with strangers (e.g.,
Omegle, Kik), giving perpetrators easy and subtle access
to many potential victims. With mainly image-based apps
(e.g., Snapchat), perpetrators can contact a pool of poten-
tial victims directly with (pornographic) image and video
material, and the self-deletion function of pictures and vid-
eos makes it more difficult to secure evidence for perpetra-
tion. It might further reduce young people’s inhibitions to
send pornographic material themselves, even though taking
screenshots is still possible. Perpetrators can also misuse
online games (e.g., Roblox, Fortnite), as they offer them the
opportunity to approach young players under the pretext of
a shared interest in the game and facilitate establishing a
relationship by providing virtual game-related gifts. While
the risk of exposure to cybergrooming can be reduced for
some platforms, for example, by activating a parental control
function (e.g., YouTube, Meta), there are no or only a few
such options for other platforms (e.g., Omegle, Pinterest).

In terms of prevalence, an overall increase in cyberg-
rooming activities has been observed recently (e.g., Europol,
2021; Landesanstalt fiir Medien NRW, 2022). For instance,
studies have revealed that the number of young people
who have been promised rewards in exchange for photos
or videos of themselves has increased (2021: 14.2%, 2022:
19.5%; Landesanstalt fiir Medien NRW, 2022), as well as
the number of young people who have been approached
online by strangers with unwanted sexual solicitations
(2014: 19%, 2018: 30%, 2022: 47%; Kiilling et al., 2022).
However, due to heterogeneity in the conceptualization of
cybergrooming, measurement instruments, and cut-off cri-
teria (Machimbarrena et al., 2018), estimated prevalence
rates may vary between studies. A systematic analysis of
prevalence rates aims to provide a reliable estimate of the
extent of cybergrooming victimization. This is particularly
relevant in terms of public health policy as it allows for an
estimate of the threat level and the urgency of prevention
efforts. Beyond that, profound knowledge of risk factors and
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outcomes of victimization is necessary to identify vulner-
able groups, develop and implement appropriate prevention
efforts, and provide the best support for victims to minimize
harmful consequences for their well-being and psychological
development.

Cybergrooming Victimization Through the Lens
of the General Aggression Model

The General Aggression Model, originally introduced as a
framework for understanding human aggression (Anderson
& Bushman, 2002), has been effectively extended to various
forms of cyber aggression, including cyberbullying (Kok-
kinos & Antoniadou, 2019; Kowalski et al., 2014). Notably,
this model has been adapted to address cyberbullying vic-
timization as well, where it links risk factors, experiences
of victimization, and their consequent outcomes (Kowalski
et al., 2014). This modified version of the General Aggres-
sion Model provides a comprehensive perspective on the
dynamics involved in cyberbullying, illustrating how dif-
ferent elements interact to influence both the behavior of
aggressors and the experiences of victims. Following this
line of research, the modified version of the General Aggres-
sion Model is adapted for this review to cybergrooming vic-
timization (see Fig. 1). This model comprises four core ele-
ments connected to victimization: (1) person and situational
inputs as risk factors for victimization, (2) internal states
created by victimization through cognitive, affective, and
arousal routes, (3) proximal processes influenced by internal
states, involving appraisal of the situation and subsequent
decision-making, and (4) distal outcomes as longer-term
adverse outcomes of victimization.

Inputs

The model postulates that person and situational risk factors
represent vulnerabilities and exposure risks for victimiza-
tion, referred to as inputs. Person factors include all indi-
vidual characteristics (e.g., personality, behavioral scripts),

while situational factors refer to all environmental charac-
teristics (e.g., parental education, access to information and
communication technologies). Consistent with the proposed
model, a variety of potential risk factors for cybergrooming
victimization from different domains were identified based
on interviews with young people (Whittle et al., 2014),
which can be classified into person (e.g., loneliness, bore-
dom in the home environment, school behavioral problems,
excessive time spent online) and situational factors (e.g.,
separated parents, being bullied).

Cybergrooming Victimization

In the proposed model, the term cybergrooming victimiza-
tion involves the actual grooming process and sexual abuse.
Although sexual abuse is considered a proximal outcome of
the cybergrooming process, both cannot be precisely distin-
guished as separate, successive stages. For example, por-
nographic material sent by the victim, which is considered
an act of sexual abuse, can be misused by perpetrators for
the further grooming process (e.g., via flattery, blackmail).
Further, from a psychometric point of view, the exchange
of pornographic material is a component of most question-
naires for assessing cybergrooming victimization, e.g., the
Questionnaire for Online Sexual Solicitation and Interaction
of Minors with Adults (Gamez-Guadix et al., 2018a). The
term cybergrooming victimization, as used in this review,
therefore encompasses the complex of the cybergrooming
process with and without sexual abuse.

Routes and Proximal Processes

The cybergrooming victimization experience creates internal
states through cognitive, affective, and arousal routes (e.g.,
discomfort, affection) leading to an appraisal of the victimi-
zation experience (e.g., perception as a threat, interpretation
as a relationship) based on which decisions are made (e.g.,
termination of conversation, offline meeting). This illustrates
cybergrooming as a psychologically manipulative process.

Cybergroomin i Distal
Inputs ybergrooming Rotites Proximal ista
victimization processes outcomes
Person factors Grooming process Present internal state: Appraisal: E.g., psychological and physical

Situational factors e

Sexual abuse

cognition, affect, arousal,
interaction of internal states

health, social functioning,
behavioral problems

> primary, secondary

l

Decision-making:

thoughtful action,
impulsive action

Fig. 1 Modified general aggression model adapted to cybergrooming victimization
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The perpetrator’s strategies during the grooming process
may manipulate the victim’s internal states and appraisal
in such a way that they make decisions in favor of the per-
petrator’s interests (e.g., continuing the conversation, send-
ing pictures). This may contribute to the continuity of the
victimization, which is illustrated by the dashed line added
to the model.

Distal Outcomes

Distal outcomes are conceptualized as longer-term adverse
outcomes following the victimization experience (e.g.,
depression, behavioral problems). Thus, a distinction must
be made between sexual abuse as a proximal outcome of
the cybergrooming process and longer-term adverse out-
comes of the victimization depicted as distal outcomes in
the model. This review focuses on the latter, i.e., when refer-
ring to outcomes, distal outcomes are meant. Interviews with
victims of cybergrooming that has led to sexual abuse dem-
onstrated that distal outcomes are conceivable in terms of
mental health (e.g., inability to forget the abuse), physical
health (e.g., self-harm), social functioning (e.g., difficulties
in relationships), and behavioral problems (e.g., aggression)
(Whittle et al., 2013b). According to the model, distal out-
comes can feed back into person and situational factors as
inputs, e.g., relationship difficulties can increase loneliness
(Schwartz-Mette et al., 2020). Thus, distal outcomes are det-
rimental because they impair victims’ well-being and may
also increase the risk of revictimization.

Previous Research Syntheses on Cybergrooming

Previous research conducted on cybergrooming yielded
several narrative reviews on cybergrooming characteristics
(Whittle et al., 2013a), prevalence, grooming process, and
perpetrator characteristics (Kloess et al., 2014), risk fac-
tors for victimization (Whittle et al., 2013c), prevention
efforts (Wurtele & Kenny, 2016), machine learning models
for detecting cybergrooming (Borj et al., 2023), as well as
broader reviews tapping different aspects of cybergroom-
ing (Choo, 2009; Forni et al., 2020). Scoping or systematic
reviews were conducted less frequently, focusing on cyberg-
rooming strategies (Ringenberg et al., 2022) and perpetrator
typologies (Broome et al., 2018; Del Castillo et al., 2021).
Although there is an existing scoping review on prevalence
rates and risk factors relating to cybergrooming (Gandolfi
et al., 2021), it is phenomenologically rather broad as the
review’s literature search also targeted studies on online
sexual victimization and abuse of minors in more general
terms. Notably, the authors state that only one study explic-
itly focusing on cybergrooming was included for prevalence
rates. While this review provides valuable insights into
prevalence rates and risk factors regarding the broader field
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of online sexual victimization, a review narrowed down to
cybergrooming victimization is still warranted.

In conclusion, there are currently only narrative but no
systematic reviews on prevalence rates and risk factors spe-
cifically for cybergrooming victimization. However, narra-
tive reviews are inferior to systematic reviews in terms of
rigor, transparency, reproducibility, and objectivity to the
entire research process, limiting their informative value,
reliability, and minimization of bias (Munn et al., 2018).
Beyond that, there is not yet a single review on the outcomes
of cybergrooming victimization. This is a shortcoming in the
current state of literature when aiming for a comprehensive
understanding of cybergrooming victimization in the sense
of the General Aggression Model.

Current Study

The current state of research on cybergrooming victimiza-
tion lacks systematic research syntheses on prevalence rates,
risk factors, and outcomes informed by a theoretical frame-
work. Therefore, the primary aim of the present systematic
review was to provide an overview of the international lit-
erature on prevalence rates and, following an adaptation of
the General Aggression Model, personal risk factors, situ-
ational risk factors, and distal outcomes of cybergrooming
victimization among children and adolescents. The second-
ary objective of this review was to gather available informa-
tion on moderators and mediators of the relation between
cybergrooming victimization and risk factors or outcomes.

Methods

The present review followed the PRISMA guidelines for sys-
tematic reviews (Page et al., 2021) and was preregistered on
February 29th, 2024, with OSF Registries (https://doi.org/
10.17605/0SF.IO/FHYW7). Please note that the title has
been slightly changed and is no longer identical to the pre-
registered title.

Search Strategy

The search strategy followed a two-stage process to iden-
tify relevant publications. In the first step, the academic
databases PubPsych, PsycINFO, PSYNDEX, PubMed, and
Web of Science were searched on March 1st, 2024. The
following search-string was utilized on titles, abstracts,
keywords and/or subject terms: (child* OR youth* OR ado-
lesc* OR pupil* OR student* OR young* OR teenage* OR
minor* OR victim*) AND (online groom™* OR cybergroom*
OR cyber groom* OR online sexual groom™ OR Internet
groom*). Since German-language publications were also to
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be included, the search-string was translated into German for
PSYNDEX and PubPsych (kind* OR jugend* OR adolesz*
OR schiiler* OR student™ OR jung* OR teenage* OR mind-
erjihrig* OR viktim™ OR opfer*) AND (online groom™* OR
cybergroom™ OR cyber groom* OR sexuell* online groom*
OR Internet groom*).

In the second step, an additional search for relevant pub-
lications not identified by database search was carried out
based on (a) reference lists of key sources, i.e., publications
that were expected to be identified and used to validate the
search strategy, (b) publications of key authors, i.e., authors
listed at least four times as the first author of publications
identified by the database search, and (c) recent publications
citing a key source. Reference lists of key sources, titles of
key authors’ publications, and titles of publications since
2022 citing a key source were manually scanned on March
10th and 11th, 2024.

Inclusion and Exclusion Criteria

Publications were included in the review if (a) they investi-
gated cybergrooming victimization, (b) a self-report meas-
ure of cybergrooming victimization with at least one item
was employed, (c) participants were asked to report real-life
experiences with cybergrooming victimization in the past,
(d) the reported cybergrooming incident occurred between
the ages of 5 and 21, (e) information on self-reported preva-
lence rates of cybergrooming victimization or at least one
risk factor or outcome was provided, (f) it was a quantita-
tive empirical study, (g) it was available in English or Ger-
man, and (h) the publication type was appropriate (journal
papers, conference papers with full-study-report, mono-
graphs, dissertations, public research reports), i.e., bach-
elor’s or master’s theses were excluded. Publications were
further excluded if (a) they focused exclusively on offline
sexual child grooming, (b) aspects other than cybergroom-
ing victimization such as perpetrators or police investigative
practices were studied, (c) the reported cybergrooming inci-
dent did not occur between the ages of 5 and 21, (d) cyber-
grooming victimization was measured only via third-party
report, (e) participants were asked only about a hypotheti-
cal cybergrooming victimization situation, (d) no informa-
tion on cybergrooming victimization prevalence rates, risk
factors, or outcomes was provided, (d) they were reviews,
conceptual articles or qualitative studies, or (d) were from
the areas of computer science, for example on algorithmic
cybergrooming detection, or legal science, for example on
national legal frameworks.

Titles, abstracts, and full texts were screened indepen-
dently by the first and second author to evaluate whether
the respective study met all inclusion criteria. All conflicts
were resolved by discussion with a third rater (last author).

Interrater reliability (Cohen’s Kappa) was k =0.74 for title
and abstract screening and k =0.89 for full-text screening.
Thus, the interrater reliability can be considered substan-
tial for title and abstract screening and almost perfect for
full-text screening (Landis & Koch, 1977).

Coding System

The studies were coded independently by two raters using
a coding manual tailored to the review’s objectives. Cod-
ing criteria are presented in the Supplementary Materials
Table 1. Cohen’s Kappa was calculated for all criteria that
were coded using a single-choice question (see Supple-
mentary Materials Table 1). The average interrater relia-
bility for these criteria was kK =0.82, and for each criterion,
the interrater reliability was at least substantial (Landis
& Koch, 1977), with a minimum k of 0.64 for the age
group. Free text fields or multiple-choice questions were
used to code all other criteria. All coding discrepancies
were discussed in consultation with the third rater until a
consensus was reached.

Quality Assessment of Included Studies

Since only quantitative studies were included in the pre-
sent review, the GRADE system (Ryan & Hill, 2016) and
its implementation by Fischer et al. (2021) were employed
to assess the quality of included studies with regard to
the present review’s research questions. First, a baseline
assessment of a study’s quality was carried out based on
three criteria, namely cybergrooming definition and cyber-
grooming victimization assessment according to the four
core aspects aforementioned (use of information and com-
munication technologies, minors being approached, sexual
purposes, rapport building), and the research question’s
focus on cybergrooming victimization. This assessment
resulted in an initial classification as high or low qual-
ity. Methodological concerns, namely (a) an inadequate
description of samples or methods, (b) suspected bias in
samples or methods, or (c) small sample sizes (below 300;
refer to Ryan & Hill, 2016), led to a downgrade in initial
quality. Upgrades in quality were possible if (a) second-
ary findings on cybergrooming victimization that were
not anticipated theoretically were presented and discussed
with regard to the current state of research and theory, or
(2) authors provided suggestions on how the study’s limi-
tations can be addressed in future research. This had to be
done in such a comprehensive way that an upgrade was
justifiable. The overall quality was categorized as high,
moderate, low, or very low. The final quality score reflects
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the consensus reached by the two raters through a double-
blind process and subsequent discussion.

Results

The search strategy identified a total of N=523 publica-
tions, of which n=216 duplicates were removed by the
reference manager used (Zotero 6.0.30) or manually. Title
and abstract screening resulted in the exclusion of n =248
publications. Two publications could not be retrieved for
full-text screening although the respective authors were
contacted. After the full-text screening of N=57 publica-
tions, n =33 publications comprising n =34 studies were
included in the present systematic review. The overall
screening process and reasons for exclusion in the full-
text screening are depicted in Fig. 2.

Fig.2 PRISMA flowchart of
study selection

Main Characteristics of Included Publications
and Underlying Studies

All 33 included publications were published as peer-
reviewed journal articles between 2012 and 2024. Most of
the studies were cross-sectional studies (n=27), and the
minority were longitudinal (n=3), or randomized con-
trolled trials (RCTs; n=4). In each RCT, an intervention
group received an intervention targeting cyber victimization
instead of the control group. In these studies, no distinction
was made between the intervention and control groups in
the presentation of results of relevance to this review. The
possibility of a bias—concerning the present research ques-
tions—in the results based on the data after carrying out the
intervention cannot be ruled out. Therefore, only the pre-test
findings in each RCT were included.

A large proportion of included studies comprised data
from Spain (n=20) and Germany (n=6), while other
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countries of recruitment were rarely represented. Only four
studies collected data in multiple countries, allowing a cross-
national comparison of cybergrooming victimization. Four
studies were retrospective, i.e., adult participants were sur-
veyed on their experiences as minors. In all other studies,
participants were children and adolescents, predominantly
between 11 and 18 years. Only two studies included a sam-
ple of participants under the age of 11. Therefore, the results
presented here relate primarily to adolescence rather than
childhood.

In fourteen studies, cybergrooming victimization was
assessed through the Questionnaire for Online Sexual Solici-
tation and Interaction of Minors with Adults (QOSSIA;
Gamez-Guadix et al., 2018a). The QOSSIA comprises two
subscales, namely sexual solicitation and sexual interaction.
The sexual solicitation subscale refers to sexual requests and
contact attempts that do not necessarily involve a reaction
from young people (e.g., “An adult asked me for pictures or
videos of myself with sexual content”). In contrast, the sec-
ond subscale measures sexual interactions in which young
people actively participate (e.g., “I have maintained a flirta-
tious relationship with an adult online”). Overall, question-
naires were predominantly used for assessment, while other
methods, namely single items and global assessment, were
only employed occasionally. Global assessment means that
the definition of the term cybergroomer was presented to
the participants who had to state how often they had con-
tact with someone fitting the definition (e.g., Wachs et al.,
2016). Concerning the reference period, approximately half
of the studies (n=16) assessed cybergrooming victimization
in the past twelve months. For the remaining studies, the
reference period varied from one month to childhood and
adolescence, and several studies lacked information on the
reference period. The cut-off criterion for cybergrooming
victimization was a rather low threshold across studies, as in
most studies it was sufficient for a participant to be classified
as a victim if they indicated that they had experienced one of
the situations described by the measurement instrument at
least once during the reference period. In almost all included
studies (n=32), participants were questioned about cyber-
grooming perpetrated by adults or relatively older persons.
Only one study explicitly differentiated between peer and
adult cybergrooming (Villacampa & Goémez, 2017). Table 1
provides an overview of the main characteristics of the stud-
ies included.

The final quality of most of the included studies was rated
as moderate (n=13) or high (n=10). The overall quality was
rated low in four or very low in seven studies (see Table 2).
In several cases, the baseline quality was rated low because
the presented definition was inadequate, i.e., it did not con-
tain the previously defined minimum criteria (i.e., use of
information and communication technologies, minors being
approached, sexual purposes, rapport building).

Prevalence Rates of Cybergrooming Victimization

The included studies are heterogeneous in terms of the meth-
odology used to determine the prevalence rates (different
measurement instruments, reference periods, cut-off criteria
for victimization) and the type of reported prevalence rates
(overall prevalence rates, specific prevalence rates, preva-
lence rates by groups). All prevalence rates are provided in
the Supplementary Materials Table 2. Overall, the major-
ity of all reported prevalence rates, regardless of type, were
above 10%, with a few exceptions, for example, three overall
prevalence rates, some subscales, e.g. sexual interaction, and
some prevalence rates for boys. Thus, it can be estimated
that at least one in ten young people is victimized in some
way by a cybergroomer. This section does not present preva-
lence rates by groups as these prevalence rates were reported
by socio-demographic variables (gender, age, nationality,
school type). Findings on these variables will be presented
in the section on risk factors.

Overall Prevalence Rates

The overall prevalence rate was defined as a single value
being reported for cybergrooming for the entire sample.
Thirteen studies reported overall prevalence rates ranging
from 5.4 to 31.1% (see Fig. 3). In more than half of those
studies (n=9), the reported prevalence rate ranged between
12.2 and 23%, whereby the prevalence rates in two stud-
ies were based on the same data (Gonzélez-Cabrera et al.,
2021; Machimbarrena et al., 2018). However, particularly
in the case of overall prevalence rates, the methodology
used to determine them was highly inconsistent as there
were scarcely any rates based on the same combination of
measurement instrument, reference period, and cut-off cri-
terion. For example, the prevalence rate of 23% was deter-
mined based on a very broad single item asking for having
a long, ongoing online conversation with an adult stranger
(Greene-Colozzi et al., 2020), while the prevalence rate of
12.2% was determined based on a very specific single item
asking for being deceived by an adult with a fake profile
to make sexual or intimate requests (Alonso-Ruido et al.,
2024).

Three prevalence rates were strikingly low, with 5.4%
(Finkelhor et al., 2022), 6.5% (Wachs et al., 2012), and
7.2% (Gamez-Guadix et al., 2018b). However, Wachs et al.
(2012) chose a very strict cut-off criterion, namely at least
once a week, compared to most other included studies.
In Gamez-Guadix et al. (2018b), the prevalence rate was
calculated based only on one subscale of the measure-
ment instrument employed, namely sexual interaction
from the QOSSIA. Responses to the sexual solicitation
subscale were neglected in the prevalence rate calculation
in contrast to most other studies employing the QOSSIA.

@ Springer
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Table 2 Results of quality assessment for all included studies

Study Baseline assessment Downgrade in quality? Upgrade in quality? Final decision on
- quality assess-
High /Low If low: reasons Yes /No If yes: reasons Yes /No If yes: reasons ment
Almeida and Bar- High Yes Small sample size No Moderate
reiros (2024)
Alonso-Ruido et al. ~ High Yes Biased methods No Moderate
(2024)
Arias Ceron et al. Low No adequate defini-  Yes Insufficient descrip-  No Very low
(2018) tion, no adequate tion of methods
assessment
Bergmann and Baier High Yes Insufficient descrip-  Yes Addressed limita- Moderate
(2016) tion of sample, tions
biased sample
Calvete et al. (2020) Low No adequate defini- No Yes Addressed limita- Moderate
tion tions
Calvete et al. Low No adequate defini-  Yes Biased sample Yes Addressed limita- Low
(2021a)—Study 1 tion tions
Calvete et al. Low No adequate defini-  Yes Small sample size, Yes Addressed limita- Low
(2021a)—Study 2 tion biased sample tions
Calvete et al. (2021b) High Yes Biased sample No Moderate
Calvete et al. (2022)  High Yes Insufficient descrip-  No Moderate
tion of methods
Calvete et al. (2023)  High No NR High
Finkelhor et al. Low No adequate defini-  Yes Insufficient descrip-  No Very low
(2022) tion, no adequate tion of sample,
assessment insufficient descrip-
tion of methods
Finkelhor et al. Low No adequate defini-  Yes Insufficient descrip-  No Very low
(2023) tion, no adequate tion of sample,
assessment insufficient descrip-
tion of methods
Gamez-Guadix et al. High No NR High
(2018a)
Gamez-Guadix et al. High Yes Small sample size No Moderate
(2018b)
Gamez-Guadix et al. High Yes Biased methods No Moderate
(2021)
Gamez-Guadix et al. High No NR High
(2023)
Gonzélez-Cabrera Low No adequate defini-  Yes Biased methods No Very low
et al. (2021) tion
Greene-Colozzi et al. Low No adequate assess-  Yes Biased methods No Very low
(2020) ment
Hernéndez et al. High No NR High
(2021)
Longobardi et al. Low No adequate defini- No No Low
(2021) tion
Machimbarrena et al. Low No adequate defini- No Yes Addressed limita- Moderate
(2018) tion tions
Montiel et al. (2016) Low No adequate defini- No Yes Addressed limita- Moderate
tion tions
Ortega-Bar6n et al. High Yes Insufficient descrip-  No Low
(2022) tion of sample,
biased methods
Pasca et al. (2022) High NR High
Resett et al. (2022) High Yes Biased sample No Moderate
Schoeps et al. (2020) High No NR High

@ Springer
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Table 2 (continued)

Study Baseline assessment Downgrade in quality? Upgrade in quality? Final decision on
- quality assess-
High /Low If low: reasons Yes /No If yes: reasons Yes /No If yes: reasons ment
Tamarit et al. (2021)  High No NR High
Tintori et al. (2023)  High Yes Insufficient descrip-  No Very low
tion of sample,
insufficient descrip-
tion of methods,
biased methods
Villacampa and Low No adequate defini-  Yes Insufficient descrip-  No Very low
Gomez (2017) tion, no adequate tion of methods
assessment
Wachs et al. (2012)  High Yes Insufficient descrip-  No Moderate
tion of sample
Wachs et al. (2015)  Low Focus not on cyberg- No Yes Addressed limita- Moderate
rooming tions
Wachs et al. (2016) High No NR High
Wachs et al. (2018) High No NR High
Wachs et al. (2020)  High Yes Biased methods Yes Addressed limita- High
tions
NR not relevant, as quality was already rated high after evaluation of potential downgrades
Fig.3 Overall prevalence rates
in total sample and by gender. 324 Boys
Dashed lines serve as orienta- *_|one
tion and are positioned at 10 %] * JToisampie

and 20%. t=measurement time
point. For Tintori et al. (2023),
the data point for the total sam-
ple is covered by the data points
by gender

Prevalence rate (%)

Almeida &
Barreiros (2024)
Finkelhor
etal (2022)
etal. (2018b)

Gamez-Guadix |

Finkelhor et al. (2022) did not provide precise information
on the calculation of the prevalence rate. One prevalence
rate stood out due to its magnitude of 31.1% (Almeida &
Barreiros, 2024). However, this figure includes victimiza-
tion before, during, or after the COVID lockdown, i.e.,
the reference period was much longer than in most other
studies.

Specific Prevalence Rates

Specific prevalence rate means that more than one preva-
lence rate was reported, for example, for subscales of the

@ Springer

Montiel
etal (2016)
etal. (2022)

13
etal (2023)
etal (2012)

Tintori
Wachs

]
N
=2
S
s
2
o)

Ortega-Baron

measurement instrument employed or victim types related to
the stability of victimization. Prevalence rates according to
stability of victimization were presented in two longitudinal
studies. One of them reported separate prevalence rates for
victims only at measurement point one (t1) (11.8%), victims
only at t2 (one year later) (12.7%), and stable victims over
tl and 2 (10.9%) (Gdmez-Guadix et al., 2023). In the sec-
ond study, prevalence rates were reported separately for new
victims (14%), ceased victims (4.4%), intermittent victims
(1.6%), and stable victims (6.7%) based on three measure-
ment points over a total of 13 months (Ortega-Barén et al.,
2022). When added together (35.4 and 26.7%, respectively),
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these figures approach the above-mentioned high overall
prevalence rate of 31.1% (Almeida & Barreiros, 2024).

In five studies, prevalence rates were reported separately
for the subscales of the QOSSIA, sexual solicitation and
sexual interaction. Prevalence rates for sexual solicitation
were consistently higher than those for sexual interaction.
Leaving aside the very high prevalence rates of 30.2% for
sexual solicitation and 18.9% for sexual interaction (Almeida
& Barreiros, 2024), the prevalence rates for sexual solicita-
tion ranged from 11.3 to 17.8% and for sexual interaction
from 4.8 to 7.9%. Therefore, the overall prevalence rate of
7.2% presented above (Gamez-Guadix et al., 2018b) was
reasonable, as it only reflected sexual interaction. In two
other studies that used questionnaires with subscales, spe-
cific prevalence rates also differed by subscale (Bergmann
& Baier, 2016; Gamez-Guadix et al., 2021). Exact figures
can be found in the Supplementary Materials Table 2. In two
studies in which cybergrooming victimization was assessed
globally, prevalence rates were reported for each response
option (Wachs et al., 2012, 2016). The response option
“once a year” was chosen by 10.4 and 10.9% of participants,
respectively, while the response options “once a month”,
“once a week”, and “several times a week” altogether were
selected by 10.8 and 7.6% of participants respectively.

Risk Factors for and Outcomes of Cybergrooming
Victimization

In the included studies, a variety of potential risk factors and
outcomes of cybergrooming victimization were investigated,
some factors very frequently (e.g., gender, age, cyberbully-
ing), others only in a single study (e.g., guilt, pornography
consumption). Since most included studies had a cross-sec-
tional design that did not allow conclusions regarding the
temporal relationship, it was difficult to reliably determine
investigated factors as risk factors or outcomes. In addition,
a bidirectional association between several investigated con-
structs and cybergrooming victimization could be assumed.
Thus, a classification into risk factors and outcomes is
refrained from in this section. As an empirical basis for
identifying examined factors as risk factors is lacking, no
classification into person and situational factors according
to the proposed model is made in this section. Instead, the
results below are presented by a content-driven categoriza-
tion of all examined factors. All factors investigated in the
included studies are presented in content-driven categories
in Fig. 4. Table 3 shows which categories of investigated
factors were included in each study.

Socio-demographic characteristics

Age, gender, sexual orientation, grade/
educational stage, migration background,
nationality, school type, school grades,
parents‘ relationship status, parental
educational level, receipt of state transfer

Personality traits

Dispositional mindfulness,
neuroticism, extraversion,
narcissism, lack of empathy,
disinhibition, dark triad, (body)
self-esteem, risk perception,

Mental well-being

Depressive symptoms,
anxiety symptoms, shame,
guilt, health-related quality of
life, negative emotional
impact, feelings, coping

Family

Parental control, parental
care, parental mediation,
parental supervision on
videogames, family
support

payments

prosociality

strategies

Internet usage and access

Internet usage time, problematic Internet use,
communication via chat platforms/voice or video chat
portals/gaming networks/online games, violent video
games, antisocial media exposure, phubbing behavior,
Internet access in bedroom/at home,
PC/laptop/smartphone ownership

Risk-seeking behavior

Risk seeking as a general behavioral tendency, risky offline behavior (bad behavior in
school, drinking alcohol and truancy), risky online behavior (willingness to meet with
strangers, willingness to discuss problems with strangers, using the Internet to meet
strangers, indiscriminate enlargement of social network, having strangers on one's
buddy list, intimate and face-to-face relationships with strangers met online, online

disclosure)

Other types of victimization

Bullying victimization, cyberbullying victimization,
cyber dating abuse victimization, conventional crimes,
child maltreatment, witnessing/ indirect victimization,
peer/ sibling victimization, peer online aggression
victimization, sextortion, sexual coercion, sexual
pressure, unwanted exposure to sexual content

Perpetrating
behavior

Bullying perpetration,

cyberbullying

perpetration, peer
online aggression
perpetration, cyber

dating abuse
perpetration

Sexual behavior Other

Club membership, knowledge
about cybergrooming,
integration in school class,
sport practice, level of
sexualized interaction in the
classroom, enjoinment in
attending school, stability of

Sexting, online
exhibitionism,
consumption of
pornography, age at
which pornography
consumption began,
sexual advancement

strategies victimization

Fig.4 Investigated factors potentially associated with cybergrooming victimization
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Socio-Demographic Variables

Most of the studies in this systematic review (n=25) ana-
lyzed gender as a potential risk factor for cybergrooming
victimization, with a significant portion (n=16) indicating
that girls are generally at higher risk of cybergrooming vic-
timization or at least more vulnerable to certain aspects of
cybergrooming compared to boys. Only a few studies indi-
cated no gender differences (n=6), two of which focused
on sexual interaction. Three studies showed that boys might
be more at risk (Arias Cer6n et al., 2018; Hernandez et al.,
2021; Tintori et al., 2023). However, the conclusiveness
of these three studies about gender differences in cyberg-
rooming victimization was limited. First, in one study, the
measurement of cybergrooming victimization with two
very specific single items was considered inadequate in the
quality assessment (Arias Cerdn et al., 2018). Second, in
Tintori et al. (2023), the latent factor on which boys scored
higher was not a pure cybergrooming victimization factor,
but a mixture with hyperconnectivity operationalized by
screen time, while there were no significant differences in
prevalence rates by gender, which were based only on the
cybergrooming items. Similarly, in Hernandez et al. (2021),
the mean values for boys were slightly higher, while there
were no significant differences in prevalence rates. Looking
in more detail at gender differences, some included studies
revealed a tendency for girls to be more involved in sexual
solicitation by perpetrators than boys but not in sexual inter-
actions (Alonso-Ruido et al., 2024; Calvete et al., 2021b,
2023; Gamez-Guadix et al., 2018a). Longitudinally, how-
ever, gender assessed at t1 predicted t2 sexual interaction,
with being a boy increasing the risk of being involved in
sexual interaction (Calvete et al., 2021b). As most studies
included gender as a binary variable in their analyses, state-
ments about other genders are impossible in this review.

Age was also frequently examined as a risk factor
(n=16). Nine studies provided evidence that the risk of
cybergrooming victimization increases with age. There were
age differences in overall cybergrooming victimization and
subscales such as sexual solicitation and sexual interaction
from the QOSSIA. Six studies found no age differences,
and only one study indicated that children are more at risk
than adolescents (Villacampa & Gémez, 2017). Although
several studies have found cross-sectional evidence of a link
between age and cybergrooming victimization, in a longi-
tudinal study, the predictive power of t1-age for t2-sexual
interaction disappeared (Calvete et al., 2021b).

Further socio-demographic variables were only investi-
gated in very few studies. However, these studies indicated
that other socio-demographic variables might also play a
risk-increasing role in cybergrooming victimization, e.g.,
school type (Arias Cerdn et al., 2018; Machimbarrena et al.,
2018), nationality (Wachs et al., 2016), parental educational
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level (Gadmez-Guadix et al., 2023; Villacampa & GOmez,
2017), and sexual orientation (Gamez-Guadix et al., 2018a,
2023). These studies suggested that going to a public rather
than a private school, being Thai rather than Western, having
parents with lower educational level, and being homo- or
bisexual are associated with a higher risk of being targeted
by perpetrators, thereby leading to cybergrooming victimi-
zation. The findings regarding migration background and
the parents’ relationship status were inconclusive in that no
differences were found (Bergmann & Baier, 2016; Wachs
et al., 2012) or that stable cybergrooming victims were more
likely to have a migration background and separated parents
than non-victims (Gamez-Guadix et al., 2023; Wachs et al.,
2012).

Internet Usage Behavior

Four studies investigated the relationship between cyber-
grooming victimization and problematic Internet use and
consistently found a positive association (Calvete et al.,
2021b; Machimbarrena et al., 2018; Tamarit et al., 2021;
Wachs et al., 2015, 2018). However, in a longitudinal path
analysis, problematic Internet use at t1 was marginally
associated with less sexual interaction at t2 (Calvete et al.,
2021b). Another study found positive correlations between
cybergrooming victimization and facets of Internet addic-
tion, namely addiction symptoms, social media use, geek
behavior, and nomophobia, i.e., the fear of staying discon-
nected from the Internet (Tamarit et al., 2021). Still, the
predictive power for cybergrooming victimization disap-
peared within a structural equation model for the latter.
Strengthening the results on problematic Internet use, the
amount of Internet usage was positively associated with
cybergrooming victimization (Wachs et al., 2012), or at
least facets of cybergrooming victimization, namely com-
munication about personal matters and pretended feelings
(Bergmann & Baier, 2016).

A positive correlation between the factor of chat plat-
form usage and sexual solicitation and interaction was
found (Gamez-Guadix et al., 2018a). However, from a
more differentiated perspective, only communication
via adult chat platforms predicted facets of cybergroom-
ing, but communication via children chat platforms did
not (Bergmann & Baier, 2016). Furthermore, in the case
of peer grooming, more victims commonly used social
networks than chat platforms, while in the case of adult
grooming, victims used both equally (Villacampa &
Gomez, 2017).

Risk-Seeking Behavior

Seven studies investigated factors that constituted the
category of risk-seeking behavior. Overall, the evidence
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indicated that risk-seeking behavior is positively associ-
ated with cybergrooming victimization. Risk-seeking as
a general behavioral tendency predicted all four facets of
cybergrooming identified in one study (Bergmann & Baier,
2016). Furthermore, risky online behavior was associated
with cybergrooming victimization, namely having strangers
on one’s buddy list (Gamez-Guadix et al., 2018a), indis-
criminate enlargement of social networks, and engaging in
intimate and face-to-face relationships with strangers met
online (Longobardi et al., 2021), willingness to meet with
strangers (Wachs et al., 2012), and online disclosure of pri-
vate information (Wachs et al., 2020). Cybergrooming was
also positively correlated with risky offline activities (Wachs
et al., 2015, 2018), whereby both studies mentioned were
based on the same sample.

Personality Traits

Four studies have linked cybergrooming victimization to
(body) self-esteem. In two studies, self-esteem was found
to be a significant predictor of cybergrooming victimization,
with low self-esteem increasing the risk of cybergroom-
ing victimization (Pasca et al., 2022; Wachs et al., 2016).
However, findings differed when two dimensions of body
self-esteem, perceived physical attractiveness and body sat-
isfaction, were considered (Schoeps et al., 2020; Tamarit
et al., 2021). In both studies, perceived physical attractive-
ness was positively related to cybergrooming victimization.
The results were ambiguous concerning body satisfaction,
indicating either no or a negative relationship, although both
studies were based on the same original sample.

Overall, however, personality traits were only investigated
in a few studies, and not all personality traits investigated
were associated with cybergrooming victimization, e.g., the
dark triad (Resett et al., 2022). In Hernandez et al. (2021),
all personality traits investigated (neuroticism, extraversion,
disinhibition, lack of empathy, narcissism) were correlated
with cybergrooming victimization. Still, only disinhibition
remained significantly predictive within a structural equa-
tion model for both genders. Dispositional mindfulness and
risk perception were investigated as protective factors for
cybergrooming victimization, but negative correlations were
found only with some facets of dispositional mindfulness
(Calvete et al., 2020).

Mental Well-Being

Three studies investigated depressive and anxiety symptoms
in relation to cybergrooming victimization. In all three stud-
ies, depressive symptoms were positively associated with
cybergrooming victimization, while this pattern was only
found in two studies for anxiety symptoms. Noteworthy, lon-
gitudinal analyses showed that t2-victims exhibited more

symptoms of depression at t1 than non-victims (Gamez-Gua-
dix et al., 2023), indicating that depressive symptoms could
not only be an outcome of cybergrooming victimization but
also a risk factor. Further studies revealed that cybergroom-
ing victimization might negatively affect mental well-being,
for example, in terms of lower health-related quality of life
(Calvete et al., 2020; Ortega-Bar6n et al., 2022) and negative
emotional impact (Finkelhor et al., 2023). One study inves-
tigated shame and guilt as an outcome of cybergrooming
victimization and found that stable victims had higher shame
and guilt scores at t1 than tl-victims, indicating that those
feelings could contribute to the persistence of victimiza-
tion (Gamez-Guadix et al., 2023). Finally, coping strategies
with risky situations are also related to mental well-being
(Gamez-Guadix et al., 2020). However, coping strategies
were only investigated in one study (Wachs et al., 2012). It
was found that aggressive coping was associated with less
and cognitive-technical coping with more cybergrooming
victimization.

Other Types of Victimization

Seven studies consistently showed that cybergrooming
victimization is positively associated with cyberbullying
victimization. Likewise, an association between cyberg-
rooming and traditional bullying victimization could also
be assumed, albeit based on fewer studies (n=3). In both
studies, in which both forms of bullying were assessed
(Wachs et al., 2012, 2015), cybergrooming victimization was
more strongly associated with cyberbullying than traditional
bullying victimization. The reviewed studies also showed
overlaps between cybergrooming victimization and other
forms of victimization. For example, a positive correlation
between cybergrooming victimization and cyber dating
abuse victimization was found (Calvete et al., 2020, 2023;
Machimbarrena et al., 2018). Further, a range of other types
of victimization (conventional crimes, child maltreatment,
peer/sibling victimization, sexual victimization, witnessing/
indirect victimization) were investigated as risk factors for
cybergrooming victimization (Almeida & Barreiros, 2024).
Although cybergrooming victimization was correlated
with all of them, only peer and sibling victimization and
sexual victimization were found to be significant predictors
of cybergrooming victimization in a multiple regression
analysis. Sexual solicitation and interaction were positively
associated with experiencing online peer aggression (Cal-
vete et al., 2023). Furthermore, associations with other vic-
timization experiences were found, which, however, can be
conceptualized as a proximal outcome of the cybergroom-
ing process, namely sextortion (Almeida & Barreiros, 2024;
Alonso-Ruido et al., 2024; Tamarit et al., 2021), and sexual
coercion, sexual pressure, and unwanted exposure to sexual
content (Longobardi et al., 2021).

@ Springer
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Perpetrating Behavior

Four studies investigated the association between cyberg-
rooming victimization and cyberbullying perpetration. Stud-
ies found predominantly positive correlations, except for one
study finding that sexual interaction from the QOSSIA is
uncorrelated with cyberbullying perpetration (Calvete et al.,
2021a—Study 2). Correspondingly, one study found a posi-
tive correlation between cybergrooming victimization and
traditional bullying perpetration (Wachs et al., 2015). The
three studies that assessed both (cyber)bullying victimiza-
tion and perpetration (Calvete et al., 2021a—Study 2; Cal-
vete et al., 2020; Wachs et al., 2015) showed a strong ten-
dency for cybergrooming victimization to be more closely
related to (cyber)bullying victimization than perpetration.

Additionally, cybergrooming victimization or sexual
solicitation but not sexual interaction was positively associ-
ated with cyber dating abuse perpetration (Calvete et al.,
2020, 2023). Both sexual solicitation and interaction were
positively correlated with online peer aggression perpetra-
tion (Calvete et al., 2023). However, for these types of per-
petrations, too, the same tendency was evident as for cyber-
bullying, namely that the association with cybergrooming
victimization was weaker than that involving the respective
kind of victimization instead of perpetration.

Sexual Behavior

Eleven studies investigated the relationship between sexting
and cybergrooming and consistently showed positive corre-
lations of sexting with both cybergrooming and sexual solic-
itation and sexual interaction as subscales. In most cases,
sexting also remained significant as a predictor in multiple
regression analyses in these studies. However, in a longitu-
dinal study, t2-sexting was marginally predicted by t1-sex-
ual solicitation but not t1-sexual interaction, and t2-sexual
interaction was not predicted by tl-sexting (Calvete et al.,
2021b). Sexting could, therefore, be an outcome of receiv-
ing sexual solicitations but was longitudinally unrelated to
sexual interactions. Since the predictive power of t1-sexting
for t2-sexual solicitation was not tested, no statement can
be made as to whether this longitudinal relationship was
bidirectional. In addition to sexting, other factors from this
category were also associated with cybergrooming, namely
the consumption of pornography (Alonso-Ruido et al., 2024)
and sexual advancement strategies (Schoeps et al., 2020).
Although all three advancement strategies, namely direct,
coercive, and indirect, were highly positively correlated with
cybergrooming victimization, the latter strategy no longer
predicted cybergrooming victimization in a structural equa-
tion model.

@ Springer

Family

Factors assigned to the family category were only rarely
investigated overall. In two studies, parental control was
used to predict cybergrooming victimization, but it was not
a significant predictor in either study (Almeida & Barreiros,
2024; Bergmann & Baier, 2016). In one study, a lack of
parental supervision on social media and apps was associ-
ated with higher factor scores on a factor analysis-derived
factor for cybergrooming victimization (Tintori et al., 2023).
However, this factor represented a mixture of cybergroom-
ing victimization and hyperconnection. Therefore, the differ-
ences in factor scores could also be attributed to the factor’s
hyperconnection-related aspects.

A distinction must be made between specific strategies
when considering parental mediation strategies to manage
children’s Internet use in the context of cybergrooming vic-
timization: sexualized communication and sexual requests
were both positively associated with restrictive mediation
but negatively related to instructive mediation (Wachs et al.,
2020). Instructive mediation is characterized by actively
involving young people in establishing online safety, for
example, through open discussions and education, as well
as interest in regularly visited websites and availability for
questions on the part of the parents. In contrast, restric-
tive mediation means that online safety is sought primarily
by setting rules without involving young people, restrict-
ing websites, and controlling their online behavior (Wachs
et al., 2020). Thus, this kind of mediation can potentially
undermine young people’s striving for autonomy as a crucial
developmental process in adolescence. Family support could
be another protective factor for cybergrooming victimiza-
tion, given the observed negative predictive power (Pasca
et al., 2022), while parental care was not associated with
cybergrooming victimization (Bergmann & Baier, 2016).

Mediators and Moderators

Potential mediators and moderators of the relationship
between cybergrooming victimization and risk factors or
outcomes have been studied less than mere risk factors or
outcomes (n=4 for mediators and n =23 for moderators).
Figure 5 depicts all mediators and moderators investigated,
including the mediated or moderated relationships.
Overall, the evidence on mediators of the relationship
between risk factors and cybergrooming victimization was
relatively weak, as no more than one study was on any medi-
ation process. Erotic and pornographic sexting were consid-
ered mediators in two studies, which, however, were based
on the same original sample. Both studies indicated that both
types of sexting play a mediating role in the effect of body
attraction and disinhibition on cybergrooming victimization
(Schoeps et al., 2020) or of Internet addiction symptoms
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A)
Risk factors Mediators Victimization
Body attraction, body satis- Erotic and porno- Direct, indirect )
faction, disinhibition (a) > graphic sexting —* and coercive SAS | — > Cybergrooming
Internet addiction symptoms, Body satisfaction, body attraction.
social media use, geek — : h » 3 i - i
behavior nomoph(%bia (b) erotic sexting, pornographic sexting Cybergrooming
Cyberbullying (c) — Self-esteem ——» | Cybergrooming
Instructive ar}d restrictive Orline disclosire Sexualized communicati_on,
parental mediation (d) request for sexual material

B)

Moderators

Gender, age, problematic Inter use (e)
Gender (f, g)

Risk factors

t2-t1 Sexual solicitation (e)

Victimization

Extraversion, disinhibition, narcissism (f)
Sexting, depression, anxiety, dark triad (g)

Fig.5 Investigated mediators (A) and moderators (B). a=Sch-
oeps et al. (2020); b=Tamarit et al. (2021); c=Wachs et al. (2016);
d=Wachs et al. (2020); e=Calvete et al. (2021b); f=Hernandez

and geek behavior on cybergrooming victimization (Tamarit
et al., 2021). In both cases, the independent variables posi-
tively predicted both types of sexting, which in turn directly
(Tamarit et al., 2021) or indirectly over sexual advance-
ment strategies (Schoeps et al., 2020), positively predicted
cybergrooming victimization. Further findings on media-
tion processes indicated that low self-esteem could mediate
the effect of cyberbullying victimization on cybergrooming
victimization (Wachs et al., 2016) and that online disclosure
could mediate the effect of instructive and restrictive paren-
tal mediation on cybergrooming victimization (Wachs et al.,
2020). None of the included studies investigated mediation
processes related to cybergrooming victimization and poten-
tial outcomes.

The evidence for potential moderators of the relation-
ship between risk factors and cybergrooming victimization
was also very sparse or even non-existent for moderators of
the relationship between cybergrooming victimization and
outcomes. In all three studies in which moderation analy-
ses were performed, gender was a relevant moderator. In a
longitudinal study, it was found that t2-t1 sexual solicitation

v

t2 Sexual interaction ()
Cybergrooming (f, g)

et al. (2021), g=Resett et al. (2022). SAS sexual advancement strate-
gies,  measurement time point

predicted sexual interaction at t2 more strongly for boys than
for girls (Calvete et al., 2021b). Multigroup factor analysis
revealed that narcissism was predictive of cybergrooming
victimization for boys but not for girls (Hernandez et al.,
2021). Furthermore, there was evidence that sexting predicts
sexual solicitation and interaction in girls but only sexual
interaction in boys (Resett et al., 2022).

Discussion

As information and communication technologies have
increasingly become an integral and natural part of young
people’s lives, it is crucial to understand how prevalent
online risks like cybergrooming victimization are, how to
prevent them, and how to mitigate their adverse outcomes.
The systematic analysis of existing research on the preva-
lence, risk factors and outcomes of cybergrooming victimi-
zation contributes to building profound knowledge in this
regard. However, previous research syntheses on risk factors
and prevalence rates have been narrative, while reviews on
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outcomes are lacking to date. This systematic review aimed
to provide an overview of the international body of research
on prevalence rates, risk factors, and outcomes of cyber-
grooming victimization, informed by an adaptation of the
General Aggression Model (Anderson & Bushman, 2002;
Kowalski et al., 2014). Findings from 34 studies indicated
that, despite heterogeneity in the measurement of cyberg-
rooming victimization and thus variability in reported preva-
lence rates, it can be assumed that at least one in ten young
people is affected by cybergrooming. Several factors asso-
ciated with cybergrooming victimization were identified.
However, due to the cross-sectional design of most studies,
they can only be classified into risk factors, outcomes, and
co-occurrences on a theoretical basis, which will be pre-
sented in the following. Research on mediators and modera-
tors of the relationship between cybergrooming victimiza-
tion and associated factors is scarce.

Prevalence Rates

The included studies reported different prevalence rates, cat-
egorized here in terms of overall, specific, and prevalence
rates by groups. Most reported prevalence rates exceeded
10% but were characterized by heterogeneity. Differences in
the methodology in terms of measurement of cybergroom-
ing, the composition of the sample (e.g., age and gender),
and country of data collection are likely to contribute to
the wide range of prevalence rates, particularly regarding
overall prevalence rates ranging from 5.4 to 31.1%. The
issue of heterogeneity in reported prevalence rates is not
a phenomenon unique to cybergrooming but also applies
to many other forms of youth victimization, such as child
sexual abuse (Barth et al., 2013), cyberbullying (Kowalski
et al., 2014), and cyber dating abuse (Caridade et al., 2019).
However, reported overall prevalence rates for cybergroom-
ing victimization were predominantly in the range between
12 and 20%. Remarkably low or high overall prevalence
rates could largely be attributed to the underlying method-
ology. It can be discussed whether these figures overestimate
how many young people have experienced the manipulative
process that constitutes cybergrooming as opposed to sin-
gle occurrences of sexual solicitation or harassment. This is
because employed measurement instruments potentially do
not clearly delineate between cybergrooming victimization
and overlapping phenomena such as sexual solicitation. For
example, with the Questionnaire for Online Sexual Solici-
tation and Interaction of Minors with Adults, participants
mainly were classified as victims if they had experienced
any type of sexual solicitation or interaction at least once. If
participants stated that they had experienced the described
situation once or twice for only one sexual solicitation item,
e.g., “An adult asked me for pictures or videos of myself
with sexual content”, but not for any other item, this would
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instead characterize a single occurrence of sexual solicita-
tion. However, when considering the more straightforward
global measurement of cybergrooming victimization, with
which the participants were presented with a precise defi-
nition of a cybergroomer, still around 20% of participants
stated that they had contact with a cybergroomer at least
once in the past year (Wachs et al., 2012, 2016). It should
also be considered that comparatively high prevalence
rates (31.1, 35.4 and 26.7%) were found for longer refer-
ence periods (Almeida & Barreiros, 2024; Gamez-Guadix
et al., 2023; Ortega-Bar6n et al., 2022). It can, therefore, be
hypothesized that the prevalence is even higher in childhood
and adolescence. Overall, these results show that consistent
international standards for the measurement of cybergroom-
ing victimization are needed to improve the comparability of
research, for example, to understand time trends and cross-
national differences.

When focusing on specific prevalence rates, it became
evident that sexual solicitations occur more frequently than
sexual interactions. A meta-analysis (Madigan et al., 2018)
found a mean prevalence of 11.5% for sexual solicitations,
which is at the lower end of the range of 11.3 to 17.8% seen
in this review. This could be explained by the fact that the
meta-analysis focused on unwanted sexual solicitations,
whereas sexual solicitations are not always unwanted within
the cybergrooming process. It is also conceivable that the
cybergrooming process is initiated by sexual solicitation,
as in some cases, requests for sexual behavior are made
within minutes preceding the development of a relationship
(Broome et al., 2018). Overall, it can be stated that preva-
lence rates varied depending on the specific grooming strat-
egy or form of interaction, e.g., sexualization (11.1%) versus
communication about personal matters not exclusively of a
sexual nature (40.5%) or aggression (7.2%) versus the use
of deception (16.5%).

Factors Associated with Cybergrooming
Victimization

A plethora of factors potentially associated with cyberg-
rooming victimization was examined in the included stud-
ies. Content-driven categories were formed to organize these
factors: Socio-demographic characteristics, personality
traits, mental well-being, family, Internet usage and access,
risk-seeking behavior, other types of victimization, perpe-
trating behavior, and sexual behavior. Neither the pool of
factors examined, nor the proposed categorization exhaus-
tively represents risk factors and outcomes of cybergroom-
ing victimization. First, a few factors investigated in the
included studies could not be assigned to these categories.
Second, some factors identified through qualitative research
were missing from the studies included. For example, no
included study examined loneliness or family difficulties as
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potential risk factors (Webster et al., 2012; Whittle et al.,
2014), self-harm or problems with friends as potential out-
comes (Whittle et al., 2013b).

Classification into Risk Factors, Outcomes, and/
or Co-occurrences

Although most studies considered at least one potential risk
factor, outcome, or co-occurrence, very few individual fac-
tors were investigated in more than three studies. However,
a clear tendency emerged for several categories where affili-
ated factors appear to be relevant in cybergrooming victimi-
zation. Based on the theoretical argumentation of included
studies and relevant additional research, a preliminary classi-
fication into risk factors, outcomes, and co-occurrences can
be made, which needs to be empirically verified. This initial
classification is subsequently used to embed the findings in
the proposed model.

Overall, the included studies suggest that several socio-
demographic characteristics are linked to cybergrooming
victimization, representing vulnerabilities targeted by per-
petrators, e.g., based on their preferences. These relevant
socio-demographic characteristics include gender, age,
nationality, sexual orientation, school type, and parental edu-
cational level. Most included studies analyzing gender indi-
cated that girls are targeted more frequently by perpetrators
than boys, which is consistent with findings on the role of
gender in sexual victimization (e.g., Barth et al., 2013; Laird
et al., 2020). The higher vulnerability of girls was linked to
the fact that perpetrators are often male and heterosexual,
that girls mature earlier, and that they exhibit more risky
media usage behavior in relation to cybergrooming than
boys (Wachs et al., 2012). Nevertheless, boys should not
be neglected in the context of cybergrooming victimization
because, for example, there was a tendency for gender dif-
ferences to disappear in sexual interactions. It was proposed
that although girls may be victims of sexual solicitations
more frequently, they react to them less than boys (Calvete
et al., 2021b). Although the evidence was not entirely unam-
biguous, there was a tendency for the risk of cybergrooming
victimization to increase with age, indicating that cyberg-
rooming becomes more prevalent throughout adolescence,
which may be linked to increasing social Internet use and
sexual curiosity.

Several studies found a positive association of cyberg-
rooming victimization with problematic Internet use and
the amount of Internet usage, suggesting that young peo-
ple’s Internet usage behavior is relevant in the context of
cybergrooming. Problematic Internet use was treated as a
risk factor in the respective studies, which several arguments
can justify. First, increased Internet use entails more con-
tact opportunities for cybergroomers (Calvete et al., 2021b;
Wachs et al., 2018). Second, problematic Internet usage is

accompanied by a preference for online social interactions
and relationships, making affected young people more vul-
nerable to cybergroomers’ efforts to make contact and build
relationships (Calvete et al., 2021b; Wachs et al., 2018).
Third, problematic Internet use can impair social integra-
tion (MclIntyre et al., 2015), especially when used for socio-
affective reasons (Weiser, 2001), diminishing potential pro-
tective factors.

The included studies provided evidence that risk-seeking
behavior is associated with cybergrooming victimization, in
particular risky online behavior, which was considered a risk
factor in the respective studies. For example, by indiscrimi-
nately expanding social networks and disclosing information
online, a greater number of strangers can gather personal
information that facilitates access to potential victims and
rapport building with them (Longobardi et al., 2021; Wachs
et al., 2020). It can be argued that risky online behavior can
be partly attributed to the fact that the Internet creates a
perception of safety among young people, as it is associated
with a feeling of anonymity and being unobserved and does
not require physical presence (Wachs, 2014). This could
encourage them to engage in risky online behaviors, such
as carelessly connecting with strangers, who may exploit
these connections via blackmail (Chiang & Grant, 2019).
Alongside risky online behavior, risky offline behavior was
also associated with cybergrooming victimization but was
discussed both as a potential risk factor and outcome. For
example, substance abuse as a specific risky offline behavior
could impair self-control, which potential perpetrators may
misuse. Still, it could also act as a negative coping mecha-
nism for psychological distress after victimization (Wachs
et al., 2015).

In several studies, cybergrooming victimization has
been associated with impaired psychological well-being,
for example, in terms of depressive and anxiety symptoms
and decreased health-related quality of life. While the latter
was consistently considered an outcome of cybergrooming
victimization, depressive and anxiety symptoms were dis-
cussed as both risk factors and outcomes. Namely, cyber-
grooming victimization can cause depression and anxiety
symptoms through traumatic dynamics, and conversely,
victims exhibiting such symptoms could be more vulner-
able to cybergroomers’ efforts (Gamez-Guadix et al., 2023).
One of the included longitudinal studies found evidence for
a bidirectional association between depressive symptoms
but not anxiety symptoms and cybergrooming victimiza-
tion (Gamez-Guadix et al., 2023). It would be desirable to
conduct more longitudinal studies on this, considering that
such a bidirectional relationship has already been meta-
analytically established in the context of peer victimization
and internalizing problems, which usually refer to depres-
sive and anxiety symptoms, with greater effects for cyber
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victimization than for traditional forms of victimization
(Christina et al., 2021).

There was only occasional evidence of links between
cybergrooming victimization and personality traits, namely
low self-esteem, body self-esteem, disinhibited behavior,
some facets of dispositional mindfulness as a protective fac-
tor, and narcissism for boys. Therefore, statements on the
existence or nature of typical personality profiles of victims
are refrained from. The only personality trait examined in
two independent studies was self-esteem (Pasca et al., 2022;
Wachs et al., 2016). Low self-esteem is conceivable both as
arisk factor, e.g., due to a low self-esteem-associated prefer-
ence for communication via information and communication
technologies, which is in turn exploited by cybergroomers,
and an outcome of cybergrooming victimization (Wachs
et al., 2016). Meta-analytical evidence for such a bidirec-
tional relationship has already been found in the context of
peer victimization and self-esteem (van Geel et al., 2018).

Findings from included studies strongly indicated that
there is a link between cybergrooming victimization and
other forms of victimization, especially cyberbullying. There
are two possible explanations for the association between
cybergrooming and other forms of victimization. On the one
hand, victims of different forms of victimization may share
some risk factors resulting in their co-occurrence (Wachs
et al., 2012). On the other hand, one form of victimization
could make victims vulnerable to other forms of victimiza-
tion (Machimbarrena et al., 2018; Wachs et al., 2018). For
example, one possible pathway might be that cyberbullying
victimization enhances problematic Internet use (Gamez-
Guadix et al., 2013), which in turn may lead to cybergroom-
ing perpetrators targeting the victim. However, irrespective
of the underlying mechanisms, this finding is worrisome,
as polyvictimization proved to be particularly detrimen-
tal to health outcomes (e.g., Feng et al., 2019; Finkelhor
et al., 2007), also in the context of digital polyvictimization
(Hamby et al., 2018). Associations were also found between
cybergrooming victimization and perpetrating behavior;
however, these were smaller than with the respective vic-
timization. A possible explanation for these associations
involves the reciprocity between perpetration and victimiza-
tion. Based on the General Aggression Model (Anderson &
Bushman, 2002), perpetrating behavior can occur as aggres-
sive behavior in response to experienced victimization (e.g.,
Calvete et al., 2023). First, cybergrooming victimization is
likely to be correlated with a certain form of perpetration if
it is correlated with the corresponding form of victimization
as there is an intersection of people who are—due to the
reciprocity—both perpetrators and victims of the respective
phenomenon, e.g., in the case of cyberbullying (Lozano-
Blasco et al., 2020). Second, considering reciprocity across
phenomena, victims of cybergrooming may respond to this
victimization with aggressive behavior such as cyber dating
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abuse perpetration. Apart from this explanatory approach,
it was argued, based on bullies reporting an earlier start of
dating, relationship orientation, and more advanced pubertal
development (Connolly et al., 2000), that bullying perpetra-
tion, also transferred to cyberbullying perpetration, could be
a risk factor for cybergrooming victimization (Wachs et al.,
2015).

Among the sexual behavior category, sexting was exam-
ined most frequently in relation to cybergrooming victimi-
zation. Although sexting can be considered a healthy form
of sexual exploration in adolescence (Lemke & Rogers,
2020), positive associations with cybergrooming victimiza-
tion were found throughout the included studies. In most
included studies investigating sexting, it was defined rela-
tively broadly as the exchange of messages, images, or vid-
eos of sexual content over the Internet. All studies assessed
active sexting, i.e., creating and sharing sexual content,
rather than passive sexting, i.e., asking for, being asked, or
receiving sexual content (Barrense-Dias et al., 2017). It is
important to disentangle sexting that occurs as a co-product
of the cybergrooming process and sexting that does not hap-
pen within the grooming process but with peers, for exam-
ple. Although not all included studies on sexting did, some
explicitly measured sexting with one’s partner or friends
(e.g., Calvete et al., 2021b; Schoeps et al., 2020). It can,
therefore, be assumed that there is an association between
sexting and cybergrooming victimization beyond sexting as
a co-product of the cybergrooming process. Although most
included studies analyzed sexting as a correlate or predictor,
it should be considered that sexting could be an outcome of
cybergrooming victimization. Victims might adopt the belief
that sharing sexual material is normal as it has been justi-
fied and normalized by the perpetrator during the grooming
process (Gadmez-Guadix & Mateos-Pérez, 2019).

Concerning factors related to family, only family support
and parental mediation were each found to be significantly
associated with cybergrooming in one study (Bergmann &
Baier, 2016; Pasca et al., 2022; Wachs et al., 2020). Both
were considered factors influencing the risk of cybergroom-
ing victimization. It was argued that instructive mediation
strengthens resilience and coping abilities with regard to
Internet risks, while restrictive parental mediation can evoke
adverse behaviors through rules set solely by parents (Wachs
et al., 2020). Parental mediation could not be helpful or
detrimental per se, but it depends on the chosen approach.
Although the effects of different styles of parental mediation
are not completely unambiguous, it was found, for example,
that autonomy-supportive mediation, as opposed to restric-
tive mediation, decreases young people’s exposure to media
violence (Fikkers et al., 2017) and that in line with previ-
ously described findings, restrictive parental supervision
increases risky online behavior (Sasson & Mesch, 2014).
In line with previous research (Whittle et al., 2014), family
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support was conceptualized as a protective factor against
cybergrooming victimization, influencing the adolescent’s
willingness to open up with a stranger (Pasca et al., 2022).

Embedding Results in the Theoretical Model

Figure 6 presents factors identified as relevant by included
studies within the proposed model with minor extensions
based on the preliminary categorization into risk factors,
outcomes, and co-occurrences. Please note that while the
differentiation between cybergrooming process and sexual
abuse was retained in this model to suit the conceptualiza-
tion of the phenomenon of cybergrooming, this differentia-
tion was not well supported in the included studies. In some
measurement instruments, items could be identified that
can be clearly assigned to the cybergrooming process (e.g.,
“Lied to make me believe that we had things in common or
that we liked the same things” from the Multidimensional
Online Grooming Questionnaire) or sexual abuse (e.g., “We
have met offline to have sexual contact” from the Question-
naire for Online Sexual Solicitation and Interactions With
Adults). However, prevalence rates and associations with
risk factors or outcomes were generally not reported at the
item level for these items.

According to the modified version of the General Aggres-
sion Model (Kowalski et al., 2014) adapted to cybergroom-
ing victimization, risk factors should be categorized into
person and situational factors. However, other types of
victimization discussed as potential risk factors cannot be
clearly identified as characteristics of the person or the envi-
ronment. They were, therefore, added to the model as a third
input factor. The remaining factors associated with cyberg-
rooming, which were provisionally classified as risk factors
based on theoretical considerations, can be considered either
person (e.g., age) or situational (e.g., parental mediation) but
far more person than situational factors were identified. This
raises the question of whether person factors have a greater

Inputs Victimization

Person: gender, age, nationality, sexual
orientation, risky online and offline
heha\{lor. dlsm}.ubmon, se'lf—esxeem. 4 (cyberbullying, cyber
perceived physical attractiveness, /| dating abuse

Other types of victimization:

impact on cybergrooming victimization than situational fac-
tors or if person factors have been examined more often in
the studies (see Fig. 3).

Overall, fewer potential outcomes were examined and
identified than risk factors. Still, it became apparent that
distal outcomes affect different domains (e.g., psychologi-
cal health, behavioral problems). Distal outcomes are con-
ceptualized as adverse outcomes of victimization within
the model. Although it is not a per se negative behavior,
sexting was included here as it was discussed as a risk factor
and outcome of cybergrooming victimization. Thus, as an
outcome, it potentially increases the risk of revictimization.
This applies to several outcomes, representing a possibility
of how outcomes can feed back into inputs, for example, in
the case of other types of victimization. However, the initial
model fails to depict the third possibility of polyvictimiza-
tion: Other forms of victimization could not be represented
as co-occurrences that are neither risk factors nor outcomes
caused by shared risk factors. This form of polyvictimization
was added to the model.

Mediators and Moderators

Overall, the available evidence on mediating and moderating
variables proved very limited. Only a few studies have tested
mediation and moderation models for presumed risk fac-
tors and their effect on cybergrooming victimization, while
not a single study has tested such models for the effect of
cybergrooming victimization on potential outcomes. The
available evidence suggested that sexting plays a mediating
role between risk factors, e.g., disinhibition, and that gender
plays a moderating role between risk factors, e.g., narcissism
and cybergrooming victimization. Further research testing
more complex models incorporating moderating and mediat-
ing variables is needed to gather information on which vari-
ables may buffer the effect of risk factors on cybergroom-
ing victimization or the negative effect of cybergrooming
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Fig. 6 Extended model considering all forms of polyvictimization
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victimization on outcome variables. For example, the type of
parental mediation could be relevant not only for prevention,
but also for mitigating adverse outcomes. Research on cyber-
bullying found that the association between bystanding and
depression, subjective health complaints, and self-harm was
strengthened by restrictive but weakened by high instruc-
tional mediation (Wright & Wachs, 2024). Further, it would
be desirable to understand whether and how disclosure, i.e.,
confiding victimization experiences to other people, has an
impact on the consequences of cybergrooming victimization.
Research suggested that disclosure and the trusted person’s
reaction can play an important role in mitigating the nega-
tive consequences of sexual victimization (e.g., McTavish
et al., 2019; Ullman, 2002). Therefore, disclosure should be
considered as a potentially relevant moderator in the context
of cybergrooming victimization and its outcomes.

Limitations

First, regarding the inclusion criteria, studies were excluded
from the systematic review if the term cybergrooming or a
synonym (e.g., online grooming) was not mentioned verba-
tim. Thus, no studies on online sexual harassment, solicita-
tion, or similar phenomena without reference to cybergroom-
ing were included. This was a deliberate decision to clearly
differentiate the construct of cybergrooming from these
phenomena and to strengthen the terminology in research.
As aresult, some studies that do not explicitly refer to cyber-
grooming but examine conceptually comparable or overlap-
ping phenomena may have been omitted. For example, no
studies were included that examined sexual solicitations
and interactions with the Questionnaire for Online Sexual
Solicitation and Interaction of Minors With Adults with-
out explicitly referencing cybergrooming (e.g., Kerstens &
Stol, 2014; Santisteban & Gamez-Guadix, 2017), although
cybergrooming was operationalized with this questionnaire
in many included studies.

Second, only studies that employed a self-report measure
of cybergrooming victimization were included in the pre-
sent review. Self-reports are prone to biases, such as recall
bias (e.g., Kihlstrom et al., 2000) and response tendencies
(e.g., McGrath et al., 2010). Beyond common issues of self-
reports, it may be problematic that some minors interpret
their relationship with a cybergroomer as a genuine romantic
relationship and, therefore, consider the behavior exhibited
by the cybergroomer or by themselves as not relevant when
answering items assessing cybergrooming victimization.
Other sources of information on cybergrooming victimiza-
tion could be consulted, namely police crime statistics and
third-party reports, e.g., by parents and peers. However,
these sources also contain biases. For instance, the crimi-
nal law definition of cybergrooming is relatively narrow. In
Germany, for example, only cybergrooming of children up
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to the age of 14 can be prosecuted, which means that cyber-
grooming cases involving minors over the age of 14 are not
recorded in crime statistics. Third-party reports might be
biased as some victims of sexual victimization do not con-
fide in others for various reasons, such as shame and fear of
disbelief (McElvaney et al., 2014), leaving others unaware
of the victimization due to non-disclosure.

Third, the included studies were predominantly cross-
sectional, which means that conclusive evidence-based state-
ments on temporal ordering are not possible yet. Although
there are theoretical arguments as to why a factor could be
a risk factor, outcome, and/or co-occurrence, there is an
urgent need for more longitudinal studies enabling empiri-
cal testability of hypotheses on directions of actions due to
their design. However, considering the theoretical consid-
erations, far more studies have focused on risk factors than
outcomes. Future research should strive to provide a more
comprehensive understanding of potential outcomes. This
also includes differentiating between short- and long-term
outcomes through longitudinal studies.

Fourth, diverse groups or minorities were poorly rep-
resented in the sample or analyses of included studies.
Although socio-demographic variables were the most stud-
ied factors concerning cybergrooming victimization, only a
few included studies have examined characteristics related to
diversity, such as migration background and sexual orienta-
tion. Future research on cybergrooming victimization needs
to pay more attention to these groups, as the risk of sexual
victimization is higher among minorities, e.g., young people
with disabilities (e.g., Jones et al., 2012) or belonging to the
LGBTQIA+ community (e.g., Coulter et al., 2017). Regard-
ing the composition of samples, it should also be noted that
most of the studies focused on young people in adolescence.
Therefore, the conclusions drawn in this review should be
interpreted primarily in relation to this age group. Studies
involving younger children, especially those under the age
of 11, have yet to be conducted.

Practical Implications

From the findings of this systematic review, the follow-
ing implications for practice can be derived. First, findings
demonstrate a need for action to protect young people from
cybergrooming victimization. Assuming a rough estimate of
10 to 20% prevalence across all studies means that at least
one in ten, if not even one in five, young people have expe-
rienced cybergrooming activities at least once. Although
less research has been conducted on outcomes than on risk
factors, there are several studies suggesting that cyberg-
rooming victimization is associated with negative mental
health outcomes, further highlighting the need for preven-
tion programs.
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Second, recommendations for implementing and design-
ing prevention programs can be derived, which are crucial
to respond to the need for action. Regarding anti-bullying
programs, meta-analytical evidence suggests that their effec-
tiveness decreases with age, with zero effectiveness in ado-
lescence (Yeager et al., 2015). Such evidence does not yet
exist for prevention programs for cybergrooming victimiza-
tion. However, one of the included studies showed that an
intervention targeting sexualized interactions, among other
things, was only effective for those who had not yet been
victimized through sexualized interaction with adults (Cal-
vete et al., 2023). Furthermore, considering the results of
several studies that the risk of victimization increases with
age, it can be argued that preventive measures are already
indicated before the vulnerable phase of adolescence while
ensuring an age-appropriate approach to this sensitive and
sexual topic. Even if studies indicate that girls are more
frequently victimized, boys should not be overlooked, for
example, when it comes to sexual interactions as a reaction
to sexual solicitations. Although factors such as risky online
behavior can increase the risk of sexual solicitations, these
are, per se, unidirectional sexual contact attempts by the per-
petrator that do not yet involve any interaction by the victim
(Gandolfi et al., 2021). Sexual solicitations are, therefore,
not directly modifiable, but the reaction of young people
to them is. The fact that sexual solicitations, as found here,
are more prevalent than sexual interactions indicates that
not everyone responds to the former. This behavior should
be strengthened in both boys and girls through prevention
efforts. Considering boys is not only relevant in the preven-
tion of victimization but also in the prevention of later per-
petration. The majority of cybergrooming perpetrators are
male (e.g., Tener et al., 2015), and, although it has not yet
been researched for cybergrooming, the risk of transition-
ing from victim to perpetrator is higher for boys, e.g., for
bullying (Falla et al., 2022) and sexual abuse (Plummer &
Cossins, 2018). Thus, the group of male victims must not
be neglected and provided with adequate support services.

Based on the association of cybergrooming victimi-
zation with other forms of victimization, more holistic
prevention programs could target different types of vic-
timization to provide prevention work for multiple types
of victimization in an economical way. However, such
programs should not only be economical but, first and
foremost, effective, which requires knowledge about the
intersection of conditional factors of different types of
victimization. For example, there is evidence that risky
online behavior, such as disclosing personal information
online, makes young people vulnerable to cybergrooming,
cyberbullying, and cyber dating abuse (Aizenkot, 2020;
van Ouytsel et al., 2018; Wachs et al., 2020). Given the
relatively straightforward results on risky online behavior
and problematic Internet use, the behavior of young people

regarding the Internet and how perpetrators exploit vulner-
abilities should be a core aspect of prevention programs
targeting cybervictimization in general and cybergrooming
in particular. However, especially in adolescence, it is cru-
cial to design prevention programs so that young people
feel respected in their autonomy, as otherwise, there is a
risk that they will react oppositely to the desired effect
(Calvete et al., 2021a).

Third, implications can be drawn for parents and profes-
sionals such as therapists. As early as 2008, most parents
across Europe reported being concerned about their child
becoming a victim of cybergrooming (European Commis-
sion, 2008). It would, therefore, fulfill a need to provide
parents with recommendations on preventing victimization.
Maintaining young people’s autonomy can also be discussed
with regard to parents’ involvement in their children’s Inter-
net usage behavior. It was found that instructive mediation
reduces online disclosure as a predictor of cybergrooming
victimization, while restrictive mediation leads to the oppo-
site effect (Wachs et al., 2020). However, instructive media-
tion requires parents to be aware of the diversity of online
platforms and how they create risks of exposure to cyberg-
rooming. Parents should, therefore, be educated or encour-
aged to stay informed about which online platforms are pop-
ular among young people, which risks these platforms pose,
and how they can be countered through safety functions.
This enables open discussions with and education of their
children. In addition, it can help to convey to young people
that their parents are interested in their online environment,
are available and able to answer questions, and do not set
rules arbitrarily. However, equivalent to the implementa-
tion of prevention programs, online safety and dealing with
online risks should ideally be addressed by parents before
or in the early stages of adolescence to avoid parents’ efforts
becoming ineffective. This indicates that parents should be
involved in their children’s behavior on the Internet but ben-
efit from recommendations on how and when this can be
done most effectively. Furthermore, given the findings on
polyvictimization and victimization-perpetration reciproc-
ity, parents, but also child and adolescent psychotherapists,
should be sensitized to the fact that another victimization
or perpetrating behavior could follow victimization to be
able to take action as soon as possible in case of any indi-
cations. Psychotherapists or, more generally, mental health
care professionals should also be made aware of depressive
symptoms as a potential risk factor for cyber victimization
in general and cybergrooming in particular. While it can be
assumed that depressive symptoms are well-known as an
outcome of victimization experiences, it is uncertain how
widespread knowledge of such symptoms as risk factors is.
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Conclusion

Previous research on cybergrooming victimization has
lacked systematic reviews of findings on prevalence rates,
risk factors, and outcomes, as well as a joint embedding
of the latter two in a theoretical framework. Therefore, in
the present review, findings from quantitative research on
these aspects of cybergrooming victimization were system-
atically synthesized and embedded in a modified version of
the General Aggression Model adapted to cybergrooming
victimization. The findings show that most included studies
focused primarily on adolescence representing a develop-
mental phase in which young people explore their sexual-
ity, and the Internet gains importance as a means of social
interaction. Despite heterogeneity in reported prevalence
rates, the included studies demonstrate that cybergrooming
is a prevalent phenomenon among young people, with at
least one in ten young people experiencing victimization. A
variety of factors were found to be associated with cyber-
grooming victimization, which were classified into risk
factors and outcomes based on theoretical considerations
due to the lack of longitudinal studies. Risk factors were
grouped into person factors (e.g., age, risky online behavior),
situational factors (e.g., parental educational level, parental
mediation) and other types of victimization (e.g., (cyber)
bullying). Outcomes were divided into psychological health
outcomes (e.g., depressive and anxiety symptoms), behav-
ioral problems (e.g., perpetrating behavior), other types of
victimization (e.g., (cyber)bullying), and sexual behavior
(sexting). The results of this review provide valuable input
for preventive efforts aimed at protecting adolescents from
experiencing the developmental risk of cybergrooming as a
form of online sexual victimization.
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