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Abstract Smart Grids offer higher level capabilities
intended to meet current and future energy demands. These
demands include improved performance related to concepts
of reliability, resiliency, environmentally friendly genera-
tion, transmission, and distribution as well as turning con-
sumers into prosumers. This study focused on two primary
objectives: (1) to understand how the concept of risk is cur-
rently being addressed in Smart Grids, and (2) to suggest
a more holistic view of risk for Smart Grids. Pertinent lit-
erature on Smart Grids was collected and synthesized for
the concept of risk which indicated the prevalence of two
factors, probability and consequence, as the main factors
for Smart Grid risk quantification. However, it was discov-
ered that current literature appears to focus on risk within
the different domains of Smart Grids (i.e., generation, trans-
mission, distribution, customer, service provide, operations,
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markets) without consideration Smart Grids as an integrated
whole. A criticality-based approach (CBA) is proposed and
then used as the basis for development of an extended listing
of measures, including dependency, interdependency, and
resiliency, as well as accepted risk factors (i.e., probability
and consequence). This confluence of factors can be utilized
in a holistic Smart Grid analysis. Implications for CBA and
future research directions for realizing enhanced Smart Grid
capabilities are provided.

Keywords Critical infrastructure · Criticality-based
approach · Operating landscape · Risk formulation ·
Smart Grid

Introduction

There is wide recognition that modern society depends on
goods and services provided by a set of complex systems
typically referred to as critical infrastructures. These sys-
tems are often referred to as critical since they are essential
for maintaining and sustaining public well-being, safety,
and economic prosperity [26, 42, 55, 73]. The domain
of critical infrastructures revolves around chemicals, com-
mercial facilities, communications, critical manufacturing,
dams, defense industrial bases, emergency services, energy,
financial, services, food and agriculture, government facil-
ities, healthcare and public health, information technology,
nuclear reactors, materials, and waste water systems [67].
Lately, there is increasing interest in the energy sector
with respect to the critical importance of Smart Grids as
a critical infrastructure [11, 15, 54, 57, 72, 75]. Arguably,
Smart Grids, similar to all critical infrastructures, oper-
ate under conditions of uncertainty with respect to natu-
ral events such as earthquakes and hurricanes as well as
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man-made events such as acts of sabotage and cyber-threats
[42, 80, 86, 92]. Moreover, Smart Grids must be designed,
operate, and evolve in a difficult context. This context
is marked by elements of: (1) ambiguity associated with
an increasing lack of clarity and situational understand-
ing, complexity associated with large numbers of richly
and dynamically interacting systems and subsystems with
behavior difficult to predict, (2) emergence with respect
to the inability to deduce behavior, structure, or perfor-
mance from constituent elements, and (3) interdependency
associated with mutual influence among different complex
systems through which the state of a system influences, and
is influenced by, the state of other interconnected systems
[12, 51].

Against this backdrop, current research tends to focus on
the potential benefits of Smart Grids [23] as well as issues
and risks in implementation such as new cyber-threats and
vulnerabilities [7, 13, 14, 36, 37]. Moreover, and perhaps
due to the nascent nature of this topic, researchers are still
debating the definitions of Smart Grids [21, 40, 70, 78] as
well as focusing on particular aspects and parts/elements
of Smart Grids, including design for next-generation con-
trol centers [91], optimizing distributed power systems [75]
effects of plug-in-hybrid-electric vehicles [33], security
issues [4, 6, 8, 62, 64], Smart Meters [90], standards and
best practices [32, 87], and classification of threats [4, 15,
54] among others. However, there is still a scarcity of liter-
ature discussing quantitative methods that could be used in
support of risk quantification for Smart Grids.

The idea of risk quantification for Smart Grids is not new.
Concepts of probability of occurrence of an event and its
consequences have been adapted for Smart Grids [11, 32,
40, 57–59, 62, 72, 90]. However, adapting traditional risk
formulation without accounting for other relevant measures
is limiting in analyzing Smart Grids. Moreover, current liter-
ature could be considered atomistic since there is a tendency
to focus on specific elements such as smart metering sys-
tems and integration of distributed power generation of the
Smart Grid, without consideration of Smart Grids as a total-
ity. Thus, there is a gap in the literature for developing more
robust formulations of risk related to more holistic consid-
erations for integrated Smart Grid systems. This research
attempts to address this gap by exploring a robust set of
measures (and their properties) that could be used for more
holistic examination of Smart Grids. The purpose of this
paper is to propose and develop an alternative framework
that could be used to explore the ‘criticality’ of Smart Grids.
For purposes of this research, the term criticality is related
to the importance of a Smart Grid to public well-being.

The paper is organized around three primary develop-
ment thrusts to support the purpose of the research. First,
we describe Smart Grids in terms of the present domain
and major characteristics that delineate the domain. The

aim of this section is to articulate the complexities involved
in developing, implementing, and evolving Smart Grids.
Special emphasis is placed on the more holistic view of
Smart Grids as an integrated system that includes technolo-
gies, information (availability, accessibility, utility), human
and social influences, organizational and managerial sup-
porting arrangements, and political (policy) constraints as
well as facilitation considerations. Second, the concept of
risk is explored. Specifically, the literature is reviewed with
respect to risk and factors commonly used in current quan-
tification efforts related to risk for Smart Grids. Third, we
provide a preliminary extended set of measures that could
be used in addressing criticality of Smart Grids. This set
of measures and their properties is developed by contrast-
ing current factors with previous research of criticality-
based measures. This research concludes with proposed
future research directions based on the current investigation
implications.

Smart Grid Characteristics and Landscape

The topic of Smart Grid is relatively new and as such there
is no one widely accepted definition [40, 70]. Thus, it is
necessary to explore the concept of Smart Grid to develop
a foundational perspective before delving into the concept
of risk for Smart Grids. At a fundamental level, a Smart
Grid can be considered “an upgrade to the current electri-
cal power grid” ([8], p. 24). Consequently, a Smart Grid is
expected to meet current needs while offering significantly
higher capabilities that are intended to meet ever chang-
ing societal demands of the 21st century and beyond [54].
These social demands are highlighted by the need for reli-
able, resilient, scalable, manageable, and environmentally
friendly energy generation, transmission, and distribution
systems that also embody concepts of interoperability, cost
effectiveness, and intelligence [6, 23, 31, 54]. Unfortu-
nately, there is no one consistent perspective of what a Smart
Grid entails. Table 1 is provided to illustrate the varying
representative perspectives of Smart Grids.

Although, there is no one accepted perspective of Smart
Grids, the selected set of perspectives begins to offer insight
into essential aspects, components and characteristics of
Smart Grids. A common theme of transforming the structure
of electrical energy generation, delivery and consumption
with an increasing emphasis on information and technology
and interests of the consumer, appear to be driving the
evolving paradigm of Smart Grids. The Institute of Electri-
cal and Electronics Engineers (IEEE) definition, “integra-
tion of power, communications, and information technolo-
gies for an improved electric power infrastructure serving
loads while providing for an ongoing evolution of end-
use applications” ([38], p. 3), appears to capture most
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Table 1 A representative set of perspectives on smart grids

Author(s) Description of the selected perspective

Baumeister [8], p. 1 an electrical power infrastructure that makes intelligent decisions about the state of the electrical
power system to maintain a stable environment

McBride and McGee [62], p. 91–92 evolution of the power grid entails upgrading the infrastructure to a ‘smart grid’ to support two-
way communication between electric generation, transmission and distribution infrastructure, and
consumers of power [and involves] emerging smart grid applications such as advanced metering
infrastructure (AMI), synchrophasors, distribution automation (DA), automated demand response,
electric vehicles, and microgrid management

Pearson [70], p. 5212 . . .a network that can intelligently integrate the actions of all user connected to it – generators,
consumers and those that do both – in order to efficiently deliver sustainable, economic and
secure electricity supplies. . .fusing the physical delivery network with any number of separate
ICT[information and communication technology]-enabled applications such as intelligent sensors,
software, communications, and distributed control technologies. . .bring[ing] a host of benefits to
both consumers and producers of electricity alike

Ray et al. [72], p. 276 . . .a paradigm shift in ways electric energy is produced, traded and consumed. Most visions of
modernization of the electricity generation and delivery infrastructure would involve integration of
diverse, connected, interdependent and adaptive functions and applications to enhance grid
reliability, improve capital and operational efficiency and ensure security of the electric grid. . .
comprising of advanced sensing, control, communication and information processing, emergent
intelligence distributed across various segments of the power grid will transform the grid to a highly
interactive and adaptive system

European Union [22], p. 45 . . .means an electricity network that can integrate in a cost efficient manner the behaviour and actions
of all users connected to it, including generators, consumers and those that both generate and
consume, in order to ensure an economically efficient and sustainable power system with low losses
and high levels of quality, security of supply and safety

perspectives. To further expound on these representative
perspectives, we now turn attention to the common basic
components and characteristics of Smart Grids.

Similar to differing Smart Grid perspectives, there are
also different perspectives on components (elements) that
constitute Smart Grids. Baumeister [8], from a cybersecu-
rity perspective, suggests that there are five categories of
major themes for Smart Grids. Table 2 presents these cat-
egories along with their typical associated elements. These
themes are directly related to each being a “component of
the Smart Grid” ([8], p. 6) from the security perspective of
Smart Grids.

Describing Smart Grids in terms of security domain
appears as a dominant theme in literature. This might be
attributed to increased coupling of information in the energy
sector which has created new vulnerabilities [61]. These
new vulnerabilities are especially inclusive of threats of the
cyber-kind [13, 78, 86, 87].

An alternative approach for describing Smart Grids is
provided through the lens of architectural representations. A
block diagram is provided by Balaji and Ram [6] to illus-
trate Smart Grid as a “vast network comprising utilities
and customers who are linked by the power transmission
as well as communication infrastructure. The other entities
in the network are involved in providing value added ser-
vices for improving efficiency and facilitation of buying and
selling of power driven by supply demand dynamics” ([6],
p. 2903). A hierarchical architecture model has also been

suggested by Moslehi and Kumar [63]. Their approach is
based on the need for “harnessing modern communication
and information technologies to enable an IT [Information
technology] infrastructure that provides gridwide coordi-
nated monitoring and control capabilities” and as such, it is
mainly focused on “operating concerns in categories such as
performance enhancement, equipment limits, operating lim-
its, system protection, and rapid recovery” ([63], p. 60) with
an emphasis on functional tasks of the elements comprising
a Smart Grid. Yet another model of a Smart Grid is sug-
gested by Komninos et al. [54] in the form of amulti-layered
conceptual model that illustrates three major sections of a
Smart Grid as well as its parts and their interactions. These
representations provide a means by which a typical Smart
Grid can be viewed as a complex of interrelated parts and
elements [10, 32]. Consequently, these views are compatible
with contemporary research trends of focusing on elements,
their interactions in a grid, and exchange of information [32,
62, 72].

Perhaps a more comprehensive view of the Smart Grid is
provided by IEEE’s Standard 2030-2011 [38]. This standard
articulates major entities and functions of a Smart Grid that
aligns with the National Institute of Standards and Technol-
ogy [NIST] framework for Smart Grids. Figure 1 is adapted
from NIST [65] to depict the seven domains of a Smart
Grid. The solid blue lines indicate the secure information
and communication flows. The red dotted lines represent
electricity flows.
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Table 2 Baumeister’s [8] categories and components of the smart grid

Security component Area of focus Description

Process control system [PCS] security Supervisory control and
data acquisition (SCADA)

Deals with controlling and monitoring the physical aspects
of the electrical power grid. This aspect is essential since
Smart Grid elements are often geographical distributed

Smart meter security Smart meter Deals with Smart Meters which are installed into consumer
homes and serve as an interface between a home and the
energy provider for exchange of information. There is a
growing concern that Smart Meters could acts as access-
points and manipulated

Power system state estimation security Power system state estimation Deals with having the ability to control physical properties
of an electrical power system to maintain a stable state -
making informed decisions in response to changes in
demands

Smart grid communication protocol security Communication components Smart Grid relies on exchange of information and data
between different components and elements of the system
in order to function

Smart grid simulation for security analysis Models and simulations Power systems are expected to be operational on a conti-
nuous basis, testing any Smart Grid designs or changes
are difficult task. Instead, it is possible to develop models
that can be used for analysis

Each of the seven ‘domains’ can contain a number of
interrelated complex systems along with logical interfaces
(i.e., access points) in which information can enter/exit a
domain [38, 65]. Table 3 depicts the seven domains of a
Smart Grid as well as entities commonly associated with
those domains. While this table does not place emphasis
on the interfaces among the different domains of a Smart
Grid, it forms the basis for suggesting that each domain
could be viewed as a complex system. Guckenheimer

Fig. 1 A conceptual model of a smart grid

and Ottino’s [30] four distinctive properties of a complex
system (i.e., many interacting parts, emergent behavior,
adaptation and change, systems uncertainty) appear present
for Smart Grids. For example, Advanced Metering Infras-
tructure, which is a building block for the customer domain,
is described as a complex set of interrelated elements
[4, 17, 62].

Arguably, when it comes to describing Smart Grids,
none of these perspectives are incorrect. In fact, these per-
spectives are all necessary to set the basis for developing
best practices for designing, maintaining, and realizing the
premises of Smart Grids [32, 70, 84]. In fact, the per-
spectives also serve as the basis for creating measures and
indicators that are instrumental in assessing performance
of Smart Grids [78]. Inevitably, these perspectives can be
used to enhance our understanding of the logic of vari-
ous domains and their interrelations in Smart Grids [62].
Beyond the different articulations of Smart Grids, and per-
haps more importantly, is the fact that there appears to be
a set common themes that describe general ‘characteristics’
of Smart Grids [6, 14, 63, 68, 78]. Table 4 provides a set
of common set of ‘characteristics’ of Smart Grids that are
drawn from pertinent literature.

The discussion regarding components and the unifying
‘characteristics’ of Smart Grids were purposefully selected
to illustrate three important points. First, the topic of
Smart Grid is still in its infancy and therefore should be
expected to be loosely bounded and harbor a degree of
diverging and sometimes conflicting perspectives. Having
diverging perspectives is not troubling. Rather, as [48] sug-
gest, different perspectives put forward “show the potential
sources of divergence in the development of the [Smart
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Grid] field. . .[with] Each perspective brings[ing] a logic
which provides its own internal validation to the commu-
nity which produces and consumes the perspective” ([48], p.
240). Second, the field of Smart Grids can be identified as
existing within the domain of critical infrastructure which
“addresses elements of assessment, remediation, indica-
tions and warnings, mitigation, response, and reconstruction
pertaining to hazards, risks, and threats from natural and
manmade events affecting public well-being, public safety,
economic vitality, and security” ([25], p. 194). Increasing
concerns about frequency of occurrence of risk events, such
as breaches, as well as their potential effects on public well-
being, highlights the relative importance of Smart Grids
as it relates to public well-being, including considerations
of health, security, and economic impact [11, 47, 62, 90].
Third, the operating landscape/environment for Smart Grids
is characteristically complex, involving a range of socio and
technical issues [92]. The articulation of the current state of
the Smart Grids problem domain can be characterized con-
sistent with earlier works [45, 46, 48–51] and the notion
of ‘messes’ by [1] as well as ‘wicked problems’ by [74].
Table 5 provide articulates characteristics of a landscape
from which Smart Grids are projected to operate. This oper-
ating landscape suggests a need for robust analysis methods
in all aspects of realization of Smart Grids.

One key aspect of realization of Smart Grids is risk.
There is a growing support suggesting the need to address
‘risk’ related to Smart Grids [11, 15, 32, 33, 40, 54, 57, 62,
72, 75, 90, 91]. The following section provides an initial
exploration into the concept of risk for Smart Grids as well
as its quantification.

The Concept of Risk in Smart Grids

There is no one widely accepted definition of the term ‘risk.’
However, risk is typically defined in terms of probability
of occurrence of an event and the magnitude of the result-
ing consequences [5, 24]. The vast literature on this topic
also suggests that elements of event sequence and proba-
bilities [71], technical factors in a system life cycle [39],
probabilities of unknown outcomes and uncertainties [28],
uncertainty [35, 53], perception of risk [88], mental con-
structs of risk [26], and ‘unknown unknowns’ [69] are also
essential considerations related to risk quantification. Most
recently, the concept of interdependency is increasingly
incorporated into risk quantification [47, 73, 79]. Regard-
less of subtle and wide ranging distinctions related to the
risk, a general consensus is that occurrence of a risk event
can cause undesirable effects related to such issues as cost,
schedule, and or technical performance of a system [18].

There is no shortage of risk events that can affect perfor-
mance of Smart Grids. These range from natural events such
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Table 4 Unifying characteristics of smart grids

Smart Grid characteristic Description Supporting Sources

Three indispensable factors for Smart
Grid reliability are availability,
confidentiality, and integrity

There are evident of the importance of security measures
for Smart Grids [4, 62]. At the same time, Baumeister
[8] notes that countermeasuring procedures against
threats should “not impede power availability or safety”
([8], p. 4). In addressing security issues, three objectives
of availability, confidentiality, and integrity have taken
precedence:

[4, 8, 17, 19, 20, 38, 40,
65, 66, 72, 82, 86, 90]

• Availability - is described as “the most important secu-
rity objective” ([8], p. 4) which involves “ensuring timely
and reliable access to and use of information is of the
most importance in the Smart Grid” ([86], p. 1348). Loss
of availability is in itself a disruption since it prevents
access and use of information which can further undermine
electricity delivery

• Confidentiality - “Preserving authorized restrictions on
information access and disclosure is mainly to protect
personal privacy and proprietary information. This is in
particular necessary to prevent unauthorized disclosure of
information that is not open to the public and individuals”
([86], p. 1348)

• Integrity – “Guarding against improper information
modification or destruction is to ensure information non-
repudiation and authenticity. A loss of integrity is the
unauthorized modification or destruction of information
and can further induce incorrect decision regarding power
management” ([86], p. 1348)

Enabling informed participation by customers Consumers help balance supply and demand, and ensure
reliability by modifying the way they use and purchase
electricity. Under the paradigm of Smart Grid, a consumer
evolves into ‘prosumer’ who not only consumes electri-
city but produces and stores electricity [29]. This is meant
to enable prosumers to have choices that motivate
different purchasing patterns and behaviours related to
electricity usage and influencing pricing as well as incen-
tives [68]

[14, 63, 68, 78]

Accommodating all generation and storage options A smart grid accommodates not only large, centralised
power plants, but also the growing array of customer-sited
distributed energy resources. Integration of these
resources - including renewables, small-scale combined
heat and power, and energy storage - will increase rapidly
all along the value chain, from suppliers to marketers to
customers ([68], p. 7)

[14, 38, 63, 65, 68, 78]

Enabling new products, services and markets The paradigm of Smart Grid enables efficient market ope-
rations that enable the prosumers to choose among com-
peting services. Some of the independent grid variables
that must be explicitly managed are energy, capacity,
location, time, rate of change and quality. Markets will
play a major role in the management of these variables.
Regulators, owners/operators and consumers need the
flexibility to modify the rules of business to suit operating
and market conditions [68]

[14, 38, 63, 65, 68, 78]

Provides the power quality for the range of needs Not all commercial enterprises, and certainly not all resi-
dential customers, need the same quality of power.
A smart grid supplies varying grades (and prices) of
power. The cost of premium power-quality features can
be included in the electrical service contract. Advanced
control methods monitor essential components, enabling
rapid diagnosis and solutions to events that impact power
quality, such as lightning, switching surges, line faults and
harmonic sources ([68], p. 7)

[14, 38, 63, 65, 68, 78]
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Table 4 (continued)

Smart Grid characteristic Description Supporting Sources

Optimises asset utilisation and operating efficiency A smart grid applies the latest technologies to optimise the
use of its assets. For example, optimised capacity can be
attainable with dynamic ratings, which allow assets to be
used at greater loads by continuously sensing and rating
their capacities. Maintenance efficiency can be optimised
with condition-based maintenance, which signals the
need for equipment maintenance at precisely the right
time. System-control devices can be adjusted to reduce
losses and eliminate congestion. Operating efficiency
increases when selecting the least-cost energy-delivery
system available through these types of system-control
devices ([68], p. 7)

[14, 38, 63, 65, 68, 78]

Providing resiliency to disturbances,
attacks and natural disasters

Resiliency has been defined as “the ability to withstand,
recover from, and reorganize in response to crises” ([60],
p.7) and includes elements of “defensive characteristics
(e.g., deterrence, detection, delay, response, time to reco-
very; system defensive properties (e.g., physical barriers),
maintenance capability to resist attacks; susceptibility,
adaptive capacity, time to repair, availability of warning
systems, and critical time” ([25], p. 195). Smart Grids are
expected to be resilient to all hazards [78] as well have
having the self-healing capability to reduce interruption
of electricity delivery to prosumers [68]

[14, 38, 63, 65, 68, 78]

Enabling two-way communications model A Smart Grid opens up the means for prosumers and utility
to interact. Traditionally, meters provided reading for a
total consumption of electricity over a given period of
time. However, a Smart Grid, especially the introduction
of an advanced metering infrastructure (AMI), introduces
a number of technologies, in addition Smart Meters that
enable two-way flow of information including real-time
pricing and consumption. AMI functionalities include,
among others, remote consumer price signals, which can
provide time-of-use pricing information [68]

[14, 38, 54, 63, 65, 68, 68, 78]

Smart grid deployment enables significant
CO2 emissions reductions

Although electricity consumption only represents 17 % of
final energy use today, it leads to 40 % of global CO2
emissions, largely because almost 70 % of electricity is
produced from fossil fuel...Taking these direct and indi-
rect emissions reductions into account, the ETP BLUE
Map Scenario estimates that Smart Grids offer the poten-
tial to achieve net annual emissions reductions of 0.7
Gt to 2.1 Gt of CO2 by 2050 ([68], p. 27).
The increased awareness of effects of emissions as well
is advanced technologies provide the industry an incen-
tive to develop Smart Grids [6]

[2, 6, 14, 17, 68]

as extreme weather conditions [57, 75] to man-made acts
such as cyber-threats [4, 21]. The increasing frequency of
such events coupled with their potential negative effects on
public well-being suggests a need for development of risk-
related approaches that could be used in understanding such
emerging risks as well as aid in decision-making processes
to mitigate their impact and/or prevent their occurrence alto-
gether. However, we contend that current literature related
to risk in relationship to Smart Grids suffers from two
primary deficiencies: (1) it accounts for a limited set of

traditional factors for quantification of risk and (2) it is
atomistic in analysis for Smart Grids since it focuses on
specific domains and elements of Smart Grids (e.g. trans-
mission). These issues form the basis for remainder of this
article as well as development of an extended set of mea-
sures that could be used in a more systemic analysis to aid
in understanding and designing Smart Grids.

First, it is essential to recognize that the traditional
risk formulation has been adapted for application to Smart
Grids. For example, [59] suggests that an overload risk
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Table 5 The operating landscape for smart grids and implications

Characteristic Description Smart grid problem domain implications

Proliferation of information The information explosion has created unparal-
leled levels of quantity and access to information

Rapid technological changes and the quantity of
information on Smart Grids could make it diffi-
cult to filter information resulting in poorly
informed decisions, and lack of appro-
priate/timely information straining decision
processes [89]

Conflicting perspectives and
divergence in stakeholder views

Given the abundance of information and varying
degrees of interpretation, conflicts in perspec-
tives concerning situations, and the appropriate
path forward for their resolution, are inevitable

Without adequate means to identify, explore, and
resolve the underlying sources of diverging pers-
pectives in Smart Grids, decisions, actions, and
interpretations of Smart Grids is left to the inhe-
rent inefficiencies created by disparities in under-
lying worldviews such that ideas about the sys-
tem are not be the same for all interested and
disinterested parties [9]

Scarce and dynamically shifting
resources

Resources have always been scarce and con-
strained. However, the short view and demands
for immediate response to emergent issues
creates a climate of instability in assurance of
continuing resource availability

In a traditional form of planning, there is an
assumption regarding stability in the environ-
ments. However, it is increasingly evident that
there is uncertainty regarding availability and
performance of Smart Grids due to security
related issues [78], intermittency in distributed
energy resources [75], and a lack of knowledge
base [65]. These instabilities create a potential
for a dramatic shift in resource availability and
capability

Unintended consequences High degrees of uncertainty and incomplete
knowledge exacerbate the occurrence of
behaviours and patterns that were not intended
or anticipated

There has always been a desire to precisely under-
stand direct cause-effect relationships [3, 70].
For Smart Grids this degree of prediction, under-
standing, or control is not attainable, forcing
robust designs to deal with emerging patterns of
behaviours

Ambiguous boundaries Boundaries are essential to determine what is
included and excluded in a complex system.
They can be arbitrary, permeable, and dynami-
cally shifting

There is a large degree of ambiguity as to the
boundary of Smart Grids. This issue is more evi-
dent in attempts to generate a general criterion
for definition of a Smart Grid. The boundary of
what is included/exclude appears to shift based on
the topic of research

Politically charged positions Politically charged environments for complex sys-
tems are marked by attempts to pursue strategies
to influence decisions, actions, and interpreta-
tions

Politics exist in all complex systems involving
humans. Politics are neither good nor bad. How-
ever, politics and policy must be accounted for
in the development, design, analysis, and execu-
tion of Smart Grid, not ignored. Certainly, this
involves the means to obtain rights-of-way to build
long-distance transmission lanes crossing local
and national boundaries [92]

Solution urgency There has always been an urgency to resolve
issues related to complex system problems. How-
ever, current environments are increasing
demands for instant gratification and resolution
of system problems

Increasing urgency for solutions causes prema-
ture tradeoffs of time for other essential aspects
of Smart Grid problem domain understanding
and evolution. Premature conclusions of analy-
sis are likely to result in superficial treatment
of symptomatic, incomplete solutions, and unre-
solved deep system issues [41, 49]

Unclear entry point or approach The degree of complexity for modern systems and
their resulting problems occur on a continuous
basis. There is no prescription or clear point of
entry or exit to address related issues

Left without a clear entry point, the inevitable
result is that each entry point for Smart Grid will
offer both advantages and disadvantages. These
may change over time as shifts occur in the context
as well as understanding of Smart Grid operating
landscape
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assessment for a transmission line can be drawn from prob-
ability overload at a given line and the severity of the over-
load on the system. Rocchetta et al. [75] have also developed
a simulation-based risk-cost optimization framework that
accounts for high wind, solar irradiation, and lightning as
major issues affecting failure rates in the overhead distri-
bution lines of Smart Grids. The summation of probability
of undesired events and the severity of the related conse-
quences are used as the primary factors for risk articulation
related to Smart Grids. Corresponding contingency frequen-
cies related to unexpected loss of one or more elements (e.g.
distribution line, transformer, etc.) and overload are used
for risk estimation. Specifically, Rocchetta et al. [75] used a
Monte Carlo simulation approach with a continuousWeibull
distribution to illustrate the importance of integrating dis-
tributed power systems into a Smart Grid environment to
counter the effects of extreme weather on availability of
electricity. These approaches are similar to those of [40] and
[91] with both using traditional factors of probability and
consequence, although in different context, architecture of a
Smart Grid for the former and Smart Control Center for the
later.

Undoubtedly, electric, hybrid electric, and plug-in hybrid
electric vehicles present a desirable potential for substantial
impact on pollution, climate change, and energy utiliza-
tion. However, and as indicated by Hashemi-Dezaki et al.
[33], increased and especially unmanaged charging of these
vehicles “may adversely [the] affect electric distribution
system” ([33], p. 262). Hashemi-Dezaki and his colleagues

[33] suggest that implementing managed charging with a
schedule for charging plug-in hybrid electric vehicles is
beneficial as it does not compromise the reliability of a
Smart Grid. Similar to [75], Hashemi-Dezaki et al. [33] also
uses a Monte Carlo simulation. However, risk is directly
tied to reliability measures of mean time to failure (MTTF)
and mean time to repair (MTTR). These examples point to
the need for holistic consideration of Smart Grids to better
capture unintended consequences which may accrue as the
system operates.

Beyond measures articulated above, literature also indi-
cates a unique set of factors that could be used in association
with analysis of Smart Grids. For example, [62] suggests
that risk analysis for a utility system could involve the goal
of the adversary (i.e., motivation for attacking a business),
threat agent availability, potential threat vectors, exposure,
target attractiveness, and impact of attack. These mea-
sures, according to [62] are instrumental in identification
of vulnerability, prioritization of the threats, and develop-
ment of countermeasures. Table 6 is a summary of literature
depicting risk-related measures in different areas of Smart
Grids.

This section was developed to illustrate how risk is cur-
rently being addressed in the Smart Grid literature as well
as the implications for further development. Authors draw
two primary conclusions based on this literature. First, it is
evident that contemporary literature focuses on risk sepa-
rately in the specific domains and elements associated with
Smart Grids. This would then suggest that approaches for

Table 6 A synthesis of literature positioning in different aspects of risk for smart grids

Author(s) Traditional factors (i.e., probability Area of application Additional unique set of factors

and consequence)

[11] Yes A defined focus of interest Vulnerability; Potential attack paths

[15, 32] Yes Smart Grid (Whole) Probable effectiveness of security
measures; Lack of security
measures

[33] Yes Charging of plug-in hybrid electric vehicles Reliability

[40] Yes Smart Grid Architecture –

[59] Yes Transmission line overload –

[57] Yes Smart Grid Architecture Risk index system for Smart Grids

[62] Yes Risk from a security perspective Availability of threat agents;
Potential treat vectors; Expo-
sure; Attractiveness of the
target; Ease of attack

[72] Yes Smart Grid security Effectiveness of countermea-
sures; Vulnerability; Tolerance
of stakeholders

[75] Yes Distributed power generation systems Total number of lines in the
system; Total number of nodes

[90] Yes Smart Meter Vulnerability

[91] Yes Smart control center –
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risk quantification would necessarily be expected to vary
from domain to domain within Smart Grids. For exam-
ple, the approach for transmission lines [59] significantly
varies from a security-related approach [62]. It might be
reasonably expected to have different approaches in the
different domains of Smart Grids since certain factors are
domain-specific. However, this focus on risks related to
the constituent domains offers limited utility to those who
might be involved at an integrated level of Smart Grids,
which exist beyond individual domains. At the higher (sys-
tems) level of Smart Grids, risks cannot be assumed to be
aggregates of mutually exclusive and independent risks of
the constituent domain risks. Thus, risks at the Smart Grid
exist at a different logical level than those of the constituent
domains and cannot be simple inferred from domain level
risks. An analysis based on simple extrapolation of con-
stituent domain risks are tenuous at best and outright wrong
at worst. If the objective is to analyze Smart Grids at a sys-
tem level, we must look beyond simple aggregation of risks
from constituent domains. Second, traditional risk formu-
lation of probability and consequence is prevalent across
the literature and in the individual constituent domains for

Smart Grids and offers a good starting point to rethink-
ing analysis of the higher logical (systemic) level for Smart
Grids. More advanced, and arguable more appropriate, risk
literature also points to consideration of a more robust set of
factors that might be useful quantifying risk for Smart Grids
(e.g. dependency, interdependency, resilience). It is from
this perspective that we propose developing an extended set
of factors that could be used in more holistic analysis of
Smart Grids.

Holistic Risk Formulation for Smart Grids

The need for holistic approaches to risk analysis for Smart
Grids is not new [32, 40]. It has long been recognized
that the evolving nature of threats coupled with the ‘E+I’
(i.e., energy and information) paradigm [26] have trans-
formed the thinking from the traditionally isolated systems
perspective into a more “highly interconnected and inter-
dependent system of local and wide area information and
communication systems” ([72], p. 276) perspective. This
means consideration of interactions and interdependencies

Table 7 A set of factors for smart grid risk quantification

Author(s) Unique set of factors Operational description

[62], p. 98 Attractiveness of the target [F1] Howmotivated an attacker would be to compromise the target - which can be related
to the potential reward, the geopolitical or military significance of the target, the
value of the information and the general public’s interest in information on the
target (including privacy-related aspects)

[62], p. 98 Availability of threat agents [F2] Availability of threat agents – agents including “company employees, terrorists,
espionage agents, extortionists, hackers, cyber-criminals, customers, and outsour-
ced maintenance staff” that are willing to realize a threat”

[11, 62] Availability of attack routes [F3] Presence of routes/paths that can be used to exploit a system a Smart Grid and
involves such mediums as wireless access points, intranet, mobile devices (e.g.,
USB devices) and Smart Meters

[15, 32, 62, 72] Ineffective protection measures [F4] Exploitability of a system which relates to how easy a Smart Grid can be attacked
because of lack of security measure or having ineffective security measures such
that “probability of [an] interception [of a threat] and the probability of neutralizing
a given threat” ([32], p. 4) is low

[62] Exposure [F5] Entails a “condition of being unprotected from a severe condition” ([47], p. 15) and
involves being ‘exposed to’ threats

[33] Reliability [F6] The probability that a system will perform its intended mission(s) when called
upon to do so [47]. In a Smart Grid, reliability is related to being available “in
the widespread presence of PHEVs [plug-in-hybrid-electric vehicles]” ([33],
p. 263)

[72] Tolerance of stakeholders [F7] The willingness to allow existence of some risks and/or behavior that one does not
necessarily agree with

[75] Total number of lines [F8] The number of lines (e.g., power lines, communication nodes, etc.) used in trans-
mitting electricity and information from one point to another

[75] Total number of nodes [F9] The number of points on a transmission line where two or more transmission lines
meet

[90] Vulnerability [F10] A feature of a system that represents a susceptibility to a threat. A vulnerability may
be a weakness, flaw or deficiency, or it may be an intentional aspect of the system”
([90], p. 88)
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among different domains of Smart Grids (i.e., generation,
transmissions, distribution, customers, markets, operations,
and service providers) as well as the other systems in the
environment [40]. Under this emerging paradigm, Ray and
his colleagues suggest the development of a unified risk
model that considers “interconnections of domains...variety
of dynamic and structural interactions” for Smart Grids
([72], p. 281). In light of these insights, there is an increased
call to rethink how risk is formulated [42, 43, 47] with
respect to the complexities that are endemic to modern
systems and higher level domains such as Smart Grids.

In this section, we develop an extended list of factors
that can be used for analysis of Smart Grids. Although it
is not presented as the definitive listing of factors, it is
offered as a first articulation for moving beyond the nar-
rower conceptions of risks in Smart Grids. As such, the
factors can, should, and will evolve with further devel-
opment, insights, and applications. As a first step in this
exploration, we examine a set of extended factors identi-
fied from the Smart Grid literature. A review of existing
factors suggests that a total 10 factors from the literature
(i.e., attractiveness of a target, availability of threat agents,
availability of attack routes, ineffective protection measures,
exposure, reliability, tolerance of stakeholders, total number
of lines, total number of nodes, and vulnerability). These

factors are in additional to the two traditional factors of
probability and consequence that are used in different risk-
related approaches for Smart Grids. Many of these factors
are terms or phrases that have an exact or nearly the same
meaning used in different contexts – that is they are syn-
onyms. For example, Bologna et al. ([11], p. 6) refers to
“potential attack paths” to suggest a route that could be used
to attack a system. On the other hand, McBride and McGee
([62], p. 97) use the words “potential threat vectors” to sug-
gest potential ‘channels’ such the “Internet, wireless access
points, the enterprise intranet, mobile devices (including
USB devices), remote endpoints (including meters), the sup-
ply chain, and the company’s own systems development
organization” that could be used in attacking a system.
Clearly, the different phrases address congruent issues and
are referring to availability of routes/paths that can be used
to exploit a system - in this case, a Smart Grid. The same
logic is used to combine concepts of ease of attack, effec-
tiveness of countermeasures, and lack of security measures.
Table 7 summarizes a synthesis of similar terms into seem-
ingly unique factors that can be applied at the level of Smart
Grids for risk quantification.

Arguably, Katina and Hester [42] have developed a com-
prehensive set of factors that can be used to determine ‘crit-
icality’ of infrastructure systems [85]. To this end, we can

Fig. 2 Areas of a
criticality-based approach
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Table 8 Mapping contemporary Smart Grid risk-related factors into criticality-based model for infrastructure systems

Criticality-based measures Properties for each factor Smart Grids risk factors Implications for Smart Grid research

Dependency Economic importance – An economic importance of a Smart Grid through
dependency lens. More value would be assigned to
those good and services of a Smart Grids appearing
to support public well-being in economic terms

Effects – A level of effects brought through dependencies (inter-
nal or external) that could enable or disable a Smart
Grid and subsequently affecting public well-being

Criticality – A value of a Smart Grid and/or its components in
relation to meeting pre-determined public well-being
goals

Community awareness – Amount of work that has historically been done to mit-
igate hazards to Smart Grids. Intense activity could
indicate extent to which stakeholders grasp level of
dependency

Importance F1 Extent of urgency or necessity of doing work to
address a threat [56]. These effects could be driven
by the fact that an attacker sees a Smart Grid or its
components as an ‘attractive’ target

Satisfaction – Degree to which public needs and expectations are
derived from performance of a Smart Grid. This
could also entail acceptance of level at which Smart
Grid stakeholders are working to prepare for, respond
to, or mitigate potential hazards

Critical quality – Extent to which reduction in the quality of the
expected service of a Smart Grid can be reduced
before it begins to affect public well-being

Scope – Breadth and reach products and services of a Smart
Grid or its component on public well-being

Impact on system users – Magnitude and impact of a failure that could affect
public well-being as a result of dependency on goods
and services of a Smart Grid. A high magnitude
corresponds to high dependency

Political relevancy – Degree to which local, state, and federal authorities
depend on goods and services of a Smart Grid

Cost to repair – Cost associated with restoring a Smart Grid or its
component

Interdependency External relationships F5 Number of external relationships to a Smart Grid.
These relationships (i.e., links) could expose a Smart
Grid to threats originating from interdependent sys-
tems

Critical proportion – Percentage/proportion of entities and/or people that
are intrinsically interconnected to a Smart Grid. The
performance of a Smart Grid would be affected by
increased number of interdependencies. However,
this relationship would be in form of an inverse
proportion such that a single relationship is what is
enable/disables a Smart Grid

Interconnectedness F8; F9 Level of intricate relationships within a Smart Grid.
This includes relationships among the domains, com-
ponents, and parts of a Smart Grid that attribute to
structural complexity

Decentralization – Dispersion of a Smart Grid as a system and its parts.
There might be more systems interdependent con-
nected to a highly decentralized Smart Grid
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Table 8 (continued)

Criticality-based measures Properties for each factor Smart Grids risk factors Implications for Smart Grid research

Location – Locality of a Smart Grid. A Smart Grid is likely to
be located in an area where is can have most posi-
tive impact on the users. This increases the num-
ber of interconnections

Resiliency System protective characteristics – Number of a variety of mechanisms intended
to pre-emptively boost protection measures of a
Smart Grid

System defensive properties F4; F6 Taking a reactive model of approach to Smart Grid
threats. This could be done through implementa-
tion of a number of measures that could be used
to resist attacks on a Smart Grid

Maintenance capability – Availability of capability to preserve or improve
the state of Smart Grid operability despite
attempts distort it

Deterrence – Availability of means to discourage an attack on a
Smart Grid in order to keep its operability status

Detection – Ability to identify presence of concealed threats
that could affect Smart Grid operability

Delay – Ability to impede an attacker from penetrating into
a Smart Grid, physically or otherwise

Adaptability F7 Ability to respond and recovery from a threat as
soon as possible which is related time to repair
and well as willingness to tolerate inoperability
status of a Smart Grid

Susceptibility – A state of being likely to be influenced and/or
harmed by extraneous agents including severe
weather conditions and new policy

Capacity – Having a long-term capacity to deal with a variety
of sudden changes and threats while learning
from such changes to evolve into a more resilient
Smart Grid

Availability of warning systems - Apart from having ability to detect and delay
threats, a well-designed Smart Grids need to have
capability to alert of future intrusions [52]

Risk Safety – Ability to address concerns of being unprotected
from causes of danger, risk, or injury to public
well-being

Environmental factors – A consideration of elements in the environment
[77] which exert a degree of control over the
processes and behavior of a Smart Grid

Vulnerability1 F10 A consideration of multi-dimensionality of disas-
ters including environmental, technical, human
which if exposed to a Smart Grid will damage its
goods and services

Probability of event P1 A consideration of the likelihood that a risk event
will occur to halt operations of a Smart Grid.
The operating landscape for Smart Grids appears
to suggest a higher likelihood of occurrence of
risk events

Consequences C1 Accounting for the ramifications of occurrence of
risk events on operability of a Smart Grid as well
as public well-being

Exclusivity – Designing a Smart Grid easily accessible to every-
one. Total access is provided to a select number
of people. Inclusiveness could contribute system
threats



Technol Econ Smart Grids Sustain Energy (2016) 1: 14 Page 15 of 20 14

Table 8 (continued)

Criticality-based measures Properties for each factor Smart Grids risk factors Implications for Smart Grid research

Intent F2 Accounting for availability of agents, including
but not limited to rogue nations and their machi-
nations, who have the will and intent to attack a
Smart Grid

Frequency – Accounting for the rate at which attacks on a
Smart Grid or its domains are repeated over a
particular period of time. Frequency of occur-
rence is not equivalent to occurrence of a risk
event. However, increasing rate could suggest a
greater change of failure occurrence

1Vulnerability has also been described as a ‘state of a system’ and defined as a ‘threat, a predictive quantity reflecting system’s selective stress
reaction toward a respective threat’ [83]. Authors suggests that this view may be essential when it comes to development of criticality-based
models that could be used for quantification of different measures as suggested in this research. However, current research efforts are predicated
upon establishing different measures (factors) that ought to be considered in the analysis of Smart Grids

compare contemporary Smart Grid risk factors to criticality-
based factors to develop a comprehensive set of factors to
support analysis of Smart Grids. Katina and Hester [42],
researchers with the National Centers for System of Systems
Engineering, in their attempt to create a generalizable and
transportable method for prioritizing critical infrastructures,
postulated that current methodologies are sector-specific
approaches and/or based on regional factors. They proposed
a four-tuple of ‘criticality’ factors of levels of resiliency,
level of interdependency, level of dependency along with
infrastructure risk1 as fundamental to ranking and prioriti-
zation of infrastructures regardless of sector or region. The
term ‘criticality’ in this sense relates to the importance of an
infrastructure (e.g., a Smart Grid) to public well-being. Each
of the four factors of criticality are associated with a set of
properties that could be used for measuring each factor and
contributes to a set of higher level criticality measures for a
system. Figure 2 is drawn to capture the essence of Katina
and Hester’s [42] four-tuple criticality-based measures.

A mapping of the 10 seemingly unique factors from
the Smart Grid literature into the criticality-based mea-
sures reveals a number of issues. First, several factors from
the Smart Grid literature can be merged into single fac-
tors of the criticality-based approach. For example, total
number of lines [F8] and total number of nodes [F9] are
essentially addressing the effects of having a great num-
ber of interconnected systems. Nodes represent systems
and lines represent the means by which such systems are

1 There are different configurations of risk assessment approaches
(e.g., see [34, 81]). However, the key appears to be in the consistency
of the logic in which the assessment for risk could be done. In this
research risk is taken as one of the elements that must be assessed in
the analysis of a Smart Grid.

interconnected. Failure in such a system, from a criticality-
based analysis approach, is described in terms of number
lines that fail after an attack, which in turn affects nodes
in a Smart Grid. This issue is addressed in the interdepen-
dency criticality-factor since it includes interconnectedness
of a system [42]. F4 is also combinable with F6 inasmuch
as F6 is not possible if a system has ineffective protection
measures. Table 8 provides a mapping of contemporary risk
factors for Smart Grid risk (synthesized from literature) to
those proposed by [42].

Second, there is a gap in how risk for Smart Grids is
addressed. As indicated in Table 8, there are a number of
properties that could be associated with one another. For
example, ‘community awareness’ is associated to ‘mea-
sure of dependency’, ‘external relationship’ is associated
to ‘measure of interdependency’, ‘system protective’ char-
acteristics is associated to ‘resiliency’ and ‘environmental
factors’ associated to ‘risk.’ These properties, in addition to
probability and consequence, can be used to inform a more
robust and holistic analysis for Smart Grids. While these
properties are not presented as exhaustive, they offer a more
extensive set of ‘metrics’ for a deeper and more rigorous
analysis of Smart Grids.

Finally, applying traditional measures of probability and
consequence to a specific domain of a Smart Grid offers
only a partial view of the landscape within which Smart
Grids operate. Subsequently, there is a need to consider
the interrelationships among the seven different domains
of Smart Grids. Arguably, these relationships could be
explored in terms of dependency, where functioning of a
given domain (e.g., distribution) is dependent on another
domain (e.g., transmission). The interdependency measure
recognizes that each domain (e.g., customer) influences and
is also influenced by the remainder of the domains of a
Smart Grid. The resiliency measure initiates the discussion
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Fig. 3 Criticality measures for
Smart Grid and their
representation in a radar diagram
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about designing Smart Grids that can withstand or rapidly
recover from threats and hazards. These measures are in
addition to the traditional considerations of probability and
consequence associated with risk. Together, the four mea-
sures of the criticality-based approach (CBA) for analysis
of Smart Grids account for several properties that could be
instrumental in design, development, and analysis of Smart
Grids. An operand for the proposed approach is provided as:

CrSmartGrid = f (LevelDependencyLevelInterdependency

�LevelResiliency � LevelRisk)

Each level of measure, which for simplicity might range
0 to 10, could be assessed based on the proposed properties
as suggested below to offer information and insights on the
state of a Smart Grid. The combination of these measures
could then be used in a radar chart for the analysis of a Smart
Grid as indicated in Fig. 3. Each spoke of the radar chart
represents one of the four measures. In Fig. 3, the observa-
tion of a 2 for a measure of risk suggests a low risk level in
a given scenario.

The proposed four-tuple measures certainly contribute to
current research in different ways. At the framework level,
current instantiations of risk-based frameworks have a “set
of optimal steps [phases] that can be used identify, evalu-
ate and control risk to mitigate potential negative effects in
Smart Grid[s]” ([90], p. 89). Typically, these phases include
risk identification, risk characterization, risk evaluation, risk
mitigation planning, risk management, risk communication,
and monitoring and review process at the conclusion. The
proposed approach complements risk-based frameworks for
Smart Grids in identifying potential issues that could affect

performance as well as areas that could be in need of atten-
tion. For example, the properties associated with depen-
dence such economic importance could enable the analyst
to consider where the provision of goods and services of
a Smart Grid are economically feasible. In the considera-
tion of economic feasibility, the analyst might deliberate the
role of malicious, technical, and/or natural hazards affect-
ing the system. Therefore, this research offers a different
lens through which policy-makers, Smart Grid owners, and
operators might analyze Smart Grids beyond the traditional
perspective of risk limited to probability and consequence.
Also, observations of the different levels (continuous or
incremental) of the properties might offer insights into the
state of the Smart Grid such that indicators supporting more
robust changes could be detected and examined.

Conclusions and Future Directions

Smart Grids, to meet the challenges and satisfy the needs of
the context from which they are derived, will fundamentally
be required to address a variety of issues present in their cur-
rent operating landscape. Arguably, the operating landscape
for Smart Grids requires that we rethink how to address
risk to truly realize the full potential and contributions
sought for Smart Grids. A strict view of risk that consid-
ers only probability of occurrence of an event that could
halt Smart Grid operations and consequences of such an
event on public well-being, offers limited utility for appli-
cation to the complex nature of Smart Grids. Such a limited
approach is likely to produce an overly narrow and short-
term view of risk for practitioners who must contend with
a spectrum of issues that could affect performance of Smart
Grids. This paper proposes an approach: criticality-based
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approach (CBA), for the analysis of Smart Grids with four
measures: dependency, interdependency, resiliency, and risk
(inclusive of traditional probability of occurrence and con-
sequences). Each category measurement involves a set of
properties that could be used in design, analysis, and evolu-
tion of Smart Grids as well as the development of counter-
measures for issues associated with performance of Smart
Grids.

While a CBA for analysis of Smart Grids is a neces-
sary step in a robust analysis, much research remains for
realization and operationalizing this approach. A primary
area for development remains how to measure the different
properties that contribute to the different measures asso-
ciated to CBA centered on dependency, interdependency,
resiliency, and risk. A starting point should certainly involve
on a review of how the elements of the four-tuple are
currently measured. For example, a measure of interde-
pendency has been proposed in literature [47, 76]. These
could be adapted for Smart Grid research as well as lin-
guistic measures (i.e., low, medium, and high) which could
then be translated into numerical values [15, 27, 72]. This
becomes a starting point for applications and quantification
of the proposed approach for analyzing Smart Grids. Two
major contributions would be: (1) the ability to compare
and contrast the states of different Smart Grids and impacts
of improvement initiatives and (2) establishing a baseline
against which the development and improvement of a Smart
Grid could be more rigorously measured.

A Smart Grid is part of the energy sector and thus related
to critical infrastructures enabling production of goods and
services essential for public well-being. Public well-being
is intrinsically tied to measures of the CBA in Smart Grids
analysis. However, there are no known well-articulated indi-
cators or tools for measuring public well-being in relation-
ship to Smart Grids. In response to this gap, such indicators
could be developed and explicitly attributed to goods and
services provided as a result of Smart Grids. This might pro-
vide a basis for relating each of the measures of the proposed
approach, as well as their properties, to public well-being.
This ‘measurable’ relationship could then form the basis for
more informed decisions-making concerning allocation of
scarce resources, prioritization of Smart Grid development,
exploration of potential scenarios, and establishment of the
level of tolerance for different issues affecting Smart Grids.
In accordance with the latest reports (see [10]), such tools
have to be developed and ‘lab tested’ to ensure operability
in the real world.
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