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Abstract
Cloud Computing is an emerging paradigm that is based on the concept of distributed computing. Its definition is related
to the use of computer resources which are offered as a service. As with any novel technology, Cloud Computing is subject
to security threats, vulnerabilities, and attacks. Recently, the studies on security impact include the interaction of software,
people and services on the Internet and that is called cyber-security or cyberspace security. In spite of various studies, we still
fail to define the needs of cybersecurity management in Cloud Computing. This paper principally focuses on a comprehensive
study of Cloud Computing concerns, security, cybersecurity differences, ISO, and NIST standards. It aims at identifying the
policies and the guidelines included in these standards as well as it provides a comprehensive Framework proposal to manage
and prevent cyber risks in Cloud Computing taking into consideration the ISO 27,032, ISO 27,001, ISO 27,017 and NIST
cybersecurity Framework CSF. In addition to that, our study pinpoints at the criteria that concern measuring the maturity of
organizations that implement the framework. Our objective is to provide guidance to organizations on how to establish their
proper approach of cybersecurity risk management in Cloud Computing or to complement their ‘already have’ processes.

Keywords Cloud computing · Cybersecurity · Cybersecurity management · NIST CSF · ISO 27K

1 Introduction

The origin of ideas related to Cloud Computing can be
traced back to around the 1950s. This generation wasmarked
by the concept of mainframe Time-Sharing. Before, the
‘Sneakernet’ was the primary means of collaboration and
sharing. Around the 50 s, the second coming of Cloud
Computing came with the creation of ‘service bureaus’ and
‘time-sharing’ systems due to limited computing resources
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[1]. Therefore, the idea was to ‘time-share’ a single cen-
tral computer that permits multiple users to communicate
with a central mainframe site where all computation was
done. Around the time of 1970s and after that data and
programs were mostly located in local resources, the vir-
tualization was launched. It permitted users to surpass the
time-sharing limitations and run more than one operating
system simultaneously on one physical platform. Around
this time, J.C.R Licklider developed ARPANET “Advanced
Research Projects Agency Network”, the predecessor of the
modern Internet; it helped users to access programs and
data wherever they are, which is necessary for access to
the cloud. In addition, J. McCarthy wrote about previsions
around carrying out the future computations through pub-
lic utilities [2]. Furthermore, in the 60 s, the demand for
low-cost microprocessors, high-speed networks, and high
performance distributed computing were of great interest.
As a result, cluster computing was developed and replaced
the traditional platforms based on supercomputers [3]. Clus-
ters are a group of parallel or distributed servers, which are
often interconnected through a LAN to form a single vir-
tual computer, allowing high-performance computation, high
availability, and load-balancing. At that time of the early ages
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of mainframes, Cloud Computing has gained various bene-
fits from cluster computing. They both provided access, via
a network, to a pool of computing resources offering high
performance [4].

Grid computingwas also among the enabling technologies
of Cloud Computing. It is a group of connected servers that
are for the most part remote and promptly accessible for use.
Both technologies offered resources as a service.But, they are
different in their purpose: while grid technology essentially
aims to allow different groups to share self-service access
to their resources, Cloud Computing aims to provide users
"on-demand" services according to "pay as you go" princi-
ple. Besides, the Cloud uses virtualization technologies on
several levels (hardware and application platform) to achieve
the sharing and dynamic supply of resources [3].

In 1991, there was another significant development that
built on the concept of Cloud Computing. The World Wide
Web WWW technology became available. Moreover, in
1997, the termCloudComputingwas finally defined, byProf.
Ramnath Chellappa, as a ‘paradigm where the boundaries of
computing will be determined by economic rationale rather
than technical limits alone’ [5]. 2 years after, the cloud was
used successfully bySalesforce to deliver software programs,
also by Amazon, in 2002, for cloud-based retail services.
Then, the first commercial cloud “Elastic Compute Cloud
(EC2)” was deployed by Amazon, in 2006, and went into
full production in October 2008 [1, 6].

Overall these years, a concept of Cloud Computing has
emerged, based on different paradigms such asGridComput-
ing, Cluster Computing, Utility Computing, virtualization,
and web services. Its real phase started when the classifica-
tion of its three layers (IaaS, PaaS, and SaaS)was formalized,
in 2007.

Moreover, Cloud Computing is currently one of the most
hyped IT innovations. Actually, 79 percent of workloads are
running in the cloud with 38 percent in the public cloud and
41 percent in the private one (see Fig. 1) [7].

This evolving paradigmprovides a pool of resources using
a multi-tenant, on-demand, and self-service models. These
resources and computing capabilities can be accessed over
the network, with rapid elasticity, which allow both the
provider and the consumer to monitor, control, report, and
pay-on-demand the offered services. These concepts that are
introduced by the clouds increase the security and privacy
concerns and create new cybersecurity challenges [8]. How-
ever,many countries havemarked cybersecurity as a pressing
issue. Therefore, they have taken the necessary measures
to face different warnings about future cyber security risks.
According to the Global Risks Perception Survey (GRPS),
cyber-attacks leading to the theft of money and data were
being expected to increase in 2019 at around 82% and to
disrupt operations at around 80%. Besides, “cyberattacks”
was ranked fifth among global risks over 10-years [9]. Fur-

Fig. 1 Workloads running in cloud [7]

thermore, the ‘European Union Agency for Cyber Security’
ENISA [10] has beenmade, since 2004, to deliver advice and
solutions, and improve cybersecurity capabilities. It also sup-
ports the development of cybersecurity incidents or crises.

Taking the abovementioned studies into account, the
global society should be aware of the necessity of taking ade-
quate measures and controls to identify, assess, and manage
cyber risks in Cloud Computing.

So, this paper seeks to answer the following questions:

• What are the most important international standards of
information security, cybersecurity, and Cloud Comput-
ing?

• What are the key elements, policies, and sub-directives of
the ISO standards and NIST-CSF?

• How can we benefit from the different security standards
to have one Framework to manage and prevent the risks of
cybersecurity in Cloud Computing?

Keeping all these questions in mind, this paper has been
designed to cover the main cybersecurity issues in the cloud
and to discuss a set of standards that are used as guidelines to
better manage cybersecurity in a cloud environment. Lastly,
it proposes a given Framework to manage and prevent the
risks of cybersecurity in Cloud Computing.

The rest of this paper is organized as follows: Section II is
a literature study that introduces the emergence of the con-
cept of Cloud Computing with a security insight. Section III
discusses the InformationSecurity and cybersecurity require-
ments, followed by Section IV that focuses particularly on
The ISO standards “27,001, 27,017, 27,032” andNISTCyber
Security Framework. Our contribution will be presented in
section V, where we will propose a Framework in the form
of 21 steps. These steps comprehend the management of
cybersecurity issues in the Cloud Computing environment,
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considering the ISO standards “27,001, 27,017, 27,032” and
NIST cybersecurity framework.

2 Cloud computing: literature study

CloudComputing is themost popular internet-based comput-
ing model. It is a widely discussed topic [11, 12]. However,
the most widely used definition is introduced by the National
Institute of Standards and Technology NIST [13]. It defines
Cloud Computing as a model that provides a centralized pool
of configurable computing resources that can be released
without requiring customer interaction and with minimal
management andmaintenance effort. Additionally, it enables
convenient and on-demand network access.

Moreover, as reported byNIST, CloudComputing’s archi-
tecture is viewed in three layers: software as a service (SaaS),
platform as a service (PaaS), and infrastructure as a service
(IaaS), and is deployed according to one of four deploy-
ment models: public cloud, private cloud, community cloud
or hybrid cloud.

2.1 Cloud computing actors

The Cloud Computing architecture is composed of many
components, such as applications, platforms, infrastructure,
and servers. Cloud actors are also a very important com-
ponent that orchestrates the whole cloud ecosystem. NIST
has developed a reference architecture standard [13, 14] that
defines a set of cloud actors, their activities, and functions.
The five identified cloud actors are Cloud Consumer, Cloud
Provider, Cloud Carrier, Cloud Broker, and Cloud Auditor.
Each of these actors is an entity (a person or an organization)
that has a function and performs tasks in Cloud Comput-
ing. The main responsibilities of each actor are highlighted
below:

• Cloud Provider is responsible for allocation, orchestration,
management of Cloud Computing resources, and provid-
ing services to the interested parties while respecting the
SLAs establishedwith other actors (in particular the Cloud
Consumer).

• CloudConsumers can be a person, a group of people, small
and medium-sized businesses, multinationals, or govern-
ments that use services from Cloud Provider.

• Cloud Carrier (or Network Provider) is a mediator that
provides transport and connectivity of cloud services from
Cloud Provider to Cloud Consumer based on established
SLAs.

• Cloud Broker is an intermediate entity that negotiates
the relationship between the Cloud Provider and Cloud
Consumer. It can offer new services that simplify Cloud
Consumer management tasks.

• Cloud Auditor is responsible for auditing Cloud Comput-
ing services, offered byCloud Provider, CloudCarrier, and
Cloud Broker, from performance and security perspective
to verify that suppliers are complying with the SLAs they
offer.

2.2 Cloud computing characteristics

As discussed in the introduction, five essential characteris-
tics of Cloud Computing have been defined by NIST that
are on-demand self-service, broad network access, resource
pooling, rapid elasticity or expansion, and measured service
[14].

The On-demand self-service characteristic allows a con-
sumer to unilaterally provide computing capabilities as
needed automatically and with minimal interaction with the
service provider. These Capabilities, that can be rapidly pro-
vided and released and often appear to be unlimited for the
consumer (rapid elasticity), are available over the network
and accessed through computing outsourcing mechanisms
(broad network access), by pooling the provider’s computing
resources. These resources can be dynamically assigned and
reassigned according to consumer demand (resource pool-
ing). In addition, its usage can be monitored, controlled, and
reported (measured service).

In addition to the five characteristics defined by NIST,We
mention others [15], such as:

Pay-per-use: the provider charges the user according to
his actual measured consumption (in duration and quantity).

Reliability and fault tolerance: the Cloud Computing
model allows high levels of availability and reliability by
taking advantage of the built-in redundancy of a large num-
ber of servers that are within the system.

Scalability: Cloud Computing services should be scalable
to meet any growth demands for users.

Quality of service: cloud environments can guarantee the
quality of service for users since need resources (memory
size, processor bandwidth, and hardware performance) are
offered.

The cloud model, thanks to these characteristics, envis-
ages a world where components can be rapidly released,
implemented, and scaled up and down providing an on-
demand utility-like model of allocation and consumption
[16].

2.3 Types of cloud

The cloud deployment models refer to how users can access
the cloud services and are characterized by how these ser-
vices are deployed, provided, consumed, and the degree of
customer size trust in third parties. There are four major
deployment models of the current clouds: Public Cloud, Pri-
vate Cloud, Community Cloud, and Hybrid Cloud [16, 17].
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ThePublicCloudmodel permits, to the public, easy access
to the computing resources and cloud infrastructure. It exists
on the premises of the cloud provider.

The Private Cloud model permits exclusive access to the
cloud infrastructure by a single organization with multiple
consumers. The assets, resources, and information might be
managed by the same organization ‘internal private cloud’ or
dedicated to a third party ‘external private cloud’.

The Community Cloud model permits access to the cloud
infrastructure that is set for use by several organizations that
have common concerns. It might be owned, managed, and
worked by at least one of these organizations.

TheHybrid Cloud model combines one of the three cloud
models (public, private, community) remaining unique enti-
ties. It might be managed and owned by both organizations
and third-party providers.

The choice of one of these models depends on the
advantages, cost-effectiveness, location dependence, secu-
rity concerns, governance, reliability, flexibility, utility-style
costing, and scalability of each model.

2.4 Cloud computing delivery models

A service delivery model is important in relating the real-
world services to an architectural framework.

A traditional computing environment is composed of
multiple layers: compute, storage, network, virtualization,
Operating System, Middleware, Development environment,
Execution environment, Data and Applications [18, 19].
Classifying services depend on the level of responsibility
in managing these layers by providers or consumers. As
shown in Fig. 2, in a traditional environment, all the layers
are managed by the user, which is not the case in the Cloud
Computing environment. According to NIST, cloud models
can be classified into three service models: software as a ser-
vice (SaaS), platform as a service (PaaS), and infrastructure
as a service (IaaS).

In IaaS model, the provider offers on-demand infras-
tructure resources. Clients buy resources, such as servers,
software, data center space, andnetwork equipment, as a fully
outsourced service instead of purchasing them. Infrastructure
can dynamically scale up and down based on application
resource needs. Besides, in the PaaS model, the user is
no longer in charge of different layers except data and
application ones. It principally corresponds to a develop-
ment environment, where customers need platforms, tools,
and other business services, without installing it in their
local machines. Furthermore, the SaaS delivery model also
referred to as “on-demand software” corresponds to on-
demand and ready-to-use applications. The end clients, in
this case, have nothing to manage and it is the cloud provider
who has the whole responsibility tomaintain service byman-
aging all layers.

2.5 Challenges of the cloud

As discussed above, Cloud Computing is popularly used
because of its various services as pay on demand, minimal
or no knowledge of Cloud Computing services, and there
is no need to invest money for acquisition; maintenance to
infrastructures; human resources; software and hardware. In
return, the entire Cloud architecture and its variation from
the traditional on-premise system lead to various challenges
in different aspects. Many researchers work on identify-
ing Cloud Computing biggest challenges [15, 20–23], we
mentioned security and privacy (secure data storage, data
confidentiality, accountability, and data encryption), high-
speed access to the Internet, lack of audit features, portability,
interoperability, linkage, organizational sustainability, and
standardization. From the cloud consumers’ perspective, the
adoption of the Cloud Computing model can be hampered
because of security and privacy concerns. These concerns
include protecting and limiting access to the large amounts
of stored data, assuring privacy, controlling access to the
offered services…Indeed, the responsibility of implemen-
tation and enforcement of security mechanisms ultimately
remains with the service provider. The user, in this case,
completely trusts the service provider. However, it does not
mean that he should not take more attention to security con-
figurations, data physical backup and monitoring provider’s
practices on data handling. Additionally, high-speed connec-
tions (both wired and wireless) are very essential aspects of
Cloud Computing, but what is most important is assuring
nonstop wide accessibility of the cloud services. Further-
more, portability and interoperability allow users to scale
services across multiple disparate cloud service providers. In
addition, the fact that there are no connections between dif-
ferent services and no structured measurement of cloud risk
and return analysis are challenging issues for cloud adop-
tion. Finally, Cloud Computing management and security
standards are still not completely and publicly reviewed.

Figure 3 identifies the top challenges of Cloud Computing
by enterprises in 2019. In fact, 81% of cloud challenges in
enterprises come from security aspects [7]. Therefore, it is
clear that security is still a very vibrant issue in the computing
world.

This paper principally focuses on the security manage-
ment side taking into account national and international
standards.

3 Information security and cybersecurity
issues

Cloud Computing environment is no different than any tradi-
tional IT environment in facing security challenges. As with
any novel technology, Cloud Computing presents serious
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Fig. 2 The traditional IT model and Cloud Computing service models

Fig. 3 Cloud Challenges by enterprises [7]

risks for organizations and results in more attractive attack
targets due to the concentration of digital assets. A few years
ago, studies of security impact on the CloudComputing envi-
ronment were naturally concentrated in information security
or data security. However, recent researchers include in their
studies the interaction of people, software, and services on the
Internet. That is what is called cyber security or cyberspace
security [24].

There can be confusion between the terms ‘Information
Security’ or ‘Information Technology Security’ and ‘Cyber
Security’. While noting many similarities between these
terms, we believe that there is a key differentiating factor.

Before all, questions may be raised about the difference
between data security and information security. The two
terms can be interpreted in the same manner in the context of
security since information is simply a data that is interpreted
in a context and has a meaning.

In a traditional InformationSecurity context, themaingoal
is to protect the information, which generally focuses on the
confidentiality, integrity, and availability (CIA) of the infor-

mation. Additionally, other characteristics affect information
security, such as authenticity, authorization, auditability,
cryptography, non-repudiation, and traceability [25].

The term "cybersecurity" can be described as a term
that reflects the relationships and interconnections between
cyberspace and the physical world; and information is the
key element in this relationship [26].

As for Cyberspace, it is defined as “the electronic world
created by interconnected networks of information technol-
ogy and the information on those networks” [27, 28].

According to the International Telecommunications
Union (ITU), cybersecurity is a set of tools, policies, best
practices, security concepts, guidelines, risk management
approaches, actions, assurance, and technologies that can
be used to protect the cyber environment, organization and,
user’s assets. Organization and user’s assets include con-
nected computing devices, personnel, infrastructure, applica-
tions, services, telecommunications systems, and the totality
of transmitted and/or stored information in the cyber envi-
ronment [29, 30].

The biggest challenge in the successful implementation
of Cloud Computing technologies is managing its security
issues. Hence, measures need to be taken to mitigate Cloud
Computing security risks and benefit from its tremendous
advantages.

So far, there are various initiatives from organizations
to deal with security, cybersecurity, and Cloud Computing
standards. The question that comes to mind is what do the
ISO/IEC standards and NIST CSF bring to the landscape of
cybersecurity and Cloud Computing related standards?
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4 ISO standards “27,001, 27,017, 27,032”
and NIST cybersecurity Framework

As cyber dependency becomes more serious, due to the
increasing digital interconnection of people, things, and
organizations, cybersecurity management becomes more
important than it was before. So, higher standards of cyber-
security are essential. Indeed, standardization is a good
indicator to express the level of maturity of a technology.
Given the vital importance of standardization, new standards
are emerging to date in different key areas such as informa-
tion security. Security standards can be used as guidelines
or frameworks to develop and maintain an adequate Infor-
mation Security Management System (ISMS) [31]. Besides,
the number of laws and regulations that include informa-
tion security requirements has been increased over the last
15 years [32].

A variety of organizations working on security standards
are evolving today such as:

3GPP—3rdGeneration Partnership Project,CSA—Cloud
Security Alliance, IETF—Internet Engineering Task Force,
OASIS—Organization for the Advancement of Structured
Information Standards, OMG—Object Management Group,
TCG—Trusted Computing Group,W3C—World Wide Web
Consortium, ISOC—Internet Society–, ISI—Inter-Services
Intelligence, ETSI—European Telecommunication Stan-
dards Institute, IEC—nternational Electrotechnical Com-
mission …But, on top of it, we find ISO—International
Organization for Standardization and NIST—National Insti-
tute of Standards and Technology.

4.1 International organization for standardization
ISO

The International Organization for Standardization (ISO)
is a non-governmental organization established in 1947. It
cooperates with the International Electrotechnical Commis-
sion (IEC) and the International Telecommunication Union
(ITU). To participate in the development of international
standards, technical committees, that are members of ISO
or IEC, were established by the respective organization to
deal with particular fields of technical activity [33]. One
of the most important standards issued by ISO is the set
of information security standards, which is called the “In-
formation Security Management System” ISMS (ISO/IEC
27,000). The 27 000 family of standards describes, in general,
the requirements and guidelines for an information secu-
rity management system (ISMS) that consists of inter-related
standards. It can be presented as:

• Standard describing an overview and terminology
(ISO/IEC 27,000)

• Standards specifying requirements (ISO/IEC 27,001,
ISO/IEC 27,006, ISO/IEC 27,009)

• Standards describing general guidelines (ISO/IEC 27,002,
ISO/IEC 27,003, ISO/IEC 27,004, ISO/IEC 27,005,
ISO/IEC 27,007 ISO/IEC TR 27,008, ISO/IEC 27,013,
ISO/IEC 27,014, ISO/IEC TR 27,016, ISO/IEC 27,021)

• Standards describing sector-specific guidelines (ISO/IEC
27,010, ISO/IEC 27,011, ISO/IEC 27,017, ISO/IEC
27,018, ISO/IEC 27,019, ISO/IEC 27,799)

Table 1 shows the most important standards of this study,
their title, status, and last version edition.

4.2 ISO/IEC 27,001

ISO / IEC 27,001 [34], as a framework, is devoted to com-
panies from all sectors (such as retail, banking, defense,
healthcare, education, and government), all sizes (from small
businesses to large multinationals) and all types (such as
businesses, government and, non-profit organizations), and
it principally covers requirements related to ISMS. Accord-
ing to ISO/IEC 27,000:2018 [35], an ISMS is a collection
of policies, procedures, guidelines, and associated resources
and activities that are managed by an organization to protect
its information assets. The requirement for planning, imple-
menting, operating,monitoring, and improving such a system
is the focal point of this standard. As with other IT stan-
dards, the ISO 27 K family of standards directly refers to the
“Plan-Do-Check-Act” cycle (PDCA cycle) (see Fig. 4) for a
continual improvement process model [31]. In the planning
phase, we define the different information assets and their
associated security requirements, identify and evaluate infor-
mation security risks, then develop controls and measures to
reduce these risks. After that, these controls and measures
will be implemented. Finally, regular and continuous moni-
toring and reviewing of the ISMS performance is necessary
to make updates and improvements for further development.

ISO/IEC 27,001 provides the basis of information secu-
rity riskmanagement to reduce andmanage an organization’s
risk to an acceptable level of protecting information. Further-
more, a catalog of controls is integrated into Annex A, from
where the system of security controls is selected, whereas,
ISO/ IEC 27,002 provides guidance and advice on the imple-
mentation of these controls [36].

The clauses to ISO/IEC 27,001 implementation are pre-
sented in Fig. 5.

4.3 ISO/IEC 27,017/ ITU-T X.1631

The standard was published at the end of 2015 [35]. It
was prepared by Joint Technical Committee ISO/IEC JTC
1, in collaboration with ITU-T. Technically speaking, it
gives guidelines for cloud-specific security controls based on
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Table 1 The ISO 27 K family of standards

Standard Title Status Last version

ISO 27,000 Information technology—Security techniques—Information security
management systems—Overview and vocabulary

Published 2009 The fifth edition in 2018

ISO 27,001 Information technology—Security techniques—Information security
management systems—Requirements

Published 2005 Second edition in 2013

ISO 27,002 Information technology—Security techniques—Code of practice for
Information security controls

Published 2007 Second edition in 2013

ISO 27,017/ ITU-T X.1631 Code of practice for information security controls based on ISO/IEC
27,002 for cloud services

Published 2015 –

ISO 27,032 Information technology- Security techniques—Guidelines for
cybersecurity

Published 2012 –

Fig. 4 PDCA cycle in ISO 27,000 [31]

ISO/IEC 27,002:2013 for both cloud service providers CSPs
and cloud service customers CSCs. It cites ISO/IEC 27,000,
27,002, ISO/IEC 17,788 (Cloud Computing—overview and
vocabulary) and ISO/IEC 17,789 (Cloud Computing—ref-
erence architecture), and had widespread support from
ISO/IEC JTC 1/SC 27, ITU-T Q8/SG17, national stan-
dards bodies plus Cloud Security Alliance among others (see
Fig. 6). Moreover, ISO 27,017 is certainly appealing to com-
panies that offer services in the cloud, and want to cover all
the angles when it comes to security in Cloud Computing.

Specifically, this standard guides 37 controls in ISO/IEC
27,002 and suggests seven new controls that are not dupli-
cated in ISO/IEC 27,002. These new controls address the
following important areas:

• Shared or divided responsibilities within a Cloud Com-
puting environment between the customer and provider
around information security roles.

• Deletion and removal of cloud service customer assets
when the contract/agreement is terminated.

• Segregation and protection of a customer’s virtual com-
puting.

• Hardening and configuration of virtual machines to meet
the needs of the organization.

• Administrative operations and procedures associated with
the Cloud Computing environment

• The ability of the cloud service customer to monitor Cloud
Computing services

• Alignment of securitymanagement for virtual andphysical
networks
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Fig. 5 Clauses to ISO/IEC 27,001 implementation

4.4 ISO/IEC 27,032

The standard was prepared by Joint Technical Committee
ISO/IEC JTC 1, Information technology, Subcommittee SC
27, IT Security techniques [24]. It guides improving the state
of cybersecurity, which focuses on attacks by malicious and
potentially unwanted software, social engineering attacks,
information sharing, drawing out dependencies on other
security domains, especially: information security, network

security, internet security, and critical information infrastruc-
ture protection (CIIP). Officially, it provides an overview
of cybersecurity, an explanation of the difference between
cybersecurity and other types of security. It also defines and
describes stakeholders’ roles in cybersecurity and provides
guidance on common cybersecurity issues, and proposes a
formalized framework to share cybersecurity information
and handle incidents. Moreover, the ISO 27,032 guidelines
are detailed in Fig. 7.
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Fig. 6 ISO Cloud Computing standards

4.5 National institute of standards and technology
cybersecurity framework NIST-CSF

National Institute of Standards and Technology (NIST)
founded in 1901 is a non-regulatory federal agency thatworks
with industry to develop and apply technology, measure-
ments, and standards. NIST, to manage cyber-security risks
faced by organizations, has created a cybersecurity Frame-
work CSF. This framework focuses on business drivers to
help organizations guide cybersecurity activities and con-
sider cybersecurity risks as a part of its risk management
processes. Its first version was developed under Executive
Order 13,636, and updated by the cybersecurity Enhance-
ment Act of 2014CEA.Regardless of the organization’s size,
focus, sector, or country, the framework provides principles
and best practices of risk management to organizations to
improve the security and resilience of critical infrastructure
[37–39]. These practices are used in different ways within an
organization depending on the organization’s objectives and
needs. The framework, generally, aims at identifying their
current cybersecurity posture; describing their target state for
cybersecurity; prioritizing opportunities for improvement;
assessing progress toward the target state; and communi-
cating and sharing cybersecurity risk among internal and
external stakeholders. Furthermore, the organization can use
the NIST CSF to strengthen and communicate their cyberse-
curity risk management or use it as a reference to establish
a cybersecurity program. As illustrated in Fig. 8, NIST CSF
consists of three parts: framework core, framework imple-
mentation tiers and framework profile; the Framework Core
is a set of cybersecurity activities presented by five con-
current and continuous Functions (Identify, Protect, Detect,
Respond, and Recover), Categories and subcategories that

identify desired outcomes for each Function, and lastly
Informative References for each Subcategory presented by
existing standards, guidelines, and practices such as ISO/IEC
27,001, COBIT, NIST SP 800–53, ISA 62,443.

Framework implementation tiers help organizations sup-
port organizational decision making about how to manage
cybersecurity risk. There are four tiers: partial, risk informed,
repeatable, and adaptive. According to [40], they do not rep-
resent maturity levels but describe an increasing degree of
rigor and sophistication in cybersecurity risk management
practices. Progression to higher tiers depends, generally, on
the level of organization’s current risk management practices
(formalized, approved, established, adapted, or improved),
the level of awareness of cybersecurity risk and culture at the
organizational level, how is approached and communicated,
and information sharing and collaboration with external par-
ties practices. Finally, the framework profile is the alignment
of the outcomes of framework core and tier selection and des-
ignation with the business requirements, risk tolerance, and
organization resources. It can be used to describe the current
state ‘Current Profile’ and the desired target state ‘Target
Profile’ of cybersecurity activities. The resulted gaps in the
comparison between the two profiles help the organization
plan actions and make a roadmap to achieve cybersecurity
goals and reach theTarget Profile. Therefore,NISTCSF steps
are presented in Fig. 9.

In this section, we have seen different
approaches/standards about cybersecurity, information
security, and Cloud Computing guidelines. We note that
there are many similarities between ISO 27,001 and other
standards (ISO 27,017, ISO 27,032, and NIST CSF), but
they especially differ when scoping security and risk man-
agement perimeters in a special environment. Our purpose,
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Fig. 7 ISO 27,032 cybersecurity guidelines

123



Journal of Reliable Intelligent Environments (2021) 7:69–84 79

Fig. 8 Three parts of NIST CSF

in the following section, is to combine all these standards to
have a comprehensive framework, in the form of clear steps,
for the management of cybersecurity in Cloud Computing.

5 Cybersecurity framework in cloud
computing considering ISO standards
“27,001, 27,017, 27,032” and NIST CSF

According to the previous study, Cloud Computing seems
to be a simple and profitable environment for users who
need unlimited, accessible, pooled, rapidly provisioned and
released, monitored and controlled computing capabilities
(resources), without the need to invest money in infras-
tructure acquisition or human resources. Despite its huge
advantages, Cloud Computing can be hampered because
of security and privacy concerns. During this study, we
have discussed the differences and similarities between
information security and cybersecurity among security pro-
fessionals. On our side, we have considered the studies
that define cybersecurity as digital/electronic information
security, including connected computing devices, personnel,
infrastructure, applications, services, and telecommunica-
tions systems in the cyber environment. Hence, to manage
Cloud Computing, cybersecurity, and information security
issues, we have studied the policies and requirements pre-
sented in ISO standards andNISTFramework. These policies
should respect specific characteristics in security services:
Identification, integrity, confidentiality, privacy, durability,

physical protection, and cloud services security [41]. There-
after, a proposition of a framework that includes the three
mentioned issues is highly essential.

An important factor, we should take into consideration, in
this framework is the ability to customize and add new secu-
rity policies for business/Enterprise clouds. We can refer to
recent frameworks [42, 43] thatmeet the security for business
clouds and ensure that all the implementations and service
deliveries overcome all technical challenges.

There is a need for a clear roadmap for organizations to
implement effective cybersecurity program, and the start-
ing point we should consider is to specify the level of
awareness and implementation of the organization’s base-
line requirements and controls. The issue is that neither
ISO standards nor NIST CSF provides a model to measure
the organization’s maturity level. First, a maturity model
can be defined as a model that is based on different sets
of criteria, aiming at simplifying maturity stages or lev-
els, to measure the completeness of the analyzed objects
[44]. NIST CSF does not provide such a model [40], which
measures the Framework implementation progress; it, there-
fore, allows some flexibility in implementation. However, it
may help researchers to specify maturity models by includ-
ing two important frameworks: framework implementation
tiers and framework profile. However, these two tools are
just visionary tools that allow organizations to understand
their cybersecurity risk management approach; they are not
intended to measurement tools to maturity levels [45].
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Fig. 9 NIST cybersecurity framework’s steps

Thus, considering our work, there is a need for a model
that measures the organization’s maturity level including
cloud-specific security domains. Many kinds of research
have been specified in this field [30, 41, 45], and [46];
authors in [45] have proposed an Information SecurityMatu-
rity Model ISMM with five levels (Performed, Managed,
Established, Predictable and Optimizing), and twenty-three
assessed areas. They have included the NIST CSF categories
and added a compliance assessment process. In addition to
that, Bahuguna et al. [30] have defined five maturity levels
and linked it to four other levels to assess the organization’s
dependency on ICT.Additionally, aCybersecurityResilience
Maturity Measurement (CRMM) framework has been pro-
posed in [41] to measure cybersecurity resilience maturity.
They have defined four levels (Initial, Defined, Managed,
and Optimized) taking into consideration the intersections of
risks and resilience. Moreover, for our framework we choose
to integrate the CSCMM model reviewed by [46] due to its
numerous advantages:

• It assesses the state of both the cybersecurity and cloud
systems, which is more adequate with our framework.

• It exploits quantitative metrics which are essentials for any
security assessment.

• It overpasses the ISO 27,001 standard and NIST and is
based on a systematic review methodology that takes into
account the emerging issues and attack surfaces.

The Cloud Security Capability Maturity Model
(CSCMM) includes twelve cloud security domains, which
are sets of cybersecurity practices, and four maturity levels
(Undefined, Initiated, Managed, and Optimized). Further-
more, it is a combination of various cybersecurity models
with a security metric framework. The security metrics
framework aimed to assess the maturity levels, and is com-
posed of six steps; first, we describe the security practices
and activities, goals, and objectives, and security require-
ments; second, we classify the defined security activities
or practices, determine the metrics plan, and the method to
measure; third, we measure the security metrics based on
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Fig. 10 Conceptual framework for cybersecurity management in Cloud Computing
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mathematical models and numerical data; firth, we analyze
the measured metrics, the elements of the input, and the
metric plan steps; fifth, we determine the maturity levels by
benchmarking the outputs of the precedent steps; finally, we
report the impact of the security status to the management
on the organization business plan, and the consequences to
metrics consumers.

To enrich our framework with more quantitative and sig-
nificant criteria, we referred to the model proposed by the
authors in [47]. It aimed to estimate the performance of
Cloud Computing services. The evaluation of Cloud Com-
puting services is an important phase on Cloud Computing
management process but is still complicated due to [47]:
the numerous and incompatible criteria for the evaluation of
cloud services providers, the different opinion of decision-
makers and use of their experiments in their judgments
rather than the guidelines and practices existing in the real
world, and finally the diversity of cloud services. The pro-
posed framework is based on the neutrosophic multi-criteria
decision analysis approach. It permits to compare and clas-
sify criteria and alternatives and check the consistency of
decision-makers’ judgments.

To successfully choose the controls/subcategories from
these programs, it is important to understand their differ-
ences. Indeed, the main difference between the ISO 27,001
and ISO27,032 is that the ISO27,032 is dedicated to cyberse-
curity issues through specific controls and recommendations
(more details on Fig. 7); while ISO 27,001 takes a much
broader approach in that it goes beyond the organizational
issues to establish an ISMS. ISO 27,017 is an ISMS com-
plementary when scoping the cloud environment. For cloud
companies, it seems thatwewillmost often see a combination
of ISO 27,001 and ISO 27,017 implementation. Moreover,
NIST CSF differs from ISO 27,001 in some special subcate-
gories, such as anomalies detection, continuous monitoring,
identification and prioritization of organizational mission,
objectives, and activities, backup of information operation,
public relations, recovery activities, and voluntary informa-
tion sharing.

In our study, we consider the combination of ISO 27,001,
ISO 27,017, ISO 27,032, and NIST CSF.

So, our proposal, as illustrated inFig. 10, is a set of 21 steps
combining the management side of information security and
cybersecurity, the scoping of the security risk management
perimeters and Cloud Computing guidelines, we should take
into consideration the specifications of a business cloud. The
starting point we have chosen for our framework is to explore
the national legislation thatmay affect the use and implemen-
tation of cloud systems and cybersecurity instructions in the
mother country. Then, it is needed to get the support and
commitment from top management. A very important step
comes after in which we should specify the maturity level of
the organization using the CSCMM model. Hence, we can

define the organization’s current and desired stage of matu-
rity in terms of cybersecurity and Cloud Computing issues.
The fourth step makes it possible to define the organization’s
scope and needs and set clear and measurable objectives.
Therefore, an ISMS can be written referring to ISO 27,001
(steps 5 and 6).

However, for the organization’s risk management pro-
cesses, they are specified under NIST CSF when it comes
to specific cybersecurity controls. The risk management pro-
cess includes defining, assessing, treating, and mitigating
risks (steps 7, and 8), and the output will be a risk treatment
plan, a SoA, and mandatory controls suitable for imple-
mentation (steps 9, 10, and 11). After implementing the
specified ISMS (steps 12 and 13), communication and train-
ing are mandatory (steps 14 and 15). Furthermore, the next
operations enable monitoring, measuring, and auditing the
implemented management programs (steps 16, 17, and 18).
For cybersecurity handling, we can refer to ISO 27,032.
Moreover, for a successful implementation of the frame-
work, we should continuously consider improved actions by
informing top management of any organizational changes.

Furthermore, there are a variety of ways to use the frame-
work. It depends on the organization’s cybersecurity situation
and its staff’s awareness. Organizations that do not have any
approach to cybersecurity may easily follow and implement
the framework steps. While organizations that have already
adopted, separately, approaches for information security,
cloud security, or cybersecurity, the decision of implementa-
tion depends on its objectives, missions, and resources. The
framework also can be used to analyze and review the risk
management portfolio, enforce the security in case of cyber
incidents, or apply themanagement project to treat the imple-
mentation of such practices.

6 Conclusion

Security and privacy are among the major challenges in
implementing the Cloud Computing model. In addition to
that, the concentration of digital assets and increased cyber-
security risks make the targets of attacks more compelling.
On the contrary, cybersecurity management becomes more
important now than it was before. To improve the security
of critical infrastructure, mitigate the risks related to Cloud
Computing security and build, maintain, or develop the orga-
nization’s information security management system, a set of
21 steps has been proposed. In this work, we have studied the
standards and frameworks that are behindmanaging informa-
tion security and cybersecurity in a cloud environment. The
study of this analytical work has shown that for cloud enter-
prises, wishing to guide cybersecurity activities, we propose
to combine the specific controls of ISO 27,001, ISO 27,017,
ISO 27,032, and the implementation of the NIST CSF sub-
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categories. Hence, by adjusting these controls, combining
these approaches, and specifying maturity levels, The pro-
posed framework is a comprehensive guide to organizations
willing to establish their proper approach of cybersecurity
risk management in Cloud Computing environment, or to
complement and improve their ‘already have’ risk manage-
ment processes and cybersecurity programs. Moreover, to
consolidate our proposal we have taken into consideration
the importance of the accuracy of quantitative models; we
have integrated the CSCMMmodel to determine the organi-
zation’s current maturity level, and a model to estimate the
performance of Cloud Computing services, and allow check-
ing the consistency of decision-makers’ judgment. Thus, our
comprehensive framework addresses all cybersecurity and
CloudComputing related processes,which leads to achieving
more reliable, cost-effective, and strong results in implement-
ing,managing cybersecurity controls in a cloud environment,
and improving security levels and user confidence.
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