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Privacy concerns and creepiness were identified as 
the factors affecting OBA avoidance. The study also 
established that subjective persuasion knowledge pos-
itively moderates the relationship between OBA rel-
evance and OBA acceptance.
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Introduction

Since the beginning of the twentieth century, the 
advertising business has undergone rapid changes due 
to changes in advertising medium (Helberger et  al. 
2020). Mass advertising emerged with the develop-
ment and expansion of mass media, such as news-
papers, radio, television, etc. Mass media avenues, 
such as radio and television, started expanding in 
Western countries during the 1930s, and later, mass 
media expanded to developing countries, such as 
China, India, Pakistan, etc. In marketing activity, seg-
mentation and targeting are the key components that 
provide advertisers with different sets of markets to 
push information to various consumers. However, the 
reach and effectiveness of mass media are difficult to 
measure (McDonald and Cranor 2010).

With the proliferation of the internet, advertisers 
got a new communication platform (Das and Mishra 
2022), enabling them to measure and monitor their 
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reach and effectiveness. Marketing through the Inter-
net can be collectively termed online marketing. 
Search engines, websites, social media, OTT plat-
forms, and live-streaming platforms are critical ave-
nues advertisers utilize for online advertising. Live 
streaming platforms allow advertisers to influence 
consumers’ attitudes and perceptions. Live streaming 
platforms deliver value to consumers and advertisers 
(Chou et  al. 2022). Online advertising has become 
an essential type of advertising mix (Ahlluwalia and 
Singh 2023).

One such system of online advertising is online 
behavioral advertising (OBA). It is also known as 
remarketing, behavioral retargeting, and behavioral 
advertising (Varnali 2021). Academic researchers 
have defined OBA as tracking users’ online behav-
ior and delivering customized messages based on the 
tracked information (Boerman et  al. 2017; Varnali 
2021). This definition consists of two critical aspects, 
i.e., monitoring internet users’ digital behavior and 
utilizing the collected data to show customized, i.e., 
individually tailored, advertisements. Online behavior 
includes web browsing, social media surfing, online 
shopping, etc. OBA allows advertisers to use the pull 
strategy of advertising effectively. The pull strategy 
of advertising works by providing content based on 
consumers’ requirements, effectively targeting inter-
net users.

The dimension of advertisement has changed from 
mass advertising to behavioral advertising due to 
OBA (Helberger et al. 2020). A changing ecosystem 
requires more consumer involvement. The customer 
acceptance aspect of OBA is essential for advertisers 
to benefit from creating value in the new advertise-
ment ecosystem.

Several studies are available in the literature on 
different aspects of OBA (Boerman et  al. 2017). 
According to marketing research firms like eMarket-
ers and Statista, the expenditure on online advertising 
is increasing rapidly (Boerman et al. 2017). The aca-
demic literature provides evidence that the targeted 
advertising is superior to the non-targeted advertis-
ing. Advertisers consider OBA to be one of the most 
effective ways of future advertisement (Boerman 
et al. 2017; McDonald and Cranor 2010). The aspect 
of customer acceptance or rejection of OBA has been 
explored in many academic studies. Boerman et  al. 
(2017) gave a comprehensive OBA acceptance or 
rejection framework, outlining three critical factors 

in OBA research. The three factors are advertiser-
controlled factors, customer-controlled factors, and 
outcomes. Aiolfi et  al. (2021) have developed and 
tested a framework for customer acceptance of OBA. 
They have suggested that future researchers enlarge 
the study sample and incorporate other factors like 
consumer knowledge of OBA into the framework. 
A study by McDonald and Cranor (2010) found that 
creepiness was one of the significant psychological 
responses to OBA.

Most of these previous studies focused on con-
sumer acceptance of OBA by considering privacy 
concerns, OBA relevance, OBA credibility, the use-
fulness of OBA, etc. These studies did not focus on 
the role of creepiness (an uneasy feeling experienced 
by consumers when they feel that they are being 
monitored through their web browsing history). The 
other important factor is the role played by consumer 
awareness of OBA (the consumer being aware that 
the advertisers are trying to convince them). Con-
sumer awareness can be measured through subjective 
persuasion knowledge (SPK) and objective persua-
sion knowledge (OPK). OPK was found to be a sig-
nificant factor affecting OBA through previous stud-
ies, but the influence of SPK has been less explored 
(Zhang et  al. 2023). Some studies have taken SPK 
into account, but they have taken the perceived nega-
tive aspect of SPK (consumers consider SPK as a 
manipulative attempt), and SPK can be associated 
with OBA avoidance (Ham 2017). Several research-
ers, such as Arli (2024), Lim et al. (2023), Loureiro 
et al. (2023), and Voorveld et al. (2023), have consid-
ered persuasion knowledge to be an enabling factor of 
OBA avoidance. If consumers take their goal pursuit 
into account, they consider SPK to be the cooperative 
intent of the advertiser, and SPK can be associated 
with OBA acceptance (Friestad and Wright 1994; 
Ham 2017; Kirmani and Campbell 2004). We use 
the perceived cooperativeness aspect of persuasion 
knowledge for this research. This study incorporates 
these two main factors, namely creepiness and SPK, 
into the OBA adoption model of Aiolfi et al. (2021). 
Adding SPK to the model of Aiolfi et  al. (2021) is 
essential because the whole OBA process is a set of 
persuasion attempts through which advertisers try to 
persuade internet users by sending tailored content, so 
it is crucial to consider the role of persuasion knowl-
edge while determining users’ intentions related 
to OBA. Adding creepiness is essential since the 
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literature has identified creepiness as a critical factor 
affecting user perception related to OBA (McDonald 
and Cranor 2010). Nevertheless, researchers have 
ignored this topic when conducting empirical studies 
on OBA adoption. Creepiness arises when any tech-
nology or process seems to violate social norms. Indi-
viduals usually expect to be entitled to privacy, but 
OBA seems to breach that norm.

This research extends OBA adoption’s academic 
and practical conversation by adding creepiness and 
SPK.

Theoretical background

There are several studies on OBA. Initial studies 
focused on defining OBA. OBA may be defined as 
a technology-driven, personally tailored advertising 
technique that allows marketers to deliver highly cus-
tomized and relevant ad messages to users. Tracking 
users’ online activities (including their present and 
past surfing) enables advertisers to send personalized 
ad communications (Boerman et  al. 2017; Ham and 
Nelson 2016; Smit et al. 2014).

In the changing advertising ecosystem, advertis-
ers are responsible for educating consumers regarding 
their rights. Research is needed to determine the level 
of knowledge advertisers can provide to consumers 
(Huh et al. 2023). This is the age of big data analyt-
ics. If internet users know the processes involved in 
providing targeted messages, they will feel empow-
ered and consider themselves essential stakeholders 
rather than targets (Voorveld et al. 2023). Persuasion 
knowledge is among the several understandings that 
consumers can gather regarding the OBA. Through 
this study, we attempt to conceptualize persuasion 
knowledge as an enabler of OBA adoption.

McDonald and Cranor (2010) performed an exten-
sive study on OBA; they interviewed several internet 
users in the United States of America (USA) regard-
ing their knowledge and perceptions of OBA tech-
niques. The study revealed that more than half of the 
respondents understood that their web presence was 
tracked and that they received tailored advertise-
ments. Regarding the perceptions of internet users, 
privacy concerns and creepiness are some of the 
aspects identified among the respondents. Although 
privacy concerns have been incorporated as a con-
struct in several studies related to OBA, the concept 

of creepiness is untouched, as far as we know. There-
fore, our study includes creepiness in the factors 
affecting customer acceptance/rejection of OBA. The 
inclusion of creepiness in the model of OBA adoption 
will enhance the link between privacy concerns and 
OBA avoidance.

Boerman et  al. (2017) redefined OBA by observ-
ing two essential aspects of OBA, i.e., tracking con-
sumers’ web behavior and using collected data to 
deliver personalized ads. Apart from the definition 
of OBA, they have outlined a research framework for 
the research community to explore different aspects 
of OBA. Their framework consists of three types of 
factors. It starts with advertiser-controlled factors, 
such as the level of personalization and privacy state-
ments, followed by customer-controlled factors, such 
as OBA knowledge, privacy concerns, perceived use-
fulness, etc. In the end, they have proposed outcomes 
such as OBA acceptance, advertising avoidance, click 
intention, and behavioral intention; some prominent 
empirical articles that address the customer accept-
ance aspect of OBA are briefly described below.

Aiolfi et  al. (2021) proposed and validated a 
framework for OBA acceptance and avoidance with 
the help of technology acceptance, psychology, and 
consumer behavior theories. They established that ad 
relevance, ad credibility, and the perceived usefulness 
of ads are the immediate antecedents of OBA accept-
ance and that privacy concerns are the antecedents 
of OBA avoidance. They have recommended add-
ing other factors, such as consumer awareness, to the 
model. They have also recommended increasing the 
sample size.

Ameen et  al. (2022) investigated the privacy-per-
sonalization paradox in bright shopping malls, where 
the service is provided based on consumers’ per-
sonal information. They found a positive connection 
between personalization and shopping mall loyalty. 
However, they have also advised marketers to address 
the issue of privacy concerns for better consumer 
engagement. The personalization-privacy paradox 
is quite applicable in the context of OBA. Privacy 
concerns are maintained in the current study model 
because of their importance in OBA acceptance/
rejection.

The theoretical background of OBA accept-
ance is vastly fragmented (Aiolfi et al. 2021; Boer-
man et  al. 2017). Various theories on technology 
acceptance, psychology, and consumer behavior 
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are being utilized to conceptualize studies related 
to customer acceptance of OBA. In our study, we 
used references from several theories. Some theo-
ries will be briefly discussed in the following 
paragraphs, and some will be explained briefly 
in the hypothesis development section to avoid 
redundancy.

Among the theories utilized for the study, three 
major theories referenced for model development 
are the theory of planned behavior (TPB), the pri-
vacy calculus theory, and the persuasion knowledge 
model.

TPB states that attitude and social norms are two 
antecedents of the behavioral intentions of individu-
als, and behavioral intention leads to actual behav-
ior (Ajzen 1985). In the TPB, perceived behavioral 
control has been added as an additional exogenous 
variable for determining actual behavior; the TPB 
has been used as a theoretical base for understand-
ing consumer decision-making in various contexts 
(Mishra 2018). In the case of OBA, behavioral 
intention is determined by several exogenous vari-
ables, such as ad relevance, perceived usefulness of 
the ad, ad credibility, and privacy concerns (Aiolfi 
et al. 2021), which are part of attitudes and subjec-
tive norms.

Privacy calculus theory assumes privacy con-
cerns in economic terms; users perform a subjec-
tive cost–benefit analysis before providing personal 
information as a cost and expecting customized 
products and services as benefits (Culnan and Arm-
strong 1999; Jozani et  al. 2020). In the context of 
OBA, privacy concerns and creepiness are psycho-
logical costs, and ads’ relevance, usefulness, and 
credibility are benefits. A consumer only accepts 
the ads when the perceived benefits outweigh the 
perceived costs in any psychological tradeoff.

The persuasion knowledge model explains how 
consumers deal with advertisers’ attempts to per-
suade them. Over time, consumers understand 
persuasion techniques and subsequently develop 
strategies to respond to targeted attempts (Friestad 
and Wright 1994). Consumers’ understanding of 
OBA techniques is one of the aspects that may be 
included in the model of customer acceptance of 
OBA (Aiolfi et  al. 2021). Our study included SPK 
as a moderator while determining the factors affect-
ing the behavioral intentions of internet users while 
responding to OBA.

Conceptual framework and hypothesis 
development

With the extensive literature review, we have found 
that there is a need to study creepiness and SPK in 
determining the behavioral response of web users to 
OBA. The basic premise of the structure of the con-
ceptual framework of this study is based on three 
previously explained theories. The cost and benefit 
aspects of privacy allowed us to categorize constructs 
such as OBA relevance, OBA credibility, and OBA’s 
perceived usefulness into the benefits basket. Simi-
larly, privacy concerns and creepiness are categorized 
into the cost basket. The benefits and cost constructs 
are categorized based on privacy calculus theory. 
The TPB helps us to link the relationship between 
perceived usefulness and behavioral intentions. The 
moderating relationships are drawn based on the per-
suasion knowledge model.

Creepiness, privacy concerns, and OBA avoidance

Creepiness can be defined as an unpleasant response 
to uncertain situations, unknown people, and new 
technology. Creepiness can be experienced not only 
in interpersonal situations, such as when interacting 
with a stranger but also when interacting with new 
technology (Langer and König 2018). In a technolog-
ical context, creepiness occurs when the behavior of 
technology contradicts socially acceptable norms or 
if it is perceived beyond the control of an individual. 
In the setting of OBA, the unexpected use of users’ 
data is increasing creepiness and privacy concerns 
(Langer and König 2018; Tene and Polonetsky 2013). 
Technology-based surveillance has not been taken 
positively by any population, even if it is performed 
for military and strategic purposes. Even during the 
COVID-19 pandemic, technology-based surveillance 
has depended on several sociocultural aspects, and 
policymakers are advised to be very careful when 
tracking the activities of individuals (Georgieva et al. 
2021). OBA is a system that is fully based on technol-
ogy-based surveillance.

The social norm in any civilized society is that 
individuals have private space, and no one is allowed 
to invade their privacy. However, in the case of inter-
net usage, every activity of individuals is monitored, 
and their online behavior ads are shown to them. 
The perception of creepiness is being studied in 
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psychological contexts, and a scale of creepiness has 
been developed (Rajaobelina et al. 2021). To the best 
of our knowledge, no study has incorporated the scale 
of creepiness for the determination of the behavio-
ral intentions of users regarding OBA. Examining 
the role of creepiness is crucial to understanding the 
consumer response to OBA and acceptance of OBA. 
Hence, this study has incorporated creepiness as one 
of the constructs for understanding customer accept-
ance of OBA.

Privacy concerns are a set of beliefs of individu-
als about the perils and anticipated adverse outcomes 
affiliated with the collection, utilization, and sharing 
of private information (Malhotra et  al. 2004). The 
collection of personal information by AI-based per-
sonal intelligent assistants is a primary concern for 
users (Manikonda et al. 2018).

In OBA, that is, advertising based on tracking 
online activities, privacy concerns are a significant 
factor in determining consumers’ behavioral inten-
tions (Tene and Polonetsky 2013). McDonald and 
Cranor (2010) found that many Americans consider 
behavioral advertising creepy. According to the pri-
vacy-personalization paradox, internet users accept 
behavioral advertising based on its costs and benefits. 
According to the privacy cynicism perspective of the 
privacy-personalization paradox, users feel uncertain 

about using their personal information. They also feel 
powerless regarding the use of their personal infor-
mation when advertisers use their personal informa-
tion to show personalized ads (Hoffmann et al. 2016) 
(Fig. 1)

Khatoon and Rehman (2021) emphasized the 
importance of emotion in consumer behavior related 
to customer-brand interaction. In their future research 
agenda, they have outlined a stimulus‒organism‒
response framework. A lack of privacy and intrusive-
ness are a few stimulus factors leading to organism 
factor irritation, subsequently leading to response fac-
tors such as rejection and avoidance. In the context of 
OBA, privacy concerns, creepiness, and OBA avoid-
ance may be maintained in the previously mentioned 
sequence.

We propose the following hypotheses based on the 
abovementioned literature and theoretical base.

H1: Privacy concerns are positively associated 
with creepiness in the context of OBA.

H2: Creepiness is positively associated with 
OBA avoidance.

OBA relevance, OBA credibility, OBA’s perceived 
usefulness, and OBA acceptance.

OBA relevance can be the degree to which users 
perceive a tailored ad to help them attain their behav-
ioral goals and how valuable these ads are (Celsi and 

Fig. 1  Structural Model
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Olson 1988; Kim and Huh. 2017). OBA ads will be 
considered relevant if the users perceive the ad to be 
worthy of attention (Schumann et  al. 2014). Ad rel-
evance has been influential in achieving ad outcomes 
such as click-on ads, purchase intentions, and other 
desired responses (Aiolfi et  al. 2021; Muehling and 
McCann 1993). Changes in the ad’s relevance affect 
users’ attention (Bellman et  al. 2013). According to 
the elaboration likelihood model, an ad is more likely 
to be noticed if it is more tailored and relevant (Petty 
et al. 1983).

Credibility can be explained as believability. In 
simple terms, the credibility of anything is trustwor-
thiness (Fogg and Tseng 1999). The credibility of the 
ad source is critical for the communication of custom-
ized ads. Compared with non-targeted advertising, 
OBA is more effective. However, the effects depend 
on user- and advertiser-controlled factors, which are 
information used for ad customization and transpar-
ency. Transparency is nothing but the credibility 
of the ad (Aiolfi et  al. 2021; Boerman et  al. 2017). 
Greater transparency leads to a greater likelihood of 
ad acceptance (Aguirre et al. 2015).

In the context of OBA, a user’s belief that a rel-
evant and credible ad will help enhance the shopping 
journey is consistent with TAM, which asserts that 
usefulness and ease of use are the major determining 
factors of the behavioral intention of a user in accept-
ing/rejecting a particular system or technology (Davis 
1989).

Users provide personal information and accept tar-
geted advertising, which is in accordance with social 
exchange theory, which affirms that people exam-
ine social exchanges concerning cost and benefit 
(Roy et  al. 2023). Therefore, individuals participate 
in social exchanges only if their anticipated benefit 
exceeds the cost of participation (Thibaut and Kel-
ley 2017). In the context of OBA, relevance, cred-
ibility, and perceived usefulness are the expected 
benefits leading to the acceptance of OBA, and the 
corresponding cost is a privacy concern, leading to 
the avoidance of OBA (Aiolfi et al. 2021).

We propose the following hypotheses based on 
theories, empirical research, and logical arguments.

H3: OBA relevance is positively associated with 
OBA acceptance.

H4: OBA credibility is positively associated 
with OBA acceptance.

H5: OBA’s perceived usefulness is positively 
associated with OBA acceptance.

Acceptance and avoidance-Click Intention.

The concept of real-time mass media advertising 
came into existence with national radio and televi-
sion networks. Advertisements became national and 
international. Mass media advertisers know that their 
advertisement is reaching their target population, but 
knowing what percentage of the population is being 
tapped by the mass media advertisement is nearly 
impossible. As an old advertiser once asserted, they 
know they are wasting half of their dollars; they do 
not know which half. Online advertisements can be 
evaluated not only because of the number of people 
seeing and clicking on the advertisement but also 
because of the people to whom the advertisement was 
shown by monitoring the online behavior of internet 
users. Click intention in OBA is the willingness to 
click OBA ads popping up on internet user devices 
such as smartphones, computers, and tabs.

One of the most important components of behavio-
ral advertising is keeping track of individuals’ digital 
behavior, which is called click intention response to 
ads (Boerman et al. 2017). Among the user responses 
to OBA, click intention is a significant determinant of 
OBA avoidance or acceptance (Aiolfi et al. 2021).

OBA acceptance appears to favorably influence 
click intention due to the perceived usefulness and 
relevance of ads and the credibility of the ad source 
(Aguirre et al. 2015; Aiolfi et al. 2021; Boerman et al. 
2017; Tucker 2014). If users have privacy concerns 
regarding their data being misused, they tend to avoid 
OBA, which ultimately negatively influences click 
intention (Aguirre et al. 2015; Boerman et al. 2017).

The above arguments align with the SOR theory 
of consumer behavior, which posits that consumers’ 
decision-making involves three factors. These fac-
tors include stimulus sector factors, organism sector 
factors, and response sector factors. Stimulus sector 
factors include external stimuli such as brands, logos, 
and ads; organism sector factors include consumer 
experiences such as knowledge, beliefs, intentions, 
and attitudes; and response sector factors include 
behavioral responses such as acquisition, storage, 
usage, etc. (Jacoby 2002).

Therefore, we propose the following.



309Decision (September 2024) 51(3):303–319 

Vol.: (0123456789)

H6: OBA acceptance is positively associated 
with click intention.

H7: OBA avoidance is negatively associated 
with click intention.

Click intention–Behavioral intention.

Behavioral intention is the aim of individuals to exe-
cute a particular task (Ajzen 1985). In the context of 
OBA, behavioral intention is the likelihood of click-
ing on a finely tailored ad for the purpose of buying. 
If the ad fits the user’s requirements, then the associa-
tion between the intention to click and the behavioral 
intention is more operative (Van Doorn and Hoekstra 
2013).

According to the literature mentioned above, the 
behavioral intention to buy a product or service is 
determined by click intention, which is consistent 
with the stimulus as mentioned above‒organism‒
response model since purchase (response factor) is 
favorably influenced by click intention (organism 
factor), which is ascribed to the relevance, credibil-
ity, and usefulness of intended ads (stimulus factor) 
(Aiolfi et  al. 2021). The association between click 
intention and behavioral intention is also consistent 
with the theory of planned behavior (TPB).

Hence, we propose the following.
H8: Click intention is positively associated with 

behavioral intention in the context of OBA.

Subjective Persuasion Knowledge.

Persuasion knowledge refers to individuals’ under-
standing of the persuasion techniques used by adver-
tisers. Understanding consumers’ persuasion knowl-
edge includes the persuasion mechanism and the 
cookie system. It also includes consumers’ beliefs 
related to advertisers’ strategies, tactics, and motives 
behind persuasion attempts and the utility of persua-
sion attempts from the perspectives of both advertis-
ers and consumers (Campbell and Kirmani 2000; Fri-
estad and Wright 1994).

Subjective persuasion knowledge (SPK) and objec-
tive persuasion knowledge (OPK) are the two types of 
persuasion knowledge. OPK can be defined as accu-
rate knowledge of the persuasive aspects of OBA. 
SPK is what consumers feel they understand about 
the persuasive aspects of OBA (Carlson et al. 2007). 
Across various fields, studies have shown that the 

SPK is a stronger predictor of behavioral outcomes 
than the OPK (Hadar et  al. 2013; Lind et  al. 2020; 
Pieniak et al. 2010; Raju et al. 1995). Hence, through 
this research, we study the role of SPK in influencing 
the behavioral intention of consumers to buy products 
through OBA.

Persuasion knowledge develops with the improve-
ment of cognitive skills and with an individual’s 
cumulative experience (Friestad and Wright 1994). In 
this age of increasing internet interaction, consumers 
frequently encounter personalized online advertise-
ments. Thus, consumers possess naturally developed 
insights or beliefs about the persuasion techniques 
used in OBA. Recognizing an agent’s (in this case, 
the advertiser’s) action as something that is perceived 
as a tactic during a persuasion attempt (which in this 
case is OBA) can significantly influence the afteref-
fects of the persuasion episode (Friestad and Wright 
1994).

Most of the studies in the literature have assumed 
that persuasion knowledge adversely affects users’ 
intentions related to OBA (Ham 2017; Wei et  al. 
2008). Although the majority of researchers consider 
persuasion knowledge to be an inhibiting factor when 
internet users encounter OBA attempts, when Internet 
users consider their goal pursuit, they consider OBA 
a cooperative attempt (Friestad and Wright 1994; 
Ham 2017; Kirmani and Campbell 2004). When 
internet users consider OBA a cooperative attempt 
and find the targeted messages relevant, helpful, and 
credible, they tend to accept OBA. With this premise, 
we assume that persuasion knowledge is related to 
relevance, credibility, perceived usefulness, and OBA 
acceptance.

Hence, we hypothesize the following.
H9a: SPK moderates the relationship between 

Relevance and OBA acceptance.
H9b: SPK moderates the relationship between 

credibility and OBA acceptance.
H9c: SPK moderates the relationship between 

perceived usefulness and OBA acceptance.

Methodology

The data collection for this research was accom-
plished through a structured questionnaire distrib-
uted online. Sample selection was performed using 
convenience sampling. We used a 7-point Likert 



310 Decision (September 2024) 51(3):303–319

Vol:. (1234567890)

scale (strongly disagree to strongly agree) to record 
responses. The items of the constructs were adapted 
from previous literature.

We created and explained a scenario to prospective 
respondents. The scenario was a hypothetical one that 
required them to imagine themselves browsing for a 
budget smartphone on Amazon or Flipkart and then 
discovering afterward that most of the pop-up ads 
on their device were about different kinds of budget 
smartphones.

Initially, we distributed the questionnaire among 
our fellow researchers to check whether the respond-
ents understood the wording of the questionnaire in 
the same way we intended. After receiving feedback 
from the respondents, we changed the wording of the 
questionnaire for clarity. Through this process, we 
attempted to establish the face validity of the ques-
tionnaire. After getting satisfied that the questionnaire 
was being understood in the same way as intended, 
we approached the larger set of respondents. Since 
our focus of the study is internet users’ adoption of 
OBA, we did not filter who the respondents should 
be.

We approached our respondents through What-
sApp groups by sharing the link to the questionnaire. 
We have approached graduate students, research 
scholars, and faculty at our university, which is an 
Indian university. Along with the academic communi-
ties, we have also approached our friends and fami-
lies to respond to our questionnaire to obtain a diverse 
portfolio of respondents. All the respondents were 
Indians in terms of their nationality.

Since the current model is a ten-factor model and 
some constructs have fewer than three items, the sam-
ple size was determined to be 500 (Hair et al. 2010). 
Thus, 500 responses were collected and analyzed. 
Overall, 45 items were included in the question-
naire. At the time of data analysis, some items were 
eliminated due to the low level of factor loadings, 
and 37 items were included in our study for the final 
data analysis. The demographic information of the 
respondents is presented the respondents is presented 
below (Table 1).

The psychometric scales of the constructs, privacy 
concerns, OBA relevance, OBA credibility, perceived 
usefulness, OBA acceptance, OBA avoidance, click 
intention, and behavioral intention were adapted 
from Aiolfi et  al. (2021). The psychometric scales 
of the creepiness and SPK constructs were adapted 

from Langer and König (2018) and Ham and Nelson 
(2016), respectively.

We used SPSS AMOS to measure the constructs’ 
reliability and validity, determine the model fit of the 
measurement and structural models, test the proposed 
hypotheses, and find common method bias.

Data Analysis

Measurement model.

Confirmatory Factor Analysis (CFA) was conducted 
using SPSS AMOS to determine the measurement 
model. Factor loadings were measured and assessed 
for each item. At the time of data collection, 45 
items were included in the study. Certain items (R3, 
AC1, CR2, CR7, AV5, AV6, SPK2, and SPK6) were 
deleted due to low factor loadings (< 0.50). The good-
ness of fit of the measurement model was assessed 
using various model fit measures, such as the CMIN/
df (chi-square minimum/df), CFI, TLI, and RMSEA. 
The values obtained (presented in Table 2) fell within 
their respective common acceptance levels.

Cronbach’s alpha (α) and composite reliability 
(CR) were utilized to determine the construct reli-
ability. The value of α obtained for each construct 

Table 1  Demography of respondents

Characteristics Count Percentage

Gender Male 252 50.40%
Female 247 49.40%
Others 1 0.20%

Age Under 20 9 1.80%
20–24 188 37.60%
25–29 224 44.80%
30–34 36 7.20%
35–44 18 3.60%
45–54 14 2.80%
55–65 11 2.20%
Over 65 0 0.00%

Education Below 10th 1 0.20%
10th 3 0.60%
12th 16 3.20%
Graduation 124 24.80%
Post-Graduation 306 61.20%
PhD 50 10.00%
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exceeded the required limit of 0.70 (Nunnally and 
Bernstein 1994). Furthermore, CR values ranged 
from 0.80 to 0.92, well beyond the acceptable value 
of 0.70 (Hair et al. 2010). Thus, the construct reliabil-
ity of all the constructs was established (Table 3).

The average variance extracted (AVE) was used 
to estimate the convergent validity of the scale items. 
The AVE values obtained for all the constructs 
exceeded the acceptable value of 0.50 (Fornell and 
Larcker 1981). Thus, we conclude that the scales used 
for the current research have vital convergent validity 
(Table 3).

The heterotrait–monotrait (HTMT) ratio was uti-
lized to evaluate discriminant validity in this research. 
In this study, all the ratios that were obtained were 
found to be less than the acceptable limit of 0.85 
(Henseler et  al. 2015). Thus, discriminant validity 
was established, and the results are shown in Table 4.

Structural model.

The structural model for the current study was devel-
oped in accordance with the model by Aiolfi et  al. 
(2021), with the addition of two constructs, i.e., SPK 
and Creepiness, as discussed previously. The struc-
tural model with estimates is presented in Fig. 2.

The structural model fit was determined through 
the CMIN/df (chi-square minimum/df) value 
(Table 5). The CMIN/df value is 3.147, which is less 
than 5, suggesting a good model fit (Wheaton et  al. 
1977). The CFI and TLI values are just greater than 
the recommended value of 0.90, suggesting a good fit 
(Bentler 1990). Although the RMSEA is 0.066, above 
the recommended value for a good fit, an RMSEA 
value < 0.08 denotes an acceptable fit (Cudeck and 
Browne 1992; Jöreskog and Sörbom 1993).

After the model fit was established, path estimates 
were computed (Table  6; Fig.  2). All the relation-
ships among the constructs, except one, were sig-
nificant, with a p value < 0.05 and a t-value between 
−1.96 and + 1.96. However, the relationship between 
the Perceived Usefulness and OBA Acceptance con-
structs was nonsignificant, with a p value of 0.195 
and a t-value of 1.296. Hence, hypothesis H5 was 
rejected, which is that OBA perceived usefulness pos-
itively influences OBA acceptance.

The  R2 values for the dependent variables are 
shown in Table 7. All the constructs, except one, had 
an  R2 value greater than 0.15, suggesting that the 
model was fairly predictable. However, the construct 
“click intention” has an  R2 value of 0.136, showing 
that only 13.6% of click intention is explained by the 
predicting variables.

Moderation Analysis.

Through this research, we determined the moderating 
effect of SPK on the relationship between OBA Rel-
evance (R) and OBA Acceptance (AC). Without con-
sidering the moderating effect (SPK*R), the  R2 value 
was 0.241. This shows that 24.1% of the variance in 
AC is accounted for by R only. Considering the inter-
action term, the  R2 value is increased to 0.244. This 
shows an increase of 0.3% in the variance explained 
by the dependent variable (AC) by including SPK as 
a moderator. The f2 value for the moderation effect 
was found to be 0.004.

The results revealed that SPK has a positive 
and significant moderating role in the relationship 
between R and AC. (b = 0.126; t = 2.780; p = 0.005), 
supporting H9a. This shows that the relationship 
between OBA relevance and OBA acceptance is 
strengthened with an increase in SPK. A summary of 
the results of the moderation analysis is presented in 
Fig. 3.

Furthermore, slope analysis is presented to better 
comprehend the moderating impacts. As presented in 
Fig. 3, the line is considerably steeper for high SPK. 
This shows that at a greater level of SPK, the impact 
of R on AC is much stronger than that at a lower 
level of SPK. However, at low SPK, the line tends to 
straighten; this shows that at lower levels of SPK, a 
change in R does not lead to a similar change in AC. 
In conclusion, a higher SPK strengthens the relation-
ship between OBA Relevance and OBA Acceptance.

Table 2  Model fit indices for Measurement Mode

Fit Index Recom-
mended 
Value

Source(s) Obtained Value

CMIN/df  < 5 Wheaton et al. 1977 2.043
CFI  > 0.90 Bentler 1990 0.951
TLI  > 0.90 Bentler 1990 0.944
RMSEA  < 0.05 Cudeck and Browne 

1992; Fabrigar 
et al. 1999

0.046
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Table 3  Factor Loading, Composite Reliability, and Convergent Validity of items and constructs

Constructs / Items Factor Loadings Cron-
bach’s 
Alpha (α)

CR AVE

OBA Relevance 0.905 0.902 0.571
R1 I feel that customized ads have value to me 0.752
R2 I feel that customized ads are relevant to my needs 0.719
R4 I think it’s worth paying attention to customized 

ads
0.776

R5 I think customized ads deserve to be remembered 0.754
R6 I think customized ads are useful for me 0.855
R7 I think customized ads are interesting 0.753
R8 I think customized ads will probably give me new 

ideas
0.67

OBA Credibility 0.814 0.826 0.615
CD1 I consider customized ads as a shopping standard 

(i.e., I compare other products with those that I 
see on customized ads)

0.706

CD2 I trust customized ads 0.855
CD3 Content provided by customized ads is credible 

(reliable)
0.784

OBA Perceived Usefulness 0.916 0.917 0.734
PU1 Customized ads help me achieve my purchase 

goals faster
0.82

PU2 Customized ads improve my shopping expedition 
(i.e., shopping journey)

0.87

PU3 Customized ads increase the effectiveness of my 
shopping expedition (i.e., shopping journey)

0.897

PU4 Customized ads make it easier to achieve my 
purchase goals

0.838

Privacy Concern 0.928 0.926 0.716
PC1 It bothers me that companies are able to track 

information about my online activity
0.777

PC2 I worry that companies have so much information 
about me

0.928

PC3 It bothers me that companies are able to access 
information about me

0.916

PC4 I’m worried that my information can be used in 
ways that I cannot predict

0.836

PC5 I worry about how others might use the history of 
my online activity

0.758

Creepiness 0.894 0.891 0.624
CR1 I have a queasy feeling (i.e., I become slightly 

nervous or worried) while receiving customized 
ads

0.729

CR3 I have a lot of fear of customized ads 0.895
CR4 I somehow feel threatened by customized ads 0.903
CR5 I didn’t know exactly how to behave while I was 

being shown customized ads
0.762

CR6 I didn’t know exactly what to expect from custom-
ized ads

0.625

OBA Avoidance 0.845 0.848 0.587
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The results for H9b show that the t-value and 
p value for the relationship of the interaction term 
(CD*SPK) with the dependent variable (AC) are 
0.010 and 0.312, respectively. Since the t-value is in 
the range of −1.96 to + 1.96 and the p value is > 0.05, 
this relationship is nonsignificant.

Hence, our hypothesis H9b is rejected because 
SPK does not moderate the relationship between 
OBA credibility and OBA acceptance.

After analysis of the structural model, the rela-
tion between perceived usefulness and OBA 

Table 3  (continued)

Constructs / Items Factor Loadings Cron-
bach’s 
Alpha (α)

CR AVE

AV1 Intentionally, I ignore any customized advertise-
ment

0.707

AV2 I hate any customized advertisement 0.876
AV3 It would be better if there were no customized 

advertisements
0.825

AV4 I prefer to set an “ad blocker” (a program that 
blocks the display of advertisements on the web) 
to avoid customized advertisements

0.631

Behavioral Intention 0.822 0.830 0.621
BI1 I will use customized ads to shop whenever I have 

the option
0.726

BI2 I want to use customized ads to shop right after I 
see them

0.86

BI3 I expect to use customized ads right after viewing 
them to buy products

0.772

Subjective Persuasion Knowledge 0.796 0.805 0.511
SPK1 I know how OBA displays personalized ads for me 0.61
SPK3 I understand how a marketer shows personalized 

ads to me using behavior-tracking
0.782

SPK4 I know how online marketers offer tailored infor-
mation to me

0.81

SPK5 I can see through (i.e., detect the true nature of) 
ad personalization techniques used in online 
advertising to get me to buy products

0.636

Table 4  Discriminant Validity of the Constructs (HTMT Ratios)

Constructs: ↓ → R CD PU PC CR AV SPK BI AC CI

R
CD 0.837
PU 0.849 0.842
PC −0.160 −0.261 −0.162
CR −0.149 −0.131 −0.103 0.424
AV −0.585 −0.483 −0.512 0.428 0.554
SPK 0.051 −0.022 0.032 0.272 0.153 0.145
BI 0.687 0.748 0.717 −0.275 −0.014 −0.412 0.073
AC 0.641 0.618 0.612 −0.260 −0.147 −0.461 0.069 0.595
CI 0.534 0.507 0.501 −0.132 −0.061 −0.328 0.107 0.648 0.379
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Fig. 2  Structural Model with Estimates

Table 6  Path Estimates

Relation-
ship

Unstand-
ardized 
estimates

Stand-
ardized 
estimates

S.E t-value p value

PC × CR 0.478 0.446 0.054 8.877 ***
CR × AV 0.526 0.559 0.052 10.109 ***
R × AC 0.471 0.293 0.162 2.901 0.004
CD × AC 0.443 0.278 0.16 2.772 0.006
PU × AC 0.173 0.124 0.133 1.296 0.195
AC × CI 0.278 0.315 0.037 7.557 ***
AV × CI −0.262 −0.179 0.066 −3.977 ***
CI × BI 0.446 0.632 0.035 12.571 ***

Table 7  R2 values

Dependent Variables R2 values

Creepiness 0.199
OBA Acceptance 0.437
OBA Avoidance 0.312
Click Intention 0.136
Behavioral Intention 0.399
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acceptance was found to be nonsignificant. Hence, 
moderation analysis for H9c was not conducted.

Discussion and Conclusion

Boerman et  al. (2017) outlined the major research 
theme for consumer acceptance of OBA. This study 
has incorporated several suggestions from the above 
studies into the conceptual model. Aiolfi et al. (2021) 
laid out a significant framework for understanding the 
factors influencing customer attitudes toward OBA. 
As digitization is growing, it is essential to understand 
the influence of such factors on consumers’ decisions 
to improve their OBA experience. Hence, the current 
study has significant implications for advertisers and 
academicians regarding online behavioral advertis-
ing. The decision to accept or reject OBA depends 
mostly on privacy concerns, the creepiness and rele-
vance of the advertisements, and the credibility of the 
advertisements.

Consistent with previous findings (McDonald and 
Cranor 2010), this study shows that if consumers feel 
that their privacy is being breached or that an adver-
tiser or marketer is being creepy by prying on their 
private lives, they tend to avoid OBA.

Privacy concerns were found to be one of the sig-
nificant determinants of OBA avoidance, which is 
in accordance with the conclusions of Aiolfi et  al. 
(2021). On the other hand, if an online behavioral 

advertisement is relevant enough for consumers, 
they tend to accept it more readily. Similarly, if the 
consumer is convinced that the ad is from a credible 
source, it also leads to increased acceptance of the 
OBA. Thus, the advertisers must consider the level 
of relevance of the ad they put out. They must also 
ensure that the credibility of their ad source is made 
known to their consumers, lest they run the risk of 
low levels of OBA acceptance.

SPK significantly moderates (positively moder-
ates) the relationship between OBA relevance and 
OBA acceptance, which is consistent with the argu-
ments and results of Friestad and Wright (1994), 
Ham (2017), and Kirmani and Campbell (2004), who 
state that persuasion knowledge can have a positive 
association if ads are relevant to consumers. One of 
the possible explanations for why SPK is positively 
associated with OBA acceptance could be that when 
consumers understand persuasion attempts, they may 
feel that they are important stakeholders of the OBA 
process, not mere targets only. If consumers feel that 
even if OBA is trying to persuade them, it is helping 
them obtain what is relevant to them, they tend to be 
more inclined to accept OBA.

The intention to click on an OBA, in turn, posi-
tively affects the behavioral intention to purchase 
goods through online ads. Hence, to help more con-
sumers purchase through targeted advertisements, 
advertisers need to focus on increasing the reliabil-
ity and credibility of the advertisements and strive to 

Fig. 3  Moderation analysis
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reduce any privacy concerns and the feeling of creep-
iness that the consumer might face.

Theoretical contribution.

This study enriches the theoretical framework of 
OBA acceptance/rejection by examining the frame-
work through different dimensions. Some dimensions 
are technology adoption, cost and benefit, stimulus 
and response, social exchange, and the privacy-per-
sonalization paradox. Privacy concerns are one of the 
critical factors of OBA avoidance. Creepiness is one 
of the main reactions of internet users when respond-
ing to OBA (McDonald and Cranor 2010). This study 
integrates the concept of creepiness into the theoreti-
cal framework of OBA acceptance/avoidance. Creepi-
ness was found to be a factor in determining behav-
ioral intention around technology adoption through 
various academic studies, but a psychometric scale 
has recently been developed. The development of 
a psychometric scale allowed researchers such as 
Rajaobelina et al. (2021) to test the impact of creepi-
ness on behavioral intention in a Chabot context. 
The addition of creepiness, as one of the psychologi-
cal factors of OBA avoidance, strengthens the power 
of predictors of the acceptance of new technology. 
Through this research, we have attempted to link pri-
vacy concerns with creepiness and creepiness with 
OBA avoidance; future researchers could use this 
link to establish the mediating effect of creepiness 
on privacy concerns. This research could also open 
an avenue of research that will be useful in identify-
ing the reasons for the creation of privacy concerns 
and creepiness in the context of OBA. The litera-
ture on the human perception of OBA is dominated 
by the negative effect of persuasion knowledge (Wei 
et  al. 2008). The positive moderating effect of SPK 
on the relationship between OBA relevance and OBA 
acceptance adds to the scarce set of research that con-
siders the positive aspects of the effects of persuasion 
knowledge while studying human perception of OBA.

Managerial implications.

Any behavioral tracking will have some privacy con-
cerns, and creepiness is one of the factors affecting 
OBA click intentions. The framework provided by 
Aiolfi et  al. (2021) for OBA considers privacy con-
cerns to be the main aspect of OBA avoidance. This 

study has integrated the concepts of creepiness and 
SPK into the determinants of the behavioral inten-
tions of internet users toward OBA. This research 
provides more input to advertisers regarding the fac-
tors to be considered when strategizing OBA. OBA 
relevance and OBA credibility are the major factors 
affecting consumer acceptance of OBA. Although 
we did not study the relationship between creepiness 
and transparency in this research with the definition 
of creepiness and its role in OBA avoidance, we want 
to convey to advertising managers that they must 
increase transparency by providing adequate disclo-
sures, which will help internet users become more 
accustomed to OBA techniques and decrease creepi-
ness. Advertisers are recommended to make internet 
users sufficiently aware of the benefits of OBA for 
internet users and about the persuasion attempts of 
advertisers since SPK has been found to moderate 
the relationship between OBA relevance and OBA 
acceptance significantly.

Limitations and Further Scope

This research has its own limitations. Apart from the 
constructs considered for the current study, many 
other characteristics or factors affect consumer 
behavior toward OBA, such as consumer innova-
tiveness, emotion induction, differences in market-
ing channels, differences in product types, consumer 
habits, ad informativeness, and e-word-of-mouth 
(Shi 2018); as advised by previous literature, these 
factors can be incorporated into the model to formu-
late a rather holistic model. The dynamics and rela-
tionships among the constructs might change after 
this, and new insights could be obtained. Specific 
differences in attitudes among the various demo-
graphic groups from the sample collected can also 
be studied separately to obtain a detailed and exact 
outlook on how consumer behavior is influenced by 
age, gender, income, level of education, etc. As the 
demographic details shown earlier, many respond-
ents are in the age group of 20–29  years, but it is 
evident that internet users are more heterogeneous 
(Ahlluwalia and Singh 2023). This research could 
not make sufficient use of demographic distribution. 
The lack of use of demographic distribution cre-
ates the problem of bias in the results. The skewed 
age group sample also creates a bias in the results. 
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Along with bias, a skewed sample also creates the 
problem of generalizing the results. Another limi-
tation of this study is that the data were collected 
from only one country, but privacy concerns are a 
construct that can be perceived differently by people 
belonging to different cultures and countries. If the 
data can be collected from various countries, then 
cross-cultural comparisons can also be performed 
for a more nuanced interpretation.

This study followed a correlation-based research 
design with convenience sampling. This restricts 
us from making causal inferences and wider gener-
alizations of the results. Future researchers can use 
an experimental design with random assignment 
between treatment and control groups to establish a 
causal relationship with greater internal validity.
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