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Abstract
Purpose of Review The use of social media to conduct digital
surveillance to address different health challenges is growing.
This multidisciplinary review assesses the current state of
methods and applied research used to conduct digital surveil-
lance for prescription drug abuse.
Recent Findings Fifteen studies met our inclusion criteria
from the databases reviewed (PubMed, IEEE Xplore, and
ACM Digital Library). The articles were characterized based
on their overarching goals and aims, data collection and
dataset attributes, and analysis approaches. Overall, reviewed
studies grouped into two overarching categories as either be-
ing method-focused (advancing novel methodologies using
social media data), applied-focused (generating new informa-
tion on prescription drug abuse behavior), or having both el-
ements. The social media platform most predominantly used
was Twitter, with wide variation in sample size and duration of
data collection. Several data analysis strategies were
employed, including machine learning, temporal analysis,
rule-based approaches, and statistical analysis.

Summary Our review indicates that the field of prescription
drug abuse digital surveillance is still maturing. Though many
studies captured large volumes of data, the majority did not
analyze data to characterize user behavior, a critical step need-
ed in order to better explain the underlying risk environment
for prescription drug abuse. Future studies need to better trans-
late method-based approaches into applied research, use data
generated from social media platforms other than Twitter, and
take advantage of emerging data analysis strategies, including
deep learning and multimodal approaches.

Keywords Non-medical use of prescription drugs .

Prescription drug abuse . Digital surveillance . Twitter . Social
media . Infoveillance

Introduction

A prescription drug abuse epidemic is currently underway
in the USA and now constitutes a full-fledged public health
crisis with no signs of slowing [1–3]. The patient safety
harms of misuse of prescription opioids, depressants, and
stimulants are multifaceted and associated with challenges
including overprescribing or misprescribing, lack of train-
ing and funding for addiction treatment and prevention,
diminished risk perception of abuse potential compared
to illicit drugs, behavioral linkages to other forms of illicit
substance abuse (such as transition to heroin addiction and
the rise of synthetic fentanyl-related deaths), and other pol-
icies related to access, monitoring, and product formula-
tions [3–13]. Though this public health problem continues
to escalate—evidenced by data in 2015 from the National
Survey on Drug Use and Health reporting over 50,000
deaths due to drug overdose (more than 60% related to
opioids)—policy responses have been incomplete, likely
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influenced by a lack of sufficient data needed to understand
the true extent and nature of the problem [14].

Critically, in order to effectively address the complex chal-
lenges of prescription drug abuse, robust public health surveil-
lance is needed to accurately detect, measure, and report the
prevalence of different forms of substance abuse behavior
(e.g., classes of drugs abused, polydrug abuse, injection drug
use), the incidence of prescription drug-related overdose and
death, and changing perceptions, attitudes, and venues of ac-
cess that enable prescription drug abuse behavior. Currently,
data describing the overall risk environment for prescription
drug abuse is largely derived from national population-based
surveys that employ respondent-driven approaches (including
interviews and self-administered questionnaires) to collect in-
formation about past drug use behavior [15–17]. This is
coupled with data from the Centers for Disease Control and
Prevention (CDC) National Vital Statistics System that reports
drug-related overdose deaths generated from death certifi-
cates. However, survey-based instruments are subject to cer-
tain limitations such as recall bias and inherent delays in cre-
ating, employing, and compiling survey results [18].
Similarly, overdose data may be underestimated and only
function as a measure of mortality as an endpoint, not neces-
sarily reflecting underlying risk behavior.

In order to complement nationally representative surveys
that may be generalizable to large population groups but may
lack granularity, researchers have begun to recognize the pow-
er of mining and analyzing “big data” in a growing networked
and social media-enabled society, a practice commonly
known as “infoveillance” or “digital epidemiology” [19, 20].
Simultaneous advances of Web 2.0 (the interactive web) and
the ubiquity of mobile and internet-connected devices have
also enabled users to constantly create, share, and engage with
online communities and also create their own digital
identities/profiles [21, 22]. As an example, the popular
microblogging platform Twitter generates more than 500 mil-
lion messages per day published from more than 300 million
active users, and 79% of all online Americans now use the
world’s most popular social media platform Facebook [23].

The user-generated content created on such platforms can
be obtained through accessing different application program-
ming interfaces (API) that often enable real-time and/or retro-
spective data surveillance and monitoring. Hence, growing
popularity of online social interaction by users and the con-
comitant increase in volume and access to social media data
has resulted in digital surveillance emerging as an important
interdisciplinary form of research, mainly focused on better
understanding areas of the health, life sciences, and social
behavioral fields. This also includes research that specifically
focuses on identifying current and emerging trends and atti-
tudes associated with prescription drug abuse [24, 25].

Hence, this article comprehensively reviews the literature
to gain a better understanding of the current state of research

methods and approaches in digital surveillance aimed at ad-
dressing prescription drug abuse. The primary goal of this
reviewwas to identify and characterize key approaches central
to this form of area of inquiry, assess challenges and opportu-
nities associated with the advancement of the methodologies
and technologies utilized, and gain a better understanding of
how the field will evolve in the future.

Methods

Our literature review was performed using keyword search
queries on three scholarly databases including the Institute
of Electrical and Electronics Engineers (IEEE) Xplore
Digital Library (articles on information, communication, and
engineering research), the Association for Computing
Machinery (ACM) Digital Library (articles on advances in
computer science research), and the PubMed/Medline data-
base (articles that focus on the science/health literature). Our
literature review was conducted between April and June 2017
and searches were limited to English-language articles. Our
structured search queries included the parent key terms “social
media” in combination with “prescription drug abuse” in pre-
liminary searches. Our second-level searches included a com-
bination of sub-category social media terms (including
“Facebook,” “Instagram,” “Pinterest,” “Linkedin,” and
“Twitter”). We chose these specific social media keywords
as survey data from the Pew Research Center indicate they
are the most popular social media platforms among online
adult users in the USA [23].

In each of the databases, two advanced search functions
were performed using the parent search terms “prescription
drug abuse” AND “social media” (“AND” here is a boolean
operator), and the sub-category terms “prescription drug
abuse” AND “NAME OF PLATFORM” (i.e., Facebook).
The advanced search settings were set to retrieve all literature
which contained matching terms anywhere in the content and
the metadata (title, abstract, author name, etc.). No restrictions
were imposed on the date of publication. Once an output of
indexed papers was retrieved, the abstract of each article was
reviewed to evaluate its relevance to the scope of our review.

Our criteria for review study inclusion included the follow-
ing conditions: (1) articles limited to research, review, and
methods content types (i.e., excluding commentaries,
case/field reports, editorials, indexed news articles, and other
articles that did not present original data analysis or
discussion/experimentation of methodological approaches);
(2) articles that focused on prescription drug abuse, not other
types of health behavior or forms of substance abuse (i.e., we
excluded articles associated with tobacco, alcohol, cannabis,
and illicit drug use); and (3) articles that focused on use of
social media platforms (i.e., we excluded articles that reported
use of other online technologies that were not social media
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platforms such as Internet forums). For articles that met these
inclusion criteria, the full text was extracted for in-depth re-
view and then characterized in terms of key attributes and
themes. We note that in cases when a method-focused article
was not specific about exact drug classes covered, we includ-
ed the study as it was deemed applicable for characterizing
overall prescription drug abuse surveillance or data analysis
approaches.

Topics that were retrieved but excluded from this review
included articles that utilized social media to detect adverse
patient safety events associated with prescription drugs, arti-
cles focused on ethical considerations of social media-based
research, articles describing use of wearable sensors and de-
vices for studying drug abuse behavior, and articles focused
on interventions aimed at changing drug abuse behavior that
did not include a surveillance component. These topics were
viewed as beyond the scope of this study but arguably deserve
their own separate review in the context of how they leverage
social media technologies [26, 27].

Results

Our review of the literature and multiple scholarly databases
yielded a total of 15 manuscripts that met the inclusion
criteria. This included 33% (n = 5) retrieved from the IEEE
Xplore Digital Library, 20% (n = 3) from the ACM Digital
Library, and 47% (n = 7) from the PubMed/Medline database
(see Fig. 1 for visual depiction of literature review search
methodology and results). In terms of publication type char-
acteristics, the majority of publications were published as
journal articles (60%, n = 9) in comparison to conference-
based publications (40%, n = 6, with nearly all conference
publications extracted from the IEEE Xplore database).

Despite imposing no date restrictions on our searches, we
found that all articles satisfying our inclusion criteria were
published after 2013. Interestingly, six were recently pub-
lished in 2016, reflecting the rapidly emerging nature of the
field and indicating that our findings represent up-to-date re-
searchmethods and results. Additionally, several different pre-
scription drug classes/products were examined in the studies
reviewed including Adderall, Fentanyl, Oxycodone,
OxyContin, Percocet, Valium, Vicodin, Xanax, and others.
Based on our in-depth review of extracted articles, results
were categorized into the following key attributes (a summary
table of the goals, aims, and other characteristics of reviewed
studies is provided in Table 1):

& Overarching goals and aims of reviewed research: Our
review was multidisciplinary given that the field of digital
surveillance for prescription drug abuse resides at the in-
tersection of health, behavioral, and technology sciences.
Hence, we characterized reviewed articles based on what

they were trying to achieve into two separate parent cate-
gories: (1) articles focused on developing methods for
collecting, analyzing, and learning from data; and (2) ar-
ticles focused on implications and applied results of data
analysis.

& Data collection and dataset attributes: We reviewed and
categorized articles based on the methodologies deployed
for data collection and management of social media data
sets. We also characterized the datasets in terms of type
(user profiles or social media messages), size, and
timeframe.

& Data analysis strategies: Finally, we reviewed and cate-
gorized the different types of data analysis strategies uti-
lized. Strategies primarily focused on different uses of
artificial intelligence and machine learning-based tech-
niques, temporal analysis, and rule-based approaches.

Research Goals and Aims

Our first categorization examined articles to determine if they
focused on advancing the methodology for digital surveillance
or if they focused on applied approaches to generate new
information about prescription drug abuse trends and behav-
iors. Methodology-focused articles generally consist of re-
search articles whose primary goal is to innovate on newer
techniques for utilizing social media data, but whose methods
can also be applied to broader health and societal challenges.
We found that 9 out of 15 articles (all three from the ACM
Digital Library, four from IEEE Xplore, and two from
PubMed) had a strong method focus wherein they describe
in detail their data collection techniques and data analysis
strategies. Five articles focused on both the underlying
methods and technology and the real-world implication of
their results and were categorized as being both methods and
applied research. The article by Scott et al. did not fall under
either of these categories as it discussed more generally the
opportunities for exploring prescription drug abuse research
through social media, but did not include its own original
research methodology or data [24].

In terms of the primary aims of research articles reviewed,
two major themes emerged. One set of articles focused on
surveillance of prescription drug abuse-related posts where
the goal was more narrowly focused simply on identifying
and detecting posts/messages related to prescription drug
abuse behavior but did not take the extra step to characterize
behavior reported in social media content. The other set of
articles focused on detecting and characterizing the behavior
of users who post social media content related to prescription
drug abuse. Overall, 67% of articles (n = 10) focused on sur-
veillance and detection [15, 27, 29, 30•, 33, 34•, 35–37, 39,
40], whereas 33% (n = 5) focused on studying the behavior
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and attitudes of users who discuss prescription drug abuse on
social media platforms [15, 28••, 31••, 32, 38].

Among the articles focused on surveillance, method-
oriented papers generally proposed different strategies aimed
at differentiating prescription drug abuse content from other
non-relevant content generated by users. Given the large vol-
ume of content generated on social media platforms and the
inherent noise in any free text platform that blur the lines
between relevant and non-relevant information, this is a major
challenge and subject to constant experimentation from a data
collection, cleaning, and analysis perspective as discussed
further.

Data Collection and Dataset Attributes

When reviewing the data collection and dataset attributes, we
first focused on the social media platform types utilized in
reviewed research. In this category, the majority of studies
(60%, n = 9) used the microblogging site Twitter, three
(20%) used the picture sharing site Instagram (e.g., sharing
images such as a user sharing a picture of them holding nu-
merous prescription pills but also allows textual comments),
and three did not include actual data. All identified research
accessed data streams via a public API (versus accessing
datasets from commercial fee-based resellers). The high pres-
ence of Twitter-related research is likely due to the ease of
public access through various Twitter APIs and the high vol-
ume of studies in other disciplines that have used Twitter data.

Depending on the goals of the work (as previously de-
scribed), the data collected was either user-focused (i.e., ex-
amined the attributes of the user who generated the social
media posts) [15, 31••, 34•, 37] or message-focused (i.e., ex-
amined the actual content of the social media post) [32, 40]. A
user-focused data collection strategy typically involved the
collection of an initial set of posts (i.e., textual messages called

tweets on Twitter, and pictures and accompanying text on
Instagram) from a public API in an applicable data format
(e.g., JSON format). From this dataset, a set of posts that could
possibly pertain to prescription drug abuse were then manual-
ly identified by human interpretation to identify a set of appli-
cable users. As an example, Hanson et al. identified an initial
25 Twitter users who posted prescription drug abuse-related
messages and then extracted their follower-followee graph to
study the effects and interaction on their social circles [32].
The study found that users who discuss prescription drug
abuse are oftentimes surrounded by like-minded users, possi-
bly reinforcing negative substance abuse behavior.

In contrast, the data collection strategy for studies focused
on message datasets first identified a search or a tracking
entity/attribute (such as a keyword in the message of the
tweet/post, key term, or hashtag that could be related to pre-
scription drug abuse) in order to pre-filter subsequent data
collection. For example, Seaman and Giraud-Carrier tracked
the tweets for more than 70 prescription drug-related key
terms that included both chemical and street names of com-
monly abused drugs, generating close to 1 million tweets [38].
The study found that prescription drugs are characterized by
users as being “needed” in comparison to illicit drugs that
were mostly characterized in combination with attitudes of
“buying” and “selling.”

In some message-focused studies, the list of prescription
drug keywords was determined prior to the study using other
data sources (such as reference materials available from the
National Institute on Drug Abuse) [15, 31••, 34•, 35, 38]. In
other studies, a random set of social media posts were ana-
lyzed to determine appropriate selection of keywords that
would track with prescription drug-related social media posts.
Once the list of keywords was determined, then the corre-
sponding social media platformAPI was filtered for collection
of posts containing these keywords over a set period of time.

Literature Database Query (2011-2017*)
Prescription drug abuse parent keyword: 

in combination with keywords

(*up until June 2017)

PubMed
Science/Medicine

Titles reviewed to remove duplicates

ID
E

N
T

IF
IC

A
T

IO
N

Articles were included if they discussed the utilization of social media technologies 
to conduct surveillance of prescription drug abuse behavior.  Studies that met the 
inclusion criteria for prescription drug abuse-related social media surveillance 
studies were grouped into the following categories:  (1) goals and attributes 
research study; (2) data collection methodology and data attributes; (3) strategies 
for data analysis.    

15 articles extracted for 
in-depth review

IEEE Xplore
Engineering

ACM Digital Library
Computer Science

E
L

IG
IB

IL
IT

Y
S

C
R

E
E

N
IN

G
IN

C
L

U
D

E
D

Records reviewed on basis of title and abstract

Figure 2 depicts the distribution of publications 
across different journal databases categorized by 
methods and applied-focused articles.  The 
majority of articles focused on methods and were 
predominantly found in the IEEE Explore and 
ACM Digital Library  

 Figure 1 provides a breakdown of the databases that 

indexed publications that met the inclusion criteria for 
"digital surveillance" of prescription drug abuse.  Close to a 
majority (47%) of articles originated from the PubMed 
database though other disciplines were also well 
represented evidencing the multidisciplinary nature of this 

Fig. 1 Summary and visualization of review methodology and results
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The largest dataset reviewed was collected by Buntain and
Golbeck and contained 821 M user posts and was filtered
for 21 chemical names of drugs (e.g., Buprenorphine) and
several drug slang names [28••].

Excluding the study by Buntain and Golbeck, the average
size of Twitter and Instagram-related datasets was 2.16 M
tweets/posts ranging from a minimum of 31.7 K to a maxi-
mum of 11 M. One study by Katsuki et al. utilized cloud
computing services (Amazon Web Services) in combination
with the API to optimize data collection by avoiding limit
rates imposed by Twitter in order to collect a more generaliz-
able dataset to the entire Twitter firehose [34•]. It is notable
that some of the studies (primarily method-based articles) did
not use any data as they were limited to proposing a theoretical
framework/methodology for identifying drug abuse-related
posts on social media, but did not actually test their methods
on live datasets [24, 29, 36]. In terms of the duration of the
datasets, the data collection timeframes ranged from 1 to
13 months (average of 5 months).

Data Analysis Strategies

Though data collection approaches were relatively structured
and tied to the type of social media platform utilized, data
analysis strategies reviewed included a wide and diverse range
of methodologies deployed in an attempt to better understand
characterizations of prescription drug abuse topics discussed
in the social media sphere. The primary strategies of data
analysis included application of machine learning, temporal
analysis, rule-based approaches, and use of statistical analysis
(e.g., descriptive statistics, correlations).

In the first category of machine learning strategies, several
researchers employed automated machine learning techniques
to analyze large volumes of data. Some of these studies used
supervised machine learning models, which typically in-
volved manually labeling (by human annotation and coding),
a randomly selected subset of posts collected from the public
API, and then categorizing them as either related to prescrip-
tion drug abuse or as non-relevant (i.e., a binary categoriza-
tion) [34•, 35]. Following this manual annotation, a machine
classifier was trained on this test dataset to further automati-
cally detect and categorize messages related to prescription
drug abuse from the remaining and much larger dataset.

Machine learning that relies on a training phase using hu-
man annotation also involves choosing the right features as
inputs for the classifiers (features can be thought of as some
measurable property of the entity of interest). In the studies we
reviewed, typically, only content-based features were used to
train the classifiers. Content-based features are built based on
the content of the post created by the user. For example,
Kalyanam et al. postulated that the presence of adjectives or
verbs related to substance abuse risk behavior (e.g., overdose,
withdrawal) in tweets could be indicative of self-reporting of

prescription drug abuse behavior on social media [15]. These
specific terms were then analyzed to summarize patterns in the
Twitter text corpus and found a high proportion of polydrug
abuse-related discussion, including abuse of multiple classes
of prescription drugs and combination use with other illicit
drugs. Similarly, Phan et al. proposed that the presence of
words like “high,” “stoned,” and “addicted” in a post which
also contained drug names like OxyContin would suggest that
the content is also highly related to prescription drug abuse
[35]. This study focused on testing and validating different
classification algorithms in real-time to assess precision in
accurately detecting drug abuse-related tweets.

While such content-based features can possess discrimina-
tive properties that are capable of characterizing and
distinguishing between different content, research indicates
that metadata that surrounds the content (like the timestamp
on the post or the number of times the post was viewed and
shared) is also equally important in enabling machine learning
algorithms to accurately distinguish different types of content
[41]. Once the content-based features are built, supervised
machine classifiers that were used for this type of machine
learning included Naive Bayes, support vector machines, lo-
gistic regression, and decision trees.

Another class of machine learning involved unsupervised
techniques (which require minimal human annotation for
training purposes), with the most common used for topic
modeling [15, 30•] and grouping similar data into clusters,
called clustering [31••]. Ding et al. and Kalyanam et al.
employed topic models like latent Dirichlet allocation
(LDA) and biterm topic model (BTM) to detect clusters of
commonly co-occurring words (also known as topics) to sum-
marize the content present in posts, and subsequently extract-
ed topics and related posts which had a strong indication of
being related to prescription drug abuse [15, 30•]. Ding et al.
used LDA to identify drug-related topics from Instagram post
comments and used neural networks to identify changes in
drug abuse terminology and hashtags. Kalyanam et al. used
BTM to isolate macro themes related to prescription drug
abuse behavior, finding that polydrug abuse was the most
prevalent risk behavior discussion topic associated with three
commonly abused prescription drugs.

In contrast to supervised machine classifiers that only
use content-based features, these unsupervised models em-
ploy a variety of other features that might be available
either in the message or metadata (e.g., information about
the user profile) of the social media dataset. Some of these
features include geolocated GPS data (e.g., clustering posts
near college campuses) and hierarchical clustering on the
follower-followee network (clustering based on the graph
of the social network) [31••, 40]. Importantly, these unsu-
pervised techniques were capable of generating and
interpreting patterns from the entire dataset without reli-
ance on an initial human-trained dataset [15].
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In the second category of data analysis strategies, some
studies analyzed prescription drug abuse-related tweets from
a longitudinal and geospatial analysis perspective [31••, 37,
38, 40]. In many of these studies, the data were not geograph-
ically limited to the USA or any other jurisdiction. This re-
quired the data to be converted to a common time zone prior to
conducting temporal analysis and also normalizing data to
population density. For example, geocoded data was analyzed
to determine geographic origin and potential user demo-
graphics associated with drug abuse-related tweets. Buntain
and Golbeck geocoded 223 tweets for the slang term “oxy”
(i.e., OxyContin) reporting concentration in pacific northwest-
ern states, Hanson et al. used geolocated tweets to identify
college and university clusters with the highest Adderall-
related tweeters, and Katsuki et al. geocoded over 2000 tweets
for various chemical and street names finding a positive rela-
tionship between prescription drug abuse tweets and areas
with higher youth density [28••, 31••, 34•].

The methodology for temporal analysis typically in-
volved plotting the volume of social media posts over time
and conducting a visual examination and interpretation of
the plot for the purposes of understanding the temporal
patterns of drug abuse behavior [31••, 37, 38, 40].
Hanson et al. used temporal data of tweets associated with
the drug Adderall to determine the average number of
tweets per day of the week (finding that more tweets oc-
curred on the weekdays) and during periods of the year
(i.e., particular months of the year) [31••]. One of their
main findings was detection of large spikes in Adderall-
related Twitter conversations in December and May,
months corresponding to college final exam periods. In
another example, Seaman and Giraud-Carrier found an in-
crease in the volume of drug abuse posts in the winter
months, contrasted with a decrease of these posts during
the summer months indicating consistent patterns that
could be associated with the prevalence of depression
[38]. The temporal analysis conducted by Buntain and
Golbeck also involved a linear regression fit of the
volume-vs-time plot. The aim of performing a regression
fit is to learn the relationship of the dependent variable (in
this case, the volume of posts) as a function of the indepen-
dent variable (in this case, time), though results presented
in this study focused on measuring the popularity trends of
illicit drug keywords not prescription drugs [28••].

Finally, machine learning approaches are generally thought
of as employing models that are implicitly able to learn the
differences between two binary classes based on some training
set. In contrast, rule-based approaches are those in which rules
are hard coded into the methodology as opposed to being
learned from training data. These rules are created by inferring
from earlier studies or from field experts. Four studies
employed some form of rule-based approach to identify pre-
scription drug abuse-related posts on social media [32, 33, 36,

38]. Based on an earlier study, Hanson et al. divided the tweets
they collected into eight different categories of risk and abuse
behaviors to deduce conclusions about the prevalence and
behavior of drug abuse and its association with reinforcing
risk behaviors and social norms [32]. Relatedly, Jenhani
et al. proposed an innovative hybrid framework of both rule
and machine learning-based approaches to identify prescrip-
tion drug abuse-related posts and presented the performance
gains obtained using the hybrid approaches over several non-
hybrid baselines [33]. They first used grammatical and lin-
guistic rules to summarize the content in a structured manner
(e.g., as subject, verb, object). In combination with these struc-
tured outputs, they used other features such as sentence length
as inputs for use in supervised machine learning models and
demonstrated better performance (shown through evaluation
measures such as accuracy, precision, and recall) in detecting
prescription drug abuse-related content.

Insights and corroborations were also generated through
conventional statistical measures. For example, Hanson et al.
used measures like mean, standard deviation, and Pearson
correlation to study participation in social circles on social
media and its association with an individual’s drug abuse be-
havior. They also used graph-based analyses including model-
ing the influence of prescription drug abuse behavior between
users (or nodes) through weighted edges [32].

Discussion

Our review of the literature on digital surveillance of pre-
scription drug abuse indicates that in terms of the overarch-
ing goals, the majority of studies focused on surveillance
methods rather than attempting to understand the attitudes,
motivations, and user characterizations of prescription
drug substance abuse behavior that occurs on social media.
Though social media platforms have the advantage of read-
ily lending themselves to minimally invasive “social listen-
ing,” there is clearly a need for more concerted efforts to
translate methodologically focused research to applied
findings. This translation could better elucidate what un-
derlying factors are fueling the prescription drug abuse
crisis and better inform healthcare practitioners, law en-
forcement officials, drug regulators, patient advocacy
groups, and the public about possible solutions.
Relatedly, we also observed a clear difference in the nature
of studies published in the IEEE and ACM digital libraries
compared to those published in PubMed. IEEE/ACM arti-
cles placed very little focus on the implications of results,
while PubMed-indexed research generally gave equal
weight to both methods and implications.

As noted in our “Results” section, we performed searches
for prescription drug abuse-related studies that use any type of
social media and specifically for the most popular platforms of
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Facebook, Instagram, Pinterest, LinkedIn, and Twitter.
Among these, none of the studies utilized data generated on
Facebook, Pinterest, or LinkedIn. Due to the nature of social
network sites specializing for specific purposes and different
strategies of content curation, it is not surprising that LinkedIn
did not include studies meeting our inclusion criteria (e.g.,
LinkedIn is used for professional networking purposes and
does not generally contain user-generated content about sub-
stance abuse behavior). Conversely, Twitter was the most pop-
ular platform as it includes large volumes of user-generated
content self-reporting various forms of human behavior and is
highly accessible [34•]. In contrast, though Facebook also
includes high volumes of user-generated behavioral content,
its public API only contains a small sample of data generated
by Facebook users, in part due to privacy issues and the open-
ness of its API. One glaring omission in the literature is the
lack of any published studies that combine data observations
and conduct comparative analysis of prescription drug abuse-
related content from multiple social media sites.

While Pinterest and Instagram also have APIs that are rel-
atively straightforward to use, we found only three studies
using Instagram and none using Pinterest. One primary reason
why image-based social media sites do not include more pub-
lished research is the difficulty of using data science and ma-
chine learning techniques to analyze image data. Enormous
advances have been made in the field of deep learning and
neural networks in the past 5 years, especially convolutional
neural networks for image understanding [42]. These tech-
niques are at the core of many systems at Google, Amazon,
Apple, and Facebook. However, these tools have apparently
been underutilized in the context of prescription drug abuse
surveillance. Only one article by Ding et al. used these tech-
niques to analyze the text content of tweets (not images) to
determine how the vocabulary changes overtime [30•].
Especially for image-based data (like Instagram), the use of
convolutional neural nets could remarkably improve the sur-
veillance of prescription drug abuse-related posts by more
accurately triangulating content that both communicate sub-
stance abuse behavior through a message (text) and a related
image generated in the post [39].

In terms of the types of data analysis methodologies uti-
lized, we note that the majority of machine learning algo-
rithms used only one modality of data (e.g., the textual content
of user posts) to train their models. While different types of
features are used to train both supervised and unsupervised
models, the simultaneous utilization of different features (also
known as multiple modalities) under a single model is still
underexplored in the literature. In the field of machine learn-
ing, it is well accepted that using more than one modality (or
“type” of input) achieves better results (also known as “mul-
tiple kernel learning”) as extremely relevant information usu-
ally lies at the intersection of these modalities [43]. For exam-
ple, if a tweet has a message including a substance abuse

keyword (e.g., name of drug or verb such as “high”), an em-
bedded image depicting substance abuse (e.g., selfie of an
individual holding or ingesting a pill), and also includes
geocoded metadata indicating an area with a high rate of over-
dose, then the combination of this content may help to provide
more resolution to surveillance data and substance use behav-
ior. Some papers used both text and the image modalities [30•,
39, 40]; however, the usage was restricted to retrieval tasks
(e.g., retrieving images based on a text search). In this area,
techniques to fully leverage machine learning and the avail-
ability of different types of data have room for development.

Other studies that were ultimately excluded from our final
results based on drug class (e.g., cannabis and synthetic can-
nabinoids) reinforced the utilization of social media to poten-
tially detect substance abuse users by examining their online
profiles. A study by Baumgartner and Peiper collected a user-
focused dataset comprised of a total of 11 M users with the
aim of identifying emerging communities of cannabis users.
They began with a seed set of users (six user profiles that were
pre-identified and screened to be related to drug abuse) and
then collected information about these user’s followers net-
work [44]. They also collected the periphery network of the
followers’ followers or otherwise known as the two-hop net-
work to expand the scope of their user dataset. After subse-
quent analysis, they identified communities of “medical,”
“recreational,” and “illicit” use of cannabis and further cate-
gorized these communities into finer granularity and studied
their characteristics.

Other interesting results that emerged from this review
not related to our central theme of methods or characteri-
zation of behavior included studies establishing a clear link
between prescription drug abuse, social media marketing,
and online sale of controlled substances by illicit Internet
pharmacies [15, 34•, 45]. These websites aggressively mar-
ket the direct-to-consumer sale of prescription drugs often
without the requirement for a valid prescription, despite
this activity expressly prohibited by law in the USA under
the Ryan Haight Online Pharmacy Consumer Protection
Act (2008) [25]. Katsuki et al. establish a formal empirical
link between tweets containing prescription drug abuse-
related keywords and illicit online pharmacies by identify-
ing a subset of tweets and Twitter users (8171 in total) with
imbedded hyperlinks that redirect users to direct purchase
of controlled substances online [34•]. Importantly, these
results can form the basis for future digital surveillance
approaches to monitor, detect, and report illicit online
pharmacies that are in violation of Federal law. It can also
aid efforts by other organizations (such as the US Food and
Drug Administration, US Drug Enforcement Agency,
Interpol, and the World Health Organization) that have
highlighted the public health dangers posed by illicit on-
line pharmacies and their association with contributing to
prescription drug abuse [25, 46, 47].
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Limitations

This review has certain limitations. First, we note that though
this review was thorough and utilized structured inclusion
criteria for extraction of study results, we did not conduct a
systematic review of the literature. This was related to the
relatively nascent nature of the field as methods and ap-
proaches to digital surveillance continue to mature and evolve
in part due to rapid advances in technology. This limits the
generalizability of our results. Further, though the concept of
open science (enabling open deposit, sharing and access to
scientific data) is gaining traction among researchers, academ-
ic institutions, and journals, we did not review datasets asso-
ciated with reviewed studies to confirm data collection or
management strategies herein described as we deemed it out-
side of the scope of this study and not all datasets were avail-
able in the public domain.

Conclusion

Based on our multidisciplinary review, there is clear evidence
of the utility of social media platforms as an important re-
source for performing digital surveillance for prescription
drug abuse. More importantly, through the data generated on
social media platforms, public health professionals, clinicians,
substance abuse counselors, and policymakers can gain direct
insight about specific and emerging behavioral aspects of sub-
stance abusers that may evade detection in traditional survey
and surveillance instruments. Despite this potential, the field
of prescription drug abuse digital surveillance is still evolving
and has yet to fully mature. Thoughmany studies we reviewed
captured large volumes of data, the majority did not translate
these methods by attempting to characterize user behavior, a
crucial step in understanding the underlying risk factors that
are fueling the current prescription drug abuse epidemic.
Future research also needs to better utilize and possibly com-
bine user-generated data from different social media plat-
forms, while also leveraging other innovative data analysis
strategies—including deep learning and multiple modali-
ties—to better understand the totality of the social media pre-
scription drug abuse risk environment. Finally, in order to
fully realize the potential of emerging methods and technolo-
gies, the formation and collaboration of cross-disciplinary re-
search teams that facilitate interaction among experts across
health, behavioral, and computer science is essential to the
success of advancing digital surveillance in the fight against
prescription drug abuse.
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