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Abstract

With the Beidou navigation system’s fast expansion in China, it is popular in military and
civilian aspects. However, since the satellite orbit operates at an extremely high position
and there is energy loss during the propagation process, the receiver only picks up a very
faint signal, which makes the Beidou receiver very vulnerable to interference. The interfer-
ence of the receiver is divided into natural interference and human interference, of which
the human interference is particularly serious. Deception is commonly used in human
interference. The deception interference detection technology in Beidou navigation system
is studied in this research. Firstly, the signal in the signal capture stage is detected by multi-
peak detection algorithm to determine the signal type. If it cannot be determined, the signal
is detected by the half-peak full-width algorithm, so as to determine the signal type. In the
stage of signal tracking, the Doppler shift of the spoofing signal is applied to determine
whether the signal is spoofed or not. When the spoofing signal forwarding delay is set to
0.5 and 1 chip respectively, the full width of half peak is 8.56 and 11.35 after fitting the
main peak. If the half-peak full width exceeds the normal navigation signal, it indicates
spoofing interference. The constructed model can effectively track downspoofing signals
and improve the Beidou navigation system’s detection performance.

Keywords Beidou navigation System - Multi-peak detection algorithm - Deception
interference - Half-peak full width algorithm - Doppler shift

1 Introduction

With the development of economy, the country invests more economy into the research
of science and technology, and the global satellite navigation system has irreplaceable
strategic significance both economically and militarily (Bai et al. Jan. 2019). Many polit-
ical and military powers are making great efforts to develop and improve their satellite
navigation systems. In recent years, China’s self-developed BeiDou Navigation Satellite

P4 Jiangtao Xu
xujiangtaojiangsu@ 163.com

Electric Power Research Institute of State Grid Jiangsu Electric Power Co., Ltd, Nanjing 211106,
China

Published online: 16 September 2024 | Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s40328-024-00453-y&domain=pdf
http://orcid.org/0000-0003-4616-6519

Acta Geodaetica et Geophysica

System (BDS) has been applied to military and civilian fields. However, Beidou naviga-
tion user’s receivers are very susceptible to interference (Kang et al. 2021). The satellite
orbits at an extremely high position. Therefore, it is extremely vulnerable to interference,
of which human interference is the greatest threat to the signal. Aiming at the problem that
the signals of the Beidou system are easily interfered by human beings in the process of
transmitting information, this study proposes an algorithm to detect whether the signals are
interfered by deception. In this method, the characteristics of the transformational decep-
tion signal are analyzed. The half-maximum Full width (FWHM) algorithm is applied to
determine whether the signal is disturbed. As stated by the Doppler frequency change char-
acteristics of the spoofing signal, whether the signal is interfered by spoofing in the signal
acquisition stage is determined. Compared to other existing methods, the method used in
this study combines a multi-peak detection algorithm with a FWHM detection algorithm,
and then analyzes the number tracking phase by means of Doppler offset and Doppler rate
of change consistency detection algorithms.This research is divided into four parts. The
first part is a brief introduction of other scholar’s research topics on signal deception inter-
ference detection. The second part is a review of the main methods used in this study. The
third part is to use the method to study the model results and analyze the results. The fourth
part is the summary of all the above studies and the prospect of future studies.

1.1 Related work

Global satellite navigation system is popular, but the user receiver is susceptible to spoof-
ing interference. Shi et al. (2019) found that phase modulation technology has excellent
performance in generating interference signals in electronic countermeasures. Through the
analysis of scattered wave interference and phase modulation, the research team came up
with a radar jamming technique. By fusing periodic binary phase values into radar sig-
nals, the frequency characteristics of radar signals could be changed. The signal was then
re-transmitted to the target, producing a pseudo-target image. This method could effec-
tively realize deception jamming and blocking jamming (Shi et al. 2019). Aiming at the
problem that radar signals are very susceptible to interference, H. Yu et al. established a
signal model of two-dimensional vector sensor and spoofting interference by studying the
difference between target scattering and interference generation mechanism. The model
proposed a detection algorithm based on the Neyman Pearson criterion. This model could
solve the interference problem in radar signal effectively. The proposed method had good
performance for radar recognition of interference signals (Yu et al. 2019). Wang et al.
(2019) proposed an anti-jamming front end. Firstly, an RF module was designed, and
then an interference recognition model based on linear constraint minimum variance was
constructed. The model could recognize the interference signal effectively by the spatial
domain of the signal. This model had relatively good recognition performance for interfer-
ence signals and had certain anti-interference ability (Wang et al. 2019). Guo et al. (2019)
conducted research on the recognition of spoofs in radar systems, and found that errors
in traditional methods would lead to low accuracy of radar systems for spoofs and target
recognition. Therefore, the research team constructed a new method to identify the interfer-
ence signal based on the characteristics of bistatic radar. The proposed method had a high
recognition accuracy and could effectively identify interference signals (Guo et al. 2019).
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Jiang et al. (2021) found that the traditional peak-seeking algorithm was not ideal when
detecting the reflection spectrum of multi-peak fiber Bragg grating. To solve this problem, an
improved method was proposed. In this method, the multi-peak optical fiber Bragg grating
reflected spectral signals were processed by a five-point sliding filter. The suggested technique
might dynamically find various sensor system reflection spectra, and showed relatively good
stability (Jiang et al. 2021). L. Pei et al. proposed an improved model to process toll data of
expressways by analyzing traffic time data in a large number of expressways. The research
team first analyzed the toll data of the highway, and proposed a data cleaning method to ana-
lyze the original data. Aiming at the shortcomings of the original model, an improved model
was proposed. This method could accurately and efficiently detect abnormal conditions in
expressway toll data (Pei et al. 2021). G. Yang et al. believed that peak detection played a
very important role in the processing of spectral signals. However, there were always noise
and baseline signals in the measured spectrum, and these interference signals would produce
false peaks. Therefore, the study team suggested a continuous wavelet transform and image
segmentation based spectral peak detection technique, which was able to successfully remove
the influence of noise and baseline from the data. The proposed method could identify and
process noise signals in the spectrum, and Spectral peak’s individual properties might be
brought into sharper focus (Yang et al. 2020). O. Eriksson et al. proposed a new data process-
ing method, which could detect weak signals and local signals in the peak distribution through
peak detection. The peak detection method could better detect the real substance composi-
tion, which made recognition far more precise and time-saving (Eriksson et al. 2019). He et al.
(2019) believed that due to the high degree of similarity between the genuine signal and the
navigation data in GNSS, spoofing signals were readily identifiable. To solve this problem, the
research team proposed a new two-antenna deception detection technology, which estimated
the real signal consistency by analyzing the carrier phase and navigation information. This
method had good detection ability for the signals in GNSS and could well identify the spoof-
ing signals (He et al. 2019).

To sum up, many scholars have done research in the field of signal deception interfer-
ence detection, which have achieved remarkable results. However, most methods are difficult
to accurately identify and track signals in complex environments, and the recognition accu-
racy rate cannot meet the requirements well. Therefore, an algorithm is proposed to detect
whether the signal is subject to spoofing interference. In this method, signal’s highest point of
correlation is detected by the characteristic analysis of the transformational deception signal,
the multi-peak detection method and the half-peak full width algorithm, so as to determine
whether the signal is interfered.

2 Research on forwarding spoofing detection algorithm of Beidou
System

With the wide application of BDS in various fields, the problem that its signal is susceptible
to interference is becoming more serious. In this study, the characteristics of Beidou signal
and the principle of deceptive interference are analyzed, and through the analysis results, the
capture stage and tracking stage of the signal are modeled to identify the interference signal or
the navigation signal.
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3 Research on Beidou signal characteristics and deceptive interference

The signal launched by Beidou satellite can be divided into three levels from the structure,
which are carrier, ranging code and data code. The range code of Beidou signal refers to
one of satellite-transmitted navigation signals in the BDS (Zhang et al. 2019). Its role is to
spread spectrum processing of navigation signals, so that it occupies a wider bandwidth, so
that the receiver can more easily distinguish and receive the signal. Meanwhile, the range
code can also be used to calculate the spread out from the satellite to the receiver, so as
to achieve high-precision positioning. Data code refers to the code that carries navigation
data in the signal sent by the satellite in the BDS. Its function is to transmit the navigation
data to the receiving end in the form of binary coding, so as to achieve accurate positioning
and navigation functions. The signals of the BDS are modulated using BPSK, as shown by
Eq. (D).

Sepsi(t) = ACHD(D) sin2xft + ) )

In Eq. (1), C represents the ranging code; f represents the signal carrier frequency; A
represents the signal’s amplitude; ¢ represents the initial phase of the carrier; D is data
code. In the structure of the Beidou signal, the transmitting end of the satellite signal
first adds the data code and the ranging code, and this step is to complete the modulation
of the ranging code through the data code. Then the combination code of data code and
range code is combined, and the carrier is modulated by BPSK. Finally, a carrier center
frequency version of the range code signal is sent via satellite. The carrier is used in Bei-
dou satellite navigation because the frequency of the ranging code is a low-frequency elec-
tromagnetic wave segment, which is very vulnerable to electromagnetic interference. The
frequency of the carrier signal is different from that of the ranging code, which belongs to
the ultra-high frequency electromagnetic wave segment. The frequency wave propagates
through the form of direct wave. Propagation in the form of direct wave can have good
penetration performance to the ionosphere and buildings, thus reducing the interference of
noise. The navigation signal receiver can also accurately locate the target through the car-
rier phase (Lin and Zhang 2019).

The Beidou signal is generally divided into B1I and B2I, and the ranging code of these
two signals is a pseudo-random code. The range code is generated by the two 11-level lin-
ear shift registers inside each satellite to generate two different sequences, and then by the
gold code generated by the two linear sequences to shorten 1 code slice.The two shift reg-
isters share the same starting code phase, and both Cy,; code and Cp,; code have relatively
good autocorrelation and cross-correlation characteristics, as shown in Eq. (2).
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In Eq. (2), a(i) represents the i code slice of Cg;; code; b(i) represents the i slice of
Cpy; code; 7 denotesthe number of code elements representing the equivalent delay time
between two sequences; L, is the code element number of a cycle (Nicolae et al. 2019).
It can be calculated from Eq. (2) that the autocorrelation value of the satellite reaches the
maximum value at 1, and the correlation value at other times is almost 0. The peak value of
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cross-correlation between two different satellites is also almost 0, so the Beidou signal can
be tracked by the good characteristics of the ranging code.

A data code is a binary code that contains a navigation message. Satellite navigation
messages contain a set of satellite-movement data parameters, including orbit parame-
ters, ionospheric delay parameters, signal transmitting time and so on. When the receiver
receives the navigation signal, as a result of the satellite’s relative velocity to Earth,, the
signal will appear Doppler effect when propagating, resulting in a certain. This error is
the Doppler shift generated by the Doppler effect, and its calculation equation is shown in
Eq. (3).

a

v, )
c

fr == 3)

In Eq. (3), v, represents the vector of the relative speed between the satellite and the
signal receiver; f, represents the carrier frequency of the received signal; ¢ represents the
speed of light. Since the satellite’s velocity dominates the Doppler shift while the receiver
is immobile, its calculation equation is shown in Eq. (4).

_Jrva
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In Eq. (4), when the receiver is stationary, f, denotes the transmission frequency of the
signal; v, denotes projection of satellite speed along receiver-satellite transmission axis
(Alejandro et al. 2020). From this, satellite and signal receiver’s greatest velocity on the
projection, as shown in Eq. (5).

Vam = o)

In Eq. (5), r, denotes the radius of the earth; v, is the speed of motion of the satellite; r,
is the size of the orbit radius. It can be calculated that when the receiver is at rest, the maxi-
mum Doppler shift due to the satellite motion is 4.83 kHz. The signal of Beidou satellite
is defective, which leads to its vulnerability. Beidou signals are public except for military
codes.The orbit of the Beidou satellite is particularly high because of the loss of energy
during transmission. The signal is sent to Earth with very little power and can be easily
interfered with.There are two main types of interference to satellite navigation system, The
structure of forwarding spoofing is shown in Fig. 1.

In Fig. 1, the forwarding spoofing device is composed of a receiver, a delay device, a
power amplifier and a transmitting antenna. The interference source device first captures
the signal emitted by the satellite through the receiving antenna, and then according
to the needs of the deception, the captured signal is delayed by the delay operator, and
then a power amplifier boosts a signal’s volume. The reason for this operation is that
the signal after delay processing will be attenuated, so the signal is amplified to better
allow the target receiver to capture the signal. Finally, through the transmitting antenna,
the signal is sent to the intended recipient. Figure 2 illustrates the forwarding spoofing
concept.

Figure 2 shows the principle of forwarded spoofing, A denotes the location of the
intended recipient; A, indicates thelocation of the receiver after being spoofed. When
the target receiver is not spoofed, set the coordinate of point A as (x4, y,4,24)and measure
the distance of the four satellites, as shown in Eq. (6).
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Fig.1 Forward forward cheat interference structure

pi =S = A|| + e, (6)

In Eq. (6), p; represents the pseudo-distance value from each satellite to the signal
target receiver; A coordinates of the target receiver; S; is the coordinate of the target
receiver; ¢ denotes the speed of light. By simplifying the equation, the positioning equa-
tion of point A is shown in Eq. (7).

pi = \/(xi =X+ ;=) + (g = 24)* + et @

In Eq. (7), x;,y;,z; denotes the coordinates of the i satellite; #, represents receiver
clock difference. When the signal target receiver is subject to forwarded spoofing inter-
ference, the signal received by the receiver is not the direct signal sent by the satellite,
but the spoofing signal forwarded by the interference source. The target receiver posi-
tioning expression is shown in Eq. (8).

Fig.2 The Principle of Forward Deception Jamming
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In Eq. (8), t, represents the delay between the receiving antenna and the transmitting
antenna of the interference source;t, represents the path delay from the transmitting antenna
to the receiver; t; indicates artificial delay (Kou and Feng 2022). Based on the study of the
signal structure, vulnerability and the principle of forwarding spoofing, the overall scheme
of this study is proposed, as shown in Fig. 3.

In Fig. 3, the captured signal is detected whether the signal is deceived by the half-
peak full-width algorithm, and whether the signal is deceived by the monitoring of the
Doppler shift change of the deceptive signal. The half peak full width algorithm is a com-
mon method used to determine the width of signal peaks. The FWHM algorithm is easy
to understand and implement, and can be applied to various types of signals, including but
not limited to spectrum, waveform, sound, etc. Therefore, it has a wide range of applica-
tions in different fields. The FWHM algorithm is relatively robust to noise and changes in
data, and can to some extent handle interference in the data. In many cases, full width at
half maximum is a good measure of signal characteristics and can provide reliable esti-
mates of signal width.

4 Research on Beidou signal deception interference detection
algorithm

Multimodal detection algorithms are often used in forwarding spoofing. However, in the
case of hour delay, it can not show good recognition performance and has certain limita-
tions. Therefore, the detection delay of FWHM algorithm is proposed. The FWHM algo-
rithm detects the deception signal by detecting the geometry of the correlation peak and
the half-height width of the correlation peak. Generally, the width of the correlation func-
tion is 2 slices, and its equation is shown in Eq. (9).

7+1,-1<7t<0
R(r) =4 -74+1,0<7<1 9
0, others

In Eq. (9), 7 is the number of code elements equivalent to the delay time between two
sequences. When the phase of the pseudo-code is completely coincident, the correlation

IF
Signal ioati
_g» Capture » Track > .I.\Iav.lgatlon .
positioning solution
Y v
Multimodal detection Doppler offset

and FWHM detection

Fig. 3 Overall interference detection plan
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Fig.5 Capture phase interference detection process

peak can reach the maximum value. When one chip width is offset, the correlation peak is
the minimum value. As long as the correlation peak in the frequency domain is the width
of two chips, then the half-height width of the correlation peak is the width of one chip.
Therefore, the correlation peak’s half-height breadth is constant when there is no deception
signal.

The schematic diagram of FWHM is shown in Fig. 4. Based on the schematic diagram
of FMHM, the detection threshold can be obtained by using the similar triangle principle
as shown in Eq. (10).

V,=2V,-V)/V,+e (10)

In Eq. (10),V,, represents the threshold value of detection; V,, represents the maximum
number of relevant results; V, represents half of the relevant peak value; € represents the
penalty factor (Liu et al. 2021). The signal is a forgery if the half-height of the recorded
correlation peak is larger than the detection threshold. The flow of interference detection in
receiver signal acquisition stage is shown in Fig. 5.

In Fig. 5, code frequency search is performed on the received signal first. If the detec-
tion result is 0, it means that there is no correlation peak, that is, no signal. If the detection
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result is greater than 1, it indicates that the receiver is subject to spoofing interference. The
peak value of the signal is compared, if it exceeds the power detection threshold, the signal
is a deception signal, otherwise it is a navigation signal. If the detection result is 1, FWHM
detection is performed on the signal. A comparison is made between the signal and the
detection threshold. A signal is considered deceptive if its strength exceeds the detection
threshold; otherwise, it is a navigation signal.

In the capture stage, the signal may be missed or false capture, so in the tracking phase,
detecting spoofing interference is crucial. After the completion of signal capture, the signal
is tracked; Accurate satellite signal carrier frequency and coding phase can be obtained
through signal tracking. The signal tracking of the receiver mainly includes two parts, one
is the tracking of the code ring, and the other is the tracking of the carrier ring. Code ring
tracking accomplishes pseudo-code stripping by continually tuning the local pseudo-code
to match the pseudo-code of the incoming signal. The tracking of the carrier ring is similar
to that of the code ring, and carrier stripping is realized by adjusting the local carrier ring
to be consistent with the carrier ring in the received signal to complete the signal tracking
(Wang et al. 2020; Zhang et al. 2022). There is a Doppler effect in the signal transmission
because the satellite and the receiver are moving at different speeds. Equation (11) is the
receiver’s actual signal frequency.

Ir = foarr + 13 (11)

In Eq. (11), f, represents the carrier frequency received by the receiver; f.,,, denotes the
frequency of the standard carrier from which the Beidou satellite is launched; f' ; represents
the Doppler shift due to relative motion. The Doppler shift is shown in Eq. (12).

fi=(Ve=V).-I/2 (12)

In Eq. (12), 4 represents the wavelength of the carrier; V° represents the speed of motion
of the receiver; I’ represents the direction cosine of the target receiver to the satellite. V"
indicates the motion speed of the Beidou satellite. The signal receiver’s carrier frequency
for the incoming satellite signal will change when forwarding spoofed interference is car-
ried out. The signal received by the target receiver changes as shown in Eq. (13).

frs =fcarr +f5 +f;S
=W =VH-I'/2 (13)
08 = (VO = V) - /2

In Eq. (13), V, represents the motion speed of the interference source; IS denotes the
direction cosine of the forward interference source to the target receiver; I, denotes the
direction cosine of the forwarded interference source to the satellite (Zhao et al. May
2021). The received signal change rate is shown in Eq. (14).

Ay =f+f0 ~f (14)

In Eq. (14), f;" represents the Doppler frequency shift of the target receiver relative to
the spoofing interference source; f; represents the Doppler shift of the spoofing source rel-
ative to the satellite motion. Since the received signal of the forwarded spoofing is from the
same interference source, the frequency of the signal will show a high degree of similarity.
It is necessary to detect the Doppler frequency change of the received signal to identify
spoofing interference. The specific process is shown in Fig. 6.
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Fig.6 Doppler rate of change consistency detection

In Fig. 6, initialization of the tracking loop requires all parameters to be specified on the
target receiver; Then the carrier is extracted. After the extraction is complete, the Doppler
estimates are sampled. The Doppler change value is calculated based on the Doppler sam-
pling data. Then the correlation value is calculated by the Doppler change value to detect
the similarity of the Doppler change. Finally, the calculated Doppler correlation values are
compared with the set detection thresholds. If it is less than the threshold, it means that it is
interfered by deception (Li 2022; Du et al. 2022). The process of BDS forwarding decep-
tion jamming is shown in Fig. 7.

In Fig. 7, the received signal is first captured and processed. The detection of the sig-
nal power is applied to identify the kind of signal when the number is larger than 1. The
FWHM detection method is applied to identify the kind of signal present when the number
of correlation peaks is equal to 1. If the half-height of the signal is wider than the detection
threshold, it is a deceptive signal. In the event that it is lower than the detection threshold,
the signal will be sent into the tracking stage in order to undergo detection.

When the real navigation signal is received by the target receiver, the similarity of Dop-
pler frequency variation between different satellite signals recorded by carrier ring tracking
is low. However, since the spoofing signals come from the same interference source, the
Doppler frequency variation rules between the signals will have a high similarity. Spoof-
ing interference can be effectively detected by monitoring the consistency of Doppler fre-
quency variation between received satellite signals. The design of Doppler change rate
consistency detection scheme is as follows: Firstly, the Doppler sampling frequency and

Signal not
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Tracking loop Doppler offset Y

processing detection

navigation
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Fig. 7 General process of deception interference detection
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sampling time of the receiver tracking loop are set, and then the estimated value extracted
from the carrier loop of the receiver tracking loop is sampled according to the parameters.
Mark the sampling result as S;(k); i represents different channels; k represents the sample
value at a certain time. Then, based on the Doppler sampling data AS;(k) = S;(k) — S;(0)
within each tracking loop.The correlation value is calculated for the Doppler change value
of any two tracking loops, and finally the correlation value is compared with the set detec-
tion threshold. If it is greater than the detection threshold, no spoofing interference occurs.
If it is less than the detection threshold, it indicates a spoofing attack,and the spoofing sig-
nals are those of the i and j tracking loops.

5 Performance analysis of BDS forwarding spoofing detection
algorithm

In the first section of this chapter, the performance of the Beidou signal acquisition stage is
analyzed, and the recognition accuracy of the model is tested by setting different forward-
ing delay chips for the hourly delay deception signal. In the second section, the identifica-
tion performance of the Beidou signal tracking stage is tested. To evaluate the detection
capabilities of the algorithm, the static experiment and the dynamic experiment that make
up the Doppler offset detection experiment are separated into two distinct categories.

5.1 Performance analysis of Beidou system acquisition phase detection algorithm

Since the strength of each satellite signal is almost identical, the following signal charac-
teristics have been determined: The navigation signal load to noise ratio is 45 dB-Hz; The
center frequency is 4.1 MHz; The sampling frequency is 20 MHz; The coherence inte-
gration time is 1 ms; The interference detection experiment is set under different circum-
stances. The experimental parameter settings are shown in Table 1. Among them, ISR is
Interference to Signal Ratio.

This experiment focuses on the detection of hourly delay deception. The hourly delay
spoofing signal usually refers to the interference signal that has been delayed, together with
the spoofing signal, and the real signal in two chips. In the BDS signal, the signal is set to
be interfered, and the spoofing signal is added to the signal, and the spoofing signal for-
warding delay is 2 chips.

In Fig. 8, due to the small forwarding delay, the correlation peaks of the spoofing
signal and the navigation signal are too close to distinguish well. Therefore, the cor-
relation peak of the one-dimensional test diagram of the code phase is amplified, and

Table 1 Experimental parameter settings

Signal type ISR/dB Number of Number of related FWHM
chips peaks
Forward deception jamming signal 0 0.5 1 8.56
0 1 1 11.35
0 1.5 1 13.56
0 2 2 7.15
Normal navigation signal / 1 1 7.32
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Fig.8 Signal capture detection results

the correlation peak amplification diagram shown in Fig. 8b is obtained. Among them,
although the two correlation peaks of deception signal and navigation signal are very
close, they do not coincide together. The existence of two correlated peaks can be
detected, indicating that the signal is a spoofing interference signal. When the spoof-
ing signal forwarding delay is 2 chips, the jamming signal can be accurately identified,
which shows that the algorithm has good performance. The spoofing signal forwarding
delay is set to 1 chip, and the result is shown in Fig. 9.
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Fig.9 Satellite 2 interference signal detection result diagram
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Figure 9 represents a one-dimensional view of multi-modal detection results, Fig. 9b
represents the FWHM detection results of normal navigation signals, and Fig. 9c repre-
sents the FWHM detection results of captured Beidou signals. With a 1 chip spoofing
signal forwarding delay, the correlation peaks of interference signal and navigation sig-
nal coincide. The signal is detected by multi-peak detection algorithm, and a correla-
tion peak exceeding the threshold is detected. The FWHM algorithm is used to fit the
correlation peaks, and the FWHM value is 11.35. Comparing the FWHM value with
the normal navigation signal, it is found that the FWHM value is larger than the normal
navigation signal, and the signal is judged to be spoofed. When the delay in sending the
deception signal is short, the multi-modal detection algorithm cannot detect the interfer-
ence signal, and the FWHM algorithm can detect the interference signal, and the effec-
tiveness of the FWHM detection algorithm is better. Set the spoofing signal forwarding
delay to 0.5 chip, and the result is shown in Fig. 10.

Figure 10represents a one-dimensional view of multi-modal detection results,
Fig. 10b represents the FWHM detection results of normal navigation signals, and
Fig. 10c represents the FWHM detection results of captured Beidou signals. When using
a spoofing signal with a forwarding delay of 0.5 bits, the correlation peaks of interfer-
ence signal and navigation signal coincide. The interference can not be determined by
the multi-peak recognition algorithm, and then the signal is detected by the FWHM
algorithm. After fitting the main peak, the FWHM value is 8.56, which exceeds the
FWHM value of normal navigation signal. When the delay in transmitting the spoofing
signal is 0.5 bits, the proposed algorithm can still recognize spoofing interference sig-
nals. Monte Carlo method is applied to analyze the recognition probability of deception
jamming algorithm in the acquisition stage under different chip conditions, as shown in
Fig. 11.

In Fig. 11, the detection effectiveness of the detection algorithm becomes better with
the increase of the spoofing number slice. When the transmission delay is 1 chip, the
signal detection probability of four different satellites reaches 75%. When the spoof-
ing signal forwarding delay exceeds 2 chips, the detection probability reaches 100%.
The detection performance of deception interference signals with large delay is very
good. For small delay spoofing signals, when the forwarding delay reaches 1 chip, the
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Fig. 10 Satellite 3 interference signal detection result diagram
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detection performance is better. The speed of detection is also one of the performance of
the judgment recognition algorithm.

Figure 12a represents the relationship between the time used by the algorithm to detect
signals and the detection accuracy rate; Fig. 12b represents the relationship between the
time used by the algorithm to detect signals and the number of forwarding delay chips. The
algorithm’s detection accuracy improves steadily with more time spent on detection. The
more the number of forwarding delay chips, the less time it takes. As the number of chips
increases, the signal can be detected by multi-modal detection. If the number of chips is
small, the multi-peak detection method can not detect the spoofing interference signal, and
more detection steps are needed to detect the signal, so the detection time is increased.

5.2 Performance analysis of BDS tracking phase detection algorithm

The Doppler offset detection experiment is divided into static experiment and dynamic
experiment. The data parameters of the navigation signal are set in this experiment. The
data sampling frequency is set to 20 MHz; The center frequency is set to 4.1 MHz, and
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Fig. 12 Efficiency chart of detection algorithm
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the data length is set to 3000 ms. The detection results of spoofing interference of the
receiver at rest are shown in Fig. 13.

Figure 13 and Fig. 13b represent the Doppler shift and Doppler shift variance of
satellite 1 before and after receiving forwarded spoofing at 2 s, respectively. Figure 13c,
d respectively show the Doppler shift and Doppler shift variance of satellite 2 without
forwarded spoofing interference. Satellite 1 receives the forwarding deception interfer-
ence at 2 s. Through the carrier information extracted from the carrier ring, it is found
that the Doppler frequency changed greatly. By monitoring the Doppler movement vari-
ance, it is found that there is an obvious peak change at 2 s, indicating that satellite 1 is
spoofed. The Doppler shift and Doppler shift variance of satellite 2 fluctuate normally
within a certain range, so the satellite is not spoofed. The detection results of spoofing
interference of the moving receiver are shown in Fig. 14.

Figure 14 and Fig. 14b respectively show the Doppler shift and Doppler shift vari-
ance of satellite 3 before and after receiving forwarded spoofing interference. Fig-
ure 14c, d respectively show the Doppler shift and Doppler shift variance of satellite
4 before and after receiving forwarded spoofing interference. For about 25 min, both
satellites were tricked by relays. The Doppler shift of satellite 3 obviously changes after
spoofing interference, and the Doppler shift variance of satellite 3 has a peak value of
about 600 at 2 s. After spoofing, the Doppler shift of satellite 4 does not change signifi-
cantly, but its Doppler shift variance also has an obvious peak. As long as the Doppler
shift changes under the influence of the spoofing signal, the Doppler offset detection
algorithm can detect the signal and identify whether the signal is interfered.
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Fig. 13 Static receiver deception interference detection results
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Fig. 14 Motion receiver deception interference detection results

6 Conclusion

The BDS is widely used in military and civilian applications. Aiming at the spoofing satel-
lites of the BDS, this study proposes a method to detect spoofing through the change of the
delay and Doppler shift of spoofing signals. When the lag in sending the spoofing signal
is set to 0.5 and 1 chip respectively, the multi-peak detection algorithm can not recognize
the interference signal. After fitting the main peak with FWHM algorithm, the half-peak
full width is 8.56 and 11.35, which exceeds the half-peak full width of normal navigation
signal. If the spoofing signal’s forwarding latency is 2 chips, the interference signal can be
accurately identified by multi-peak detection algorithm. When the transmission delay is
1 chip, the signal detection probability of four different satellites reaches 75%. When the
spoofing signal forwarding delay exceeds 2 chips, the detection probability reaches 100%.
There are still shortcomings in this study, which is conducted in a laboratory environment.
Due to the control of forwarding delay and power, the signal mode of deception signal in
this study is the same as that of navigation signal. FWHM detection may identify naviga-
tion signals as spoofing signals, so the subsequent research needs to further optimize the
detection algorithm.
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