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Abstract In this paper, we analyze the secrecy outage

probability (SOP) of a two-way cooperative communica-

tion network aided by an energy harvesting untrusted half-

duplex amplify and forward relay which conveys infor-

mation between two legitimate users. The whole commu-

nication completes in two time slots. The relay receives

signal from both users simultaneously in the first time slot

meanwhile it harvests energy based on power splitting ratio

scheme. In the second time slot, the relay amplifies and

forwards the signal to both users as well as it eavesdrops

the message. The relay works as an eavesdropper where

signal from one user acts as a jamming signal for the signal

of other user. An analytical expression of SOP involving a

numerical integration has been derived in single integration

form. We verify our analytical results with the simulated

results.

Keywords Two-way communication � Energy harvesting �
Amplify-and-forward relaying � Secrecy outage probability

1 Introduction

In the past few years, increase in utilization of bandwidth

insecure the message at physical layer, if neighbour users

known the private key to decode the message. In such

cases, there is a need of physical layer security.

Relay nodes working in decode and forward (DF) and,

amplify and forward (AF) mode are used for unidirectional

information transfer [1, 2]. Recently two-way relaying has

attracted significant interest for exchange of information

between two nodes [3]. In [4], the authors have proposed a

two-way relaying, where they have shown that the two-way

half-duplex relaying overcomes the spectral loss associated

with one-way relaying working either in AF or DF mode.

Further in [4], the sum rate of two-way communication via

half-duplex relay provides the rate equal to the rate of one

way full duplex AF or DF relaying. In [5], outage proba-

bility has been evaluated in two-way communication with

multiple AF relays under a relay selection scheme.

Security of a network is analyzed in [6] where an

untrusted energy harvesting relay node (based on power

splitting protocol and time switching protocol) relays the

information between source and destination and it is shown

that an optimal power splitting factor as well as an optimal

energy harvesting time factor exist which maximizes the

secrecy performance in terms of minimizing the secrecy

outage probability (SOP) and maximizing the ergodic

secrecy rate. Further friendly jamming by the destination

node or a helping node is incorporated to secure the

communication through an untrusted relay node [6]. In [7]

source and destination based jamming signals are used to

jam the untrusted relays which eavesdrop the information

signal. Besides these, SOP has been evaluated in multiple

full-duplex two-way DF relaying network under optimal

relay selection scheme [8].

In [9], the authors study the SOP and average secrecy

rate of a two-way communication network with multiple

half-duplex AF relays in presence of multiple EAVs. In

[10], the authors have derived the performance in terms of

ergodic secrecy sum rate (ESSR) and intercept probability

a in two-way communication with half-duplex untrusted

AF relay with and without friendly jammer (FJ). Intercept

probability has been found under a multiple user decoding
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scheme in which relay decodes the message signal of both

sources. The relay harvests energy in time switching mode.

The power outage at relay is also derived which indicates

the failure of harvesting circuit in the event of receiving

power below a minimum level. Next, the authors in [11],

have derived the performance in terms of sum-secrecy rate

in a two-way communication as in [10].

However, analysing of secrecy performance is not

addressed in terms of SOP in a model as we considered.

We evaluate the SOP of two-way relaying network with an

energy harvesting half-duplex untrusted AF relay without

external jamming. If the two users cooperate in such a way

(for example, transmitting at equal power) which reduce

the eavesdropping at the relay, the need of an external

jammer can be eliminated resulting in significant saving of

power. If untrusted relay wants to decode the signal of any

one user only at any time, then signal of other user acts as a

jamming to prevent eavesdropping by the UAFR. The

average received power from both of the users are nearly

same which maintains a constant value of SINR at the relay

and the secrecy capacity is improved significantly. Ana-

lyzing secrecy outage for the above scheme and develop-

ment of analytical expression for SOP is our novel

contribution in this paper.

More precisely, we highlight our contributions of this

work as follows:

• Analysing secrecy performance of a two-way commu-

nication system with an energy harvesting half-duplex

untrusted AF relay (UAFR) in terms of secrecy outage

probability.

• Impact of several important physical parameters such

as energy harvesting parameter, transmit power of

system and channel mean power between users and

relay on SOP is indicated.

• We obtain optimal values of energy harvesting factors

for which SOP is minimum.

• Impact of energy conversion efficiency on the SOP has

been analysed.

• An analytical expression of SOP for the above scenario

is obtained in a single integral form which can easily be

solved by numerical method of integration.

The remaining part of this paper is organized as follows. In

Sect. 2, we describe system model. In Sect. 3, analytical

framework for evaluating secrecy performance has been

described. Section 4 shows the simulation and numerical

results based on our formulation. We conclude this paper in

Sect. 5.

2 System model

The user1 (U1) and user2 (U2) share their information via

an energy harvesting half-duplex UAFR node as shown in

Fig. 1a. We consider that the relay is placed at nearly mid-

point between U1 and U2 to remove the extra jamming

device as consider in [11]. The jamming device also

require extra power to send the jamming signal. All nodes

operate in a half-duplex mode and are assisted with a single

omnidirectional antenna. There is no direct link between

U1 and U2 due to severe shadowing and the communica-

tion completes in two hops as in Fig. 1b. In the first time

slot, relay harvests the energy from the received signal on

the basis of power splitting ratio scheme. The relay

amplifies the received signal in the first time slot and for-

wards it in the second time slot to U1 and to U2, simul-

taneously. The relay is being untrusted and eavesdrops the

message from the information signal of any one user at a

time during information sharing between the users. The

information signals of both of the users act as a jamming to

each other at the untrusted relay [11]. The wireless channel

of both hops are flat and slow Rayleigh faded. The channel

coefficient between nodes m and n is indicated by hmn. In

this model, we assume that the channel are reciprocal [6]

and hmn ¼ hnm. The channel gain hmnj j2 is exponential

distributed random variable with channel mean power Xmn

between nodes m and n and where m; n 2 U1;U2;Rð Þ. The
channel has also additive white Gaussian noise (AWGN)

with common distribution CN 0;N0ð Þ. We consider that the

perfect channel state information (CSI) is available at the

users’ transmitters. Next, we consider the channel coeffi-

cients are identically and independent distributed (i.i.d.)

random variables.

Figure 1b shows the time frame of complete commu-

nication between users. The total communication time T is

divided into the two time slots each of equal duration T/2.

In the first time slot, both of the users transmit the infor-

mation signal to the relay with power PU1 and PU2,

respectively. As no external energy source is provided to

(a)

(b)

First Time Slot (T/2) Second Time Slot (T /2)
Information Processing  Information Processing

U1, U2→UAFR              UAFR→U1, U2
Energy Harvesting and
Eavesdropping

U1 UAFR U2

Fig. 1 a System model of two-way communication and b time frame

structure complete communication
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the relay, it harvests energy using b fraction of the total

received power under power splitting ratio (PSR)

scheme and uses 1� bð Þ fraction of received power for

information processing following the PSR scheme [6, 11].

In the second time slot, UAFR amplifies and forwards the

combined information signal present at the input to both

the of users. From the received signal, each user subtracts

its own transmitted signal on the basis of perfect knowl-

edge of CSI and thereby receives the signal from the other

user. The relay ‘R’ being untrusted tries to eavesdrop the

information from each user. However, as the relay eaves-

drops signal transmitted by U1, signal from U2 acts as a

jamming signal and vice versa.

3 Analytical framework for evaluating secrecy
performance

3.1 PSR scheme of energy harvesting by relay

The relay has received the information signal of both user

simultaneously in first time slot which can be expressed as:

Y 0
R ¼

ffiffiffiffiffiffiffiffi

PU1

p
hU1RxU1 þ

ffiffiffiffiffiffiffiffi

PU2

p
hU2RxU2 þ nr ð1Þ

where nj is the AWGN random variable with common

distribution CN 0;N0ð Þ at jth node j 2 R;U1;U2ð Þ, i.e.,

AWGN is a circularly symmetric complex Gaussian ran-

dom variables with mean zero and variance N0. The

transmitted power of users (user U1 and user U2) are PU1

and PU2, respectively. The message signals transmitted by

ith user i 2 1; 2ð Þ are xUi having unity power.

A fraction b of the total received signal at the relay is

used to harvest the energy under PSR scheme. The AWGN

noise part does not contribute any significant power for

harvesting energy due to low value and hence it is

neglected. The harvested energy, EH , at the relay and the

corresponding power, PH , in the second time slot are

expressed as [6, 11]:

E
H
¼ gb PU1 hU1Rj j2 þ PU2 hU2Rj j2

� �

T
2

P
H
¼ gb PU1 hU1Rj j2 þ PU2 hU2Rj j2

� �

9

>

=

>

;

ð2Þ

where g is the energy conversion efficiency of the energy

harvester and the energy harvesting factor is b.
The remaining received signal YRð Þ, after harvesting the

energy, is used for information processing at the relay in

the first time slot which is expressed as:

YR ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

1� bð ÞPU1

p

hU1RxU1 þ
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

1� bð ÞPU2

p

hU2RxU2 þ nr

ð3Þ

At the untrusted relay, when the relay decodes information

of message signal sent by U1, the other signal sent by U2

acts as a jamming signal and vice versa. Relay is being

untrusted and does not get service to subtract the jamming

nature of another signal when it decodes the information

signal of another user [11]. Thus, the SINRs at relay,

corresponding to signal is transmitted by U1 and U2, are

respectively given as:

cU1R ¼ 1� bð ÞPU1 hU1Rj j2

1� bð ÞPU2 hU2Rj j2 þ N0

ð4Þ

cU2R ¼ 1� bð ÞPU2 hU2Rj j2

1� bð ÞPU1 hU1Rj j2 þ N0

ð5Þ

In the second time slot, the relay amplifies the combined

received signal YR by an amplification factor n, thus the

transmitted signal, YTx
R , of relay is given as:

YTx
R ¼ nYR ð6Þ

where n ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

PH

1�bð ÞPU1 hU1Rj j2þ 1�bð ÞPU2 hU2Rj j2þN0

q

.

Now, the received signal at the U1 in the second time

slot is given by Eq. (7) as:

YU1 ¼ hRU1Y
Tx
R þ n0 ð7Þ

where nU1 is also the AWGN sample with power N0. Each

user, knowing its own signal, subtracts it from the received

signal on the basis of perfect knowledge of CSI. The SINR

cRU1 at U1 is given as:

cRU1 ¼
n2 1� bð ÞPU2 hU2Rj j2 hRU1j j2

n2 hRU1j j2 þ 1
� �

N0

ð8Þ

Substituting the value of n from Eq. (6), in Eq. (8) and

neglecting the term N0
2

PU1 hU1Rj j2þPU2 hU2Rj j2 in the denominator of

the Eq. (8) for the low value of N0.

Next, using channel reciprocity on the relay-users links

[6] hU1Rj j2 ¼ hRU1j j2 and hU2Rj j2 ¼ hRU2j j2, and assuming

equal transmit power of both users in order to relay does

not eavesdrop the message of any signal more due to

jamming nature of each other, i.e., PU1 ¼ PU2 ¼ P, we

write cRU1 and cU2 as:

cRU1 ¼
gb 1� bð ÞP hU2Rj j2 hRU1j j2

gb hRU1j j2N0 þ N0 1� bð Þ
ð9Þ

Similarly the SINR cRU2 at U2 is given as:

cRU2 ¼
gb 1� bð ÞP hU2Rj j2 hRU1j j2

gb hU2Rj j2N0 þ N0 1� bð Þ
ð10Þ

where cRU1 and cRU2 represent the SINR at U1 and U2,

respectively. The use of equal transmit powers remove the

extra jamming as used in [10, 11] in which extra power is

needed in generation of jamming signal.
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3.2 SOP of two-way communication

via an untrusted relay

The channel capacities of each one-way communication

at the relay and the respective destination can be

expressed as:

CU1R ¼ 1
2
log2 1þ cU1Rð Þ;CRU2 ¼ 1

2
log2 1þ cRU2ð Þ

CU2R ¼ 1
2
log2 1þ cU2Rð Þ;CRU1 ¼ 1

2
log2 1þ cRU1ð Þ

)

;

ð11Þ

where CU1R, CRU2, CU2R and CRU1 are the U1 to relay, relay

to U2, U2 to relay and relay to U1 channel capacities,

respectively. The secrecy capacities of each one-way

communication camn be expressed as:

CSec
U1U2 ¼ max CRU2 � CU1R; 0f g;

CSec
U2U1 ¼ max CRU1 � CU2R; 0f g;

ð12Þ

where CU1U2 and CU2U1 are the secrecy capacities of

transmission links from U1 to U2 and U2 to U1, respec-

tively. The Eq. (12) can be re-expressed as:

CSec
U1U2 ¼ max

1

2
log2

1þ cRU2

1þ cU1R

� �

; 0

� �

CSec
U2U1 ¼ max

1

2
log2

1þ cRU1

1þ cU2R

� �

; 0

� �

9

>

>

>

=

>

>

>

;

ð13Þ

Now, the effective secrecy capacity, CS, of the network is

given as the minimum of the secrecy capacities of the two

links in worst case.

CS ¼ min CSec
U1U2;C

Sec
U2U1

	 


ð14Þ

A communication network is in secrecy outage if the

effective secrecy capacity, CS, of the network is less than

some predefined target secrecy rate RTH . Thus SOP, P
Sec
Out,

of the network model is given as [2]:

PSec
Out ¼ P CS\RTHð Þ ð15Þ

Using Eq. (14) in Eq. (15) and apply order statics, the

Eq. (15) can be re-expressed as:

PSec
Out ¼ 1� 1� P CSec

U1U2\RTH

	 


|fflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflffl}

I1

8

>

<

>

:

9

>

=

>

;

1� P CSec
U2U1\RTH

	 


|fflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflffl}

I2

8

>

<

>

:

9

>

=

>

;

ð16Þ

We have considered the equal transmit power of users and

considered that the both of channel coefficients are i.i.d.

random variables. In such cases, I1 ¼ I2, say it as: I1 ¼
I2 ¼ I and the PSec

Out can be expressed as:

PSec
Out ¼ 1� 1� Ið Þ2 ð17Þ

We consider the calculation of I1. Once, I1 is evaluated, P
Sec
Out

is also evaluated. Here, I1 can be expressed as [6, eq. (15)]:

I1 ¼ 1� 1

XRU1

Z

1

T1

exp
� D� 1ð Þ
w zð ÞXU2R

� z

XRU1

� �� �

dz ð18Þ

where z ¼ hRU1j j2;D ¼ 22RTH ; T1 ¼
D�1
1�bð Þþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

D�1
1�bð Þ2þ 4DP

N0gb

q

2 P
N0

� � and

w zð Þ ¼ 1� bð Þ gbPz
gbzN0þN0 1�bð Þ � DP

1�bð ÞPzþN0

n o

. Finally, using

Eqs. (17) and (18), SOP can be expressed as:

PSec
Out ¼ 1� 1

XRU1

Z

1

T1

exp
� D� 1ð Þ
w zð ÞXU2R

� z

XRU1

� �� �

dz

2

4

3

5

2

:

ð19Þ

3.3 Asymptotic analysis

In Eq. (19), if we consider the P ! 1 then T1 ! 0,

w zð Þ ! 1 and I1 ! 0. In this case PSec
Out is expressed as:

PSec
Out ! 0 ð20Þ

The increased power of both of the users (with high power

transmission) increase only the legitimate channel capacity

not increase or decrease the eavesdropper channel capacity

under perfect knowledge of CSI and i.i.d. channel condi-

tion assumption. Thus, PSec
Out ! 0 with P ! 1. The given

final numerical expression for SOP in Eq. (19) is presented

in integration form which can be easily evaluated by

numerical integration. The expression for SOP is a novel

expression for a two-way communication network via an

untrusted AF relay considering energy harvesting from RF

signals of both users.

4 Simulation and numerical results

Analytical results of SOP given in Eq. (19) have been

obtained using numerical method of integration which are

validated by MATLAB simulation results.

We have considered the following values system

parameters for numerical results which are given in

Table 1.

Figures 2 and 3 show the effect of energy harvesting

factor bð Þ on SOP. In Fig. 2, four curves for four different
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values of user transmit power as P ¼ �5; 0; 5; 10 dBW and

0 dB channel mean power are presented. But in Fig. 3, four

curves for four different values of channel mean power as

XU1R ¼ XU2R ¼ �4;�2; 0; 2 dB and 5 dBW transmit

power of users are presented. In Fig. 2, for a particular

value of P ¼ 10 dBW, SOP first decreases up to an optimal

value of b then further increases with increase in b. In
Fig. 2, the optimal values corresponding to different

powers is obtained as P ¼ �5 dB; b ¼ 0:5;P ¼ 0 dB; b ¼
0:6;P ¼ 5 dB; b ¼ 0:7 and b ¼ 0:75. In Figs. 2 and 3,

initial decrease in SOP is due to increase in b, the harvested
energy of relay increases, which increases the transmit

power of relay, thereby improving the SINR at the

corresponding destination. Next, increase in b reduces the

information signal reception at the relay, which reduces

SINR at the relay and thereby the capacity of the eaves-

dropping link. This justifies the initial decrease in SOP

curve up to an optimal point. Beyond the optimal point,

increase in b causes very poor signal at the relay for the

information processing, which on amplification becomes

more noisy. This decrement in signal strength for infor-

mation processing at the relay is not compensated by using

harvested energy and amplification factor of relay.

Accordingly, the received signal strength at the receiver

(U1 or U2) decreases, SOP increases and performance

degrades beyond optimal point. However, we get the

acceptable performance over a large range of energy har-

vesting factor. We also observe that for particular value of

b, the performance improves with increase in transmit

power of both users. From Figs. 2 and 3, we observe that

the optimal point changes with change in transmit power.

But it does not change with change in channel mean power.

Figure 4 depicts SOP versus the user to relay channel

mean power of both the links, XU1R = XU2R. There are four

curves for four different values of user transmit power as

PU1 ¼ PU2 ¼ P ¼ �5; 0; 5; 10 dB. As the XU1R increases,

channel capacities between the users and the relay

Table 1 Values of different physical parameters

Physical parameters Numerical values

Transmit power of users (P) - 5, 0, 5, 10 dBW

Channel mean power (XU1R ¼ XU2R) - 4, - 2, 0, 2 dB

AWGN power 10�2 W

Target secrecy rate (RTH) 1 bits/s/Hz

Energy harvesting factor (b) 0.5, 0.6, 0.7, 0.75

Energy conversion efficiency (g) 0.7

Fig. 2 SOP versus power

splitting factor for energy

harvesting for different values

of transmit power of users and

0 dB channel mean power of

both of the links

Fig. 3 SOP versus power

splitting factor for energy

harvesting for different values

of channel mean power and

5 dBW transmit power of both

of the users
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increases, enhancing signal quality at the relay which in

turn increases SINR at destination user. Due to equal

transmit power of users and due to equal channel mean

power of both link, SINR of signal of any desired user at

the relay does not increases due to jamming nature to each

other. Thus, eavesdropping capacity at the UAFR is not

enhanced. This combined effect increases secrecy capacity

of the users and justifies the continuous decreasing nature

of SOP curve. We also observe that for a particular value of

channel mean power, SOP reduces with increase in trans-

mit power of users which shows the improvement in per-

formance in terms of SOP. Detailed explanation of this is

given in Fig. 5.

Figure 5 shows that increase in transmit power of the

users reduces SOP. In this figure, four values of channel

mean powers as XU1R ¼ XU2R ¼ �4;�2; 0, 2 dB and

5 dBW users transmit power are considered. With increase

in transmit power, signal strength at the relay increases

which on amplification further increases the SINR at the

destination. At the relay though strength of the desired

signal increases, increase in strength of signal from other

user increases the jamming effect, thus accounting for no

improvement of SINR at relay. As a result effective

secrecy capacity increases which reduces the SOP. Further,

we observe that for a particular value of transmit power of

users, SOP reduces with increase channel mean power. In

Fig. 5, we observe that the SOP decreases with increase in

user transmit power. It is also proof as in Eq. (20) that at

P ! 1, SOP, PSec
Out ! 0.

Figure 6 shows the impact of energy conversion effi-

ciency on the SOP with 0 dB channel mean power. As the

energy conversion efficiency increases, the harvested

energy increases which improves the signal strength at the

corresponding receiving users. But there is no impact of g
on the relay channel capacities. Relay channel capacities

are constant and the receiving users’ channel capacities at

the users increase due to increase in harvesting energy with

increase in g. Thus, secrecy capacity increases and SOP

decreases. The energy conversion efficiency is different for

different harvesting circuits.

Figure 7 shows the SOP vs. target secrecy rate with

0 dB channel mean power. There is more chance of secrecy

outage with increase in target secrecy rate. However, per-

formance is better when target secrecy rate is below the

1 bits/s/Hz.

Fig. 4 SOP versus channel

mean power of both link in dB

for different values of transmit

power of users

Fig. 5 SOP versus equal

transmit power of both users in

dB for different values of

channel mean power of links

with b ¼ 0:7
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5 Conclusion

Secrecy performance in terms of SOP of our proposed two

way communication model has been studied under several

parameters such as power splitting factor, channel mean

power and user transmit power. An analytical expression

for SOP involving a single integration is derived which can

be evaluated numerically. An optimal value of energy

harvesting factors are observed depending on other

parameters which minimizes the SOP. The optimal values

of energy harvesting factor are different for different values

of transmit power of users but these are constant for dif-

ferent values of channel mean power. It is also observed

that increase in channel mean power as well as user

transmit power is beneficial to secure the two-way com-

munication even if the relay is untrusted. The best har-

vesting circuit provides the best performance in terms of

SOP. Further, SOP increases with increase in target secrecy

rate. Moreover, this model is beneficial to secure infor-

mation although there is no jamming device.
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