COVER STORY E/E ARCHITECTURE

Complete Turnkey Concepts
for Seamless E/E Validation —
Focusing on ADAS/AD

In modern vehicles, numerous central high-performance computers and a host of further control
units, actuators and sensors all need to communicate with each other seamlessly. The domain
architecture for control units that relate to ADAS/AD systems are characterised by particularly
high volumes of inter-component communication. As the complexity of these systems continues
to increase, so too do the challenges involved in their validation. ASAP outlines the requirements
that testing systems must fulfil, and which methodology can achieve time and cost reductions
while still providing comprehensive validation.
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I Autonomous driving is a vision
for the future that offers numerous bene-
fits, such as enabling vehicles to respond
dynamically to complex situations and
improving the safety of road transport.
However, it is also associated with sig-
nificantly higher demand on driver-assis-
tance systems (DAS) and the associated
software and sensors, which in turn
increases the complexity of the complete
vehicle. In the future, between 300 and
500 million lines of software code will
be required to make autonomous cars

a reality [1]. Even today, cars feature a
network of high-performance computers
(HPC) as well as over 100 control units,
which can exchange up to 25 GB of data
between them within just one hour [2,3].
Communication within the vehicle is
ensured by around 14 different bus sys-
tems and transmission standards [4].
All these factors combine to present

an enormous challenge for validation,
especially for the validation of control
devices associated with the domain
architecture for DAS. This is because
ADAS/AD systems present challenges
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that are partially control-technology
based and partially algorithmic in
nature, such as longitudinal control,
sensor-data fusion, object classifications
and the use of artificial intelligence.
Control units in these domains need
to be able to communicate with each
other in high volumes as they are
tasked with making safety-critical
designs regarding the vehicle’s re-
sponses in road traffic. Validating this
type of software often requires scenar-
io-based testing in complex co-simula-
tion environments. In addition, it is not
possible to specify all of the countless
parameters in all possible scenarios,
which further complicates validation.

FOCUSING ON DAS AND
THE NETWORK OF PRIMARY
CONTROL UNITS

The ASAP Group has therefore devel-
oped a test concept for the seamless
validation of vehicle electronics, with
particular focus on the network of
high-performance computers (HPCs)
and DAS functions. Customers are
offered a full range of services, from
designing, commissioning and operat-
ing testing systems to requirements
analysis, test specification and test auto-
mation through to reporting and final
approval recommendations. In terms
of the test infrastructure, Test Systems
specialists started by borrowing the

design for whole-vehicle HiL systems.
These systems map all vehicle electron-
ics and how they are networked, with
the HPCs and an average of 60 further
control units installed as real compo-
nents in the test system. Correctly wir-
ing communications links between
all control units in the test system
presents a particular challenge at
this juncture, FIGURE 1.

Only specific components that are
still under development or have not yet
been equipped with compatible software
are simulated. So, unlike in component
HiLs, there is little need for restbus simu-
lation as all control units are present.
This reduces the test scope, so that the
whole-vehicle HiL system testing focuses
on the integration of event chains, for
example ensuring that all control units
communicate faultlessly, because all
components from sensor input onwards
are physically available in the test sys-
tem. Using whole-vehicle HiL systems
therefore offers fewer opportunities for
manipulation, with the test moving away
from the signal level towards driver con-
trol. It only simulates the input driving
scenarios and surroundings and the driv-
er’s reactions. All internal signals and
interfaces between the control units have
to be issued independently by the control
units in the test system. Therefore, an
additional steering table is integrated into
the test benches so that its test engineers
can make manipulations at the driver

FIGURE 1 Lines of communication between all control units in the test system must be
wired correctly (© ASAP Group)
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level. This makes it possible to input

the driver’s reactions manually, thereby
simulating the steering forces from the
driver. This input is then fed into the test
system via special interfaces.

COMPLEX DRIVING FUNCTIONS
REQUIRE COMPLEX TEST SYSTEMS

Given the inherent complexity and the
number of functions to be tested, whole-
vehicle HIL systems are subject to tough
requirements. On the one hand, flashing
control devices in whole-vehicle HiL
systems represents a major challenge,
because test engineers must ensure
that all components have the latest
software version at all times. During
these updates, it is important to bear
in mind the interdependencies between
different control units. On the other
hand, developers need to ensure that
the test system, and the sensors used
in the virtual whole vehicle, receive
information during virtual test drives,
such as that another road user is brak-
ing a few meters ahead. Consequently,
the biggest challenge for developing a
whole-vehicle HiL system is the timing.
If calculations and tests are to be accu-
rate and meaningful, the models must
provide a coherent overall picture for the
vehicle’s environmental sensors. For all
sensor technology to combine simultane-
ously - and to produce a coherent sce-
nario - the test bench must provide all
information with synchronized timing
(that is, deterministically). If, for exam-
ple, a motorway pilot system is validated
with a simulated test drive at 130 kph,
with a slower-moving car merging into
the lane ahead from the inside lane, all
environmental data such as speed, dis-
tances and road layout must be fed into
the control unit simultaneously and as
a complete image in order to facilitate
coherent data fusion. Only then, in con-
junction with all other control units in
the event chain, can the correct function
in this example be identified, namely
initiating braking.

A further challenge is that, in the
test system, the sensors must feed infor-
mation on the recorded environment to
the control units, which means this has
to be structured as a closed-loop system.
This term describes a situation in which
the real, installed network of control
units and computers interacts with the
simulated environment. If, for example,
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FIGURE 2 Validating control units related to the ADAS/AD domain architecture presents a particular challenge (© gettyimages_darekm101)

the control units accelerate, the simu-
lated environment must change accord-
ingly and provide suitable feedback to
the control units and sensors. Addition-
ally, feedback on the environment must
be transmitted directly from the sensors
to the control unit, without any detours,
so that the control unit can react imme-
diately to the situation. So, to simulate
the situation to the control units directly,
the real sensors must be disconnected
from the control units.

VALIDATING DYNAMIC
PROCESSES THROUGH
SCENARIO-BASED TESTING

After constructing whole-vehicle HiL
systems, experts of the testing and inte-
gration team ensure they are commis-
sioned correctly. In parallel with setting
up the test systems, they also conduct
the requirements analyses and test case
specification and automation required
for the test infrastructure. This is done
by using the scenario-based testing
method. By referring to the PEGASUS
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project, effective and efficient testing
can be conducted while simultaneously
taking heed of the risks involved. This
research project, pursued by the OEMs
and numerous partners from the worlds
of business and science, aims to estab-
lish “generally accepted quality criteria,
tools and methods as well as scenarios
and situations for the release of highly
automated driving functions” [5] and
thus accelerate the realisation of auto-
nomous driving, FIGURE 2. ASAP looked
at the results of the PEGASUS research
results while adapting scenario-based
testing for whole-vehicle HiL system
validation, and thereby reduced the
complexity inherent in validation due
to the near-infinite number of possible
test cases.

In contrast to requirements-based
testing, scenario-based testing can also
be used to test dynamic processes, such
as speed changes and various traffic sit-
uations with a variable environment and
different ambient conditions. The spe-
cialists responsible for test design spec-
ify both the required scenarios and the

test cases. In terms of scenario specifica-
tion, the experts firstly define in detail
all static and dynamic objects to be in-
cluded in a scenario, including environ-
mental data and parameter spaces. This
includes, for instance, all possible dis-
tances and speeds of a vehicle driving
ahead. By contrast, in the subsequent
step of specifying test cases, the level
of abstraction is far lower. Instead, test
drives are set out with specific values
for all objects involved in the test case
so that, for example, the overtaking
manoeuvre described as a scenario can
be carried out correctly. Once the driv-
ing scenarios and test procedures have
been defined, including the expected
outcomes (test cases), ASAP then moves
on to validating the E/E infrastructure
for the whole-vehicle HiL systems.

AUTOMATED TEST CASE
GENERATION WITH
KEYWORD-DRIVEN TESTING

Although scenario-based testing
makes it considerably easier to carry
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Classic implementation

B Number of test cases

Time

out testing, the vast number of differ-
ent scenarios adds to the complexity
of test automation. The solution is to
use test automation to depict thousands
of test cases in such a way that the test
themselves can be fully automated.
For this to be possible, the descriptions
of test cases and driving scenarios must
be automatically implemented in the
corresponding tools. Test automation
also has to bring the entire toolchain
together and ensure that all tools en-
gage with each other automatically
and without interruption. To imple-
ment test cases more swiftly and re-
duce the complexity of test automa-
tion, scenario-based testing is com-
bined with keyword-driven testing

for use in the validation of whole-
vehicle HiL test systems.

In this form of test case description,
which is certified in accordance with
ISO 29119-5, individual test steps are
stored in a database in both human-
and machine-readable formats. This
means that it starts with writing a
corresponding script for each defined
test step - the so-called keywords -
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Keyword-driven testing

B Number of test cases

so that it can be carried out automa-
tically. A test step might be a com-
mand to perform a specific driver
action. All finally defined keywords
(test steps) are universally applicable
and can be parametrized in the data-
base. This creates reusable test steps
that only need to be parametrised

with different input values. The pro-
cess of inputting test steps to create

a test case is also automated. The

result is a partial automation of test
automation, which delivers immense
time savings due to the enormous
volume of required test cases, FIGURE 3.
In addition, in the event of changes,

the corresponding keywords only

must be amended once in the central
database - with any changes auto-
matically integrated into all test cases.
A further benefit is that test steps are
stored in human-readable and machine-
readable formats in the database. This
means, for example, that real test drives
can be reproduced using the documen-
ted data and repeated virtually any num-
ber of times until the scenario has been
checked to ensure consistent quality.

FIGURE 3 Schematical comparison
of conventional implementation
and keyword-driven testing

Time (© ASAP Group)

So, with this combination of scenar-
io-based and keyword-driven testing,
ASAP reduces the complexity and effort
involved in test preparation and execu-
tion, ultimately ensuring timesaving,
cost-effective and comprehensive vali-
dation at its test centre.
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