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Recent incidents with autonomous vehicles in road traffic underscore

the critical importance of extensively testing the safety of these vehicles
before their widespread deployment. Despite significant advancements,
challenges persist in the verification and validation, posing obstacles to
their seamless integration into everyday transportation systems. Therefore,
Siemens Digital Industries Software developed a robust chain of simulation
tools for scenario-based testing.
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N Scenario-based testing, a vir-
tual validation, and the adherence to
the Safety of the Intended Functionality
(SOTIF) standard play pivotal roles in
assessing the safety of Advanced Driver
Assistance Systems (ADAS) and systems
for Autonomous Vehicles (AVs). These
methods allow for thorough evaluation
across a wide range of scenarios, miti-
gating the need for extensive public
road testing. While traditional valida-

tion methods may fall short in cap-
turing the complexity of real-world
traffic scenarios, scenario-based test-
ing and virtual validation provide in-
sights into system performance under
various conditions. By incorporating
SOTIF alongside scenario-based test-
ing and virtual validation, automotive
manufacturers can enhance the reli-
ability and safety of ADAS and AV sys-
tems, facilitating their successful de-
ployment and integration into trans-
portation networks.

The increased complexity necessi-
tates a radical change of test methods
and new concepts for comprehensive
vehicle verification and validation in
both the physical and the virtual world,
which is captured in new regulations.

In February 2021, the United Na-
tions Economic Commission for Europe
(UNECE) presented the New Assess-
ment/Test Method for Automated
Driving (NATM) [1, 2]. This is a frame-
work, which introduces a multi-pillar
approach for safety validation of ADAS,
FIGURE 1.

In August 2022, the EU Commission
adopted the 2022/1426 Regulation lay-
ing down rules for the application of
the 2019/2144 Regulation of the Euro-
pean Parliament and of the Council
as regards uniform procedures and
technical specifications for the type
approval of the ADAS for fully auto-
mated vehicles [3, 4].

The multi-pillar safety validation
of automated vehicles specifies five
certification pillars which support the
safety argumentation. Virtual testing,
track testing and real-world testing
are all scenario-based. As users move
from virtual testing to real-world test-
ing, the number of scenarios decreas-
es, and the degree of reality of the
scenarios increases.

After deployment, during the mon-
itoring and reporting phase, the rele-
vant scenarios are recorded and after
scenario extraction and scenario selec-
tion they are fed-back into virtual test-
ing, test track testing and real-world test-
ing. The recording and extraction of new
scenarios enable the discovery of un-
known-unsafe scenarios and continuous
improvement of the ADAS.

Finally, it is important to remark
that with the EU legislation and UNECE
NATM framework [1] (see the “in-ser-
vice” pillar in FIGURE 1) a continuous
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integration and continuous deployment
workflow is introduced, which is well-
known in the software industry. What
is needed is a software solution and an
integrated tool chain that align with
international standards and legisla-
tion, enabling scalable solutions for
comprehensive safety validation work-
flows. The tool chain must facilitate
automated and efficient scenario gen-
eration, leveraging recorded data to

FIGURE 2 Process flow for the SOTIF sce- P
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extract known safe scenarios, gener-
ate known unsafe scenarios, and iden-
tify unknown-unsafe scenarios. By
addressing both the software infras-
tructure and scenario generation as-
pects in its products, a company such
as Siemens Digital Industries Soft-
ware contributes significantly to
streamlining the validation process
and mitigating potential safety risks
in ADAS and AV systems.

Requirements management : :
and data collection phase : |
h
I

-,

3.

Requirements ‘ Data
management recording

Audit

(assessment
procedures)

FIGURE 1 Multi-pillar
approach for safety
validation of automated
driving systems according
to UNECE NATM [1]

(© Siemens Digital
Industries Software)

SCENARIO-BASED TESTING AND
VIRTUAL VALIDATION SOLUTION

Siemens provides a tool chain that is
designed to systematically compile an
extensive database of scenarios, and
to assess the AV stack effectively and
reliably [S] through a combination of
Model-in-the-Loop (MiL), Software-
in-the-Loop (SiL) and Hardware-in-
the-Loop (HiL) test platforms. Addi-

Extraction of scenarios and
scenario creation phase

Recorded scenarios

Critical

scenarios
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standards or
SCDBs
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tionally, the tool chain serves to re-
iterate the verification and validation
process on the basis of test results or
new requirements.

The tool chain is composed of
the three main phases requirements,
extraction, and validation, which are
described in more detail in the follow-
ing. The requirements are gathered
based on the Operational Design Do-
main (ODD), the Dynamic Driving Tasks
(DDTs), and applicable regulations and
standards. The requirement management
tools from Siemens enable traceable and
flexible integration of new requirements
in the verification and validation process.
Data collection in the ODD captures actor
behaviors or patterns unique to the ODD.
Siemens provides engineering services
for sensor setup, data collection, and
data processing.

The Siemens tool chain, including
among other things Simcenter Auto-
nomy Data Analysis (SADA) and the
patented Critical Scenario Creation
(CSC), enable the extraction of all
categories of scenarios as per SOTIF.
The SADA tool analyzes the data, ex-
tracts known scenario types, and ap-
plies safety thresholds to define safe
and unsafe behavior. The CSC tool
defines a search space over the re-
corded data. An optimization-based
approach then systematically iden-
tifies known-unsafe and unknown-

Validation
phase

ATZ worldwide 0912024

unsafe scenarios based on criticality
and novelty.

Large-scale virtual validation of the
AVs is performed in Siemens physics-
based simulator, Simcenter Prescan,
based on the extracted scenarios, to-
gether with relevant protocol scenarios
from standards and regulations. The
reliability of the results is further en-
hanced with Siemens offerings of HiL
test beds.

REQUIREMENTS MANAGEMENT
AND DATA COLLECTION

Requirements setting and defining
arecording plan are the first steps in
the safety assessment of ADAS and

AV systems. The development of auto-
mated driving system shall start with
definition/description of the ODD and
the DDTs. Next, the applicable regula-
tions and international standards are
gathered, and the requirements defini-
tion of the automated driving system

is initiated. The requirements are
grouped in categories such as: safety
requirements, system requirements,
hardware requirements, software
requirements, user requirements, etc.
During the development process, exist-
ing requirements could change often as
well as new requirements are defined,
thus using a requirements management
tool is a must. Siemens supports the

Classification of scenarios
with SOTIF

Unsafe Safe

Known

Unknown

requirements management with soft-
ware tools like Polarion. The traceabil-
ity, which refers to the ability to track
and trace requirements to artifacts,
test runs, and anything else in the
product lifecycle is essential and
mandatory in most cases, FIGURE 2.
Data collection of trajectories can
be performed for the ODD and the indi-
vidual scenes through instrumented
vehicles, static drone footage, or infra-
structure-mounted sensors. Siemens
can assist with setting up a comprehen-
sive sensor setup designed for the
recording of real-world scenarios. The
collected data can contain errors due
to noise, missed detections, occlu-
sions, etc. Thus, some data processing
is needed to extract full trajectories
and remove signal noise.

SCENARIO EXTRACTION
AND CREATION

The Siemens tool chain facilitates the
extraction of all categories of scenar-
ios in accordance with the SOTIF re-
quirements. The Simcenter Autonomy
Data Analysis tool gets the recorded
raw data and by applying analysis on
the data provides the following features:
- extracting and replaying sce-
narios with the perception of
the environment
- categorizing the scenarios and
evaluating them based on key
performance indicators
- diving into the details of a catego-
rized scenario and selecting data
of interest manually
- exporting raw data for replay or
for simulation via OpenDrive and
OpenScenario (both standards from
ASAM), including validating of the
simulation models.
The Critical Scenario Creation tool
contributes to the scenario gener-
ation process in two folds. First, it pro-
vides the possibility of generating
known-unsafe scenarios, see orange
arrow in FIGURE 2. For this purpose,
the criticality of known-unsafe sce-
narios extracted in the previous step
using the Simcenter Autonomy Data
Analysis tool is optimized. Second,
it provides a method to generate un-
known-unsafe scenarios, see red
arrow in FIGURE 2.
FIGURE 3 shows the main three steps
of the CSC tool. More details about the
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tool can be found in [6]. The feature
extraction provides a finite set of fea-
tures which can describe the behavior
of actors (for example, automobiles) in
the scene. In order to extract features
for the actor’s behavior, the road lay-
out is described as a graph: The proba-
bility distributions are determined

for each parameter and nodes combi-
nation. P,; is the probability of actor i

and is calculated as mentioned in Eq. 1:

Eq. 1 P,;=P,; X[[LP,,;
Here, m is the number of parameters
extracted for the actor i with the proba-
bility of P,,,; as it was aggregated from
the collected data. P,; is the probability
of a path cluster for an actor’s type. To
streamline optimization, the software
users configure the behavior of the
actors and the parameters to define
the search space. However, considering
all possibilities leads to a large and
unmanageable space. The tool automati-
cally identifies non-interacting actor
paths and parameters, then partition
the remaining space based on discrete
parameters. This creates manageable
optimization studies.

The identification phase evaluates

risk severity using proprietary indica-
tors to assess criticality and novelty.
It employs an optimization algorithm
to identify scenarios with the highest
potential impact. The objective func-
tion is formed according to Eq. 2:

Eq. 2 fop = G(P.n) X
(2= e + TTC,u(m)

(A SRR A MOBILITY CONCEPTS

This incorporates three terms: a pro-
prietary unexpectedness metric (e(1))
to identify unknown scenarios (a con-
stant value of 2 is added to the objec-
tive function to ensure that its value
remains non-negative.), Time to Col-
lision (TTC) to measure the scenario
safety, and a function (G(Py)) of the
scenario probability. Here, P, is calcu-
lated according to Eq. 3:

Eq. 3 P, = I x[[nP,;

Here, A, is the traffic light factor. The
optimization problem can be formalized
as follows in Eq. 4:

mjn f()
Eq.4 s.t. nE€y
é/col = 0

Here, y defines the bounds on the pa-
rameter values. The value £, is a Bool-
ean variable and is 1 in the case of
collisions with non-ego vehicles.
Various scenario databases are
utilized during assessment, includ-
ing those from standards, experts
defining scenarios based on ODD,
critical scenarios, and accident data-
bases. For ADAS, the Euro NCAP,
UN R131 (AEBS), UN R152 (AEBS),
and UN R157 (ALKS) define test sce-
narios. For AVs, ISO standards such
as ISO 22737 and ISO/DIS 23374-1 de-
scribe the test scenarios. The Siemens
tool chain enables virtualizing and
testing of these scenarios before test-
ing in road traffic. While standards
provide a baseline for safety and

performance, additional require-
ments defined by experts are often
necessary during development and
post-deployment.

ASSESSMENT AND DIGITAL TWINS

All collected scenarios from the data-
base are tested to reveal the digital
twin behaviors under varied and com-
plex conditions. Transitioning from the
virtual system to the physical system,
the automated driving system, embed-
ded within a control unit, faces the ulti-
mate tests. This transitioning process

is executed in (at least) two steps,
known as SiL and HiL testing.

For the design of AV control software,
the “sense, plan, act” paradigm struc-
tures the development into perception,
planning, and control algorithms. Each
team develops a simplified model of the
other two components, which are inte-
grated in each other to create the full
software stack. Testing occurs in a vir-
tual environment with vehicle dynam-
ics, sensor models, and infrastructure
simulation. This integration presents
challenges, particularly regarding sen-
sor model quality, as simulated sensor
data must match real-world functionality
to create realistic scenarios for the AV.

The final step before the actual
deployment in the vehicle entails
HiL testing of the advanced vehicle
control system, running in real-time
on the intended hardware platform,
FIGURE 4. This allows the assessment
of the control system’s responses to
the selected scenarios.

FIGURE 3 The main three steps extraction,
configuration and identification of fea-
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FIGURE 4 HiL architecture with limited sensor suite of two cameras and one lidar system (NIC: Network Interface Controller, GMSL2: Gigabit Multimedia Serial
Link 2, PCle: Peripheral Component Interconnect Express, UDP: User Datagram Protocol) (© Siemens Digital Industries Software)

To this end, the same virtual envi-
ronment can be used as for SiL testing,
with the added non-trivial requirement
that it must run in real-time. The real-
time hardware platform also requires
sensor inputs. These have to satisfy
specific and often sensor-dependent
communication protocols, since it is
the exact same platform that will be
deployed in the real vehicle. Hence,
the environmental simulation must
output the simulated sensor signals
in these formats. The simulation hard-
ware can be scaled based on sen-
sor requirements of the AV system
under test.

As an example, a HiL setup is con-
sidered, assuming a very limited sen-
sor federate consisting of two cam-
eras and a lidar system. The environ-
ment contains the vehicle dynamics
and the sensor models. Since these
high-fidelity models are computation-
ally expensive, they might be imple-
mented in a federate architecture. The
camera models output their data in a
dedicated packet-based protocol operat-
ing at a fixed GMSL2 link rate where-
as the lidar system employs the stan-
dard UDP protocol. As a result, the
ADAS control unit receives the data
in exactly the same way as it would
in reality.

After the real-time performance is
assessed, the data recording plan can
be updated based on the previous as-
sessment. This ensures that the vehicle

ATZ worldwide 0912024

is prepared for the unpredictable nature
of real-world driving.

SUMMARY

The tool chain presented by Siemens
offers a comprehensive solution to
accelerate the deployment of autono-
mous vehicles while ensuring their
safety and reliability. By uncovering
unsafe scenarios as per SOTIF stan-
dards, the tool chain facilitates an accel-
erated deployment of these vehicles
through robust testing methodologies,
an enhanced system robustness by
increasing scenario coverage, an in-
creased confidence in system perfor-
mance for both internal and regulatory
key performance indicators, as well as a
reduction in development costs by stream-
lining validation processes. In conclu-
sion, the tool chain provides a seamless
and scalable approach covering three
key areas of SOTIF scenarios, thus pav-
ing the way for the widespread integra-
tion of AVs into transportation systems.
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