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Abstract
With the digital revolution and theWeb 2.0 era, web-based social networks such as Facebook and others have become popular
mediums for users to do various activities. While social networks are becoming increasingly popular, concerns about trust
and trust-related issues are also growing among users. There are many applications where trust plays a vital role in users’
decision-making, requiring trust evaluation. There are several trust evaluation approaches for online social networks in the
literature. However, the existing approaches focus only on certain aspects and believe that direct trust between participants
is known. Thus, there is a need for a comprehensive trust evaluation approach that infers indirect trust and strives to measure
direct trust. This paper proposes an interaction-based and graph-based hybrid approach that attempts to measure direct trust
and infer indirect trust among users. Our direct trust measure method utilizes the most important features and similarities
between users to measure direct trust. The proposed indirect trust inference method uses the graph theory concept to infer
indirect trust. We implement the friend-request identification and the Sybil attack detection applications using the proposed
direct trust measure method. Both the applications are evaluated on synthetic and real-world datasets. The empirical results
show that the friend-request identification application achieves a high accuracy of 96.17%, and the Sybil attack detection
application obtains a high detection rate of 93.20%. The false rates of both applications are very low. The proposed indirect
trust inference method is efficient, and it outperforms the existing approach.

Keywords Online social networks · Trust evaluation · Direct trust measure · Indirect trust inference · A hybrid approach

1 Introduction

Millions of people join online social networks and perform a
wide range of activities such as making new friends, online
purchasing, sharing opinions, posting photographs, dissemi-
nating information, commenting, and more. More and more
people depend on online social networks to get relevant infor-
mation, find news, decide on their online purchases, and
more. While millions of users communicate with other users
on online social networks, they have limited awareness of
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other users as they do not have face-to-face interaction, and
most of them are anonymous. Trust plays a vital role in many
aspects, e.g. identifying individual users, discovering the
most appropriate products or services, building a trustworthy
recommendation system, andmore, needing trust evaluation.
Moreover, users are increasingly concerned about the privacy
of their personal information. It is essential to develop a trust
system that allows members to share their ideas, views, and
experiences without being concerned about their privacy and
fear of being evaluated. Trust relationship among users is the
foundation for robust social networking. Generally speaking,
trust is a measure of faith that an individual or entity will act
in an anticipated way.

There aremany types of trust relationships in online social
networks. Figure 1 depicts four types of trust relationships:
(A) A trust relationship between explicitly connected mem-
bers, also known as explicit or direct trust relationship. (B) A
trust relationship between members who do not have a direct
link between them; and trust value is inferred with the help
of known members of the network, also known as implicit or
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Fig. 1 Trust relationships in
online social networks (OSNs)

indirect trust relationship. (C) A trust relationship between a
member and a service offered (e.g. third-party e-commerce
services on online social networks). (D) A trust relationship
between a member and a social network service provider.

There are many applications where trust evaluation can
play an important role. For instance, users receive many
friend requests on online social networks. These friend
requests may be from genuine users, or they may be from
malicious users. The direct trust measure can help users dis-
tinguish friend requests and prevent them from being victims
of security threats. Trust evaluation can also be useful in
detecting Sybil or fake users in online social networks. Friend
recommendation, however, is the popular service offered by
most of the social networks, and measuring trust between
users can enhance the quality of friend recommendation
[1] and offer a better service to users. Many e-commerce
activities (e.g. as shown in Fig. 1, Magento, the third-party
e-commerce service on OSNs) are happening on online
social networks where trust plays a vital role in consumer
buying decisions. Trust assessment can defend users’ sen-
sitive information and preserve users’ privacy by protecting
their personal information. Trust evaluation can verify the
authenticity of any information by evaluating that informa-
tion source’s trust.

In summary, trust assessment is useful in many applica-
tions such as friend-request identification, detecting Sybil/
fake users,making friend recommendation trustworthy, help-
ing users in their e-commerce transactions, verifying the
trustworthiness of information by checking the authentic-
ity of the source of information, protecting users’ sensitive
data, and preserving the privacy of users by protecting their
personal information.

We aim to propose an approach that can evaluate the
trustworthiness of the target participant (trustee) for the
user(trustor) in online social networks (OSNs). The target
participant may be a direct (or 1-hop) neighbour of the user
(trustor) or may have an indirect link to the user (trustor).

The target participant may be a user, a service, or a service
provider.

1.1 Our Contributions

The significant contributions of our work are as follows:

– We propose an interaction-based and graph-based hybrid
trust evaluation approach for OSNs using dynamic fea-
tures and similarities. The proposed approach consists
of two phases: the direct trust measure and indirect trust
inference.

– The direct trust measure phase computes the trust scores
between each directly connected node in the network.
It uses the interaction-based dynamic features (relation-
ship trust, location trust) and similarities (mutual-friend
similarity, likes similarity, group-joined similarity) to
measure direct trust between each directly linked node.

– The indirect trust inference phase utilizes direct trust
values, pre-processes the social network graph, and gen-
erates the trusted graph. It applies the graph theory
concept(breadth-first search technique) to the trusted
graph andfinds trusted paths between the source node and
the non-neighbour target node. Each trusted path between
the source node and the target node and its trust values
are considered for the indirect trust inference.

– We use the proposed methods to implement the friend-
request identification and the Sybil attack detection appli-
cations. We evaluate both the applications on synthetic
and real-world datasets and measure various evaluation
parameters.

The remainder of this paper is arranged as follows.
Section 2 discusses the theoretical background of trust mod-
els, explores the various existing trust evaluation models,
and provides our findings from the literature review. Sec-
tion 3 explains our problem scenario, defines the problem
statement, presents the proposed system architecture, and
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Fig. 2 Elements of social network trust system

discusses each phase of the proposed architecture in detail.
We identify the real-world datasets, discuss the performance
metrics, and provide the experimental results in Sect. 4. We
conclude and provide the future scope of the work in Sect. 5.

2 Background and RelatedWork

2.1 Background

2.1.1 Key Concepts of Social Networks Trust System

Figure 2 illustrates some of the key terms widely used in
various trust systems of online social networks.
Trustor: Trustor is a social network participant who tries
to know or evaluate another participant’s trustworthiness or
trust degree in the network.
Trustee: A participant in an online social network whose
trustworthiness or trust degree is being assessed is called a
trustee.
Trust model:A trust model is an intermediary tool that helps
a trustor to evaluate the trust of a directly connected or indi-
rectly connected trustor in online social networks.
Trusted path: A trusted path from the trustor to the trustee
consists of various elements such as a trustor, several interme-
diary recommenders, a trustor, and trust relationships among
them.

2.1.2 Trust Definitions

There are many definitions of trust in the literature on trust
assessment. Some of the trust definitions are as follows:

– Golback et al. [2] defined trust as “trust in a person is a
commitment to an action based on a belief that the future
actions of that person will lead to a good outcome”.

– Jøsang et al. [3] define trust as “the subjective probability
by which one user expects that another user performs a
given action”.

– According to Sherchan et al. [4], “trust is a measure of
faith that an individual or entity will act in an anticipated
way”.

– JHCho et al. [5] summarized the concept of trust as “trust
is the ability of the trustee to take risks on the basis of a
subjective expectation that the trustee will show a trust-
worthy conduct to maximize the interest of the trustee in

the volatility of a given situation, based on a cognitive
evaluation of previous experience with the trustee”.

2.1.3 Types of Trust

There are different types of trust [6]. Some of them are men-
tioned below.
Explicit/direct trust: An explicit/direct trust is the trust rela-
tionship between directly connected entities. The direct inter-
action between entities, experiences, or similarity between
the entities may help to measure an explicit trust between the
entities.
Implicit/indirect trust: Implicit/indirect trust is the trust rela-
tionship between indirectly connected entities. The trust
score of the target(trustee), which has not a direct link with
the user(trustor) can infer using the pairwise trust score of
the entities in the network. The intermediate trusted entities
can help to infer the implicit trust.
Global trust: The global trust is measured by taking into
account all participants’ experiences, views, and all their trust
relationships.

In our work, we focus on measuring direct trust and infer-
ring indirect trust. We measure direct trust between each
1-hopneighbour node anduse it to infer indirect trust between
any two non-neighbour nodes in the network.

2.2 RelatedWork

We categorize the existing trust evaluation approaches
into graph-based approaches, interaction-based approaches,
behaviour-based approaches, and statistical approaches. The
graph-based trust models [7] [8] [9] [10] [11] [12] [13]
explore a network topology, use the structural properties
of a network, model a social network as the social net-
work graph, and apply graph theory concepts to assess trust.
The interaction-based schemes [14] [15] [16] [17] examine
user interaction features like commenting, posting, liking,
sharing, forwarding, mutual friends, and more, and mea-
sure connection strength between users to assess trust among
users. The behaviour-based approaches [18] [19] [20] anal-
yse various user behaviour-based features and evaluate trust
among users. Some of the behavioural features are frequency
of use, social affiliation, user activities with other users,
social investigation, social boldness, self-orientation, infor-
mation discloser on social networks, andmore. The statistical
approach [21] aims to provide a sound mathematical model
useful in trust management.

The current graph-based approaches modelled social
networks as the social network graphwhere nodes are partici-
pants and edges are trust relationship amongparticipants. The
existing approaches used various graph theory concepts (e.g.
randomwalks, breadth-first traversal, depth-first traversal) to
evaluate trust among users. The existing approaches Tidal-
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Trust [7], MoleTrust [8], and SWTrust [11] first simplified
the social network graph by discarding some nodes or edges.
The approaches then performed someoperations on the graph
like graph reduction, graph adjustment, graphweighted aver-
age, and extracted simplified the trusted graph to assess
trust. Some of the graph-based schemes like FlowTrust [10],
GFTrust [12] directly dealt with the original social network
graph and considered each trust relationships for trust infer-
ence.

Golbeck [7] suggested the TidalTrust. TidalTrust aimed
to quantify trust value from the trustor to the indirectly con-
nected trustee in a social network graph where there exist
many paths from the trustor to the trustee. The proposed tech-
nique found trusted paths from the trustor to trustee based on
the breadth-first search way. Eventually, it considered only
the shortest and strongest path to perform the trust values
aggregation from the trustor to the trustee. For example, any
source user vs wants to evaluate the trust value of the target
user vt ; the trust value calculation formula in TidalTrust is
as follows:

Tvs−>vt =

∑

x∈Nvs ,Tvs−>x≥max

Tvs−>x ∗ Tx−>vt

∑

x∈Nvs ,Tvs−>x≥max

Tvs−>x

(1)

where Nvs is neighbours of source user vs and max is the
threshold used to restrict the number of paths in trust aggrega-
tion. The shortcoming of TidalTrust is that, in the trust value
aggregation, it is considered only the shortest and strongest
route, while trust from multiple routes could be better than
that of a single route. Trust from multiple routes could avoid
being biased and selective.

Avesani et al. [8] proposed the MoleTrust, which includes
two steps. In the first step, MoleTrust modifies the graph
by removing cycles and convert it into a directed acyclic
graph (DAG). Based on the shortest distance from the source
user vs , MoleTrust sorts users and distinguishes all users that
can be reached from the source user. In step two, MoleTrust
computes the trust value of all users who are at a distance
one, two, three, and so from the source user. The trust value
of any user at a distance d only depends on trust values of
the users who are at a distance d − 1. Using MoleTrust, we
can calculate the trust value of any destination trustee vd by
aggregating all incoming trust values from v′

ds neighbours
to vd using the weighted average as follows:

Tvd =

∑

x∈pred(vd )

(trust(x) ∗ edge(x, vd))

∑

x∈pred(vd )

(trust(x))
(2)

where Tvd is trust value of trustee vd , pred(vd) is the pre-
decessors or incoming trusted neighbours of trustee vd , and
edge(x, vd) is edge weight value of edge between nodes x
and vd .

Wang and Wu [9] proposed a trust management frame-
work namedMeTrust.MeTrust usedmulti-trusted paths with
multi-dimensional evidence to evaluate trust in any random
multifaceted trusted graph. The authors conducted trust cal-
culation at three layers: the node layer, the path layer, and the
graph layer. The node layer considered multi-dimensional
trust and allowed users to assign a weight to each dimension
on their own for trust calculation. At the path layer, authors
used the Frank t-norm to manage the trust decay rate for trust
combination. The graph layer simplifiedmultifaceted trusted
graph using GraphReduce, GraphAdjust, and WeightedAv-
erage algorithms.

Jiang et al. [11] proposed SWTrust. Most graph-based
trust evaluation approaches believed that a small trusted
graph was already available. The main objective of SWTrust
was to generate a small trusted graph from a large OSN so it
could be integrated into existing trust evaluation approaches
to make them more practical and efficient. The framework
includes three steps: (I) pre-processing a large social network
(PSN), (II) building trust network (BTN), and (III) generat-
ing trusted graph (GTG). SWTrust pre-processed a social
network and found a trusted acquaintance chain using users’
domain knowledge. In the BTN step, SWTrust explored all
possible paths between a given trustor and trustee using
the breadth-first search technique. The GTG step measured
each path’s trust values, compared them with the pre-defined
threshold, and discarded the paths with less trust value than
the pre-defined threshold.

Jiang et al. [12] proposed a modified flow-based trust
assessment approach named GFTrust. GFTrust addressed
two open challenges: path dependency and trust decay. The
authors assumed that the trusted graph is available in which
a direct trust relationship between each directly connected
node is available. The scheme used a generalized network
flowconcept to tackle path dependency andmodel trust decay
with the leakage associated with each node. The authors
used a modified network flowmodel with leakage and evalu-
ated trust of non-neighbour destination nodes, resolving path
dependency and trust decay issues together.

Hamdi et al. [13] proposed the trust inferencemodel called
TISoN. The authors presented a new trust path searching
algorithm based on transitivity properties, in which they
pre-processed a large social network, generated the trusted
network, and handled the trusted path discovery problem.
The trust inference measure (TIM) method for indirect trust
inference was introduced, and it was based on the Trust
Path Search algorithm and the trust aggregation function.
The authors hypothesized that the trust scores between each
directly connected node were known.
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The authors in [22] assumed that the direct trust rela-
tionships between each directly connected participant were
known and that by utilizing them and employing the uncer-
tainty theory, the indirect or recommended trust had been
inferred.

In [23], the authors designed the trust evaluation frame-
work named Guardian based on graph convolutional neural
networks for online social networks (OSNs). The framework
included social network structures and explicit trust rela-
tionships and inferred the indirect trust between users. The
framework was tested with the real-world datasets Advogato
and PGP, and it achieved an F1-score of 74.3% with the
Advogato dataset and 87.1% with the PGP dataset.

The authors in [18] developed themethod namedCoRank.
The method analysed behaviours of users and tweets and
assessed the trustworthiness of users and tweets on the
Twitter social network. The authors exploited the complex
features and relations of users and tweets and measured their
trust scores. A series of experiments were carried out on real
data extracted from Twitter and demonstrated the method’s
efficacy.

In [24], the authors proposed an integrated time-aware
similarity-based trust prediction approach called iSim, lever-
aging user similarity. Several methods had been employed in
order to improve the time complexity of iSim and thus its
efficiency.

2.2.1 Findings from the Literature Survey

Our findings from the literature survey are as follows:

– The approaches [7] [8] [12] [13] [22] assumed that the
direct trust relationship between each directly con-
nected participants is known, and they utilized the
available direct trust relationships to infer indirect trust.
The approaches did not strive tomeasure direct trust.
There is a need for an integrated trust evaluation approach
that infers indirect trust and further seeks to measure
direct trust.

– The TidalTrust algorithm [7] considered only the short-
est and strongest path to infer the trust value of indirectly
connected trustee. Hence, the algorithm’s efficiency was
affected because trust from multiple paths could be
better than that of a single path. Moreover, trust
from multiple paths could also avoid being biased and
selective. Thus, trust evaluation approaches should
consider trust values of as many paths as possible
between a trustor and a trustee to maximize inferred
trust quality.

– The current approaches concentrated only on specific
issues. For example, SWTrust [11] aimed to generate a
small trusted graph from a large OSN, and GFTrust [12]
addressed the path dependency and trust decay problem.

There is still a need for a systematic and comprehen-
sive trust assessment approach to measure direct trust
accurately and infer indirect trust effectively.

3 The Proposed Trust Evaluation Approach

3.1 Overview

When we want to interact with any unknown entity on a
social networking site like Facebook, we need to assess
the unknown entity’s trustworthiness in order to ensure the
security and privacy of users and their data. We propose
an interaction-based and graph-based hybrid approach that
aims to measure direct trust and infer indirect trust among
participants in OSNs. Our approach encompasses two inte-
gratedmodules, namely, a direct trustmeasure and an indirect
trust inference. The direct trust measure module utilizes the
interaction-based dynamic features (relationship trust, loca-
tion trust) and the similarities (mutual-friend similarity, likes
similarity, and groups joined similarity) and measures the
direct trust between each directly connected node in the net-
work. In the indirect trust inference module, we pre-process
the network graph, generate the trust trusted network graph,
apply the graph theory concept, and infer the indirect trust
between any two non-neighbour nodes in the network. Thus,
our approach effectively evaluates the trust score of target
participants (trustee) that are directly linked with a source
participant (trustor), and it also infers the trust score of the
participants that are not directly reachable.

3.2 Problem Scenario

Figure 3 illustrates the problem scenario of our work. On
online social networks, users may directly connect to some
1-hop neighbour users or have indirect links with non-
neighbour users.

The objectives of our work are to address two research
questions: (1) How to measure trust values between each
directly connected user in the network (as shown in Figure
3a)? (2) How to infer trust value between any two non-
neighbour users in the network (e.g. as shown in Figure 3b,
trust inference between nodes A and G, or between nodes A
and F )?

3.3 Problem Definition

Table 1 lists the mathematical symbols used in our work.
We model social networks as the directed social network

graph G = (V , E), where vertex V is a set of nodes repre-
senting individual participants, and edge E is a set of directed
edges or connections representingparticipants’ relationships.
For all directed edges ei−> j = (vi , v j ) ∈ E, vi , v j ∈ V , we
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Fig. 3 Illustration of the problem scenario

calculate the trust scores and assign it as a label of edges. The
label of edges reflects direct trust between nodes, and edge
direction signifies that which node has quantified the trust
value for which node. We define our direct trust assessment
and indirect trust inference problem as follows:

Definition 1 (Direct Trust Measure:) Calculating the trust
score between two directly connected nodes using some
dynamic features and similarities is the direct trust measure
in the social network graph.

Definition 2 (Indirect Trust Inference:) Using the direct trust
values and the graph theory concept, inferring the trust score
between any two non-neighbour nodes is the indirect trust
inference in the social network graph.

3.4 Proposed System Architecture

Figure 4 demonstrates the system architecture of our pro-
posed hybrid trust evaluation approach.

As shown in Fig. 4, our approach works in three phases:
Data collection, measuring direct trust, and indirect trust
inference. We extract users’ data and their interactions data
from online social networks during the data collection pro-
cess.Wemodel users and their interactions information as the
directed social network graph, where nodes represent indi-
vidual participants and edges are the relationships between
two participants. We use the interaction-based dynamic
features and similarities to measure the direct trust score
between each connected node. We assign a pair of nodes’

Table 1 The Notations Symbol Description

G = (V , E) A directed social network graph

r ty Relationship or Friendship type

RTvi−>v j The relationship trust between nodes vi and v j

LTvi−>v j The location trust between nodes vi and v j

vi .FL, v j .FL Friend list of nodes vi and v j

MFSvi−>v j The mutual-friend similarity between neighbour nodes vi and v j

|vi .L I |, |v j .L I | No. of likes of nodes vi and v j

L I Svi−>v j The likes similarity between neighbour nodes vi and v j

vi .GJ , v j .GJ Groups joined by nodes vi and v j

G J Svi−>v j The groups joined similarity between neighbour nodes vi and v j

DTvi−>v j The direct trust value between neighbour nodes vi and v j

vs , vt A source node, and a target node

τ Pre-defined threshold to identify suspicious links

Troute Trust score of the trusted path

To a non-neighbour destination node vd

I Tvs−>vt The inferred or indirect trust value between a source node vs

and a non-neighbour destination node vd

τ1 The pre-defined threshold for the friend-request identification application

τ2 The pre-defined threshold for the Sybil attack detection procedure
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Fig. 4 Proposed system architecture

trust scores as the edge weight in the social network graph.
The weight of edges is the direct trust relationship between
two directly connected users. The directed weighted social
network graph, the source node, and the target node are the
input to the indirect trust inference module. In the indirect
trust inference, we pre-process the social network graph and
generate the trusted graph. We apply the graph theory con-
cept (breadth-first search technique) to the trusted graph and
find trusted paths between the source and target nodes. We
measure each path’s trust value and consider each trusted
path’s trust values to infer the indirect trust value between
two non-neighbour nodes.

3.5 Measuring Direct Trust

In the direct trust measure phase, we calculate the direct trust
value for each directly connected node using the interaction-
based features and the similarities. To quantify direct trust
values for each pair of directly linked nodes, we consider the
dynamic features such as the relationship trust and the geo-
graphical location trust. We also incorporate the similarities
such as the mutual-friend similarity, the like similarity, and
the groups joined similarity between two directly connected
nodes to measure the direct trust.

The type of relationship between users has a significant
influence on the evaluation of trust between them. Among
Facebook users, there are mainly three kinds of friend-
ships: family members, close friends, and acquaintances. We
assume that users trust and interact more with known users
on online social networks (OSNs). Users usually do not trust
unknown users on OSNs. Hence, in our approach, we assign
trust scores to users based on the type of relationship. We
give more trust value to the family member relationship type
than the acquaintance relationship type because users trust
more to their family members than acquaintances. We assign
zero trust values to the unknown relationship types as users
do not trust unknown users on OSNs. Algorithm 1 describes
the method of calculating the relationship trust between two
directly linked nodes vi and v j .

Users typically trust more to those familiar to them, and
the geographical location is similar to that of the users. We
hypothesis that it is more likely that users will trust unknown
users if there are some geographical location similarities
between them. There are different geographical location rela-
tionships between users, such as neighbour users, users from
the same hometown, users living in the same current city,
from the same province, from the same country, and the same
region. As shown in Algorithm 2, we weight each location
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Algorithm 1 Calculating the relationship trust
1: Input: Pair of neighbour nodes (vi , v j ).
2: Output: Relationship trust value between neighbour nodes vi and

v j .
3: for each neighbour nodes vi , v j in the social network graph do
4: r ty ← extract Relationship(vi , v j );
5: if r ty == Family member then
6: RTvi−>v j = 1;
7: else if r ty == close f riend then
8: RTvi−>v j = 0.90;
9: else if r ty == acquaintance then
10: RTvi−>v j = 0.70;
11: else
12: RTvi−>v j = 0;
13: end if
14: end for

relationship andmeasure the location trust value for each pair
of directly connected nodes.

Algorithm 2 Calculating the location trust
1: Input: Pair of neighbour nodes (vi , v j ).
2: Output: Location trust value between neighbour nodes vi and v j .
3: for each neighbour nodes Vi , Vj in the social network graph do
4: Extract location information of nodes vi and v j ;
5: if v j is a neighbour of vi then
6: LTvi−>v j = 0.80;
7: else if vi and v j are from the same hometown then
8: LTvi−>v j = 0.50;
9: else if vi and v j belong to the same current city then
10: LTvi−>v j = 0.40;
11: else if vi and v j are from the same province then
12: LTvi−>v j = 0.30;
13: else if vi and v j are from the same country then
14: LTvi−>v j = 0.20;
15: else if vi and v j are from the same region then
16: LTvi−>v j = 0.10;
17: else
18: LTvi−>v j = 0;
19: end if
20: end for

Along with the relationship trust and the location trust, we
also consider the mutual-friend similarity, the likes similar-
ity, and the groups joined similarity as a component of direct
trust. If two directly connected users have mutual friends in
their friend list, it is common for users to trust each other
because they have similarities in their friends’ choice. The
Likes similarity between users indicates their affinity to the
same interest. The like-minded and same domain knowledge
users join the same groups and may trust and assist each
other in that domain. Thus, the mutual-friend similarity, the
likes similarity, and the groups joined similarity are the cru-
cial components to measure the direct trust value between
two directly connected users. We quantify these compo-
nents using theSorensen similaritymetric [25]. TheSorenson
similarity metric finds common elements between sets and
divides them by the sum of the elements in each set. The

Sorenson metric is local structural similarity and can help
measure various similarities between users.

For two directly connected users(nodes) vi , v j and their
friend list vi .FL, v j .FL , respectively, we calculate the
mutual-friend similarity scoreMFSvi−>v j using theSorensen
similarity metric as follows:

MFSvi−>v j = |vi .FL ∩ v j .FL|
|vi .FL| + |v j .FL| . (3)

Two directly linked users(nodes) vi , v j and their likes
vi .L I , v j .L I , respectively, we calculate the likes similarity
LISvi−>v j using the Sorensen similarity metric as follows:

LISvi−>v j = |vi .LI ∩ v j .LI|
|vi .LI| + |v j .LI| . (4)

For two directly connected users(nodes) vi , v j and the
groups joined by those users are vi .GJ , v j .GJ , respectively,
wemeasure the group-joined similarityGJ Svi−>v j using the
Sorensen similarity metric as follows:

GJSvi−>v j = |vi .GJ ∩ v j .GJ|
|vi .GJ| + |v j .GJ| . (5)

We sum up all the above components and measure the
direct trust values DTvi−>v j for each pair of directly con-
nected nodes as follows:

DTvi−>v j = RTvi−>v j + LTvi−>v j + MFSvi−>v j

+ LISvi−>v j + GJSvi−>v j .
(6)

Figure 5 shows the input–output graphs of the direct trust
calculation phase, and Algorithm 3 summarizes the direct
trust measure procedure.

3.6 Inferring Indirect Trust

The main problem of trust inference in social networks is
that trust networks are sparse. Many users’ explicit trust rela-
tionships are unknown in online social networks. So, if we
manage n nodes, the expected number of edges (and so of
trust relationships that we can use to our benefit) is much
less than n2. The usage of paths to infer trust values can
be an effective substitute for compensating the lack of an
explicit trust relationship. Our indirect trust inference mod-
ule uses the breadth-first search technique to find trusted
paths between a source node and a destination node and
infers the indirect trust between them. In the indirect trust
inference phase, we utilize the direct trust values of directly
connected nodes. We input the source node vs and the indi-
rectly connected target node vt between which we want to
infer the indirect trust. We first pre-process the weighted
social network graph and generate a trusted graph. In the
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Fig. 5 The sample input–output graphs of the direct trust calculation
phase

pre-processing, we identify all the edges having trust value
less than the pre-defined threshold, consider them the suspi-
cious links, and delete them from the social network graph.
We apply the graph theory concept(breadth-first search tech-
nique) on the trusted graph to find all paths between the
source node and the destination node. For trustor, the num-
ber of nodes in the trusted path is crucial in evaluating the
trustworthiness of the trustee because as the number of nodes
increases in the trusted path, trust decay from trustor to trustee
[12]. So, we are considering the number of nodes in the trust
evaluation of trusted paths. We calculate the trust value of
each trusted path between the source and the destination by
considering the number of nodes in that trusted path as fol-
lows:

Troute =
∑Number of nodes in the route

x=1 Ax,x+1

Number of nodes in the route
(7)

We find all possible routes from a source node vs to a tar-
get node vt using the breadth-first search (BFS) method. We
aggregate each route’s trust values and compute the indirect
trust I Tvs−>vt between a source node vs and a target node vt
as follows:

ITvs−>vt =
∑Number of routes from vs to vt

y=1 Troute(y)

Number of routes from vs to vt
. (8)

Algorithm 3Measuring direct trust
1: Input: Directed social network graph G = (V , E) with network

topology information, users and their relationship information, and
users’ location information.

2: Output: Directed weighted social network graph G = (V , E,W ),
where W = ei−> j = (vi , v j ) ∈ E is the direct trust score of each
pair of nodes vi , v j ∈ V .

3: for each pair of neighbour nodes vi , v j in the social network graph
G = (V , E) do

4: Calculate the relationship trust RTvi−>v j values for each neigh-
bour nodes vi , v j using algorithm 1;

5: Calculate the location trust LTvi−>v j values for each neighbour
nodes vi , v j using algorithm 2;

6: Measure the mutual-friend similarity score MFSvi−>v j , the
Likes similarity score L I Svi−>v j , and the group-joined similar-
ity score GJ Svi−>v j using the Sorensen similarity metric [25];

7: MFSvi−>v j = |vi .FL∩v j .FL|
|vi .FL|+|v j .FL| ;

8: L I Svi−>v j = |vi .L I∩v j .L I |
|vi .L I |+|v j .L I | ;

9: GJ Svi−>v j = |vi .GJ∩v j .GJ |
|vi .GJ |+|v j .GJ | ;

10: Measure the direct trust DTvi−>v j values for each neighbour
nodes pair (vi , v j ) and assign it to each corresponding edges as
edge weight;

11: DTvi−>v j = RTvi−>v j + LTvi−>v j + MFSvi−>v j +
L I Svi−>v j + GJ Svi−>v j ;

12: W = DTvi−>v j ;
13: end for

Figure 6 depicts the input–output scenario, and Algorithm 4
describes the procedure of indirect trust inference.

Algorithm 4 Inferring indirect trust
1: Input:The directedweighted social network graphG = (V , E,W ),

a source node vs , and a target node vt .
2: Output: TrustRoutes and the indirect trust I Tvs−>vt value from a

source node vs to a target node vt .
3: Generate the trusted graph from the social network graph G;
4: for all weighted edges ei−> j ∈ E in the social network graph G =

(V , E,W ) do
5: if W (ei−> j ) < τ then
6: Delete the edge ei−> j from the social network graph G;
7: end if
8: end for
9: Find all trusted routes from a source node vs to a non-neighbour

target node vt in the trusted graph using the breadth-first search
technique;

10: Calculate trust values Troute of each trusted routes;

11: Troute =
∑Number of nodes in the route

x=1 Ax,x+1
Number of nodes in the route ;

12: Aggregate trust values of each route and measure the indirect trust
I Tvs−>vt between a source node vs and a non-neighbour target node
vt ;

13: I Tvs−>vt =
∑Number of route f rom vs to vt

y=1 Troute(y)
Number of route f rom vs to vt

;
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Fig. 6 The input–output scenario of the indirect trust inference module

4 Experimental Results and Discussion

We use the proposed approach to implement various appli-
cation scenarios and validate our approach. We first evaluate
the application scenarios with the synthetic dataset, and
then we test them using the two real-world social net-
work datasets, soc-Advogato [26] and soc-Epinions [26].
We have downloaded both the real-world datasets from the
networkrepository.com site and modify them as per our
requirement using Gephi software. Table 2 shows the details
of the datasets.

Our proposed solution contains two phases: the direct trust
measure and indirect trust inference. The direct trust mea-
sure can be useful to distinguish friend requests, whether it is
from genuine users or it is frommalicious users.We consider
the accuracy parameter to check how accurately our direct
trust measure identifies friend requests in real time. We have
implemented the friend-request identification scenario using
the direct trust measure module in the python programming
language using the NETWORKX package. We have gener-
ated the synthetic dataset by creating nodes and linking nodes
with each other by edges. In the synthetic dataset, nodes are

users, and edges represent relationships among users. Table
3 shows the details of the synthetic dataset.

We manually labelled nodes as genuine nodes or fake
nodes and sent friend requests from genuine nodes and
suspicious nodes to the manually identified genuine node.
Based on the trust value between the requesting node and
the genuine node, and using the pre-defined threshold τ1,
the friend-request identification module decides whether the
requesting node is a genuine node or a suspicious node and
assist the genuine node to accept or reject that friend request.
We sent several friend requests from genuine and fake nodes
to the genuine node and measured the friend-request identi-
fication application’s accuracy as follows:

Accuracy = TPR + TNR

TPR + FPR + TNR + FNR
. (9)

In Eq. 9, the number of genuine requests from the total
genuine requests identified as genuine requests is the true
positive rate (TPR). The number of fake requests from the
total fake requests identified as fake requests is the true neg-
ative rate (TNR). The number of fake requests from the total
fake requests identified as genuine requests is the false pos-
itive rate (FPR). The number of genuine requests from the
total genuine requests identified as fake requests is the false
negative rate (FNR).

Table 4 gives the performance results of the friend-request
identification application. A value of the pre-defined thresh-
old is set to τ1 = 0.94.

Figure 7 shows the performance parameters TPR, FPR,
TNR, and FNR results of the friend-request identification
application with different numbers of friend requests. Figure
8 depicts the accuracy of the friend-request identification
scenario with a different number of requests.

The direct trust measure can also be useful in detecting
Sybil attack in ONSs. We have implemented the Sybil attack
detection application using the direct trust measure in the
python programming language (NETWORKXpackage).We
have updated the synthetic and the real-world datasets by
adding 10% Sybil nodes in them manually. We linked the
Sybil nodes with genuine nodes using the edges (we called
them the attack edges). Table 2 shows the original datasets’
details, and Table 5 depicts details of the modified datasets
with the Sybil nodes and attack edges.

We have tested the Sybil attack detection application with
the synthetic and real-world datasets and measure the detec-
tion rate. The Sybil attack detection application is based on
our direct trust measure procedure. The applicationmeasures
the direct trust score between each directly connected nodes.
It compares the direct trust scoreswith the pre-defined thresh-
old τ2, finds the suspicious links, and detects Sybil attack in
the network. We define and evaluate the detection rate of the
Sybil attack detection module as follows:
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Table 2 The datasets
information

Synthetic dataset soc-Advogato soc-Epinions

#Nodes 250 6541 26588

#Edges 600 51127 100120

Type Directed Directed Directed

Vertex type User User Consumer

Edge type Trust Trust Trust

Weight of edges Positive weights Positive weights Positive weights

Table 3 The synthetic dataset details

#Nodes #Requests #Genuine requests #Fake requests

50 50 42 8

100 100 85 15

150 150 127 23

200 200 170 30

250 250 212 38

Table 4 Performance results of the friend-request identification sce-
nario

#Requests TPR TNR FPR FNR Accuracy

50 88.1% 87.5% 11.9% 12.5% 87.80%

100 92.94% 86.66% 7.06% 13.34% 89.80%

150 95.27% 95.65% 4.73% 4.35% 95.46%

200 92.35% 90% 7.65% 10% 96.17%

250 94.81% 94.73% 5.19% 5.27% 94.45%

Definition 3 (Detection Rate:) Detection Rate is a ratio of
the number of detected Sybil nodes to the total number of
Sybil nodes in the network.

Detection Rate = No. of Sybil nodes detected

Total Sybil nodes in the network
. (10)

The Sybil attack detectionmodule calculates each directly
connected node’s direct trust value and compares it with
the pre-defined threshold τ2. Edges having the direct trust
value less than the pre-defined threshold τ2 are considered
the suspicious edges, and nodes connected by those edges are
considered the Sybil nodes. Figure 9 presents the detection
rate of our Sybil attack detectionmodule for various datasets.
We have set the threshold τ2 = 0.24.

Alongwith the detection rate,we consider three evaluation
parameters: precision, recall, andF1-score. These parameters
are measured as follows:

Fig. 7 The performance results of the friend-request identification
application

Fig. 8 An accuracy of the friend-request identification application
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Table 5 The modified datasets
details

Datasets #Nodes #Edges #Sybil nodes #Attack edges

Synthetic dataset 250 600 25 34

soc-Advogato 6541 51127 654 1837

soc-Epinions 26588 100120 2658 9090

Fig. 9 Detection rate of the Sybil attack detection module

Table 6 The performance results of the Sybil attack detection module

Datasets Precision Recall F1-score

Synthetic dataset 91.00% 89.16% 90.07%

soc-Advogato 93.67% 93.36% 93.51%

soc-Epinions 91.75% 91.58% 91.66%

Precision = TP

TP + FP
(11)

Recall = TP

TP + FN
(12)

F1 − Score = 2 ∗ Precision ∗ Recall

Precision + Recall
(13)

The Sybil detection application has been tested with both
synthetic and real-world datasets. The performance results
of the application are shown in Table 6.

We compare our scheme’s results to those of the cur-
rent methods [13] and [23]. Figure 10 compares the pro-
posed approach’s performance metrics results using the soc-
Advogato dataset with the state-of-the-art approach TISoN
[13].

Figure 11 compares the proposed approach’s performance
parameter F1-score value to the current scheme Guardian
[23]. Figures 10 and11demonstrate that the proposedmethod
outperforms the existing methods [13] [23].

Wehave implemented twoapplications using the proposed
trust evaluationmethod. In our implementation, we have nor-
malized the direct trust values into the range of [0, 1]. We
employ the threshold τ1 for the friend-request identification
application and τ2 for the Sybil attack detection application.
We have carried out a set of experiments in which we var-

Fig. 10 Comparing the proposed approach’s performance with the
TISoN [13]

Fig. 11 Comparing our approach’s F1-score with the existing scheme
Guardian [23]

ied values of the thresholds τ1, τ2 to see how they affect the
accuracy and detection rate of the applications. In the friend-
request identification application, when we set the threshold
τ1 value high, some genuine requests are identified as fake,
resulting in a high false negative rate and lower accuracy.
If the threshold τ1 value is set too low, some fake requests
will go undetected, resulting in a high false positive rate and
lower accuracy. When we set the threshold τ2 value to a high
value, some genuine nodes are identified as Sybil nodes in
the Sybil attack detection application, resulting in a high false
negative rate and a lower detection rate. If the τ2 threshold is
set too low, some Sybil nodes will not be detected, resulting
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in a high false positive rate and a lower detection rate. In our
approach, we keep the thresholds adjustable.

Our indirect trust inference method measures the indirect
trust effectively between any two non-neighbour nodes in the
network. In the indirect trust inference, we first pre-process
the social network graph and then apply the BFS technique
to find all paths between a source node and a destination
node. In pre-processing, the direct trust values of each link are
comparedwith the pre-defined threshold. The edgeswith less
direct trust value than the pre-defined threshold are identified
as the suspicious edges and are discarded. TheBFS technique
checks every vertex and edge once; hence its time complex-
ity isO(V + E). Our indirect trust inferencemethod removes
the edges with less direct trust value; it requires fewer edges
to walk to find paths from a source node to a destination
node. Thus, the traversal cost of our indirect trust inference
method is less than O(V + E). The existing approach, e.g.
the TidalTrust algorithm [7] considered only the shortest and
strongest path to infer indirect trust, decreasing its efficiency
and also low the quality of inferred trust. Our indirect trust
inference module considers all paths’ trust values between
a given source node and a target node, maximizing inferred
trust quality. Thus, the indirect trust inference module infers
indirect trust between any two non-neighbours nodes effi-
ciently and outperforms the TidalTrust algorithm [7].

The proposed approach is effective at measuring the direct
trust and inferring the indirect trust between participants in
online social networks (OSNs). Our approach is also efficient
in terms of traversal cost because it discards suspicious edges,
resulting in fewer edges to traverse and thus a lower traversal
cost. Our approach outperforms the current approaches [7]
[13] [23]. Hence, the proposed approach can play an impor-
tant role in users’ decision-making in several scenarios in
OSNs.

5 Conclusion and Future Scope

This paper proposed the hybrid trust evaluation approach for
OSNs that includes two integrated modules: direct trust mea-
sure and indirect trust inference modules. We implemented
the friend-request identification and the Sybil attack detec-
tion applications using the proposed approach and tested
themusing synthetic and real-world datasets. The experimen-
tal results validated the effectiveness of the proposed direct
trust measure method. The false rates of both applications
are also very low. The proposed approach outperforms the
current methods [13] [23]. Hence, the proposed direct trust
measure method is useful in many applications. The indi-
rect trust inference module discarded the suspicious links,
requiring fewer edges to walk to find paths between the
trustor and the trustee. Thus, the traversal cost of the proposed
indirect trust inference module is low. Moreover, the mod-

ule also incorporated all the paths’ trust values between the
trustor and the trustee; therefore, it maximized the inferred
trust quality. The proposed indirect trust inference module
efficiently determines the trust score of any non-neighbour
trustees in the network, and it also outperforms the existing
approach [7]. As future work, the proposed direct trust mea-
sure and indirect trust inference methods can be improved by
extracting and incorporating important multifaceted features
as elements of trust.
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