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Abstract

Cloud computing relies on on-demand sharing of the computing resources and data without the user’s direct involvement in
resource management over the network, but it has major security threats. Recently, an it is Elliptic Curve Cryptography (ECC)
based three-factor authentication and key negotiation protocol for fog computing has been discussed by Wazid et al. In this
paper, we show that the Wazid et al.’s protocol requires high communication as well as storage cost, and also, it is susceptible
to the denial-of-service attack, stolen smart card attack, and privileged insider attack. We further propose a new protocol that
overcomes these problems. We carry out informal and formal security analysis and also simulate it using the it is Automated
Validation of Internet Security Protocols and Applications tool (AVISPA) to prove its robustness against the security threats.
Its performance analysis illustrates that it is efficient and lightweight in comparison with the existing schemes.

Keywords Authentication - Cloud computing - ECC - Privileged insider attack

1 Introduction

Cloud computing may be understood as simply providing
the services and resources over the network. It has gained
good popularity due to its efficiency, mobility, on-demand
service model, broad network access, high computing capa-
bility, and scalability. Also the cloud computing is a blend
of service-oriented and event-driven architecture. The cloud
architecture generally consists of loosely coupled compo-
nents, which may broadly be categorized as front end and
back end. The front end is the client side, i.e., client infras-
tructure and the back end comprises of application, service,
run-time cloud, storage, infrastructure, management, and
security. The Internet works as the medium of contact
between these two ends. The architecture of cloud computing
is depicted in Fig. 1.

Li et al. [1] discuss an identity-based mutual authentica-
tion protocol that has been built on the hierarchical cloud
architecture, claiming it to be lightweight and proficient than
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the secure socket layer (SSL) and professing its use in scal-
able environment. Sun et al. [2] show that the protocol [1]
is vulnerable to the privileged insider attack, lack of user
anonymity, lack of proper mutual authentication, session key
leakage, and lack of perfect forward secrecy, and they discuss
a scheme by overcoming these problems. Li et al. [3] report
that the scheme [4] suffers from the stolen smart card attack
and lacks user anonymity, and they discuss a key negotia-
tion and authentication protocol by overcoming these flaws.
Wazid et al. [5] analyze the scheme [3] and find that it is sus-
ceptible to the stolen smart card attack, user impersonation
attack, replay attack, off-line password guessing attack and
man-in-the-middle attack, and discuss a protocol for multi-
server environment in cloud computing applications. Hu et
al. [6] review the fog computing basic fundamentals, appli-
cations, model architecture, and related issues. Alrawais et
al. [7] discuss an attribute-based key negotiation scheme
for fog and cloud environment. Mukherjee et al. [8] dis-
cuss the security threats, vulnerabilities, research trends and
their challenges in privacy preservation for fog computing
environment. Koo et al. [9] discuss a method for data dedu-
plication of multi-party owned data in fog computing and
claim that their method incurs less communication over-
heads. Wang et al. [10] discuss a data aggregation scheme
for fog-based cloud environment using the homomorphic
encryption and pseudonyms to assure data secrecy and device
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Fig.1 Cloud Computing Architecture

anonymity. Wazid et al. [11] discuss an authentication pro-
tocol applying ECC to resolve the weakness of the protocols
[2,3,6]. In this paper, we scrutinize the protocol [11] and find
thatitis susceptible to the denial-of-service attack, privileged
insider attack, and stolen smart card attack, and we develop a
protocol by overcoming these vulnerabilities. The novelties
of our proposed protocol are summarized below:

1. We analyze the protocol [11] and show that it suffers from
attacks like denial-of-service, stolen smart card and priv-
ileged insider.

2. Our protocol incorporates the lightweight cryptographic
hash function and overcomes the flaws of the protocol
[11], while maintaining less communication as well as
computation overheads.

3. Its formal security analysis is carried out by using the
Burrows—Abadi—Needham (BAN) logic [12] to prove its
legitimacy.

4. Its informal security analysis is done to show its robust-
ness to all the fore-known security attacks.

5. Its simulation is carried out using the AVISPA simulation
tool [13] to show its resilience against various active and
passive attacks.

@ Springer

6. Its performance is compared with the existing schemes to
show its efficiency.

The remaining parts of the paper are arranged as men-
tioned. Section 2 introduces preliminaries, and Sect. 3
reviews the Wazid et al.’s protocol [11], followed by its
cryptanalysis in Sect. 4. Section 5 introduces the proposed
protocol, and its security analysis is provided in Sect. 6. Its
performance analysis is done in Sect. 7, and finally, the paper
is concluded in Sect. 8.

2 Preliminaries

Here, we introduce basics of ECC [14] and some discrete
problems that will be used in our proposed protocol.

2.1 Elliptic Curve

The non-singular elliptic curve, denoted by E/Fg (£ being the
elliptic curve, ¢ a prime) over a prime finite field represented
by Fy,is givenas: y?> = (x> +ax+b)mod q,a, b € Zy. The
fundamental group operations of ECC are defined as follows:
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. Elliptic Curve point addition For two points A, B on an
elliptic curve, their sum A+ B = C, where the line joining
A and B cuts the curve at -C, which is reflection of C with
respect to x-axis [14].

. Elliptic Curve point of subtraction Let A, B be two points
on an elliptic curve suchthat A = —B ,i.e., A+ B = A+
(—A) = 0. The points A and B along with the intersecting
line of the curve join it at abstract point 0, called the point
of infinity [14].

. Elliptic Curve point doubling Adding a point A to itself
on an elliptic curve gives a new point B on the curve such
that B = 2A, which is the reflection of the intersection
point with the tangent drawn at A with respect to x-axis
[14].

Table 1 Notations used in Wazid et al.’s protocol [11]

4. Elliptic Curve scalar point multiplication For a point A
on an elliptic curve such that p.A = A+ A + ... +
A(ptimes)= Y"1 A, where p € Z is a scalar [14].

5. Order of point The order of an element (point) A in G is
defined as n, where n > 0 is an integer such thatn.P = 0
(point of infinity) [14].

The robustness of ECC depends on the non-existence of poly-
nomial time solution to the computational problems of ECC.
The computational problems are defined below.

2.2 Computational Hardness

The computational hardness of ECC is briefly discussed
below:

1. Discrete Logarithm Problem (DLP) It is hard to find x
from B such that B = x P in polynomial time. The points
P and B lie on the elliptic curve E/F,,VP, B € G, and
X € Z(’; [15].

2. Diffie-Hellman Problem (DHP) Finding x, y is hard from
xyP for random occurrences of x,y, and P, where
(P,xP,yP) € E/F;and x, y € Zg [16].

3. Factorization Problem (FP) Computation of x P and y P
from B is not feasible in polynomial time, where B =
xP+yP,P,BeGyandx,y € Zz [17].

3 Review of the Wazid et al.’s Protocol [11]

The symbols used in the protocol [11] are given in Table 1.
The protocol [11] has three phases as discussed below:

3.1 Registration Phase

The registration phase is carried out by trusted authority (TA)
in which each communicating entity, i.e., mobile device, fog
server, cloud server and user, needs to register individually.

Notation Description

TA Trusted authority

Ui, D, CS; ith user, kth mobile device, Ith cloud
server

1Dy User’s Identity

1Dy, Mobile device's Identity

1D Identity of cloud server

PWy Password of user

BIOy Biometric of user

SK Session key

h(.) One-way hash function

E(.), D(.) Cryptographic encryption, decryption
functions

@, || XOR function, concatenation

TIDk,TID;, TID;

Temporary identities of
communicating parties

F(),G() Bivariate polynomial generating
functions of degree t

(TIDgk,y) Input variables to function F(.) where
y € GE(p)

(TIDj,y) Input variables to function F(.) where
y € GF(p)

(TIDgk,y) Input variables to function G(.) where
y € GE(p)

RIDk, RID;, RID;, RID;

TCx,TC;,TC;, TC

et

Gen(.), Rep(.)

Pseudo identities of communicating
entities

Temporal credentials of
communicators of system

Error-tolerance threshold of fuzzy
extractor

Functions of fuzzy extractor

Gy Prime cyclic group

A Adversary/attacker

GF(p) Finite prime Galois field

7k Multiplicative prime cyclic group

q

3.1.1 Registration of Mobile Device

A mobile device Dy is registered by executing the steps as
given below:

. TA selects RIDk, TIDg, TCk, F(TIDg, y), where

F(TIDg, y)=3p olamn(TID)™ " apn € GF(p);
y € GF(p) and T1Dy are input parameters for bivari-
ate polynomial generating function F(.) that takes values
from O to t (degree of polynomial being generated by the
function); and sends a message consisting of {RIDg,
TIDk,TCk, F(TIDg, y)} to mobile device Dy.

Dy stores RIDg, TIDk, TCk and F(TIDg, y) in its
memory.

@ Springer
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Fig.4 Registration of Cloud Server

This procedure is diagrammatically depicted in Fig. 2.

3.1.2 Registration of Fog Server

The fog server is registered using the steps as given below:

1. TA picks RID;j, TID;, TCj, F(TIDj,y), where
F(TID;,y) = Y —olamn(TID)™Y", am, €
GF(p);y € GF(p) and T1D; are input variate for F'(.)
that takes values from O to t; and sends a message that
comprises of {RID;, TID;, TC;, F(TIDj,y)} to fog
server F'S; .

2. FSj stores RID;, TID;, TC; and F(TIDj,y) in its
database.

This procedure is shown in Fig. 3.

3.1.3 Registration of Cloud Server

The registration of cloud server is done using the following
steps:

@ Springer

Operations:
Stores RID), TID), TCy, G(TIDy,y)

1. TA chooses RID;, TID;, TC;, G(TID;,y) where
G(TID1,Y) = 35 ueolbmn(TID)"Y", by €
GF(p);y € GF(p) and T1D; are input variable to the
bivariate polynomial generating function G(.) that takes
values from O to t; and sends a message that consists of
{RID;, TID;, TC;, G(TIDy, y)} to cloud server CS;.

2. CS; stores RID;, TID;, TC; and G(TIDy, y) in its
database and G(T'I Dy, y) in database of F'S;, for each
CS;.

Registration of cloud server is schematically shown in Fig. 4.

3.1.4 Registration of User

A user U; is registered by executing the steps as given below:

1. User U; selects a random number d; € ZZ‘I and sends the
registration request {R1 D;, P;} to TA securely, where P;
is user’s public key.

2. T A chooses TC;, calculates h(stored TC}), and sends
{TC;,(TID;,h(TCj)}to U;.
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Fig.6 Key negotiation among mobile devices and fog server

3. Uj creates a secret biometric key o; and computes 7C;* =
TC;®h(ID;ll|o}),d} = d; ®h(ID;||PW;||o;), RID} =
RID,' D h(di”O','), RPB,' = h(IDl' ||TC,'||PWZ' ||O‘,‘) and
TC;.‘ = h(TC;) @ h(RID;l|o;). U; stores {RID}, d,
TC?, RPB;, TID;, TC;‘, P;, ti, Gen(.), Rep(.), h(.),
et} in its memory, where 7; is user’s public reproduction
parameter.

This process is depicted in Fig. 5.

3.2 Key Management Phase

In this phase, the keys are generated and exchanged among
the communicating entities for data exchange and establish-
ing the session key.

3.2.1 Key Negotiation Among Mobile Devices and a Fog
Server

The key negotiation process amid a mobile device and a fog
server is given below:

Calculates Ky = h(F(TIDx, TIDy)||r1’||h(12||TC)||TS2)

1. Mobile device Dx composes a request message {7 I Dy,
ri’, TS1}tosenditto FS;j, where ri’ = h(r{||T Cr||T S1),
r1 and T S7 are random nonce and current timestamp of
the mobile device, respectively.

2. F§; checks the freshness of received message and com-
putes AA; = h(r2||TC;)®h(F(TID;, TIDy)|Ir'||TS>),
Kjx = h(F(TIDj, TIDy)||r'||h(r2||TC)||TS2) and
BBj = h(K||TS2), where r2 and T'S; are its random
nonce and current timestamp, respectively. The fog server
composes the reply message {(TID;, AA;, BB;, TS}
for Dy.

3. Dy verifies the timeliness of the message, calculates secret
key Kyj = h(F(TIDy, TID))||r/||h(r2||TCHIITS>),
and performs verification over the similarity of BB;. If
the fog server is successfully verified, both Dy and F'S;
store the similar secret key Kyj(= K ji) for further com-
munication.

This process is diagrammatically shown in Fig. 6.

@ Springer
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Fig.7 Key negotiation between fog server and cloud server

3.2.2 Key Negotiation Between a Fog Server and a Cloud
Server

The process of key negotiation between a fog server and a
cloud server is given below:

1. FS; composes a request message {T1D;, ry’, TS5} for
CS;, where r3" = h(r3||TC,||TS3), r3 and T S3 are its
random nonce and current timestamp, respectively.

2. CS; checks if the received message is fresh. If fresh-
ness is affirmed, the cloud server computes CC; =
h(ra||T C)@®I(G; ((T1D;, TID))||r3'||T S4), secretkey
Kij = (G (TID;, TID)||r3'||h(r4||TC)||T S4) and
DD; = h(K;||TSs), where r4 and T S4 are its ran-
dom nonce and current timestamp, respectively. The cloud
server sends the reply message {TID;, CC;, DDy, T S4}
to FS;.

3. FS§; verifies the received message as per the threshold of
packet reception time, computes the secret key K;; =
WG (TIDj, TID)||r3'||h(rs||T C)IIT S4), and per-
forms the verification over the similarity of D D;. If the
verification is affirmed, both C'S; and F'S; store the sim-
ilar secret key K j;(= Kj;) for further communication.

The process of key negotiation is depicted in Fig. 7.

3.3 Login and Authentication

The process of login and authentication among the commu-
nicating entities is given below:

1. When user U; wants to access any information from the
system, he needs to log into the system by entering his
credentials. After logging into the system, user picks a

Calculates Ky = h(Gy(TID;, TIDy)||r3’||h(r<||TCi)|| TSs)

(T CilldilIT Sy)®h(h(TCj)||IRID;) and F,, = RIDi®
h(h(TCH)IITSy), where T'S,, is its current timestamp and
G is generator point. The user sends the authentication
request message {RID;, Ry,ay, Ey, F,, TS} to FS; .

. F'S; validates the received message for freshness and

checks the similarity of a,.G with P; + R,,. If the sim-
ilarity is confirmed, the fog server generates a random
nonce ry, to compute K,y = rp.Ry = (ryry).G,
(T CilldiITSy) = Ey & h(h(TC)I|IRID;), Py =
ry.G, RIDy, = F, & h(h(TC))I||TS,), RID; =
h(RID; @ h(Ki||RIDy||TSy), RID{ = RID; ®
WKlITSp), Gj = h(Kjl|RID||ITSp)@h(Kyyll
W(TCilldilIT S)|h(RID;)) and H; = h(h(RID;l|
RIDi||Gl|PrlITSyr), where T Sy is its current times-
tamp. F'S; composes the reply message {RID}, RID},
Gj,H;, Py, TSy} for Dy.

. Dy verifies the timeliness of received data packet and

checks the similarity of Hj. If the similarity is confirmed,
the mobile device generates arandom nonce ry to compute
Ij = Gi@h(Kl|RIDITSy) = h(K,p|lh(TCilldj]|
TS)|Ih(RID;)), RID;* = RID; @ h(h(RID;)||T Sy),
session key SKy; = h(j||h(TCi|lri)IT Sx), My =
h(TCillrk) @ h(RID||h(RID))||TSk) and Np =
h(SKi|| Prl|T Sk). Lastly, it composes the reply message
{RID[*, My, Ny, Py, T Si} for U;, where T S is its cur-
rent timestamp.

. U, verifies the timeliness of the received message. If the

verification is successful, the user formulates the shared
session-key SKix = h(h(Ky fIIR(TCi||di||T S|
h(RID))W(T Crllri)|IT Sk)(= SKy;) and verifies the
correctness of Ni. Upon successful verification, U;
authenticates Dy and the negotiated session key SK;x (=
SKyi) is used for further secure communication.

random nonce r, and computes R, = r,.G, a, = d; +  Login and authentication phase is diagrammatically shown
ru(modp), RID; = RID; @ h(h(TC)||ITS,), E, = inFig.8.
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<
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RIDi" = RIDx @h(Kx| TS9),
G=h(Kjx| RIDx|TS) h(Kugfh(TCil|di] TSu) | h(RID;)
H, = h(h(RID;|RIDx|G;|P4|TS¢)

(2) {RID{', RIDK, G, H}, Pj, TS

Operations:
Checks freshness of message, if fresh
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Calculates Ij = GyPh(K | RIDk|[TSz)
= h(Kudh(TCi|di[TSu)[n(RIDy)),

RIDx"* = RIDx Gh(h(RID;)||TSk),

SKia = h(||h(TCrx)|| TSk),

M = h(TCx|ne) Gh(RID|h(RIDy)|| TSK)

N = h(SKu/[P4|TSx)

(3) {RIDx"", M, Ny, Py, TS}

Operations:

Checks freshness of message, if fresh

SKae= h(B(Kuf(TC[di TSu)|[H(RID)) [B(TCk]n)|[TSk) (= SKie)
Checks similarity of Ni

Mobile device is authenticated

Fig.8 Login and authentication

4 Cryptanalysis of Wazid et al.’s Protocol [11]

In this section, we cryptanalyze the protocol [11] and show
that it suffers from various vulnerabilities as discussed below.

4.1 Denial-of-Service Attack

The Wazid et al.’s protocol [11] is not resilient to denial-of-
service attack as shown below:

1. Dy sends the message { RI D}, My, Ny, Py, T Si} to U;
in step 3 of authentication phase, as discussed in Sect. 3.

2. Adversary A changes the timestamp 7Sy to T'S; such
that it appears to be fresh. All the calculations carried
out henceforth get morphed to illegitimate data from a
legitimate mobile device.

3. User calculates RI Dy = RID;* @ h(h(RID;)||TS}),
T Cillri)m = Mk@h(RIDim||h(RID)||T S}), Kuy =
ry.Py and the shared session key SKiry= h(h(K,r||
h(T Cilldi [IT S)IIR(RID)|IA(T Cillr) m|IT Sp). Lastly,
U; computes N;,, = h(SKixpu!||Py||TS;) and checks if
NIEM = Ny.

Here, the condition for the equality of two parameters would
fail after carrying out so many calculations. Since the mis-

match has occurred, the legitimate entity is considered to
be fraud, which means that the authentication request will
be rejected. Thus, a legitimate entity of the system, mobile
device cannot establish a connection. In this way, we have
shown that the protocol [11] suffers from the denial-of-
service attack. It is summarily shown in Fig. 9.

4.2 Stolen Smart-Card Attack

The protocol [11] suffers from the stolen smart-card attack
as discussed below. If adversary A somehow gets the smart-
card, it obtains the information RIDy, TIDy, T Cy, Ki;
stored in it using the power analysis.

1. Adversary A intercepts the message {R/[ D;*, RI D,f, Gj,
H;, Py, TSy} sent by fog server to mobile device to cal-
culate I; =public G j@h(stored K ji||stored RI Dy||public
TSy)andh(RID;)=public RIDZ.*@ h(stored K j ||stored
RIDy||public T'Sy).

2. A intercepts the message {RID,’(“*, My, Ni, T Si} sent
by mobile to user to calculate h (T Cy||ry)= public My
@ h(stored RIDy||calculated h(RID;)||public T Si).
Lastly, A calculates SKy; = h(calculated /;||calculated
h(T Ck||ry)|Ipublic T Sg).

@ Springer
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User Adversary Mobile Device

{RID:"", Mi, Ny, P; TSy}

A

Adversary morphs the message destined for user
(RIDi"", My, Ni, Pj TSk}

<
<

Operations:

Checks freshness of message, if fresh

RIDyy= RIDe** ) h(h(RID;) [TSk"),

D(TCxne)v = Mic @ h(RIDja|b(RID;) [ TSK'),

Ku=1u.Ps

SKav= h(h(Kud [h(TCldi| TSu) [2(RID;)) n(TCx )| TS)

Niar’ = h(SKai|P5[TS’)

Checks if Niar’ =N or not.

The check fails.

Service is denied to legitimate party due to existence of adversary

Fig.9 Denial-of-Service attack

Fog Server Mobile Device

Acquired:
By power analysis on smart card{RIDx, TID, TC, Ki}
{RID/, RIDY, Gy Hj, Py, TSp | {RID/, RIDY, G, H; Py TSp R
Operations:

Calculates Ij = public G;h(stored Kixstored RIDg/public TS¢)
h(RID;) = public RID;" @ h(stored Kx|stored RIDx|public TS:)
{RIDi", Mi, Ny, Py, TSy} to Ui

A

Operations:
(TCri) = public Mi @ h(stored RIDK| h(RID;) public TSx)
SKui=h(calculated Ij|calculated h(TCy|rx)|public TSk)

Fig. 10 Stolen smart-card attack

Likewise, A can generate a valid session key. Thus, the proto- ~ Thus, A generates a valid session key at both the communi-

col [11] is not resilient to stolen smart-card attack. The attack  cating ends, and hence, it is not robust against the privileged

is summarily shown in Fig. 10. insider attack. Figure 11 summarily shows the privileged
insider attack.

4.3 Privileged Insider Attack

The privileged insider attack is possible in authentication 5 Proposed Protocol

phase of the protocol [11] as discussed below.

Here, we introduce a user authentication protocol for cloud
environment utilizing ECC by overcoming the drawbacks of
the Wazid et al.’s protocol [11]. Our protocol basically has
four phases: user registration, mobile device registration, user
login, and mutual authentication and session-key negotiation
which are elaborated subsequently. The notations or symbols
used for our protocol are given in Table 2.

1. Adversary/Insider A receives the message { R/ le , Ry, ay,
E,, F,,TS,} sent by user to fog server (i.e., insider).
Then, it calculates RID; = public RID] & h(own
h(TCj)||public TS,), h(TC;l|d;||TS,) = public E,
® h(own A(TCj)||calculated RID;), h(RID;)
= h(calculated RID;), K,y = own ry.public R, and
RI Dy = public F,,®h(own h(T C;)||public T'S,) L

2. A intercepts the message {RID;*, My, Ny, Py, T Sk} 5.1 Initialization
being sent by mobile device touser to calculate i (T Cy||rg)
= public My @®h (calculated RI Di|| h(RID;)||public T Si), Here, the system administrator (SA) selects the following
SKix= h(h(K,s||h(T Ci||di||T Su)||h(RID;))|| h(TC; ~ System parameters:

[lr)l|public T'Sy), I; = public G;@® h(stored K |
calculated R1 Dy|| public TS¢) and SKy; =h(I;||h(TCk| 1. A prime finite field F,, where ¢ > 260
|rr)|| public T S). 2. Anelliptic curve E over Fy represented as (E/Fy).
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User

{RID?, Ru, @, Euy Fu, TS}

Fog Server/Adversary

Operations:
Calculates RID; = public RID; @h(own h(TC;)|[public TSy),
h(TCj|di|| TSy) = public Ev @h(own h(TC;)|| RID;)
h(RID;) = h(calculated RID;)
Kue = own republic Ry
RIDx = public Fu @h(own h(TCy)|[public TSu),

Mobile Device

{RIDy"", Mk, Ni, Py, TSi} to user Ui

Operations:
Calculates h(TCx|lne)=public Mi®h(RIDx/|h(RID;)|jpublic TSk)
SKu= h(h(Kug[h(TCl|di/ [T Sv)|n(RIDy))|h(TCil[1xc)
public TSg)
I; = public G;h(stored Ky|[RIDx|public TSs)
SKia = h(L{h(TCx||n) [public TSk)
Adversary/Insider successfully calculates the session key

Fig. 11 Privileged insider attack

Table 2 Notations used in our protocol

Notation Description

SA System administrator

Uy Uth user

Dy, kth mobile device

(O] Ith cloud server

UlDy Uth user’s identity

M1 Dy kth mobile device's identity

CID; Ith cloud server’s identity

PWy Uth user’s password

BIOy Uth user’s biometric

My Uth user’s masked identity

Ury,URy Uth user’s random number and
nonce

k Shared symmetric pre-secret key
among U; and CS;

B Shared symmetric pre-secret key

Cry, Cryy, Crpz, Crys,
CR;, CRy1, CRpp, CRy3

among Dy and C§;

Ith cloud server’s random number
and nonce

Uay,UVy Uth user’s private-public key pair

Mry, MRy kth mobile device’s random
number and nonce

Moy, MV, kth mobile device's private-public
key pair

Cay, CV; 1th cloud server’s private-public

T\, T, T3, Ty, Ts, AT
SK

key pair
Timestamp and threshold time

Session Key

h(.) One-way hash function

E(), D() Cryptographic encryption,
decryption functions

[l Concatenation

Gy Prime cyclic group

7k Multiplicative prime cyclic group

q

3. A generator P of order n over E/F.

4. A symmetric encryption/decryption algorithm agreed

upon by the communicating parties.

5. An identity M I Dy for mobile device.

6. A shared pre-secret symmetric key 8 for mobile device
and cloud server that is stored into their memory.

7. A shared pre-secret symmetric key k for user and cloud
server that is stored in smart device and database.

The cloud server in initialization phase selects a private key
Ca; and calculates the public key as CV; = Coy. P.

5.2 User Registration

Every user Uy has to register himself with the cloud server
by executing the following steps.

1. User Uy randomly picks an identity UIDy, pass-
word P Wy and imprints biometric BI Oy as his secret
credentials to calculate his masked identity My =
h(UIDy||PWy||BIOy). Further, he picks a random
number Ury € Z; to compute K = k.P, URy =
Ury.P,Ay = h(My||U Ry||K) and sends the encrypted
registration request Ey(Ay,URy, My) to the cloud
server C Sy, where confidentiality is ensured via the shared
pre-secret k.

2. On reception of the request from Uy, CS; computes
K = k.P and decrypts the message Dg, (Ay, URy, My)
which gives Ay, U Ry, My to calculate A/U = h(received
My ||received U Ry ||K). CS; verifies the authenticity of
message by checking if A}, = received Ay. If the con-
dition is false, then the session is closed; otherwise, the
cloud server calculates HI D; = h(C1 D;||K) and picks a
random number Cr; € Z(’; tocompute CR; = Cr;.P+K,
A; = h(received My||HID;||K||CR;). Lastly, CS;
stores My and sends the reply message {Cr;, HI Dy, A;}
to Uy

3. Upon reception of the reply message, Uy calculates
CR; =received Cri.P + K, A] = h(My]|received
HIDy||K||CRy) and checks if A = received A; for veri-
fying that the message has come from a legitimate source.
If it fails, the session is terminated; otherwise, Uy picks a
random number ry; € Zj; to compute the private-key
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[ User/Smart Device ]

Pre-negotiations: Elliptic curve E/F, over finite field
Fq & group generator P and pre secret key k

| Cloud Server I

Registration Request

Operations:

Selects own UIDu, PWu

Imprints BIOv

Calculates Mv = h (UIDu||PWu| BIOuv)
Selects Urv € Zg

Calculates X = k.P

Calculates URv = Urv.P

Calculates 4v = h (Mv||URU||K)

(1) E(Av, URy, My)

Selects private key Cov
Computes CVi= CarP

Operations:

Calculates K = k.P
ng(_-IU, URv, My)= Av, URv, Mu
Calculates 4v'=h (received Mui|received URu{|K)
Checks 4v’= received A4v? If yes,
Calculates HID;=h(CIDi||K)
Selects C11 € Zg'
Calculates CR; =Cr.P+K
Calculates .4/=h(received Muv||HIDi||K||CR1)
Stores My [For user authentication]

(2) Cn, HIDy, A

Operations:
Calculates CR;’ =received C1.P + K

Checks 4;’= received .4/? If yes,
Selects 11 € Zg"

Calculates public key UVy= Uau.P
Stores My [For authentication]

Fig. 12 User Registration Phase

Uay = h(ryi||My||K).P+received A;.P and public
key UVy = Uay.P. Finally, My is stored into the smart
device.

Figure 12 summarizes the user registration process.

5.3 Mobile Device Registration

Every mobile device Dy needs to be registered with the cloud
server by executing the following steps:

1. Mobile device Dy picks a random number Mr; € Z;;
to compute MRy = Mry.P, Ay = h(MIDy||MR||B),
By = Aj.P 4+ M Ry and transmits the registration request
consisting of {M 1Dy, M Ry, By} to CS;.

. Onreceiving the registration request from Dy, CS; calcu-
lates A} =h(received M I Dy ||received M Ri||B) and B
calculated A} . P+ received M Ry to check the legitimacy
of the message by verifying if B; = received By. If it
is false, the session is aborted; otherwise, CS; calculates
HID;; = h(CIDy||B) and picks an arbitrary number
Cr € ZZ to compute CR;; = Cry1.P 4+ B.P and B; =
h(received Bi||HIDj1||B||CR;1). Lastly, CS; stores Ay

@ Springer

Calculates .4;’=h(Muj{|received HIDi||K||CR:’)

Calculates private key Uav= h(1ul||Mu]|K).P + received A.P

and B; and sends the reply message {Cr;1, B;, HI D1} to
Dy,

On receiving the reply message, Dy calculates CR}, =
received Cri1.P + B.P and B h(By||received
H I Dy]|B]|calculated CRl/l) to check whether B,
received B;. If they do not agree, the session is ter-
minated; otherwise, Dy computes private key Maoi
h(Mri||Ax||B). P+ received B;. P and public key M Vj
Moy.P. Finally, Ay and B; are stored in the mobile
device’s memory.

The mobile device registration process is summarized in
Fig. 13.

5.4 User Login

For accessing any information from the system, user Uy
needs to log into the system via a smart device. So, the user
Uy feedsUI Dy, PWy, BI Oy into the smart device for cre-
ating a login request message in the form of masked identity
My . When the smart device gets the login request, it com-
putes M é, = h(received Ul Dy ||received P Wy ||received
B1IOy) and verifies if Mb = stored My . If both match, then
the user is considered to be genuine and is given access to
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Mobile Device I

Pre-negotiations: Elliptic curve E/Fg over finite field
Fy & group generator P and pre-secret key £

l Cloud Server I

Registration Request
Operations:

Selects Mix € Zg

Calculates MRk = M. P
Calculates 4x= h(MIDx| |MRx | )
Calculates Bx= Ax.P + MR«

(1) MIDi, MR«, Bk

»

Calculates .4x’ = h (received MIDx||received MRK |5)
Calculates Bx’ = calculated 4x".P + received MRk
Checks Bi’= received Bx? If yes,

Calculates HIDi1=h(CIDi||B)

Selects Cr11 € Zg”

Calculates CRi =Crin.P+ f.P

Calculates B; =h(received Bx||HIDu||B||CR11)

Stores .4k, Bi[For mobile device authentication]

Operations:

(2) Crus, By, HID:1

Operations:
Calculates CRi;” =received Cri1.P + f.P

Checks B;’= received By? If yes,

Calculates public key MVi= Mok P
Stores .4k, Bi[For authentication]

Fig. 13 Mobile Device Registration Phase

User I

Operations:
Feeds UIDv, PWu, BIOu
(1) UIDv, PWu, BIOu

Count =0
Count ++
Count < 3

Calculates B;’ =h(Bx||received HIDu||f||calculated CRi1’)

Calculates private key Moax= h(Mi'k||4x||5).P + received B.P

Smart Device

Fig. 14 User Login Phase

the system; otherwise, the session is terminated. The process
to log into the system is summarized in Fig. 14.

5.5 Mutual Authentication and Session-Key
Negotiation

In this part, authentication is done followed by session key
generation by using the following steps:

1. User Uy records the current time as 77 to compute M
h(stored My||URy|lk) and My = h(M||T1||(CV; +
URy)). Uy sends the authentication request message
comprising of {M>, URy, T1} to CS;

2. After receiving the authentication request, CS; records
the current time 7> to check the freshness of the mes-
sage as |T» — T1| < AT, where AT refers to the
threshold time limit of receiving the message. If the

Operations:
Mu’=h (received UIDy||received PWu||received BIOu)
Checks My '=stored Mu? If yes,
User is legitimate

condition is false, the session is dismissed; otherwise,
CS; computes M{ = h(stored My ||received U Ry ||k),
M) = h(Mj||received Ti||(CV;+received URy)) to
check whether Mé =received M. If the condition holds,
Uy is authenticated; otherwise, the session is terminated.
After authenticating the user, C'S; picks a random number
Crpp € ZZ to calculate CR;p = Crypp. P, M3 = h(stored
Agl|Bllreceived URy) and My = h(M3||T>||(M Vi +
CR;2)). CS; composes a fresh authentication request mes-
sage containing {M4, CR;2, U Ry, T»} and sends it to Dy.
3. In reply of the request received from CS;, Dy records
the current time as 73 to check the timeliness of the
request as |73 — T»| < AT. If the inequality does
not follows, session is terminated; otherwise, D; com-
putes M} = h(stored Ai||B||received URy) and M) =
h(Mj||received T»||(M Vy+received CR;2)) to check if

f‘ = received M. If they do not match, the session is
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User/Smart Device

|

Authentication Request
Operations:

Record current time 77

M) = h(stored Mui|URui|k)
M2 = h(M||T1||(CVi +URy)
(1) M2, URy, T1

Count =0
Count ++
Count <3

Cloud Server

Operations:
Record current time 7
Checks |T4-T3|<AT? If yes,
M;s’= h(stored Bj||received MRx||8))

If Ms'=Ms? If yes,

Mobile Device is authenticated
Selects Cr13 € Zg

Calculates CRiz=Cr13.P

M7= h(stored Mui|k||received MRy)
Ms = h(M;||Tel| (UVo+CRi3)

Mobile Device

Operations:

Record current time 7>

Checks |T>-T1|<AT? If yes,

Mi’= h(stored Muf|received URui|k)
M2’ = h(My’||received T1||(CVi + received URv))
Checks M>'= received M>? If yes,
User is authenticated

Selects Cr12 € Zg”

Calculates CRi2=Cr12.P
M;z=h(stored Ax|f||received URv)
M= h(M3||T2|| (MVk + CRi2)

(2) My, CRi2, URy, T2

Operations:

Record current time 73
Checks |73-T2|<AT? If yes,
M3 ’=h(stored Ax||B|[received URy)
My'= h(M3’||received T2||(MVx + received CR12))
Checks Mq’= received M4? If yes,
Cloud Server is legitimate
Ms=h(stored Bi||MRx||8)
Ms= h(Ms||T3|(CVi + MRx))

(3)Ms MRy, T3

Ms'= h(Ms||received T3||(CVi + received MRy)

(4) Ms, MRy, CR13, T4

Operations:

Record current time 75

Checks |Ts5-T4|<AT? If yes,

M7= h(stored Mui|k||received MRx)

Ms’= h(M7’||received T¢||(UVu+ received CR13)))
Checks M5 '=Ms? If yes,

Cloud Server is authenticated

SK= Urv.MVi + Uov.MRx

Operations:
SK= MixUVv + Max. URv

Fig. 15 Mutual authentication and session-key negotiation

closed; otherwise, the cloud server is considered as legit-

imate.

After verifying the legitimacy of cloud server, Dy com-
putes Ms=h(stored B;||M Rk||8), Me = h(Ms||T3][(CV;+
M Ry)) to create a new mutual authentication request con-

taining {M¢, M Ry, T3} for C S;.

5. User Uy records the current time as 75 and veri-

fies whether |75 — T4| < AT. If the inequality does
not follows, session is terminated; else, Uy evaluates

% = h(stored My ||k||received M Ry) and Mg = h(M]|
received T4||(U Vy+received CR3))) to verify Mé =
received Msg. If they match, the cloud server is authen-

. Cloud server CS; records the current time as 74 and ver-
ifies if [Ty — T3| < AT. If the condition is not verified,
the session is terminated; otherwise, C'S; computes M, =
h(stored Bj||received M Ri||B)), Mg = h(M||received
T3]|(C Vi+received M Ry)) to verify the authenticity of
the message if M = received M. If the condition is sat-

ticated.

After validating the cloud server, Uy computes the ses-
sion key as SK = Ury.MVy + Uay.M Ry, where Ury
is the user’s random number, M Vj is the public key of
mobile device, Uay is user’s private key, and M Ry is
random nonce of mobile device.

isfied, the mobile device is authenticated.

After authenticating the mobile device, CS; picks a
random number Cr;3 € ZZ to calculate CR;3 =
h(stored My ||k||received M R;) and
Mg = h(M7]||T4]|(UVy + CR;3)). It composes a fresh
mutual authentication request message comprising of
{Mg, M Ry, CR3, Ty} for user.

CV13.P, M7

@ Springer

Similarly, the mobile device computes the session key as
SK = Mr,.UVy + Moy .URy, where Mry is random
number of the mobile device, U Vy is user’s public key,
M oy, represents the mobile device’s private key, and U Ry
is random nonce of user.

The user and mobile device can directly converse with
each other via the negotiated session key S K without the
intervention of the cloud-server.
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The mutual authentication process is summarized in Fig. 15.

6 Security Analysis

Here, we discuss different attacks and show that our protocol
is invulnerable to them.

1. Impersonation attack When an adversary conducts itself
as a genuine communicating authority of the system with
the intention of fraudulence, then this outbreak is termed
as impersonation attack [18].

2. Replay attack An authorized message communicated in a
previous sessions is duplicated or illegally delayed in the
system is termed as the replay attack [19].

3. Denial of Service Congestion of the server due to overflow
of false service requests made by an adversary causing the
exhaustion of resources that in turn leads to inaccessibility
of services to the valid user is termed as the denial of
service [20].

4. Session key computation Negotiation of session key for
each session takes place amid communicating parties for
secure data exchange. The session key should be for-
mulated such that even if there is any leakage of the
private/temporary parameter from the system, then also
the hardness of session key should remain intact [21].

5. Session-specific transient information attack Accidental
exposure of any of the transient parameters must not
lead to compromise of the session key. This is known
as session-specific transient information attack [22].

6. Privileged insider attack When a legitimate communi-
cating party of the system acts as an adversary with the
intention of fraudulence, then the attack is termed as priv-
ileged insider attack [23].

7. Confidentiality The property of secure communication
where only the authorized users could identify the mes-
sages being communicated in the system is called confi-
dentiality.

8. Integrity The characteristic of safe communication where
the messages being passed over a public channel is pre-
served against any alterations is called integrity.

9. Availability It refers to the situation when all the autho-
rized users of the system should be able to access the
information as and when needed.

10. Anonymity The condition when a user or message of the
system is not traceable through any activity of eavesdrop-
ping is called anonymity.

6.1 Informal Security Analysis
Here, the robustness of our proposed protocol toward various

active and passive attacks is proved using different proposi-
tions.

Proposition 1 Our protocol ensures secure three-factor
mutual authentication.

Proof 1t has three security factors (identity (U Dy ), pass-
word (P Wy), and biometric (BI Oy )), for mutually authen-
ticating any user of the system. Even if an attacker acquires
any two of the above security factors, he still cannot pose
as a legal user because generating an authenticated request
message is not feasible. The request message M> is com-
posed of My, URy,CV;, T and My, in turn comprises of
My, URy, k, which are all in one-way hash format. So,
doing reverse engineering on them is not possible. Here, My
is the hashed masked identity of the user and without the
knowledge of all three security features forging My is not
feasible. Also user’s biometric credential forgery is impos-
sible; hence, My could not be computed.

Assuming that after acquiring two security factors, adversary
somehow gets the third factor, he still cannot formulate a
legit authentication request user and cloud server. Moreover,
morphing any parameter leads to change in the hashed values
which can be easily identified by the cloud server. Thus, our
protocol ensures secure three-factor mutual authentication.

Proposition 2 Our protocol is robust against the stolen/lost
smart-card/device attack.

Proof If the smart-card/device is acquired by an adversary,
he can get My that is stored in smart device via the power
analysis attack, where My =h(U 1Dy ||PWy||BIOy). Dur-
ing mutual authentication, the adversary needs to form a
legal authentication request message consisting of M», U Ry,
and T;. However, M, cannot be computed as M, =
h(Mq||T1||(CV;+URy)) where M| = h(stored My ||U Ry |
|k) and k is pre-shared symmetric key. Even if the attacker
has the knowledge about My, he cannot form the valid M
as k is unknown to him, which leads to failed generation
of M». So, it is not possible for an adversary to generate a
valid authentication request message. Hence, our protocol is
robust toward stolen smart-card attack.

Proposition 3 Our protocol is safe from the user imperson-
ation attack.

Proof If an adversary eavesdrops the mutual authentication
request over a public channel, then he can obtain the mes-
sage {M»>, U Ry, T1}. Further, if he tries to forge the request
message to impersonate as the legal user, then there are the
following two conditions:

Alteration of U Ry : As the random nonce U Ry is being
sent over the public channel, it could be forged, but the
forgery would be detected by the cloud server as M, is a
hashed entity that contains U Ry .

Alteration of M»: M, is composed of M, which in turn
comprises of the masked identity My of the genuine user.
My is formed by the user during registration that contains
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the user’s biometric which is impossible to forge. Moreover,
M contains the secret pre-shared symmetric key k& which is
unknown to adversary. Hence, the adversary cannot generate
avalid M as any alterations made in My would be identified
by the cloud server during message integrity check and would
result in session termination. Therefore, our protocol is safe
from the user impersonation attack.

Proposition 4 Our protocol is resilient to the cloud-server
impersonation attack.

Proof When an adversary tries to impersonate as a cloud
server during mutual authentication, he would try to morph
{M4, CR12, URy, T} message, being sent to the mobile
device. The parameters of the message are My = h(M3||T»||
(MVy+CRpp)) and M3 = h(Ag||B||U Ry ). If the adversary
attempts to compute M3, he must have the prior knowledge
of Ay and B, where Ay = h(MIDy||MRy||B) and B is
the pre-shared secret symmetric key. However, if any of the
parameters is forged by the adversary, it would reflect in the
changed hash value of M4 and would be detected by the
mobile device.

Similarly, if the adversary tries to alter the message
{Mg, MRy, CRy3, T4} being sent to the user during mutual
authentication, where Mg = h(M7||T4||(UVy+CR;3)) and
M7 = h(Myl|k||MRy), he would not be able to do so
because the parameter Mg is composed of M7 that contains
the pre-shared secret symmetric key k and My, which are
known to user and server only. These alterations would lead
to the failed integrity check at the user side. Hence, our pro-
tocol is safe from the cloud server impersonation attack.

Proposition 5 Our protocol is resilient to the mobile device
impersonation attack.

Proof During authentication, the mobile device sends the
message {Mg, MRy, T3} to cloud server, where Mg =
h(Ms||T3|1(CVi + MRy)) and Ms = h(B;||MRg||B). To
impersonate the mobile device, adversary requires valid B;
and pre-shared secret symmetric key . Since adversary has
no prior knowledge about these parameters and guessing two
parameters in polynomial time is infeasible, morphing any
value would be detected at the other communicating entity
side during the integrity checks. Moreover, the messages con-
tain the public parameters like timestamp and random nonce
in the hashed format, thereafter making any forgery and alter-
ations is infeasible. So, our protocol is resilient against the
mobile device impersonation. O

Proposition 6 Our protocol is robust toward the man-in-the-
middle attack.

Proof Let there be an adversary between a user and the
server. To carry out the attack, he would capture the mes-
sage {M>, URy, T1} during mutual authentication, where
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M, = h(M{||T{||(CV; + URy)) and My = h(stored
MyllURy|lk). Then, he would try to generate Mi4 =
h(stored My a|lURyallka) for composing M>. He would
need to form a valid My s = h(UIDya||PWyal|BIOy ).
Even if the adversary is successful in generating or guessing
the parameter in polynomial time, forming the valid My is
impractical as discussed in proposition 1. Further, he would
not be able to form the valid M as it contains pre-shared
secret symmetric key k and user’s random number U Ry is
unknown to adversary. Moreover, guessing two parameters
in polynomial time is not feasible. Further, any alteration
in the value of M) leads to the changed hash digest of M>,
which would be easily detected by the cloud server during the
integrity check as it stores the parameters My and k resulting
in session termination on integrity check failure. Henceforth,
our protocol is safe from man-in-the-middle attack.

Proposition 7 Our protocol is safe from the replay attack.

Proof In replay attack, adversary captures a message of the
current session in mutual authentication phase and forwards it
to the legal users in later sessions. In the proposed protocol,
all the communications are carried out among the genuine
parties, where the current recorded time is shared and used as
aparameter of the hashed messages. So, even if the adversary
tries to replay the messages just by morphing the timestamp,
he would not be able to pass the integrity checks. Hence, our
protocol stands strong against the replay attack.

Proposition 8 Our protocol withstands the privileged insider
attack.

Proof Let us consider the insider be within the cloud server.
He would have the knowledge about a few secrets of the com-
municating parties that could be used by him for posing as
a legitimate entity. In our protocol, all the secret credentials
of the user and mobile device like My and Bj are stored
by the cloud server in a non-invertible hashed format. How-
ever, predicting more than one parameter simultaneously in
polynomial time is not feasible. Hence, by using the stored
value in the cloud server, any insider would not be able to
form a legit mutual authentication requisition message. So,
our protocol is free from privileged insider attack.

Proposition 9 Our protocol is resilient from off-line user
identity (U I Dy) predicting attack.

Proof If an adversary tries to predict the identity (U1 Dy)
of a user from his smart device via power analysis or
through eavesdropping messages in authentication phase,
then it would be a failed attempt, as already discussed
in proposition 1 that even after predicting the identity of
user (UIDy), composing a valid masked identity My =
h(UIDy||PWy||BI Oy) is not practical. However, My has
user’s other secret credentials like biometric, which cannot



Arabian Journal for Science and Engineering (2021) 46:3865-3888

3879

be forged. Therefore, our protocol ensures resilience against
the off-line user identity (U I Dy) predicting attack.

Proposition 10 Our protocol is safe from off-line password
predicting attack.

Proof An adversary cannot predict the password of a user
by acquiring the smart device and carrying out power anal-
ysis attack because it would require other authentication
parameters like identity and biometric of the user. More-
over, in mutual authentication phase, the password is nowhere
used; instead, the masked identity is used, which is in non-
invertible hashed format. Hence, guessing the password is
impossible for the adversary. Thus, our protocol is safe from
the off-line password prediction.

Proposition 11 Our protocol is resilient from the session-key
computation attack.

Proof A fresh session-key (SK) is generated among the
mobile device and user for each new session. The session-
key at user side is SK = Ury.MVy + Uay.M Ry, where
Ury and M Ry, are the random numbers of user and nonce of
device, respectively, selected fresh for each session. Uay and
MV, are the user’s private key and mobile device’s public
key, respectively. Similarly, the session key at mobile device
sideis SK = Mrp.UVy+May.URy, where Mry and U Ry
are the random numbers of mobile device and nonce of user,
respectively, selected fresh for each session. Moy and U Vy
are mobile device’s private key and user’s public key, respec-
tively. Here, the security of session-key SK depends on the
secret random numbers and private key of the user or mobile
device. Hence, even if the random numbers are somehow
exposed, the adversary still lacks the knowledge about user’s
or mobile device’s private key. Thus, our protocol is resilient
from session-key computation attack.

Proposition 12 Our protocol is free from the known session-
specific transient information attack.

Proof Let somehow any of the temporary parameters (M Ry,
Ury) are leaked to the adversary. Still he cannot compute
the session-key because the user’s private key (Uay) is also
required. Moreover, guessing two parameters (M R, Ury)
simultaneously in polynomial time is not practical. Hence,
our protocol is free from the known session-specific transient
information attack.

Proposition 13 Our protocol ensures the user anonymity.

Proof 1t ensures the user anonymity because the user’s iden-
tity is never sent over a public channel in the raw form;
rather, it is sent in the form of masked identity, which is
non-invertible hash digest. Further, the masked identity used
for login and authentication is stored at server side in the hash
format, which ensures the user anonymity.

Proposition 14 Our protocol is safe from the user and mobile
device untraceability attacks.

Proof While carrying out the attack, the adversary eaves-
drops two authentication requests from diverse sessions and
compares if both request messages are identical. If they are
identical, then both the authentication request messages are
sent by the same entity. Here, after eavesdropping the authen-
tication request messages {M>, URy, T}, where M>, =
h(M|IT1|[(CVi + URy)), My = h(storedMy||U Ry|lk)
or {Me, M Ry, T3}, where Mg = h(Ms||T3||(CV; + M Ry)),
and Ms = h(B;||M R||B). The adversary would not be able
to trace the user or mobile device as the messages contain
random nonce and timestamp which is changed after each
session. Thus, the user and mobile device cannot be traced,
and our protocol is resilient to the user and mobile device
untraceability attacks.

Proposition 15 The proposed protocol has strong perfect
forward-secrecy.

Proof Here, if any one of the long-term key k (between user
and server) or 8 (between mobile device and server) is com-
promised, the negotiated session key SK is still safe. This
is because the session-key SK is calculated by the user as
SK = Ury.MVy + Uay.MRy, where Ury and Uay are
user’s secrets. Similarly, the session key at mobile device is
SK = Mry.UVy + May.URy, where Mr, and Moy are
the secrets of mobile device. Thus, by acquiring long terms
key k or B, the adversary cannot calculate the session-key
SK due to the unavailability of the private key and random
number of the user/mobile device. Hence, the scheme has
strong perfect forward secrecy attack.

In conclusion, using the state-of-the-art informal security
analysis, it has been proved that our protocol is robust and
provably safe from all the foreknown attacks.

6.2 Formal Security Analysis: BAN Logic

This subsection provides the proof of correctness of our
protocol, which is formally verified using the BAN logic
[24]. This evaluation model is based on few assump-
tions and claims, as mentioned in Tables 3, 4, 5, and 6.
Table 4 highlights the rules of the BAN logic, wherein
if the numerator is followed, then the denominator part
is considered to follow. Table 5 gives the idealized form
of messages as per authentication phase our proposed
protocol which illustrates in details the message composi-
tion being sent from one party to another. For example,

iaCs,

Uy ™" Dy @ Ti,URy : (URy)ur.pik. Mo
(M) wryMyiik)> Tt (CVi) e, (URU)Ury. Pk depicts
that Uy sends the message {71, U Ry, M>} to Dy via send-

ing it to CS; in the first place and URy : (URy)ury,.P+k
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Table 3 Notations of BAN

Notation Description

X|=P X believes P to be true

#(P) P is considered fresh

X|~ P X once said P, i.e., X once sent a message pertaining P
P, Ok P/Q is encoded by symmetric key K

(P)o P contains Q

(P, Q) P/Q is part of (P,Q)

X=P X has authority over P

(P)k>x P/Q is encoded by public key K of X

(P, Dk P/Q is hashed using key K

x &y X and Y can securely communicate via shared key K
P/Q If P holds then Q is followed

Statement; ith statement

X<P X sees P

Table 4 Basic inferences for BAN logic

Inference rules

Definitions

Message meaning rule (MMR)

If X believes K is shared by Y and sees
(M) , then X believes, Y once said M

Nonce verification rule (NVR)

If X believes, M to be fresh and Y once sent
M, then X trusts, Y trusts M

Jurisdiction rule (JR)

If X believes, Y has authority over M and
Y believes M, then X believes M

Freshness conjuncatenation rule (FCR)

If X believes, M is fresh, then X believes
freshness of (M, N)

Belief rule (BR)

If X believes, M and N, then X believes (M,
N)

Session key rule (SKR)

If X believes, M is fresh and Y believes
M, an important factor of the session-key,
then X believes, it shares the session-key K
with Y

X=X <5y Xa(M)y

X|=Y[~M

X|=#WM),X|=Y|~M
X|=Y|=M

X|=Y=M X|=Y|=M

X|=M

X|=#(M)
X|=#(M,N)

XI=(M), X|=(N)
X[=(M.N)

X|=#(M).X|=Y|=M
xl=x Xy

Table 5 Idealized form of messages

shows that U Ry is composed of only (U Ry/) which in turn
is calculated as Ury . P + K and likewise the composition of
other parameters is shown in Table 5. In Table 6, the assump-
tions of form X| = #{P} represent that X believes P to be
freshand X| = X Ay represent that X believes that A is
shared amidst X and Y. Table 6 is formed as per our proposed
protocol where each entity considers its own timestamp, all
random numbers and all random nonce to be fresh. More-
over, user and mobile device believe that the pre-secret key
and random number formulated as per the proposed protocol
with cloud server are shared amid the respective pair.

6.2.1 Goals

For proving the security feature of the offered protocol below,
mentioned goals should be satisfied.

Goal 1 Uy| = Uy <% Dy
Goal 2 Uy| = Dy| = Dy <5 Uy
Goal 3 Dy| = Dy ﬁ) Uy
Goal4 Dy| = Uy| = Uy <5 by

Proof By using Message 1, we see that
Statementy : Dy < URUUrU

Dy receives U Ry from Uy that is composed of Ury and
denoted as U Ry,

From A1, Statement; and applying the Message Mean-
ing Rule (MMR)

UR
Dy| = Dy L Uy, Dy < <URU>UrU
Dyl =Uy| ~URy

Dy, believes U Ry is shared by Uy and sees (U Ry )y, 15
true as per numerator, therefore the denominator part where
Dy, believes, Uy once said U Ry is true. Hence, Statement,.

Statement, : Di| = Uy| ~ URy

Message 1 viaCs
Message 2
Message 3 viaCsi
Message 4

Uy — Dy :Ti,URy : (URy)ury.p+k, M2 : (M1)wrymyiik)> T1s (CVi)co.p (URU)Ury . P+K
CS; —> Dy :To,URy : (URy)ury.p+k, CRi : (CR2)Crpn.p> M {M3)(ar11811URY)> T25 (M Vi) Mey.P s (CRI2)Crpp. P

Dy — Uy : T3, MRy : (M Ri)mr.ps Mo - {Ms) B 1MR118)> T3> (CVi)Coy.Ps (M Ric) Mry.P
CS —> Uy : Ty, MRy : (MRi)mr.p» CR13 : {CRi3)Crp3.p» Mg - {M7) pay kMR » Ta» (UVUYUay. P> {CR13)Crp3.P
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Table 6 Assumptions

Ay Uyl =#{Th}
Ay CSi| =#{Ty, Ty}
Az @ Di| = #{T4}

A7 Uyl = Uy <= cs,
Ag:Dk|EDk<L>UU

Ao :CSi| =CS <2 Dy

A Dyl = Dy <25 s,
UR
A1 : Dyl = Dx <L Uy

AUyl =Uy 2% p,

Ay : Uyl =#Ury, Mri,ry;, Cr, Cryy, Crip, Criz, URy, MRy, CR;, CR;1, CRp2, CRy3}
As : CS|=#Ury, Mry, ry;, Cry, Cryy, Criz, Criz, URy, MRy, CR;, CR;1, CRp2, CRj3}
Ag : Dyl =#{Ury, Mry, ry;, Cry, Cryy, Cria, Cri3, URy, MRy, CR;, CRy1, CRp2, CRy3}

From Statement;, Ag and applying the Nonce Verifica-
tion Rule (NVR)

Di| =#(URy), D] = Uy| ~URy
Dy|=Uy|=URy

Dy, believes, U Ry is fresh and Uy once said U Ry is true
as per numerator; therefore, the denominator part where Dy
believes, Uy believes U Ry is true. Hence, Statements.

Statements : Di| = Uy| = URy

From Ag, Statements and applying the Session Key Rule
(SKR)

Dyl =#(URy), Dyl =Uy| =URy

S
Dil = Dy <5 vy

Dy, believes, U Ry is fresh and Uy believes U Ry, an
essential factor of the session key is true as per numerator;
therefore the denominator part where Dy believes, it shares
the session key SK with Uy is true. Hence, Statementy.

SK
Statementy : D| = Dy <— Uy

SK = Mr,.UVy + Moy .URy Goal 3
By using Message 3, we see that

Statements : Uy < MRkMrk

Uy receives M Ry from Dy that is composed of Mry and
denoted as M Ry,

From A1y, Statements and applying the Message Mean-
ing Rule (MMR)

MR,
Uyl = Uy <> Dy, Uy < (MR)mr,
Uy| = Dy| ~ MRy

Uy believes M Ry, is shared by Dy and sees (M Ry ) a1, is true
as per numerator; therefore, the denominator part where Uy
believes, Dy once said M Ry, is true. Hence, Statements.

Statements : Uy| = Dy| ~ MRy

From A4, Statements and applying the Nonce Verification
Rule (NVR)

Uyl = #(MRy), Uy| = Di| ~ MRy
Uy| = Dr| = MRy

Uy believes, M Ry, is fresh and Dj once said M Ry, is true
as per numerator; therefore, the denominator part where Uy
believes, Dy believes M Ry, is true. Hence, Statement;.

Statement; : Uy| = Dy| = MRy,

From Aa, Statement; and applying the Session Key Rule
(SKR)

Uyl =#MRy), Uyl = Dl = MRy

Uyl = Uy <5 by

Uy believes, M Rk is fresh and Dy believes M Ry, an essen-
tial factor of the session key is true as per numerator;
therefore, the denominator part where Uy believes, it shares
the session key SK with Dy is true. Hence, Statements.

SK
Statementg : Uy| = Uy <— Dy

SK =Ury MV, + Uay.MRy Goal 1

From combining Statement;: Uy | = Dy and Statementy:
Dyl = Dy LN Uy, we arrive at Statementg just like
P| = Q and Q] = R results to P| = Q| = R which is
if P believes Q and Q believes R, then P would believe Q
which in turn believes R (just like chain of trust).

SK
Statementy : Uy| = Dy| = Dy <— Uy

SK = Mr,.UVy + Moy .URy Goal 2
Similarly, from combining Statements: Dy| = Uy and

Statementg: Uy| = Uy & Dy, we arrive at Statementy
justlike P| = Q and Q| = Rresultsto P| = Q| = R which
is if P believes Q and Q believes R, then P would believe Q
which in turn believes R (just like chain of trust).

SK
Statementyq : Di| = Uy| = Uy <— Dy
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HLPSL (High—-Level Protocol Specification Language)
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Fig. 16 Architecture of AVISPA

SK =Ury MV, +Uay.MRy Goal 4
6.3 Formal Security Analysis: AVISPA simulation

AVISPA is the extensively used simulation tool for for-
mally verifying the strength of the authentication protocols
[13]. It checks whether the proposed protocol is SAFE or
UNSAFE against various existing security threats. The archi-
tecture of AVISPA is shown in Fig. 16. High Level Protocol
Specification Language (HLPSL) is used for simulating the
protocol which is then converted via HLPSL2IF transla-
tor into a low-level code, called intermediate format (IF).
Each communicating entity is executed simultaneously as a
separate role where the role user, device, and server show
the operations carried out by the corresponding commu-
nicating entities. Role session models them as in form of
different unbounded sessions, and Role environment briefs
about intruder knowledge while modeling the attacker par-
allelly with other communicating entities. The HLPSL code
for communicating entities is given in Figs. 17, 18, 19 and 20.

Authentication properties:

1. authentication_onuser_server_m2: C S; receives M3 from
Uy and validates it on basis of M.

2. authentication_on server_device_m4: Dj receives My
from CS; and validates it by using Mj.

3. authentication_on device_server_mo6: CS; receives Mg
from Dj and validates it on basis of Mg.

4. authentication_on server_user_m8: Uy receives Mg from
CS; and validates it by using Mg.

@ Springer

5. authentication_onuser_server_Au: C S; receives Ay from
Uy and verifies it on basis of Ay .

6. authentication_on server_user_Al: Uy receives A; from
CS; and verifies it by using A;.

7. authentication_on device_server_Bk: CS; receives By
from Dj and verifies it on basis of By.

8. authentication_on server_device_Bl: Dy receives B; from
CS; and verifies it by using Bj.

Secrecy goals:

1. secrecy_of subsl: password P Wy and biometric BI Oy
are only known to U;.

2. secrecy_of subs2: the symmetric key k is known to Uy
and CS;.

3. secrecy_of subs3: the value of private key Uy is only
known to Uy .

4. secrecy_of subs4: the value of secret key Cq; is only
known to C ;.

5. secrecy_of subs5: the value of symmetric key g is known
to CS; and Dy.

6. secrecy_of subs6: the value of secret-key Moy is known
only to Dy.

Result of HLPSL code is shown in Fig. 21 that gives
the results for the backends OFMC and CL-AtSe assuring
that our protocol is secure and it withstands all fore-known
attacks.

7 Performance Analysis

In this section, a comparative performance analysis of our
protocol with the existing protocols [2,3,6,11] is presented.
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Fig. 17 Role User

role user(Ui,CS1,Dk:agent,

Ks:symmetric_key,

Beta:symmetric_key,

H,MUL,ADD:hash_func,

Snd,Rev:channel(dy))

played_by Ui

def=

local State:nat,
[Du,PWu,BIOu,Rus,Ruls,Kc,Rlc,Alphau,Vu,IDI,Alphal,VI,Rks,Ak,Rl1¢c,Alphak, Vk,M 1,R12s,M3,M5,
R13s,M7,SK,P,T5:text,
Mu,Ruc,Au,RIs,HIDI,ALIDk,Rke,Bk,R11s,BI,LHIDI1,M2,T1,M4,R12¢,T2,M6,T3,M8,R13c,T4:message,
Inc:hash_func

const
user_server_m2,server_device_m4,device_server_m6,server_user_m§,
user_server_Au,server_user_Al,device_server_Bk,server_device_BI,
subs1,subs2,subs3,subs4,subs5,subs6:protocol_id

init State:=0

transition

1.State=0/\Rev(start)=|>

State":=1A\BIOu":=new()

APWu':=new()

/AMu':=H(IDu.PWu'.BIOu")

ARus":=new()

NKc":=MUL(Ks.P)

ARuc":=ADD((MUL(Rus'.P)).Kc')
NAu":=H(Mu'.Ruc'Kc'")

ASnd({Ruc'.Au'.Mu'}_Ks)
Awitness(Ui,FSj,user_server_Au,Au)
Nsecret({PWu',BIOu'},subs1,Ui)
Nsecret({Ks},subs2,{ Ui,CSI})
2.State=1/ARev(RIs'.HIDI'.Al')=|>
State":=2/\Ruls":=new()
NAlphau:=ADD(MUL(H(Ruls'.Mu.Kc).P). MUL(ALI'P))
/A\Vu":=MUL(Alphau'. V1)

AT1":=new()

/M1":=H(Ruc.Ks.Mu)
/AM2":=HM1"T1'.(ADD(VI.Ruc)))

ASnd(M2'.Ruc.T1")
Awitness(Ui,CSl,user_server_m2,M2)
Nrequest(CS1,Ui,server_user_AlLAl)

Nsecret({ Alphau'},subs3,Ui)

3.State=2/\Rcv(M8"R13¢'. T4'.Rke')=|>
State":=3\T5":=new()
ASK":=ADD(MUL(Rus.Vk).MUL(Alphau.Rke'))
Nrequest(CSL,Ui,server_user_m8,M8)

end role
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Fig. 18 Role Server
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role server(Ui,CS1,Dk:agent,

Ks:symmetric_key,

Beta:symmetric_key,

H,MUL,ADD:hash_func,

Snd,Rcv:channel(dy))

played_by CSI

def=

local State:nat,

IDu,PWu,BIOu,Rus,Ruls,Kc,Rlc, Alphau,Vu,ID1,Alphal,VI,Rks,Ak,Rl1¢,Alphak,Vk,M1,R125, M3, M5,
R13s,M7,SK,P,T5:text,
Mu,Ruc,Au,R1s,HIDI,Al.IDk,Rkc,Bk,R11s,BI,LHIDI1,M2,T1,M4,R12¢,T2,M6,T3,M8,R13¢c,T4:message,
Inc:hash_func

const
user_server_m2,server_device_md4,device_server_mo0,server_user_mS,
user_server_Au,server_user_Al,device_server_Bk,server_device_BI,
subs1,subs2,subs3,subs4,subs5,subs6:protocol _id

init State:=0

transition

1.State=0A\Rcv({Rus'.Au'.Mu'}_Ks)=|>

State':=1/\Alphal":=new()

AV1:=MUL(Alphal'.P)

/ARIs":=new()

AHIDI':=MUL(IDI1.Kc")
ARIc':=ADD((MUL(RIs'.P)).Kc")
NAAl:=H(Mu'HIDI'.Kc'.Rlc")
ASnd(RIs.HIDI'.Al'")

Nsecret({ Alphal'},subs4,CSI)
Nrequest(Ui,CSl,user_server_Au,Au)
Nwitness(CSI1,Ui,server_user_Al,Al)
2.State=1/A\Rcv(IDk.Rke'.BK)=|>
State":=2/\R11s":=new()
AHIDI':=MUL(IDI.Beta)
ARI1c:=ADD(MUL(RI1s".P).MUL(Beta.P))
/ABI':=H(Bk'.HIDI'.Beta.Rl1c")
Nrequest(Dk,CSl,device_server_Bk,Bk)
3.State=2/\Rcv(M2'.Ruc".T1")=|>
State":=3A\T2":=new()

AR12s":=new()

ARI12¢":=MUL(RI12s".P)
/AM3":=H(Bk.Beta.Ruc")
AM4":=H(M3"'.T2'.(ADD(Vk.R12c")))
ASnd(M4'.RI12¢".Ruc'.T2")
Nrequest(Ui,CSl,user_server_m2,M2)
NAwitness(CSI1,Dk,server_device_m4,M4)
4 .State=3/\Rcv(M6'.Rkc'.T3")=|>
State":=4/\T4':=new()

NARI3s":=new()

AR13c":=MUL.(RI13s".P)
AM7":=H(Mu.Ks.Rkc')
AM8":=HM7'.T4'.(ADD(Vu.R13c")))
ASnd(M8'.Rkc'.R13¢'.T4")
Nrequest(Dk,CSl,device_server m6,M6)
NAwitness(CS1,Ui,server_user_m8,M8)
end role
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role device(Ui,CSl,Dk:agent,
Ks:symmetric_key,
Beta:symmetric_key,
H,MUL,ADD:hash_func,
Snd,Rcv:channel(dy))
played_by Dk

dei=

local State:nat,

[Du,PWu,BIOu,Rus,Ruls,Kc,Rlc,Alphau,Vu,IDI,Alphal,VI,Rks,Ak,Rl1¢c,Alphak, Vk,M 1,R12s, M3, M5,

RI135,M7,SK,P,T5:text,

Mu,Ruc,Au,RlIs,HIDI,ALIDk,Rke,Bk,R11s,BLLHIDI1,M2,T1,M4,R12¢,T2,M6,T3,M8,R13c,T4:message,

Inc:hash_func
const

user_server_m2,server_device_md4,device_server_m6,server_user_m§,
user_server_Au,server_user_Al,device_server_Bd,server_device_BlI,
subs1,subs2,subs3,subs4,subs5,subs6:protocol _id

init State:=0

transition

1.State=0/\Rev(start)=|>
State:=1/A\RKks":=new()
/\Rkc":=MUL(Rks'.P)
NAK'":=H(IDk.Rkc'.Beta)
NABk':=ADD(MUL(AKk'.P).Rkc'")
ASnd(IDk.Rkc'.Bk')
Awitness(Dk,CSl,device_server_Bk,Bk)
Nsecret({Beta},subs5,{Dk,CSl})
2.State=1ARcv(Rl11s"HIDI1'.BI)=|>

State":=2/\Alphak':=ADD(MUL(H(Rks.Ak.Beta).P). MUL(BI'.P))

/AVk':=MUL(Alphak'.V1)
3.State=2/\Rcv(Ruc'.T2'.M4'.R12¢")=|>
State":= 3AT3":=new()
/AM5":=H(BI1.Rkc.Beta)
/AM6"=H(MS5"'.T3'.(ADD(VI1.Rkc)))
ASnd(M6'.Rkc.T3')
Nrequest(CS1,Dk,server_device_m4,M4)
Nwitness(Dk,CSl,device_server_m6,M6)
Nsecret({ Alphak},subs6,Dk)

ASK':=ADD(MUL(Rks.Vu).MUL(Alphak.Ruc'))

end role

Fig. 19 Role Device

Here, we show that our protocol incurs less overheads as
compared to the existing protocols. We consider log-in and
authentication phases only for performance analysis as these
phases are executed more often. The primitive factors for per-
formance evaluation are communication, computation and
storage overhead. All the comparative analysis is tabulated
in Table 7, where Comp and Com represent Computational
and Communication overheads, respectively.

7.1 Computation Overhead

Table 7 represents the comparison of computational over-
heads in context of completion time of the protocols in
milliseconds (ms). The primitive operations required for pro-
tocol execution are symbolized as Ts, Ty, Tre, TEcpA,
Tecpm, Texp, Tpxg and Tpgp, which denote the exe-
cution time for symmetric-key encryption/decryption, hash

function, fuzzy extractor, ECC-based point addition, ECC-
based scalar point multiplication, exponential, public key
encryption and public key decryption, respectively. These
operations require 3.85ms, 0.0046ms, 2.226ms, 0.004ms,
2.226ms, 231ms, 385ms and 385ms to operate, respectively.
Here, the time consumption of operations is taken from [25].
Though the existing protocols require less computational
overheads in context of execution time, yet they suffer from
numerous security flaws. Our protocol maintains a tradeoff
between computational overhead and security strength.

7.2 Communication Overhead

Table 7 presents the comparative analysis of the commu-
nication overhead for every communicating party of the
system, i.e., user, server and mobile device with respect to
the length of transmitted and received messages in bits for
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role session(Ui,CSI,Dk:agent,

Ks:symmetric_key,

Beta:symmetric_key,

H,MUL,ADD:hash_func)

def=

local SI,SJ,RI,RJ, TLTJ:channel(dy)

composition
user(Ui,CSI,Dk,ks,beta, H MUL,ADD,SI,RI)
Nserver(Ui,CSI1,Dk,ks,beta, H MUL,ADD,SJ,RJ)
Ndevice(Ui,CSI,Dk ks,beta, H, MUL,ADD, TL,TJ)

end role

role environment()

def=

const ui,csl,dk:agent,

ks:symmetric_key,

beta:symmetric_key,

h,mul,add:hash_func,
idu,pwu,biou,rus,ruls ke rlc,alphau,vu,idl,alphal,vl,rks,ak,rl 1c,alphak,vk,ruls,m1,rl2s,m3,m5,rl3s,m7,sk
,p.t5,m2,m4,m6,m8,rulc,tl,rl2¢,t2,t3,r13c,ruc,rke:text,
user_server_m2,server_device_m4,device_server_m6,server_user_m§,
user_server_Au,server_user_Al,device_server_Bk,server_device_BI,
subs1,subs2,subs3,subs4,subs5,subs6:protocol_id
intruder_knowledge={ui,csl,dk,h,mul,add,m2,m4,m6,m8,ruc,t1,r12c,t2,rke,t3,rl3c}
composition

session(ui,csl,dk,ks,beta,h,mul,add)
Nsession(ui,csl,dk,ks,beta,h,mul,add)
Nsession(ui,csl,dk.ks,beta,h,mul,add)

end role

goal

secrecy_of subsl

secrecy_of subs2

secrecy_of subs3

secrecy_of subs4

secrecy_of subs5

secrecy_of subs6

authentication_on user_server_m2

authentication_on server_device_m4
authentication_on device_server_m6
authentication_on server_user_m8

authentication_on user_server_Au

authentication_on server_user_Al

authentication_on device_server_Bk
authentication_on server_device_BI

end goal

environment()

Fig.20 Role Session and Environment
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Fig.21 Simulation results
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Table 7 Performance Evaluation

Schemes Ref[11] Ref[2] Ref[3] Ref[6] Ours
| E 16Ty + 2Tpepy + Trp 3Ty +4Tpcpy Ty +2Tpcpy ) 5Ty +2Tpcpy +3Tpcpa
= 06.7516ms =8.9178ms = 4.4842ms = 4.487ms
1824 2688 4160 - 864

iing Entities

0Ty +3Tgcpy 4Ty +6Tpopy + 4Tpcpa|TTh + 4Ts + 3Tpepa |4 Texp + 3Tpkp + 3Pk p |8 + 2Tpcpy + 4Tpcpa
= 6.724ms = 13.3904ms = 22.1102ms = 3234ms = 4.5048ms

Sc

Com | Comp| Com | Comp| Com | Comy

g 1984 2688 4160 14336 1728
5 9Ty 4Ty +2Tpepy +3TpcpA
=0.0414ms = 4.4824ms
1824 864
13.517 22.3082 26.5944 3234 13.4742
1928 2720 1504 - 160

[2,3,6,11]. Here, we consider the length of password, identity
(user, server) and random nonce as 128 bits each, whereas
the timestamp and identity of mobile device are of 32 bits
each. The symmetric-key encrypted message and value after
cryptographic hash operation are 128 and 160 bits long,
respectively, where SHA-1 algorithm has been used for hash-
ing. Table 7 clearly shows that the proposed protocol has the
lowest communication overhead, which is one of the main
concerns for authentication protocols of a cloud computing
network. Hence, this reduced overhead makes its applicable
to the real-time applications.

7.3 Smart Device Storage Cost

The storage cost of our protocol is considerably less than
that of the protocols [2,3,6,11], which could be clearly seen
in Table 7. As the proposed protocol does not store much
information about the communicated messages, the storage
overhead is considerably less. Thus, the proposed protocol
ensures the increased life time of the smart devices by reduc-
ing the storage utilization and making it useful in resource
constrained environment.

In summary, our protocol is more proficient in the context
of the communication, computation and storage costs.

8 Conclusion

In this research paper, we have scrutinized the Wazid et al.’s
protocol and shown that it is vulnerable to denial of ser-
vice attack, privileged insider attack, and stolen smart-card
attack, and have discussed a robust protocol for authentica-
tion and key negotiation in cloud computing environment by
overcoming the above-mentioned drawbacks. The proposed

protocol is lightweight due to its use of ECC and irreversible
hash functions. Further, it maintains a hard to achieve tradeoff
between the security and performance. The state-of-the-art
formal and informal security analysis using BAN logic and
AVISPA show that our protocol is resilient to all malicious
attacks. The comparative performance analysis depicts that
our protocol outshines the other similar protocols. Further,
its simplicity makes it easily implementable in practical sce-
narios.
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