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Abstract

There has been a tremendous increase in research in the area of cyber security to support cyber applications and to avoid
key security threats faced by these applications. The goal of this study is to identify and analyze the common cyber secu-
rity vulnerabilities. To achieve this goal, a systematic mapping study was conducted, and in total, 78 primary studies were
identified and analyzed. After a detailed analysis of the selected studies, we identified the important security vulnerabilities
and their frequency of occurrence. Data were also synthesized and analyzed to present the venue of publication, country of
publication, key targeted infrastructures and applications. The results show that the security approaches mentioned so far
only target security in general, and the solutions provided in these studies need more empirical validation and real imple-
mentation. In addition, our results show that most of the selected studies in this review targeted only a few common security
vulnerabilities such as phishing, denial-of-service and malware. However, there is a need, in future research, to identify
the key cyber security vulnerabilities, targeted/victimized applications, mitigation techniques and infrastructures, so that
researchers and practitioners could get a better insight into it.

Keywords Cyber security - Threats - Vulnerabilities - Attack

1 Introduction

In today’s world, cyber civilization has become a popu-
lar and inevitable source of information sharing and other
professional activities including business, shopping, bank
transactions, advertisements, services, etc. This exponen-
tial increase in the use of cyberspace has resulted in an
exponential increase in cybercriminal activities. The basic
reason for this increase is the excessive usage of Web appli-
cations in almost every field of life. These Web applica-
tions are not free from design faults, and cyber criminals
exploit these faults to gain illegal access to systems [1, 2].
Therefore, cyber security has become an important concern
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for researchers and practitioners [2]. Cyber security can be
defined as the collection of tools, techniques, policies, secu-
rity measures, security guidelines, risk mitigation strategies,
actions, training, good practices, security reassurance and
latest technologies that may be used to protect cyber space
and the assets of users [3]. Cyber security nowadays has
become a matter of global interest and importance, and it
involves securing information by detecting, preventing and
responding to cyber attacks [3-5].

The defensive mechanisms used by various organiza-
tions to protect their cyber space are not sufficient to pro-
tect these cyber environments from the ever-increasing
security vulnerabilities. Therefore, it is one of the impor-
tant scientific challenges that has been attracting the atten-
tion of researchers and practitioners for the last decade.
A number of research efforts have been made in different
cyber domains, each having specific features and peculiari-
ties to address various security breaches [1]. In the litera-
ture, various approaches and tools have been suggested for
the detection and the mitigation of cyber security threats
[6, 7]. However, before proceeding with further research
in this area, there is a need to compile the existing work.
To fill this gap, this research study aims to provide a broad
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and detailed landscape of cyber security vulnerabilities
and the provided solutions.

The objective of this study is to conduct a systematic
mapping study in order to identify and analyze the com-
mon cyber security vulnerabilities. This mapping study
intends to identify the available studies on cyber security
vulnerabilities and categorize these solutions against (1)
commonly available security vulnerabilities, (2) victims of
cyber threat, (3) vulnerability severity and (4) methods of
data collection and validation approaches. Specifically, our
mapping study addresses the following research questions:

RQ1 What are the common cyber security threats and
vulnerabilities?

One of the main RQs is to find the key security vulner-
abilities based on their frequency of occurrence in the
selected studies. Finding an answer to this question will
help researchers and practitioners understand the key secu-
rity vulnerabilities and determine the main research areas
in the field.

RQ2 What are the key venues for publications on cyber
security threats and vulnerabilities?

This RQ will identify the key venues for publications
on cyber security. The answer to this question will help
researchers find the main conferences and journals in the
field to publish their research in a relevant place.

RQ3 Who are the active researchers on cyber security
threats and vulnerabilities?

This question will identify active researchers and their
countries. This will help in identifying active researchers
in the field.

RQ4 Who are the key victims of security vulnerabilities?

The answer to this question highlights the victims of secu-
rity breaches. We classify victims into two broad catego-
ries, namely individual and organization. The answer to
this question will help researchers and practitioners to gain
an overview of the major victims of cyber security vul-
nerabilities. This will help in knowing the main trend of
security vulnerability attacks.

RQ5 Which applications are the targets of cybercrimes in
the selected studies?

The answer to this question will be a list of applications
that were targets of cyber security in the selected studies
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and will provide an insight into these application users so
that they can protect their applications from cyber attacks.

RQ6 What are the common cyber security mitigation tech-
niques discussed in the literature?

The answer to this question will be a list of mitigation tech-
niques used to overcome cyber security threats and will
help researchers gain an overview of the existing techniques
available so far.

The remainder of this paper is structured as follows.
Section 2 describes the background knowledge. Section 3
briefly describes some existing work. Section 4 explains the
research methodology. Section 5 presents the results of the
study followed by Sect. 6 which presents a discussion of the
results. The paper is concluded in Sect. 7 followed by Sect. 8
which discusses some open issues.

2 Background

This section provides background information on cyber
security.

2.1 Cyber Security

Security is defined as “the protection against undesirable
disclosure, destruction, or modification of data in a system
and also the protection of systems themselves” [8]. Accord-
ing to ISACA “Cyber security is concerned with the security
and privacy of digital assets-everything from networks to
computing devices and information that is processed, stored
or exchanged by internetworked information systems” [9].
According to the International Telecommunications Union,
cyber security is the collection of techniques, rules, poli-
cies, best practices and approaches used to protect a user’s
assets and cyber organizations [9, 10]. Cyber security is
defined as “preserving the integrity, confidentiality, and
timely availability of information in cyberspace” [9]. The
Merriam-Webster dictionary defines cyber security as pro-
tecting computer systems from unauthorized access and
attacks [11]. According to [3], cyber security is defined as
the processes and technologies used to protect computing
devices and networks from unauthorized access and attacks
over the Internet. Cyber security is the protection of physical
and non-physical components of organizations from illegal
access [12].

According to these definitions, researchers define cyber
security in different ways. Existing definitions focus on
different cyber security aspects. For example, some defini-
tions focus on protection and privacy, while others high-
light the needs for defining rules and policies for informa-
tion integrity, confidentiality, and availability. In addition,
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other researchers stressed the need to define processes and
technologies to protect computing devices. Cyber security
can be considered as a mechanism of protecting individuals’
and organizations’ assets from unauthorized access. These
definitions also highlight the importance of the cyber envi-
ronment and its protection.

2.2 Cyber Security Terminologies

Following are some definitions of important terminologies
that are necessary to gain a better understanding of the key
concepts related to the area under research.

Cyber space is a global domain within the information
world whose distinct characteristic is the use of the elec-
tronic and electromagnetic spectrum to create, update, store,
share and exploit information with the help of intercon-
nected and dependent networks using the latest information
and communication technologies [13—15].

Vulnerabilities These are the flaws in a system or its
design that allows an attacker to execute malicious com-
mands, access data in an unauthorized way and/or conduct
various denial-of-service attacks [16, 17].

Threats These are actions taken to gain a benefit from
security breaches in a system and negatively impact it [16,
18].

Attacks These are the actions taken to damage a system
or disturb its routine operations by exploiting vulnerabilities
using various tools and techniques. Attackers launch these
attacks to achieve their malicious goals, either for self-sat-
isfaction or for financial reward [18, 19].

A number of security vulnerabilities have been discussed
in the literature. To assist the readers to better understand
some of the common cyber security vulnerabilities, these
are described as follows:

e Denial-of-service (DoS) This type of attack is an effort to
make a machine or network resource inaccessible to its
intended users. It is caused by any event that weakens or
eliminates a network’s capacity to perform its expected
function. Owing to low memory capabilities and lim-
ited computation resources, most computing devices in
the IoT environment are vulnerable to asset enervation
assaults [20]. One of the reasons for a DoS attack is that
various industries use similar technologies and potential
attackers take advantage of this [21, 22].

e Malware In this attack, the attacker deploys malicious
software programs to gain unauthorized access to com-
puter systems by exploiting its security vulnerabilities.
The incentive behind malware is an extraordinary finan-
cial or political reward that accelerates an attacker’s moti-
vation to compromise as many network devices they can
to accomplish their malicious aims [23, 24].

e Phishing This is an unlawful activity which uses social
engineering and technology to collect sensitive infor-
mation from an Internet user. Phishing techniques uti-
lize various methods of communication, such as email,
instant messages, pop-up messages or Web pages [25,
26].

e SQL injection attack In this attack, an input string is
injected through the application to change or manipu-
late the SQL statement to the attacker’s advantage. This
attack harms the database in several ways, including
unauthorized access and manipulation of the database,
and disclosure of sensitive data. This attack is risky as
it can cause data loss or misuse of data by groups who
are not authorized, and consequently, functionality and
confidentiality are destroyed. Further, system-level com-
mands are also executed under this category of attack,
resulting in authorized users being unable to access the
required information [27, 28].

o Session hijacking and Man-in-the-Middle attacks Man-
in-the-middle (MITM, also abbreviated in the literature
as MIM, MitM, MiM or MITMA) is an attack where
an unauthorized third party secretly gains control of the
communication channel between multiple endpoints. The
MITM attacker can interrupt, manipulate or even replace
the target victims’ communication traffic. Further, vic-
tims are not aware of the intruder, thus believing that the
communication channel is safe and protected [29, 30].

e Cross-site scripting (XSS) In this type of attack, a mali-
cious attacker tries to run a JavaScript code in the client’s
browser in order to steal the client’s sensitive data. It is a
commonly used vulnerability found in recent Web sites
[31, 32].

3 Existing Work

Several mapping studies and systematic literature reviews
(SLR) exist in the area of the cyber environment, but these
studies have not specifically targeted cyber security vulner-
abilities. We discuss these studies in the following.

Lun et al. [1] performed a detailed systematic mapping
study on cyber-physical system security. The review targeted
various domains including network systems, smart grid,
information systems and automatic control. According to
study results, researchers have mainly targeted smart grid
systems and their main focus is on physical-level attacks.

Nguyen et al. [33] performed a systematic mapping study
on the use of model-based security engineering to address
the security challenges of the cyber-physical system. The
paper has three main contributions: It classifies the primary
studies based on publication statistics, identifies the secu-
rity concerns discussed in the selected primary studies and
highlights the open issues. According to their study, only a
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few security solutions exist regarding the use of model-based
security engineering in the cyber-physical system. Further,
there are only a few empirical studies on this topic.

Hydara et al. [34] performed a SLR to investigate the
state of the art in cross-site scripting (XSS) vulnerabilities
in Web applications. According to this study, the researchers
found several solutions to address XSS vulnerabilities, but
there is still no single solution to mitigate the XSS problem.
According to the results of the SLR, there is a need for more
research to address XSS removal from source code before
deployment.

Muccini et al. [35] conducted a SLR on self-adaptation
for the cyber-physical system (CPS). The main focus of their
study is to assess the existing approaches used to handle
self-adaptation in CPS at the architectural level. According
to the study, self-adaptation for CPS is a cross-layer concern,
where existing solutions combine various adaptation mecha-
nisms within and across layers. Hence, there is a need for
more research in the field of self-adaptation in CPS and the
mapping of solutions across different layers.

Mishna et al. [36] also carried out a SLR to identify the
state of the art on the existing solutions to prevent and reduce
the cyber abuse of youth. The aim of the study is to check
the effectiveness of cyber abuse interventions in improving
safety knowledge regarding Internet usage and risky online
behavior. The results show the effectiveness of cyber abuse
intervention in improving safety knowledge; however, it has
no significant association with risky online behavior.

Lewis and Lago [37] performed a SLR to understand
the state of the art on the existing architectures that support
cyber foraging. Cyber foraging is a computing technique
in which low-powered devices offload their heavy work on
high-powered neighborhood machines. The aim of the study
was to categorize the existing architectural solutions related
to what, when and where to offload data and computation
for mobile devices. The authors identified the elements of
existing architectures and codified them in architectural tac-
tics that can help architectural researchers and practitioners
extend their design to support cyber foraging.

Rahim et al. [38] performed a SLR to analyze the
approaches used to assess cyber security awareness. Accord-
ing to the study findings, many approaches have been
proposed in the literature to develop awareness of cyber
security. However, there is still a need to combine multi-
ple approaches for better results. Further, there is a need to
promote more awareness about cyber security, especially to
young people who are the key targets of cyber attacks.

Enoch et al. [39] tried to capture the possible attack
scenarios for dynamic networks using Global System for
Mobile Communications (GSM). A change in security
metric is evaluated based on a change in network param-
eters. The effectiveness of each metrics was evaluated
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according to the persistent security challenges. This study
helps the researcher and practitioner to determine the most
suitable security metrics for their network. However, this
study discussed security vulnerabilities in general and did
not target any particular cyber security attacks.

Ramaki et al. [40] carried out a systematic mapping
study on intrusion alert analysis using the SMS process. In
this mapping study, 411 studies were evaluated to answer
the research questions. According to the study findings,
intrusion alert analysis is a rapidly growing research field.
The paper gives a good insight into the current state-of-
the-art regarding intrusion alert analysis.

Chockalingam et al. [41] performed a systematic review
to evaluate the effectiveness of a Bayesian network model
in cyber security. Seventeen Bayesian network models
were identified and evaluated in this study. According to
the study findings, Bayesian network models are useful for
solving the problem of malicious insiders. However, these
models are frequently used to address the security issues
associated with the information technology environment
compared to the industrial control systems. Further, no
standard Bayesian network models exist which address all
the issues of cyber security.

Alguliyev et al. [42] reviewed the literature on SCADA
and smart gird security to highlight the persistent cyber
attacks and existing solutions. The important contribution
of the paper is a discussion of cyber attack approaches,
consequence modeling of these attacks and the detection
and design of security architecture.

Franke and Brynielsson [43] conducted a SLR on cyber
situational awareness based on 102 primary studies pub-
lished till 2013. They concluded that some aspects of
cyber situational awareness are more mature and widely
researched than others. Franke and Brynielsson study
focused on cyber situational awareness area, while in our
study we focused on identifying the common cyber secu-
rity threats and vulnerabilities. In addition, our study is a
systematic mapping study, while the study of Franke and
Brynielsson is a systematic literature review. Moreover,
our study includes papers published up to the end of 2018.

From the above discussion, it becomes clear that a large
body of research has been conducted in the area of cyber
security and cyber awareness. Systematic mapping studies
and SLRs have also been conducted. However, the existing
mapping studies mainly focus on cyberspace security in
general and cyber awareness in particular. No systematic
mapping study exists that synthesizes knowledge on the
key cyber security vulnerabilities and approaches to miti-
gate these risks. To bridge the gap, this mapping study is
conducted to provide the researchers with an overview of
existing cyber security vulnerabilities and their detection
and mitigation approaches.
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4 Research Methodology

In this study, guidelines for conducting a systematic map-
ping study were followed [44—46]. The reasons for choos-
ing this method are manifold. It is a systematic and organ-
ized way of identifying, evaluating and interpreting all the
relevant studies concerning a particular research question,
focus area or phenomenon of interest. A systematic map-
ping study is a well-defined and disciplined way to review
and synthesize the empirical evidence concerning a method
or technology, find out the missing areas and gaps in the
current research and provide researchers or practitioners
with the background knowledge to justify new research. A
systematic mapping study is different from a conventional
literature review as it takes more time and effort, but it pro-
vides a deeper understanding of the topic and a strong basis
for establishing claims about research questions [47]. A sys-
tematic mapping study protocol contains five distinct phases
as shown in Fig. 1.

A systematic mapping study protocol has been prepared,
which includes the details of all steps that were followed in
the current study. A brief description of the major steps is
as follows:

1. Formulating research questions.

2. Defining search process and search string.

3. Defining the process of study selection including inclu-
sion and exclusion criteria.

4. Data extraction and mapping the data with defined
research questions.

5. Data analysis and result extraction.

This mapping study was undertaken by five researchers. All
are academic faculty members. The protocol was developed
by one author, and the other authors reviewed it critically to
identify the weaknesses. All team members contributed dur-
ing all the phases of the systematic mapping study. To lessen

7 ¢ —
Step 1 © Formulate Research '} Step 2 {9 Define search process™
- Question and search string
L]
@
=
-
5
< Define quality _-_‘_ Step 4 m =

@ assesment criteria ) 2
L - L)

l

| N
° I- @ Data extraction and analysis & irr

Fig. 1 Phases of a systematic mapping study
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personal bias and to improve the process of the mapping study,
inter-rater reliability tests were executed at the preliminary
and final selection phases of this systematic mapping study
process. A comprehensive search was conducted to identify
the relevant articles published up end of 2018.

4.1 Search Strategy

Before starting the mapping study formally, the string “empiri-
cal studies on cyber security” was applied in ScienceDirect.
The reason for choosing ScienceDirect is that it is a well-
known library consisting of a vast collection of articles from
various domains. The purpose of this initial search was two-
fold: firstly, to ensure whether there are a sufficient number of
empirical studies to undertake a mapping study; and secondly,
to identify some primary studies that may be used later for
the validation of the search string. The selected studies were
exported into the Endnote software [48]. The abstracts of the
retrieved papers were studied, and nine empirical studies were
chosen as the primary studies, so they could be used to validate
our refined string. In this informal search process, many empir-
ical studies were found so it was decided to perform a system-
atic mapping study and the initial string which was defined
for the search process was cyber AND security. When this
initial string was applied on the ScienceDirect search engine,
the retrieved results did not include all the primary studies.
Further, two senior software engineering researchers from aca-
demia who have expertise in conducting SLRs were chosen as
experts and they were requested to evaluate the search string
and provide feedback. Based on these experts’ opinions, the
initial string was revised, and the main search string was split
into two parts. Expert opinion is a way of quickly evaluating
and validating information [49]. Below are the two parts of
our defined string.

1. Cyber security.
2. Attack/threat/vulnerability.

The synonyms of both these parts of the string were con-
sidered to collect all possible relevant studies. This refined
string was again validated against the list of primary stud-
ies, and the results of the validation were positive, so it was
decided to use this in the future for data extraction. The
results obtained from the second search string consist of all
the selected primary studies, which shows the validity of our
search string. The search strategy in this systematic mapping
study is based on the following three key steps:

4.1.1 Constructing the Search String
First, the search terms were formed using the keywords

identified from the population, the proposed solution, the
outcome of relevance and context as under.
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Population Set of articles describing the empirical stud-
ies on cyber security.

Intervention Solutions proposed in the literature to
address cyber security issues.

The outcome of relevance Quantity and type of evidence
related to cyber security.

Context Within the domain of cyber security with a
focus on empirical studies.

4.1.2 Finding Synonyms of the Derived Search Terms Using
Boolean Operators

The identified search terms were validated in the major
academic databases. All possible relevant synonyms of
the identified terms were found to construct the search
string. The following synonyms have possible relevance
to the topic:

Cyber security (cyber OR Privacy OR {cyber security}
OR {cyber physical} OR {Network security} OR {Internet
security} OR {computer security} OR {IT Security} OR
{software Security}).

Attack (vulnerability OR {cyber threat} OR {cyber
Crime} OR {cyber-attack} OR challenge OR risks OR
violence).

4.1.3 Verification of Identified Terms in the Academic
Databases

After multiple iterations and revision, the following search
string was finalized for this mapping study:

Cyber OR Privacy OR{cyber security} OR {cyber
physical} OR {Network security} OR {Internet security}
OR {computer security } OR {IT Security} OR {software
Security}) AND (vulnerability OR {cyber threat} OR
{cyber Crime} OR {cyber-attack} OR challenge OR risks
OR violence).

The final search string was used in the following digital
libraries (the search string was also tailored according to
the search mechanism provided by these libraries):

ACM Digital Library.
ScienceDirect.

IEEE Explore.

John Wiley Online Library.
SpringerLink.

The above five databases were selected as they are the
popular venues for publishing papers on cyber security.
Other researchers have also used these databases in their
SLR studies [35, 50, 51].

Springer

4.2 Publication Selection

This section details the inclusion and exclusion criteria used
for publication selection and also highlights the process used
to select relevant publications as per the research questions.
The following criteria were set for inclusion:

The review period was almost a decade and includes
studies published from 2007 to 2018. This starting date was
chosen because most cybercrimes were reported in 2007
and later. However, the search was performed in the start of
2019, so only publications pertaining to end of 2018 were
considered in the systematic mapping study.

e Empirical studies with a focus on cyber security vulner-
abilities.

e Studies which focus on providing a solution to cyber
security vulnerabilities.

The following exclusion criteria were used:

e Studies that do not provide detailed information on how
to detect cyber security vulnerabilities.

e Duplicated studies, only the most recent one was chosen.

e Studies where the findings are not evaluated empirically.

e Studies only available as abstracts or PowerPoint presen-
tations.

e Papers with no focus on the cyber security domain.

e Papers presenting only guidelines, recommendations or
a description of cyber security.

e Introductory papers for workshops, special issues and
books.

e Book chapters.

e Papers not written in English.

e Papers that are not accessible.

The process of selecting publications was automatic and
twofold: Firstly, the initial selection from the search result
was performed according to the selection criteria by screen-
ing the title and abstract of the publications; secondly, the
papers selected in the initial phase were read completely in
order to shortlist publications for final selection, based on
the defined inclusion criteria.

4.3 Data Extraction

Based on our search string and the identified security vul-
nerabilities, we developed a data extraction form (avail-
able in “Appendix A”) to extract data from the retrieved
publications. This data extraction form consists of a mix
of open-ended and closed-ended questions. A pilot study
involving two software engineering experts was conducted
to evaluate the data extraction form. The data extraction
form was finalized based on the feedback from the pilot
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study. The final version of the data extraction form consists
of three parts: Section one collects information about the
selected paper, such as paper title, list of authors, year of
publication, country of publication and reference type of
papers; section two includes information on the quality
assessment of the paper (the results of the quality assess-
ment are not included in this paper, as based on the map-
ping study guidelines, quality assessment is not essential
in mapping studies [45]); and section three presents the
data that were extracted from the selected publications.

5 Results
5.1 Categorization of Cyber Security Vulnerabilities

This section presents the results of the systematic mapping
study. The total number of studies selected in the initial
search phase was 162. Based on the inclusion and exclu-
sion criteria, 78 articles were selected in the final iteration
(as shown in “Appendix B”). The details of each iteration
are shown in Table 1. These selected articles were studied
and analyzed in detail to address the research questions.

Table 2 shows the main categories of cyber security
threats and vulnerabilities (RQ1) identified from the sys-
tematic mapping study. Column 1 of Table 2 lists the cyber
security vulnerabilities that were identified in this mapping
study. Column 2 of Table 2 shows the frequency of occur-
rence for each vulnerability as it appeared in the selected
studies, while Column 3 of Table 2 shows the percentage
of occurrence for these vulnerabilities. Key vulnerabilities
identified in our mapping study include malware, phishing,
SQL injection attack, cross-site scripting (XSS), denial-
of-service (DoS), session hijacking, man-in-the-middle
attacks and credential reuse. Denial-of-service is the most
addressed vulnerability in the systematic mapping study
(37%). The second most discussed vulnerability in the lit-
erature is malware (21%) followed by phishing. The details
of remaining vulnerabilities are shown in Table 2.

Table 1 Study selection

5.2 Analysis Based on the Venue of Publication
and Source Type

The second aspect of this study focuses on the venue of the
selected publication and its source type, which will help to
address research question 2 (RQ2) (i.e., the key venues of
publication that contribute to the area of cyber security).
For venue and source type analysis, we considered five
libraries as the key venues for publications as shown in
Tables 3 and 4. The selected studies from these libraries
were published in three main publication types, namely con-
ferences, journals and workshops. Table 3 shows the distri-
bution of the selected studies with respect to the publication
type. The number of studies published in conferences and
journals is almost the same, and only three studies were pub-
lished in workshops. The percentage of studies published
in conferences, journals and workshops was 48%, 48% and
4%, respectively. The results of Table 3 show that IEEE and
ACM libraries contain more conference papers than jour-
nal papers. From the publications extracted from the IEEE
library, only three were published in IEEE journals and the
rest all were published in IEEE conferences. For the ACM
library, all the extracted papers were published in confer-
ences and workshops (67% and 33%, respectively) and no
journal paper was extracted in the domain of the area under
study. However, if we analyze the statistics of the three other

Table 2 Cyber security threat and vulnerability categorization

Threat and vulnerability Frequency Percent-
age (%)

Credential reuse 1 1

Cross-site scripting (XSS) 1 1

Denial-of-service (DoS) 29 37

Malware 16 21

Phishing 7

Session hijacking and man-in-the- 2

middle attacks
SQL injection attack 3 4
Other 19 24

Table 3 Distribution of studies based on publication venue

Journal papers ~ Conference Workshop Total

Source Retrieved Initial selection Final selection papers papers

IEEE 3897 51 34 IEEE 5 29 0 34
ACM 323 31 10 ACM 0 7 3 10
ScienceDirect 1308 50 22 ScienceDirect 22 0 22
SpringerLink 1445 14 8 Springer 7 1 0

Wiley 91 16 Wiley 4 0 0

Total 7064 162 78 Total 38 37 3 78
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Table 4 Publication venues with more than one selected study

Venue Library Type Frequency
Computers & Security ScienceDirect Journal 5
Information Sciences ScienceDirect Journal 3
Annual Cyber Security and Information Intelligence Research Workshop ACM Workshop 2
Annual Conference on cyber and information security research ACM Conference 2
Winter Simulation Conference ACM Conferee 2
International Conference on Advanced Communication Technology IEEE Conference 2
International Conference on Recent Trends in Information Technology IEEE Conference 2
IEEE Access IEEE Journal 2
Procedia Technology ScienceDirect Journal 2
Future Generation Computer Systems ScienceDirect Journal 2
Computer Networks ScienceDirect Journal 2
Security and Communication Networks Wiley Online Journal 2
International Journal of Information Security Springer Journal 2
libraries, namely ScienceDirect, Wiley Online and Springer, 18 Country of Publication
the extracted publications relevant to the current study 16
domain were all published in journals. From these three 1
libraries, the frequency of publication in ScienceDirect was 12
the highest with 30% of the papers in the pool. Springer and 10
Wiley were second and third in the pool with a frequency of 8
8.69% and 4%, respectively. 6

Table 4 shows the most common venues for the primary 4
studies with a frequency of 2 or more. The results indicate 2 szl IH1111 I I
that most of the articles are published in journals. Journal 0 Py EsfgsEYLEsLgLg
of Computer & Security by ScienceDirect has the highest 3 = Z &5 g7 = g g < g & £ >
frequency (5 out of 78) articles, while Information Sciences Q 2 & < 5 % <
by ScienceDirect is the second with 3 out of 78 articles. <

M Frequency

5.3 Demographic Analysis

To identify and rank the most active countries in the area of
research on cyber security, the author’s affiliation was used.
The rationale for this ranking is to answer research question
3 (RQ3) and to determine from which countries researchers
who publish in the area of cyber security come. The affilia-
tion information provided in each paper was used, even if the
author had moved to another country. If a paper was written
by several authors, the country of the first author was cho-
sen. The results are shown in Table 4 and Fig. 2.

Column 1 of Table 5 lists the authors’ affiliation coun-
try as appeared in selected studies. Column 2 of Table 5
shows the frequency of authors’ affiliation belonging to the
country mentioned in Colum 1, and Column 3 of Table 5
shows the percentage value of Column 2. The results (for
RQ3) indicate that the highest number of research articles
in the area of cyber security is published by American
and Indian researchers who contributed 40% (16 out of 78
each) of the selected articles. Authors from China (with 14
out of 78) were second in the ranking, and Australia and
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Fig.2 Country of publication

Canada, both ranked third, contributed 6% each. The rest
of the articles were published in various countries with a
frequency between 2 and 4 articles.

This illustrates the need for more research in the area
of cyber security from various countries to understand the
effect of sociocultural differences.

Our research further identified that the more active
researchers are from China with multiple publications
related to the cyber security and vulnerabilities. However,
the frequency shows that the active researchers mostly
extend their work from conferences to the journal venues
with further insight.

The selected studies were also categorized with respect
to the year of publication to identify the current research
trends in the area of cyber security. Figure 3 shows the
distribution of studies by year. The results of Fig. 3 show
that there is a significant increase in research in the area of
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Table 5 Country frequency analysis Table 7 Study strategy used
Country Frequency Percent- Study types Frequency Per-
age (%) centage
(%)
Botswana 1 1
Ttaly 1 1 Case study 4 5
Malaysia 1 1 Experiment 46 59
Pakistan 2 3 Simulation 28 36
Spain 1 1
China 14 18
France 2 3
Iran 2 3 Empirical Validation Method
50
Japan 2 3
Romania 2 3 45
Singapore 2 3 40
South Korea 3 4 35
UK 3 4
Australia 5 6 30
Canada 5 6 25
India 16 20 20
USA 16 20
15
10
T 5
Year of publication
2 |
P Case Study Experiment Simulation
15
[} Fig.4 Division of studies based on the used empirical method
10
[
® o
5
e © o [ . Sy L
® Y researchers used mixed data for validation which includes
0 prme the mix of academia, industry, and the government with
2006 2008 2012 2014 2016 2018 . . .
59% of the articles in the pool. Industrial data were used
) - by 29% of the researchers for the validation of their pro-
Fig.3 Frequency of publications .
posed approach, and the percentage of academia and gov-
ernment data was 9% and 3%, respectively.
Table 6 Characteristics of validation data As the focus of the study was on empirical studies only,
Option Frequency Percent qnly those studies which performed ag émplrlczq valida-
age (%) tion of the results were selected. Empirical studies were
- divided into three commonly used research methodolo-
Acade@a 7 ? gies, namely experiment, case study and simulation. The
Industrial 2 29 reason for selecting simulation was that it was mostly
Government 2 3 used in the selected studies for validation. The results of
Mixed 46 59

cyber security to support cyber applications and to address
the key security threats faced by these applications.

Data characteristics were also highlighted in order to
understand which kind of data is mostly used to validate
the proposed approach. Table 6 shows the characteristics
of the data used to validate the proposed strategies. Most

Table 7 show the distribution of studies with respect to the
research methodology.

The results of Table 7 and Fig. 4 show that experimen-
tation was the most commonly used method of validation
with 59% or 46 of 78 of the articles in the pool using
this method. The second most commonly used method of
empirical validation was simulation with 36% or 28 out
of 78 articles in the pool using this method, and the least
used method of validation was a case study with 5% or 4
of 78 studies using this method.
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5.4 Victim Analysis

The focus of the fourth research question is to identify the
key victims of cyber security vulnerabilities which will help
to answer RQ4, i.e., who are the key victims of these secu-
rity vulnerabilities? The victims were divided into two broad
categories, namely organizations and individuals, and the
results are shown in Table 8. Some of the vulnerabilities
affected both individuals and organizations together in the
selected studies; therefore, the results are overlapping for
these vulnerabilities.

5.5 Target Applications

The focus of the fifth research question (RQS5) was to pin-
point the applications that were key targets of cybercrimes
in the selected studies. Although the data extracted from the
selected studies regarding the targeted victims’ organizations
and applications were heterogeneous, we organized it into
the following three categories.

5.5.1 Infrastructure That Was Targeted

According to the extracted data, the following infrastructure
was a key target of cybercrimes.

Social media.

Smart grid.

Mobile application.

Industrial control systems.

Network.

Distributed system.

Cloud application.

Multiple VLAN.

Vehicular ad hoc network (VANET).
Information systems and Internet of things.
Client—server application.

Internet data.

Collaborative working nodes interconnected through
MPLS-VPN cloud.

Enterprise network gateway.
Cyber-physical systems.

Application servers.

Peer-to-peer (P2P) systems.

Table 8 Victim frequency

Victim Response %age Responses (%)
Individual 9 11
Organization 74 95

@ Springer

5.5.2 Target Applications

The following applications were the targets of cyber attacks
according to our data.

Energy-efficient neuromorphic hardware platform.
Thunderbird 24. 8. 0.

Libav 10.1

Banking.

Web application.

Xen 4.4.0

E-commerce.

Hackmageddon database.

Organizations/agencies that were targeted
The following organizations were the targets of cyber
attacks, according to our studies.

e DARPA.
e AhnLab Security Emergency Centre.
e Aircraft attitude sensors.

5.6 Attack Mitigation Techniques

The focus of our last research question (RQ6) was to identify
the mitigation techniques used by various victim industries
from cyber threats. Table 9 shows the frequency and percent-
age of the mitigation techniques that were used to protect the
cyber environment from cyber security threats.

According to our extracted data, some organizations used
more than one technique to protect their cyber environment;
for example, a firewall and IDs were used by many cyber
organizations along with other security mitigation tech-
niques. The total frequency is more than 78 (the number of
selected studies) due to the use of multiple security mitiga-
tion techniques. Further, the papers that targeted only phish-
ing attacks mostly used antiphishing techniques to prevent
the systems from a phishing attack.

Traffic analysis was also used in many papers for security
attack detection. According to our mapping study, intrusion
detection system and firewalls are most commonly used
techniques for cyber attack mitigation with the frequency
of occurrence (17 out of 78 and 13 out of 78). The second
most commonly used method of cyber attack mitigation
was traffic analysis with the frequency of occurrence as 7
out of 78. The third commonly used techniques of cyber
attack mitigation are antiphishing and signature-based tech-
niques with the frequency of occurrence as 6 out of 78 each.
Remaining mitigation techniques and their frequency are
mentioned in Table 9. Some articles mentioned more than
one technique for mitigating cyber security attack; therefore,
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Table.9 Attack mitigation Mitigation techniques Frequency Percent-
techniques age (%)
Algorithm weakly supervised 5 6
VulPecker tool 1
Iterative approach of critical component identification 3 4
Intrusion detection systems (IDS) 17 22
Content-based spam filtering technique 3 4
MP shield 1
Command and control (C&C) servers 1
Antiphishing techniques 6 8
Firewalls 13 17
Analyzing traffic anomaly features 7 9
Anti-malware software 5 6
Automated dynamic analysis techniques 1 1
Modifying the way of accepting incoming requests 1 1
Conventional false data detection (FDD) approaches 4 5
Signature-based detection and anomaly-based detection 6 8
Darknet 2 3
Sandboxing 3 4
Not mentioned 9 12

the total frequency is more than 78. However, nine of the
extracted studies did not mention the name of the mitigation
technique used.

6 Discussion

In the following, we discuss our results in detail and map
them according to the posed research questions to better
understand the ability of the readers.

RQ1 What are the common cyber security vulnerabilities?

To answer RQ1, all the retrieved papers were thoroughly
studied, and the key vulnerabilities discussed in these papers
were extracted. Table 2 lists these common security vul-
nerabilities. Table 2 also shows the frequency with which
the cyber security vulnerability has been investigated. The
results of the current mapping study indicate that denial-of-
service has been investigated the most frequently as many
researchers have addressed this issue, as shown in Table 2.
The security vulnerabilities investigated second and third
most frequently are malware and phishing detection and
mitigation, respectively. Only a few studies have targeted
other security vulnerabilities, which shows the need for more
research to address these vulnerabilities. Further, there is a
need to accommodate exposure avoidance from these three
common vulnerabilities during cyberspace creation. There is
also a need to develop some strategies to make people aware
of these vulnerabilities.

RQ2 What are the key venues for publication on cyber secu-
rity? Which journals include papers on cyber security threats
and vulnerabilities?

To identify the key venues for publication, five key librar-
ies were used for data extraction, namely IEEE, ACM,
ScienceDirect, Wiley Online and Springer. The extracted
results from these libraries were divided into three cat-
egories, namely journals, conferences and workshops, as
shown in Table 3. The results of Table 3 show that more
research in the area under study was published in con-
ferences and journals and only a few articles were pub-
lished in workshops. Further, the results of Table 3 show
that publications extracted from IEEE and ACM librar-
ies are mainly conference papers, only 5 out of 34 were
journal papers in the IEEE library and 3 out of 10 were
workshop papers in the ACM digital library. On the other
hand, all the publications retrieved from the remaining
three libraries (ScienceDirect, Wiley Online and Springer)
were mostly journal papers except one paper that was pub-
lished in Springer conference. This shows that IEEE and
ACM are the key venues for conference publications in the
area under study, while ScienceDirect, Wiley Online and
Springer are key venues for journal publications in the area
of study. Further, to identify the key journals and confer-
ences which publish papers on cyber security, we listed
the journals and conferences which published more than
one papers from the list of retrieved studies in Table 4. The
results of Table 4 show that two journals of ScienceDirect,
namely Computers & Security and Information Sciences,
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have published more papers in the current domain with the
frequency of 5 and 3, respectively.

RQ3 Researchers from which country are more active in
cyber security?

During the demographic analysis, some interesting findings
surfaced are as follows: USA and India are the countries
which most frequently publish research in the area of cyber
security vulnerability detection and mitigation, as shown in
Table 5 and Fig. 2; the second observation is that the number
of publications in the area of cyber security is increasing
which shows the importance of research in the area of cyber
security, as shown in Fig. 3.

With respect to active authors from the primary studies,
we noticed that most authors published one paper; how-
ever, only six researchers, namely Anil Siani, Manoj Singh
Gaur, Vijay Laxmi, Lejun Fan, Yuanzhuo Wang and Xueqi
Cheng, published two or more articles.

RQ4 Who are the key victims of these security
vulnerabilities?

The victims of security vulnerabilities were divided into
two categories, namely individuals and organizations. The
results in Table 8 show that organizations are more vulner-
able to cyber threats compared to an individual. However,
there are some vulnerabilities that target both individuals
and organizations. This is shown by the overlapping values
in Table 8.

RQ5 Which applications are the targets of cybercrimes in
the selected studies?

The data obtained from the selected studies to answer
research question 5 were heterogeneous and therefore were
not able to be classified into specific groups. Further, most
of the papers did not mention the name of the application
that was the target of cybercrime. However, we divided the
extracted data into the following three classifications: Firstly,
we highlighted the infrastructures that were the key targets
of cybercrime; secondly, we identified the applications
that were targets of cybercrime; and lastly, we identified
the organization/agencies that were targets of cybercrime.
The results of RQS5 show that the smart grid, the Internet of
things, the cyberspace and the cloud environment are the key
targets of cybercrime.

RQ6 What are the common cyber security mitigation tech-
niques discussed in the literature?

According to the data obtained from the selected studies, dif-
ferent organizations use different techniques to protect their
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cyberspace from security attacks. However, it was observed
that the intrusion detection system and firewalls are the most
commonly used techniques with a frequency of 17 out of 78
and 13 out of 78, respectively. Further, traffic analysis and
antiphising are the third and fourth most widely used cyber
attack prevention techniques.

6.1 Research and Practical Implications

This mapping study has both research and practical impli-
cations. We categorized the key security vulnerabilities
and identified their frequency of occurrence in the selected
studies. This will help researchers know which security vul-
nerabilities need more attention. In the future, researchers
can target those security issues which need more research.
Further, we categorized the studies with respect to country
of publication. This will help researchers analyze the socio-
cultural impact on cyber security.

It is also anticipated that the key vulnerabilities iden-
tified and their frequency of occurrence will help practi-
tioners develop strategies to make individuals and organi-
zation aware of these vulnerabilities and their mitigation
techniques. It is a common practice to highlight frequently
occurring cyber attacks, as not all attacks and vulnerabilities
are equally important. It will also guide investment decisions
in key security areas. Thus, this systematic mapping study
and the empirical results presented in this paper will help
practitioners decide where to invest while developing tools
and strategies to protect the cyber environment.

Cyber organizations need to provide their clients with
guidelines and training in relation to critical vulnerabili-
ties and ways to protect themselves. Organizations should
develop mechanisms to establish suitable privacy policies to
protect the important assets of individuals as well as organi-
zations. Organizations should also select attack detection
strategies and tools carefully so that the client can use them
easily. Organizations also need to make sure that employees
do not disclose their personal information to any third party,
nor should they reply to junk emails or messages.

6.2 Threats to Validity

Threats to validity for the mapping study are as follows:

Publication bias There is a possibility that some rele-
vant studies that are published in other databases which are
not included in this study have been missed. However, we
believe that the selected databases cover the most relevant
published literature on cyber security domain.

Missing synonyms Another possible threat might be the
absence of some synonyms in the search string. Despite the
fact that we have tried to cover all the synonyms, there is
still a possibility that we missed or overlooked some work.
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7 Conclusion

This paper presents the results of a systematic mapping
study that was undertaken to identify and analyze the
common cyber security vulnerabilities. A summary of the
important results follows:

RQ1 A total of 134 articles were selected using a defined
search string for this systematic mapping study. After all
the papers had been screened, 78 articles that met our inclu-
sion criteria were selected. Each publication was analyzed
in detail, and seven key security vulnerabilities that were the
most discussed in the selected publications were extracted.
Based on our analysis, denial-of-service and malware were
the most cited security vulnerabilities, with a frequency of
37% and 21%, respectively. The approaches most used in the
detection of these vulnerabilities as detailed in the selected
research include intrusion detection systems, machine learn-
ing techniques and algorithm-based solutions.

RQ2 With respect to the publication venue, we only targeted
five key digital libraries, those being IEEE, ACM, Science-
Direct, Springer and Wiley Online. According to our find-
ings, IEEE and ScienceDirect are the key publication ven-
ues in the area of cyber security. According to our findings,
journals are the key publication venue representing 38 out
of 78 studies; the second key venue of publication is confer-
ence representing 37 out of 78 studies, while publications in
workshops only contribute 3 out of 78 studies.

RQ3 The focus of the third research question was to iden-
tify the country from which the researchers who contrib-
uted more in the area of cyber security came. To obtain an
overview of the key researchers in this area, we counted the
number of papers with respect to the country of publication.
Our findings show that USA and India are more active in this
area of research compared to other countries.

RQ4 Based on our research, organizations are more vul-
nerable to cyber attacks compared to individuals. However,
there are some attacks that target both individuals as well as
organizations. Individuals are the main target of phishing
attacks, where they receive junk emails and instant messages
which aim to disclose their personal credentials. There is a
need for cyber awareness to provide individuals with knowl-
edge of cyber attacks and to warn them about the disclosure
of their personal information.

RQ5 Based on our analysis, the smart grid, the Internet of
things, the cyberspace and the cloud environment are the key
targets of cybercrime. There is a need to implement proper
safety and security measures throughout the planning,

design, implementation, deployment and operational cycles
of these cyber environments.

RQ6 Based on our analysis, no standard measure/mitiga-
tion techniques exist that can be used by all cyber organi-
zations to protect their cyber environments from potential
cyber threats. However, organizations need to be aware of
the existing vulnerability mitigation techniques. There is
also a need to provide proper training to employees regard-
ing security.

It is expected that these research findings will support
cyber organizations to better understand the existing cyber
security vulnerabilities and their mitigation strategies. Fur-
ther, the findings provide a strong basis for researchers and
practitioners to address the aforementioned cyber secu-
rity issues in detail while developing new cyber security
approaches.

8 Open Issues

Cyber security is a rapidly growing research area due to its
wide use in almost every field of life, but it also imposes
high demands on the safety and security of cyber systems
from insider and outsider attacks. Fundamental research is
required in this field to effectively address the key security
vulnerabilities. In this paper, we highlighted important and
frequently occurring cyber security vulnerabilities so that
researchers can find gaps in the existing literature and new
directions for research. Some future research directions are
as follows:

Table 2 lists and categorizes the common cyber security
vulnerabilities along with their frequency of occurrence.
According to this, denial-of-service and malware are fre-
quently occurring security vulnerabilities. There is a need
to develop methods to secure the cyber environment from
these vulnerabilities.

Table 8 shows the percentage of individuals and organiza-
tions who were targeted. Although the percentage of organi-
zations suffering from security issues is very high compared
to individuals, there is still a need to develop a reliable
information security mechanism to keep personal informa-
tion confidential. There is a need to develop a secure and
transparent mechanism to save organizations from internal
and external security attacks. Section 5.5 lists the infrastruc-
ture, applications and organizations that are the key targets
of cybercrime. This shows the need to propose mitigation
strategies to protect these environments from cyber attacks.
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Appendix A: Data Extraction Form

Section 1: Paper information

Paper title:
Authors:
Reference type: Journal/Conference

Country:

Year of publication:
Publisher:

Section 2: Quality assessment

The findings and results of study are clearly stated?  Yes

The findings of the study are evaluated empirically?  Yes

The study has been published in a relevant journal or  Very relevant

conference?

The study has been cited by other authors?

Relevant
Not relevant
Yes
Partially

No

Section 3: Data extraction

Questions

Possible answers

Which application is targeted for cyber-
crime in the given study?

Which method is used to protect the appli-
cation for cyber attack?

Which cyber connection is used for com-
mitting cybercrime?

Who are the victims of cybercrimes in the
given study?

Which cyber security vulnerability is
discussed in the study?

What is the severity of discussed cyber
security vulnerability?

Which technique is used in the study for
detecting cyber threats?

What kind of data is used for validation?
Data characteristics

Application name
Method name
Connection name

Individual
Organization

Malware

Phishing

SQL injection attack

Cross-site scripting
(XSS)

Denial-of-service (DoS)

Session hijacking and
man-in-the-middle
attacks

Credential reuse

Others

Critical
High
Medium
Low

Technique name

Academia
Industrial
Government
Mixed

Springer

Section 3: Data extraction

Questions Possible answers
Which empirical validation methods are Case study
used in the proposed approach? Experiment
Simulation
Others
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