
Arab J Sci Eng (2017) 42:873–883
DOI 10.1007/s13369-016-2357-2

RESEARCH ARTICLE - COMPUTER ENGINEERING AND COMPUTER SCIENCE

Secure Data Storage in Cloud: An e-Stream Cipher-Based Secure
and Dynamic Updation Policy

Dharavath Ramesh1 · Rahul Mishra1 · Damodar Reddy Edla2

Received: 16 June 2016 / Accepted: 17 November 2016 / Published online: 2 December 2016
© King Fahd University of Petroleum & Minerals 2016

Abstract With the growth of www, cloud computing par-
adigm has become a massive computing environment as a
pay-per-use model to the user with shared pool of resources.
It also provides on time demand services from anywhere
anytime as instant updating and elasticity with measured
services. Along with these services, cloud model has major
security concerns as securing crucial data of user and main-
taining integrity of VM’s disk for consistent updation and
retrieval fromdifferent sources. To achieve instant and secure
migration of VMs, cloud service provider has introduced a
concept of virtualization to maintain virtualized servers, OS,
storage, etc. To achieve secure virtualization and dynamic
updation of data in VM’s disks, we introduce a model
named secure e-stream cipher-based encryption/decryption
as ChaCha20 method for maintaining proper security to
the user’s sensitive data at cloud data center. To maintain
proper integrity and authenticity between VM’s disks, a new
methodology named dynamic version of dynamic Merkle
hash B+ tree (DMBHT) with q-SDH secure short signature
without random oracle signature scheme has been intro-
duced. This scheme has efficient rate as φ erasure code
(Tornado-z code) for forming block tag at leaf level of
DMBHT. Our proposed methodology along with DMBHT
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has worst case complexity as O(log n) instead of O(n) and
has better public auditability to attain expeditious and secure
modifications with proper updations.

Keywords Secure virtualization · Cloud computing ·
DMBHT · q-SDH short signature scheme without random
oracle

1 Introduction

Cloud paradigm is defined as a computing environment for
facilitating pervasive on demand, anytime, and anywhere net-
work access froma shared pool of resources (storage, servers,
networks, etc.) [1]. It also conceptualizes a new posterity
information technology [2] construction for the business
world which offers instant modification with updation, better
resource utilization, low-cost computation, and better storage
platform to use IT. Apart from the benefits, cloud model has
lot of major security concerns with respect to user’s sensi-
tive outsourced data such as secure data storage at data center
and proper integrity. Cloudmodel’s service is further divided
into software-as-a-service (SaaS; a third party-based service
like e-mail, Google apps, health-related information apps,
etc.), platform-as-a-service (PaaS; provides a platform to the
developer for development of customized applications like
Apprenda, etc.), Iaas (infrastructure-as-a-service; provides
an environment for auditing and integrates cloud model ser-
vices). Nowadays, cloud service provider offers service in
the form of virtualization [3,4]. Virtualization environment
creates amodelwith virtualized server, storage, network, OS,
etc. Virtualizationmodel also improves flexibility and agility.
With virtualization, cloud service provider (CSP) deploys
workloads to other system instead of one to achieve perfor-
mance and availability. In spite of these merits, virtualization
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environment has major security concerns related to VM’s
disk and secure VM migration.

In the cloud environment, CSP offers new methodologies
as dynamic and secure updation to attain proper authenticity,
availability, retrievability, and rapid updation with modifica-
tion [5,6]. Some existing methodologies perform updation
and modification operations based on a static mechanism for
updation. In the current scenario, the growth of the data is
increasing time by time in a large quantity and users daily
upgrade their data in frequent time frames, CSPneed tomain-
tain rapid and instant modification of the data. In order to
accommodate this instance, in this manuscript, we discuss
dynamic PoR public auditable scheme to attain dynamic
updation for user’s data. Our scheme is based on dynamic
version of MBHT (Merkle B+ hash tree) with secure short
signature scheme for proper authenticity. It also have super
secure e-stream cipher-based ChaCha20 encryption and
decryption scheme.The roadmapof our scheme is as follows:

• First, we define a super secure e-stream cipher-based
encryption and decryption scheme for maintaining secu-
rity.

• Second, dynamic form of MBHT is introduced to main-
tain large hash (SHA-512) values of VM’s disk at leaf
level with q-SDH secure short signature without random
oracle method to maintain proper authenticity.

2 Related Works

In the literature, many researchers have exemplified much
of evolving significance in framework of distantly stored
data authenticity with proper validity and verification with
integrity. In the recent literature, Pearson [7], Gu and Cheung
[8], Siebenlist [9] have discussed somemethodologies on vir-
tualization for data cloud center in cloud model. Takabi et al.
[10] proposed an architecture of VM’s disk security at data
center byusingblock cipher-based encryption anddecryption
method for attending proper security andMHT for maintain-
ing proper validating scheme along with Merkle’s one time
signature scheme to attain authenticity. This is secure than
previously defined signature schemes. But this method suf-
fers from some security-related issues such as cryptanalysis,
IND–CPA, and collision attacks. Further,Wang [11] andHay
et al. [12] explored a brief discussion on VM’s disk-related
security concerns. To attain proper security and integrity, a
method named Cloud Visor [13] based on AES-CBC 128 bit
with classical MHT and MD5 hash function is introduced.
But, this method has some security concerns such as differ-
ential cryptanalysis of AES-CBC 128 bit.

Shacham and Waters [14] characterized a latest version
of public auditable scheme which is based on secure (q-
SDH)BLS signature scheme for attaining proper authenticity

and also supports mutual authentication. But BLS signa-
ture scheme has two step time-consuming operations during
signature verification and not suitable efficient for dynamic
updation or modification of data at data center. Wang et al.
[15] proposed a similar scheme of BLS signature scheme
along with classical MHT-based PoR to achieve rapid modi-
fication or updation and proper integrity by signing at root (R)
of MHT by Signsup r_key(R). Boneh et al. [16] constructed a
scheme called a secure short signature which has better and
faster performance over RSA-based scheme.

A new dynamic auditing protocol was introduced byChris
[17] as TPA (third party auditor) that checks integrity and
authenticity of sensitive data of user at cloud data center. But
due to direct involvement of TPA in security checks, there
will be a chance of leaking of crucial data. Further, someother
researchers were given description on rate φ erasure code for
encoding and decodingwith proper retrievability of complete
data during downloading [18–23]. Most of these methodolo-
gies are based on Reed–Solomon code rate ρ erasure code or
error correcting code. But due to some major issues related
to time computation in encoding and decoding for large data
blocks, this scheme was dropped and replaced by some other
efficient methodologies. In keeping the above constraints, in
this manuscript, we propose a secure e-stream cipher-based
encryption/decryption as ChaCha20 method for maintaining
proper security to the user’s sensitive data at cloud data cen-
ter. To maintain proper integrity and authenticity between
VM’s disks, we introduce a dynamic version of DMBHT
(dynamic Merkle hash B+ tree) with q-SDH secure short
signature without random oracle signature scheme.

3 Methodology

The objective of this methodology is to maintain proper
secrecy and translucent integrity for virtual machine’s disk
under feasible virtual paradigmand dynamic updation of data
at cloud data center. In our proposed scheme, we described a
member of SALSA e-stream cipher family namedChaCha20
[24,25] stream cipher to achieve appropriate privacy for
sensitive data stored at VM disk. And a dynamic version
of Merkle B+ hash tree along with unforgeable signature
scheme as short signature without random oracle is used to
maintain proper integrity for VM’s disk.

3.1 Stream Cipher-Based Encryption (ChaCha20)
Method

In this section, we brief about our encryption method based
on stream cipher ChaCha20 which is a member of SALSA
e-stream cipher family. The elementary part of the stream
cipher is keystream setup, encryption phase, and decryption
phase.
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Fig. 1 Initial state matrix

a+=b d^=a d<<<=16 

c+=d b^=c b<<<=12 

a+=b d^=a d<<<=8 

c+=d b^=c b<<<=7 

Fig. 2 Round function operation

3.1.1 Key Setup

In key setup phase, basic inputs are 256-bit initial keys along
with 96-bit nonce and32-bit counter. These values are formed
by performing concatenation of 8-bit little endian integers.
We arrange these values into initial state matrix and apply
quarter-round function operation on the matrix. The corre-
sponding initial state matrix and round function operation
are described in Figs. 1 and 2.

Initially, we apply 20 rounds on initial original state
matrix by performing transformation of column and diag-
onal matrix on every 128-bit of new input plaintext. Each
word updates twice, and quarter-round function is applied.
To update the values of state matrix, this functionality has
been applied as column-wise and diagonal-wise operation.
The notation of the quarter function is represented asQUAR-
TER_ROUND(a,b,c,d), where a, b, c, and d are the indexes of
the ChaCha20 which is viewed as a vector. The textual rep-
resentation of the quarter-round function and description of

round operation on initial state matrix along with test vector
is stated as follows;

INNER_BLOCK(State_matrix):
QUARTER_ROUND(state_matrix, 0, 4, 8, 12)
QUARTER_ROUND(state_matrix,1,5, 9, 13)
QUARTER_ROUND(state_matrix,2, 6, 10, 14)
QUARTER_ROUND(state_matrix,3, 7, 11, 15)
QUARTER_ROUND(state_matrix,0, 5, 10, 15)
QUARTER_ROUND(state_matrix,1, 6, 11, 12)
QUARTER_ROUND(state_matrix,2, 7, 8, 13)
QUARTER_ROUND(state_matrix,3, 4, 9, 14)
END.

Description of round_operation on initial state matrix

*a 1 2 3
*b 5 6 7
*c 9 10 11
*d 13 14 15

As an example, if QUARTER_ROUND function applies
on (0, 4, 8, 12) to initial state matrix, then quarter-round
operation updates the values marked with pointer symbol.
As a result, key setup phase produces output as 64 random
bytes.

3.1.2 Encryption Phase

In this phase, to encrypt the key, a 256-bit key stream is taken
and20 rounds of quarter-round function on initial statematrix
XORed have been performed with 16 words plaintext_file.
But the size of plaintext_file is varied in size and extra bit of
key stream is discarded in case of less size of plaintext_file.
Working of encryption with ChaCha20 is depicted in Fig. 3.

The pseudocode of the encryption process is shown below.
Algorithm of Encryption Process:
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Input 
words=16 
words 

  20 rounds 
Output 
words = 16 
words 

SUM 

Plaintext_file 
(include padding if 
n <16, pad with 
0’s.) 

   XOR  

Ciphertext_file, 
use only n-words 

Fig. 3 Working of ChaCha20 stream cipher

3.1.3 Decryption Phase

Decryption operation of e-stream cipher is same as encryp-
tion operation by performing XOR operation on cipher-
text_file with a key stream. To maintain proper integrity
betweendifferentVM’s disks, an improvedversion ofMerkle
B+ hash tree (DMBHT) is used. The representation of
DMBHT is presented in Sect. 3.2.

3.2 Dynamic Merkle B+ Hash Tree (DMBHT)

In the present era of cloud computing environment, clients
prefer to store their data to cloud data center. Cloud service
provider (CSP) stores this information in the form of meta-
data in a small fraction of located area. For the usage purpose,
any client or user can retrieve the data from the allocated
portion. To perform this activity, a scheme called DMBHT
is used [26]. In our proposed model, we describe a dynamic
variant of Merkle B+ hash tree. To perform this, we arrange
number of hash values H(M1), H(M2), . . . H(Mn) (∗SHA-
512 hash function) [27] at the leaf level of the tree. This
construction has worst case complexity as O(log n). Each
leaf node of DMBHT has parts of left(t), right(t), and rank(t),
i.e.,{∗ rank shows total number of dependent descents on one
node}.

ρ(t) =
{
0, if t has at most 2 child nodes
1, if t has more than 2 child nodes

}

U (elem) = h(H(M)), calculate the value of

U (t) = h[U (le f t)||U (right)||U (middle)||ρ(t)||rank(t)].

Tomaintain proper authenticity between client and server,
we introduce a scheme called short signature without ran-
dom oracle by signing at root node (R) of DMBHT
using private key generated in key generation method
[Sign prvt_key(U (W ))] and finally deploy the data file along
with signature (ϕ), DMBHT and U(W) to cloud data center.

P(t1)=0 

P(t2)=0 P(t3)=0 

H(m H(m) H(m) H(m) H(m) H(m)

l1 

P(l1)=0 P(l2)=0 P(l3)=0 P(l4)=0 

g4=1 
g3=2g2=1g1= 2

l2 
l3 

Fig. 4 Description of DBMHT

This instance is depicted in Fig. 4. Our construction includes
the following parameters.

Key_generation (λk) →(pub_key,prvt_key): This
phase of algorithm takes a security token λ as input and pro-
duce pair of public key and private keys. These keys are used
during updation and signing.

Preparation (prvt_key,FB,FBtag)→(ϕ,Sign prvt_key(U
(W )), DMBHT): This phase of algorithm generates block
tags (FB) by using rate φ erasure code tornado-z code for
encoding of data files in blocks and form hash values of
these block tags as (FBtags)FBtag = {H(Mi )}at leaf level of
DMBHT (Mi ) for 0 ≤ i ≤ n. And also it produces set of
signatures ϕi at non-leaf nodes of DMBHT. Finally, it signs
at root node (R) as an output of this step.

Challenge_generation (l) → Qr : In this step of algo-
rithm, client generates set of quires and a random value
si ∈ Z p for each index of data file block which are arranged
at leaf level of dynamic tree. And also it produces IDs for all
data file block tag set defined as ((ID = id1, id2. . .. . ..idk)).
Finally, client sends computed value of (Qri , si ) as chal-
lenges to server side for verification step of block tag at server
side.

Proof Generation (Qr ,DMBHT,FB,FBtag, ϕ)→Prf: In
this phase of algorithm, server generate proofs (Prf) of chal-
lenges on behalf of challenges generated by client. Server has
values (DMBHT,FB,FBtags, ϕ). So finally, it produce proofs
(Prfs) to authenticate the privacy of queries.

ω = ∑ik
i=1 simi and V = ∏ik

i=i1
Viri on complete ver-

ification at server side and sends block tag sets FBtag =
{H(Mi )} to client/users.

Verification: In this phase of proposed algorithm, client
runs verification function to check validity with authen-
ticity of VM disk’s data. During verification phase, client
generates Signprvt_key(U (W )) value at root R. For valida-
tion, VM’s disk data are stored at leaf level by checking
e(δ, δ) = e(klmgs, g).

e(δ, δ) = e
(
g

√
(u+mv+s), g

√
(u+mv+s)

)

= e(g, g)u+mv+s
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= e(gu+mv+s, g)

= e(klmgs, g)

3.2.1 Updation Process

Suppose any user among K wants to update their data
from M to M ! stored at kth block in VM’s disk at leaf
level of DMBHT, user requests for update with UPDATE
_REQUEST() where,

update_requestε{insertion,modification, deletion}
For the updation purpose, user sends update request

{M, M !
k, i, ϕ

!
k} to the server. After receiving updation request

from client side, service provider updates value of M to
M ! and H(Mk) with H(M !

K ) in DMBHT by generat-
ing a new root value R’ and forms new proofs (Prnew)
as Prnew = {ϕ!, H(M !

K ), Signprvt_key(H(R!)), R!}. Now
server has two values of proofs {Prold, Prnew} and sends
these values to client. On receiving the value of proofs
from server side, client verifies these proofs by executing
UPDATE_VERIFICATION() function and generates output
(True, False). The insertion, updation, and deletion opera-
tions of DMBHT are shown in Fig. 5.

3.3 Signature Scheme

To attain proper authentication and integrity, we introduce
a q-strong short signature scheme(SSO) [28] at root of tree
(R), whereas previous existingmethods work based on 2 step
time-consuming verification operation named as BLS signa-
ture scheme. The methodology of q-SDH is intractable iff
there is no T-time algorithm to solve q-SDH problem in at
least ∈time. This signature scheme is q-SDH and unforge-
able intractable in nature. This q-SDH problem defined as
(G1,G2)groups, given (p+2) tuples (g1, g2, ga2 , g

a2
2 , . . . ga

p

2 )

as we have inputs as g1 = ψ(g2) and output as(s, g1/a+s)2,
s ∈ Z∗

p. Now let e: G * G → GTwhere G, GT are two multi-
plicative cyclic groups having generator g which is defined
as bilinear pairing {bilinear pairing defines as –participating
pairs of element of groups G1and G2to elements of group
GT but |G1| = |G2| = |G|}. The properties of pairing are
defined as;

i. Degenerate: e(P, Q) �= 1
ii. Bilinearity: ∀a,b ∈ F∗

p ,∀R ∈ G1,∀S ∈ G2 e(aR, bS)

= e(R, S)ab

Finally, SSO signature scheme has security parameters (G,
GT, e, p, g, Zp[+1]) where Zp[+1] is defined as {a ∈ Zp| a is
a quadratic residue mod p} and signed message m ∈ Z p.

Key_generation: Selects two random values u, v ∈R Z∗
p

and calculates k = gu , l = gv . Finally, computes public key
(k, l) and private key(u, v).

Insert H (n*) 

H(n1) H(n2)

H(n3)

H (n4) 

H (n1) H (n2) 

H(R)

H (n3)

H(R) 

H (n*) 

Update H (n2) 
By H(n2

*) 

H(n1) H(n2)

H(n3)

H (n4) 

H (n1) 

H (n2
*) 

H(R)

H (n3)

H(R) 

Delete H (n2) 

H(n1) H(n2)

H(n3)

H (n4) 

H (n1) 

H(R)

H (n3)

H(R) 

H(n4) 

(a)

(b)

(c)

Fig. 5 Insertion, updation, and deletion operation in DMBHT. a Inser-
tion operation on DMBHT. b Updation operation on DMBHT. c
Deletion operation on DMBHT

Signing: Given (k, l) and (u, v) along with the message
m ∈ Z p and also selects randomvalue si ∈ Z∗

p and calculates

δ = g(u+mv+s)1/2 ∈ G. The function,
√
u + mv + s calcu-

lates over modulop but whenever this value is not quadratic
residue modulo p then again find next random value of s and
finally compute signature (δ, s).

Verification:Given public key (G, GT , p, g, l, k) message
m ∈ Z p and sign(δ, s) and verifies e(δ, δ) = e(klmgs, g)

and e(δ, δ) =̈ e(g
√

(u+mv+s), g
√

(u+mv+s)). For maintaining
proper integrity, we use SHA-512 hash function to form
hash value of VM’s disk at leaf level of DMBHT. SHA-
512 has many advantages over SHA-256 and MD5–SHA. It
has 37.5% less round cycles per byte on 64 bit machine and
also more secure as with 80 rounds operation on 128 byte
block which helps to achieve better security on 64 bit ALU’s
operation.

3.4 Working of VM’s Disk Data Security and Integrity

As per the proposed methodology, we store encrypted sensi-
tive data in VM’s disk and create DMBHT to arrange large
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Stored    
MBHT 

Compare
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expanding the key 
in block function 
of encryption 
algorithm 

Decrypt 

6. Copy 

5. Successful validation 

4. Hash value 

2. fetch 

3 .check validation

Fig. 6 Working procedure of our model

hash values of VM’s disk at its leaf level. An unforgeable
signature scheme SSO is used to sign at all non-leaf nodes
and attain signature (δ) at root R of DMBHT. This procedure
is represented as follows.

i. Whenever a user/client wants to upload their data at data
center, then the data are encrypted by using e-stream
cipher ChaCha20.

ii. After that find hash values ofVM’s disk and arrange large
number of hash values into DMBHT.

iii. Finally, send DMBHT along with signature value to
server.

iv. At the time of downloading, first checks the integrity and
authenticity of VM’s disk, then decrypt the data stored
at VM’s disk by attending initial vector stored at VMM
level in little ending format. The complete procedure of
downloading of data from cloud data center is depicted
in Fig. 6.

4 Security Analysis

4.1 Security Analysis of Stream Cipher: ChaCha20

In our construction, we discussed about secure and faster
e-stream cipher for providing security for the sensitive data
of a client at cloud data center. Based on the methodology
presented in some other works [29,30], we describe security
analysis of ChaCha20. In our construction, we mentioned

about a key stream of 256-bits generated by block function
{0, 1}256 × {0, 1}128 → {0, 1}512. This function compiles
16 bytes as inputs and 64 bytes as output. The encryption
method secures the data from IND-CPA and IND-CTXT
attacks (integrity of CTs) [29]. We also discuss about an
adversary model A which has two notations as encryption
oracle and decryption oracle. In their adversarymodel, adver-
sary has right to generate at most y queries for both oracle
model. This model has series of games Gi over encryption
E! and decryption D! to proof attack by adversary. These
security concerns are described as follows.

IND-CPA security: If an adversary is capable to distin-
guish between (C, T )which is generatedby initial encryption
E0 from randombit strings of same length, then the adversary
wins the game. So probability of adversary’s advantages to
win the game is;

AdvccINDζ−CPA =
∣∣∣Pr[AE0 → 1]

∣∣∣ − Pr[Aξ → 1]

IND-CTXT Security: If an adversary is capable to forge
ciphertext by changing output tuple (N , A,C, T ) to Dk

(N , A,C, T ) = (N , A, P) �= ⊥, where (N , A,C, T ) may
not be the proper ciphertext set by encryption oracle and
decryption oracle output ⊥ which is not valid, then it will
show that adversary may change CT values. So the probabil-
ity of adversary’s advantages to win the game is;

AdvccIND−CPA =
∣∣∣Pr[AE0,D0

forges]
∣∣∣

4.2 Security Analysis with Hash Function SHA-512

In this section, we discuss about security analysis with hash
function. In previously existing methods, SHA-256 hash
function is used to attain proper integrity of VM’s but SHA-
256 has some security concerns such asmulticollision attacks
[31], Chabaud’s attack, and many more attacks. Here, we
discuss about multicollision attack on SHA-512 hash func-
tion which is secured from Dobberth’s, multicollision, and
Chabaud’s attacks.As compared to SHA-256, SHA-512 hash
function is faster and having strong diffusion of message
block with low weight difference.

Multicollision attack: Multicollision attack is also
referred as Joux’s simple multicollision attack on iterated
hash function. Joux’s calculates esteemed complexity for
collision �(s.2n/2) in any iterated hash function, whereas
birthday paradox’s attack complexity is too high �(2s ×
2n(2s−1/2s). The basic concept behind Joux’s method to cal-
culate d-successive collisions in hash function is defined as
follows.

Let us assume for X, X ! ∈ {0, 1}n andb ∈ {0, 1}t . Nowwe

describe compression function by using these notationsX
b−→

X ! where compression (X, b) = X !(|X | = ∣∣X !∣∣ = n) and

123



Arab J Sci Eng (2017) 42:873–883 879

|b| = t . For multiple message blocks, we further enhance
attack instance in the below manner.

X
b1b2.....bn−−−−−→ X !

X0
b11−→ X1 and X0

b21−→ X1

X1
b11−→ X2 and X1

b21−→ X2

.

.

Xs−1
b1s−→ Xs and Xs−1

b2s−→ Xs for some values of Xs

where b1s �= b2s .

Finally, we set {b11, b21} × {b12, b22} × · · · × {b1s , b2s } is a 2s
multicollision.

4.3 Security Analysis with DMBHT

Theorem 1 Suppose that a cheating power P1 on a n-block
M is well behaved and that is ε admissible, i.e., convincing
the answer and ε-fraction of verification. LetE = 1/ #Block
+ (∂Y )l/(Y −C+1)C . Then provided that (ε−E) is positive
and non-negligible. It is possible to recover a ρ fraction of
the encoded file blocks in O(Y/ ∈ −∂) interactions.

Proof depends on Lemma 1.

Lemma 1 Suppose, a duplicate prover on a n-block file FB
is well behaved in the sense above, and that it is∈admissible.
Let E = 1/#Block + (∂Y )l/(Y − C + 1)C . Then, provided
that (∈ −E) is positive and non-negligible, it is possible to
recover a ∂- fraction of the encoded file blocks in O(Y/ ∈
−∂) interactions with cheating prover and in O(Y 2 + (1+ ∈
Y 2)(Y )/(∈ −E) time overall.

Proof We say that the extractor’s knowledge at each point
is a subspace D, represented by a t × n matrix A in a
row reduced level. Suppose that the query response pairs
contributing to the extractor’s knowledge are q1M =
(μ1, . . . μ1

s ) . . . q(t)M = (μ1, . . . μt
s) or VM = W where V

is t × n matrix whose rows are {qi}and w is the t × smatrix
whose rows are ((μi , . . . μi

s)). The row reduced level matrix
A is related to V by A = UV where U is a t × t matrix
with nonzero determinant computed in applying Gaussian
elimination to V.

i. The extractor’s knowledge initially empty, i.e., K = 0.
ii. The extractor’s repeats the following behavior until

#freeK ≥ ρn

The extractor chooses random query Q which runs on B.
SupposeB chooses to respond giving answer (μ, . . . μs)with
probability ∈. Let Q be over indices I ∈ [1, n] and denoted
it in vector notation as q. Now we classifyQ into three steps.

i. q /∈ K
ii. q ∈ K but I �⊂ freeK
iii. I ⊆ freeK

For queries, the extractor adds Q to its knowledge K and
obtains new knowledge D1 as follows. It adds a row cor-
responding to the query V by obtaining V1 and a row
corresponding to the response to W. And obtains W1 trans-
form matrix U and U1with A1 = U1V1. Clearly, a type-1
query increases dimensionK by if dimensionK equals n then
freeK = n ≤ ρm . So the extractor’s query phase is guaran-
teed to terminate by the time. Type-2 quires make up at most
a (1/#B) fraction of the query space. Since

Pr
[
Q is type − 2

] = PrQ
[
q ∈ K ∧ I �⊂ freeK

]
= PrQ [q ∈ K |I �⊂ K ] Pr

[
I �⊂ freeK

]
≤ PrQ

[
q ∈ K |I �⊂ freeK

] ≤ (1/#B)

Theorem 2 Given a fractional part of the Y-blocks of an
encoded file FB, retrieval of complete original file FB with
all but negligible probability is possible.

Proof In our proposed model, we form block tags (FB) at
leaf level of DMBHT which are encoded by using rate φ

erasure code (Tornado-z). As per the properties of Tornado-
z code [32] (k = d + h), client/user can be capable to
retrieve complete file blocks from small fractions (redun-
dant blocks). Tornado-z code with a rate φ erasure code is
combined in form of original message (d) with redundant
data (h), i.e., r = d + h. Any client/user can be easily get
original message from a sufficient part or number of block
packets.

In Fig. 7, we have described a code which is formed by
using random equalities (sparse in nature as less number in
each equation). Tornado-z code hasmuch faster encoding and
decoding than others rate φ erasure code. Same as decoding
operation, at first, replace received code blocks according to

Redundant data = h 

Source data = d 

Redundant data = h

A+B+F

   A+B+C+D+G 

C+E+G+H

C+D+E+G+H 

Source data = d 

Fig. 7 Description of Tornado-z code
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their position in equalities where complete data block val-
ues appear. After that apply substitution operation to recover
complete blocks and the remaining part of data blocks during
recovery at receiver site.

4.4 Security Analysis of Signature Scheme [33]

Theorem 3 Let us assume signature scheme
(
q, T !,∈!)

SDH holds in (G1,G2) then signature model is (T, qs,∈)

secure against strong existential forgery under an adaptive
chosen message attack given as qs = q, ∈≥ 2t ! + qs/p ≈
2 ∈! and T ≤ T ! − θ(q2t) where t = maximum time for
exponentiation in G1,G2 and Z p.

Proof using Lemma 2.

Lemma 2 Suppose signature scheme
(
q, T !,∈!) SDH

assumption holds in (G1,G2) then signature model is
(T, qs,∈)secure against strong existential forgery under an
adaptive chosen message attack given as qs = q, ∈≥
2t ! +qs/p ≈ 2 ∈! and T ≤ T ! −θ(q2t) where t = maximum
time for exponentiation in G1,G2 and Z p.

Proof Let us assume a forger A who will break signature
scheme (T, qs, t). Now, we generate a algorithm B which
interacts with A and try to solve q-SDH problem in time T !
with an advantage ∈!.

Algorithm B provided a random detail
(
g1, e1, e2, . . . eq ,

g2, F)of q-SDH problem in (G1,G2) where e1 = gx
i

1 ∈ G1

for i ∈ 1, . . . , q and F = gx2 ∈ G2{∃X X ∈ Z p}. The
objective of algorithm B is to generate a pair of

(
v, g1/X+v

1

)
for v ∈ Z p/{−v}.

4.4.1 Interaction Between Algorithm B and Forger A

Query: Initially, A chooses a collection of message M1,
M2, . . . , Mqs ∈ Z p qs ≤ q. The output of forgerAis q-
signed message as initiallyA explains to get of queries Qr .

Response: On receiving queries from A, simulator B
responds along with public parameter and q-signatures on
all queries fromA. Let us assume f (x) = ∏q

i=1 (x + Mi )

{polynomial}, further calculate f (x) = ∑q
i=0 βi x i where

β0β1, . . . , βq ∈ Z p {coefficients}. Now algorithm B
chooses random value ω ∈ Z∗

p and compute g!
1 →∏q

i=0 D
βiω
i ∈ G1 and g!

1 = gω f (x)
1 . So by using bilinear

properties, algorithm B computes Z ! = e(g!
1, g2). At last,

the public parameter of A = (
g!
1, g2, F, Z !)becomes correct.

So f (x) �= 0as all generators of both groups (G1,G2) are
uniformly distributed for some value of (i) algorithm B may
be easily recover secret key (x). In the next phase, simulator
B generates group of signatures ρon Mi and form univariate
polynomial same as previously defined.

Output:Now the forger A tries to make forgery and com-
pute set of signatures ρ∗

i for forgery and also generates valid
set of signatures onM∗ ∈ Z p, M∗ /∈ {M1M2, . . . , Mq}
{M∗, ρ∗}. So, forger is successful iff δ∗/(X + M∗) +∑q−1

i=0 δi X i and find δ �= 0. Now algorithm Bcomputes
ω−order root and calculates δ∗ mod P.

Finally, the algorithm obtains value � =(
gδ∗/X+M∗
1 .g

∑q−1
i=0 δi Xi

1 .
∏q−1

i=0 g−δi Xi
1

)1/δi
= (

g1/X+M∗)So,
the algorithm B returns pair of (M∗,�). By this lemma, we
prove the weak security toward IND-CPA attack.

5 Performance and Result analysis

In this section, we show the performance and result analy-
sis of our model and compare it with other existing methods.
First, we describe about the performance analysis of e-stream
encryption/decryption method (ChaCha20) and compare
with previously existing AES-CBC 128 bit method. This
complete comparison based on computation time for encryp-
tion /decryption is shown in Fig. 8.

Further, we also measure the performance analysis of
DMBHTwith traditionalMerkle hash tree (MHT). InTable 1,
we have described the comparison between our model with
previously existing methods [5,14,17,34,35]. The compar-
ison between traditional MHT and DMBHT is depicted in
Fig. 9.

In Table 2, we describe a comparison between rate φ era-
sure codes used for proper retrieval of block tags (FB) at
leaf level. The graphical compression of RSC scheme and
Tornado-z code scheme in terms of encoding and decoding
efficiencies is shown in Figs. 10 and 11.

We have executed our experiments and performed on a
system with pairing-based algorithms. The algorithms SSO
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Fig. 8 Comparison between AES-CBC 128 bit and proposed method
(ChaCha20)
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Table 1 Comparison betweenBLS signature schemewith SSO scheme
on their operation

Scheme BLS Signature Short signature without
random oracle

Key Stream 1 SM 2 SM

Signing 1 MTP, 1 SM 1 H, 3 PA, 1 INV, 1 SM

Verification 1 MTP, 2 PO 1 H, 3 PA, 1 PO, 1 SM,
1SQ

SM scalar multiplication, MTP map to point hash operation in Zn , PO
pairing operation,H hash function, INV inversion in Zn , PA point addi-
tion in G1]
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Fig. 9 Comparison between classical MHT and proposed DMBHT

Table 2 Comparison between Reed–Solomon code and Tornado-z
code for (r = d + h) code

Tornado-z code Reed–Solomon code

Decoding inefficiency 1+ ∈ 1

Encoding inefficiency (d + h) ln(1/ ∈)L dhl

Decoding time (d + h) ln(1/ ∈)L dhl

Basic operation XOR Field operation

and SHA-512 hash function are implemented by using PBC
library version 0.5.14 and crypto library OpenSSL ver-
sion 1.0.2 to attain 80 bit security token (λ). This exertion
is based on 160 bit elliptic curve group on super sin-
gular curve over 512 bit finite field. Performance of our
method with other existing methodologies is represented in
Table 3.

6 Conclusion and Future Scope

In this manuscript, we have addressed some major security
concerns related to sensitive data and integrity of VM’s disk
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Fig. 10 Graphical compression of encoding inefficiency betweenRSC
scheme and Tornado-z code scheme
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Fig. 11 Graphical compression of decoding between inefficiency of
RSC scheme and Tornado-z code scheme

in virtualization for cloud computing paradigm. In our con-
struction, we have proposed a dynamic secure PoRs scheme
that has public auditability, updation, modification, and less
time consumption for verification/computation at server and
client side with Tornado-z erasure code which has proper
retrieval of block tags at leaf level (k = d + h) by pro-
viding redundant parity data. In the proposed model, we
introduced dynamic version of Merkle hash tree with q-SDH
unforgeable intractable signature scheme to attain proper
authentication.

As a future construct, our construction can be furthermod-
ified by attainingmethod of constant timewith rapid dynamic
auditable/updation scheme instead ofO(log n). At the same
time, other parameters such as flexibility, reliability, and scal-
ability of proposed method with dynamic Merkle hash B+
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Table 3 Different PoRs scheme
where O(log N )∗= half
computation time than O(log N )

Scheme BLS [34] [14] [12] [17] Our scheme

Data dynamics Yes No No No No Yes

Public auditable Yes Yes Yes No No Yes

Server comp. complexity O(c) O(1) O(1) O(1) O(log N )∗ O(log N )∗

Verifier comp. complexity O(log N ) O(1) O(1) O(1) O(log N ) O(log N )∗

Communication complexity O(log N ) O(1) O(1) O(1) O(log N ) O(log N )∗

Verifier storage complexity O(1) O(1) O(1) O(1) O(1) O(1)

tree over AES-CBC will be addressed. This can be further
modified by arranging a recovery and backup technique for
sensitive data.
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