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Abstract Mobile ad hoc networks (MANETS) play a vital
role in ubiquitous computing. Multimedia communication is
the main aspect of MANETS in emergency networks. Secu-
rity is the major concern in such networks. MANETSs are
prone to many security problems because of their dynamic
changing nature. One of the main attacks that affect any com-
munication in a MANET is the denial-of-service attack. In
this paper, such an attack called SYN flooding attack and
its detection method are discussed. The presence of the SYN
flooding attack in networks may not be identified correctly at
an early stage. This leads to the denial of legitimate services
at the multimedia server. An algorithm is presented in this
paper to detect the presence of the SYN flooding attack at
an early stage. The malicious node, instead of launching the
SYN flooding attack, may try to delay the communication.
This algorithm also finds such malicious nodes which try to
affect the multimedia communication in MANETS by intro-
ducing unnecessary delays. The solution method involves
game theory to form a game between the malicious node and
the multimedia server node. The performance of the detec-
tion algorithm is verified by analyzing the various quality of
service parameters relevant to multimedia communication.
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1 Introduction

Mobile ad hoc networks are conveniently used for multime-
dia communication. In emergency situations like in natural
or manmade disasters, in ad hoc services of military, and
in educational services, the multimedia communication over
MANETs: is inevitable. Multimedia communications can be
live content transfer or stored information transfer. The data
may be transferred through a streaming technique or down-
loading technique. Streaming technique allows the content
play simultaneously with data transfer. But, in the download-
ing technique, the content can be played only after the entire
file is downloaded. The multimedia content can be distrib-
uted by a client—server model or by a peer-to-peer technique.
In client—server model, a single node transfers data to all. In
peer-to-peer technique, one node communicates with another
node. Some multimedia transmissions may not need the user
participation. In some other communications, the user needs
to participate in the communication. In all the cases, the suc-
cessful communication of the multimedia data depends on the
satisfaction of the receiver user. Since the user satisfactionis a
non-measurable quality, certain QoS parameters can be ana-
lyzed which reveals the effective transfer of data to the user

Generally, the multimedia communication is delay sen-
sitive. Once the communication of multimedia data started
from the source, the receiver wishes to receive the data contin-
uously without any delay in between the adjacent frames. In
order to provide good multimedia communication, the source
should ensure a speedy and safety multimedia transfer to the
receiver user. The malicious user may launch several attacks
to affect the quality of transfer. The well-known MANET
attacks and their effect on multimedia communication are
listed in Table 1.

The very common and most dangerous attack is one of the
denial-of-service (Dos) attack called SYN flooding attack.
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Table 1 MANET attacks

Slno Attack Description Effect on multimedia communication
1 Jellyfish attacks [1] Jellyfish attackers intrude the network first and Delay and jitter increases
then delay the packets before forwarding them
2 Flooding attack [1] A lot of RREQ s to a node which does not exist Denial of service and decreased
in the network. The request will be flooded throughput
wasting others battery power and the bandwidth
3. Black hole attack [2] Malicious node is sending fake information that Increases packet loss and decreased
it is having an optimum route to destination. packet delivery ratio
All nodes send information through the
malicious node, which discards the messages
along with control packets
4 Gray hole attack [2] Malicious nodes selectively forward packets Increased packet loss, decreased
throughput, and increased delay
5 Link spoofing attack [3] A malicious node advertises wrong routing Decreased throughput and packet
information with the neighbor. In particular in delivery ratio
OLSR protocol, wrong MPRs were chosen for
relay. This leads to dropping or modifying of
routing traffic
6 Worm hole Attack [4] Two misbehaving nodes cooperate by using Decreased throughput
private high-speed network. Try to transfer data
with high speed. The other nodes use this path
after words. The data are then misused
7 SYN flooding attack [29] Malicious nodes send a lot of SYNs and do not Denial of service. Increased delay and

send the final acknowledgment to the ACK sent

by the genuine node

jitter, and decreased throughput

This attack affects the entire data transfer by denying the
legitimate services of the source node.

Our aim is to provide a safety and speedy multimedia
communication from the source node to destination using the
AODV protocol; we would like to propose solution for the
detection of SYN flooding attacks. This proposed mechanism
not only detects the attack but also detects the source of the
attack and the delay introducers.

The paper is organized as follows. In Sect. 2, the SYN
flooding attacks are discussed. Section 3 describes the exist-
ing methods to find out the SYN flooding attacks. Section 4
gives an introduction to game theory and the environment
of the multimedia transfer. Section 5 discusses the game
theoretical algorithm and the proposed method for the detec-
tion of SYN flooding attacks. In Sect. 6, the simulation is
explained; the various QOS parameters are analyzed to check
the efficiency of the detection method, and the conclusion is
presented in Sect. 7.

2 SYN Flooding Attacks

In normal mode of operation, the node which acts as multi-
media server (MS) listens for the SYN from the connection
initiator. The connection initiating node sends a SYN to MS
node first. The MS node acknowledges with a SYN-ACK.
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This state is a half-open state. The half-open connection
information is maintained by the MS node in a backlog queue.
Later, the connection initiator acknowledges the SYN-ACK
sent by the MS node with a final ACK. This is how the Trans-
mission Control Protocol initiating a transfer with three way
handshake as shown in the Fig. 1.

In an attack mode, the connection initiator sends multiple
SYNs to MS node. MS node responds to all SYNs by SYN
acknowledgment. The connection initiator may not respond
with final acknowledgment. Instead a lot of SYNs are repeat-
edly sent from the connection initiating node. The backlog
queue will be filled with many half-open connections. This
makes the MS node to deny further legitimate connections
as shown in the Fig. 2.

3 Existing Methods

Many of the existing methods use some common techniques
like SYN cache method, probing scheme method, change
point detection, bloom filters and list-associated methods,
mathematical methods, statistical methods, and intentional
dropping methods to detect the SYN flooding attacks.
Method using SYN cache [5] allocate minimum resources
for the half-open connections. The complete allocation of
resources takes place after the connection is established.
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Fig. 2 SYN flooding attack

Methods using probing scheme: Xia et al. [6], proposed
method based on probing scheme that ensures the efficient
early detection. The method used half-open connections to
identify the attack. Yang et al. [7] considered the network
traffic delay as additional parameter to identify the attack.

Methods using change point detection: Siris et al. [8],
Wang et al. [9], Harris et al. [10], Osman et al. [11] detected
the anomaly in the network traffic with their change point
detection algorithm along with CUSUM algorithm. Alexan-
der et al. [12] also used the change point detection method
in the random observations of network traffic.

Bloom filters and list-associated methods: Changua et al.
[13], Chen, Wei et al. [14]. Hu et al. [15]. They used the SYN
and ACK pair and the difference between them as impor-
tant parameter for detection. Ling et al. [16] maintained a

list along with mapping table and hash functions, whereas a
white list was used by Kim et al. [17] for storing the legiti-
mate addresses to detect the attack, with threshold checking
technique.

Mathematical and statistical methods: Divakaran et al.
[18], Janowski et al. [19], Ranjan et al. [20], Ohsita et al.
[21],Wang et al. [22], Bellaiche et al. [23] used mathemati-
cal or statistical techniques to detect the attack.

Intentional dropping methods: Jindou et al. [24], Basheer
et al. [25] intentionally dropped the first SYN packet of each
connection request.

Jelena et al. [26] presented D-WARD (DOS network
Attack Recognition and Defense), a source defends against
DoS attacks. Garg et al. [27] used a rate controller for
resource usage Haggerty et al. [28] detected the SYN flood-
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ing attack using a pre-filter node (PF). Schuba et al, [29]
analyzed completely the SYN flooding attacks.

These traditional methods of SYN flooding attack detec-
tion do not provide a quantitative decision making. This
proposed method considers the cost as important factor in
multimedia data transfer for which game theory is used for the
detection. The cost or benefit of the network and the attacker
is analyzed by finding at the most benefit status called NASH
equilibrium which is a state or optimum solution for the play-
ers. The connection initiator and the attacker are viewed as
two competing players of a game. Different strategies like,
to-attack, to-defend, to-be-idle, and to-delay are considered
which requires a game theoretical approach to the problem.
The early detection of the attack is possible by checking the
destination node at the time of sending acknowledgment.
If it is malicious, the connection is closed. The intermedi-
ate nodes are verified later. The method not only detects the
SYN flooding attack, but the source of the attack is identi-
fied as malicious node. Besides the identification of the SYN
flooding attacks, our method also detects nodes which send
delayed ACKs continuously. This helps in facilitating a speed
and safe multimedia communication.

The main parameter for any multimedia message trans-
fer is user satisfaction which can be analyzed by analyzing
the quality of service parameters (QoS) with our detection
algorithm. The user satisfaction in multimedia commu-
nication is mainly dependent on the jitter which is the
delay between adjacent packets received. The proposed
method gives special focus to the delay and jitter as special
parameters.

4 Game Theory and Security

Game theory [30,31] is the branch of mathematics concerned
with the analysis of strategies for dealing with competitive
situations. Game theory has been applied to contexts in war,
business, Biology and also in Economics, Political Science,
and other related fields.

Many methods apply game theory to the security of net-
works. Agah et al. [32,33] present an intrusion detection
system (IDS) using game theory. Emmanouil Panaousis et al.
[34] suggested an intrusion detection system with game the-
ory. The same authors suggested a game theoretic approach
called [35] AODV-GT (AODV-Game Theoretic) to provide
defense against black hole attacks.

Let G be a game with G = (St, Ut)

where St is the set of strategy profiles and Ut is the set of
payoff profiles

Each player i in {1, 2, ..., n} has the strategy s; and pro-
duces the strategy profile

Springer

{s1,52,....5,}.
The player gains the utility U;(S) by choosing a strategy s;.
s; € argmaxges; Ui (si, i) Vie{1,2,...n} (1)

sp be the strategy of the player except i

A strategy profile s* € §* is a NE if,

Vi, ui (s, s5) = uilsi, s3) 2)
A two-player non-cooperative nonzero sum game is defined
here between the MS node and the malicious node. The game
is non-cooperative because the players take their decisions
on their own independently. The game is also a nonzero sum
game which means the gain or loss of one player does not
affect the other player’s gain or loss. The nodes in the network
are defending even if the malicious node is not attacking.

In order to find the NASH equilibrium (NE) in a nonzero
sum game, we have to consider the dominant strategy. A
strategy is called dominant when it is better than any other
strategy. In mathematics, for any player i, a strategy S* € S;
dominates another strategy s’ € Siif Vs;s € S;

u; (s*, s,-/) > u; (s/, s,-/) 3)

5 Environment of the Proposed
Method—GT-IDS-DJ Method

The proposed method is implemented as an intrusion detec-
tion system (IDS). There are two types of IDS [36] as (i)
Network IDS—This works on the information obtained from
the network traffic (ii) Host IDS—This works on the infor-
mation from the host. As any node in MANET can act as
multimedia server, this IDS is a host-based IDS which runs
on every node.

The SYNs, ACKs, half-open connections, and neighbor
nodes information are monitored by a monitor segment. The
detection algorithm can be executed either at the time of send-
ing ACKs or at the time of half-open connections exceeding
the threshold value. In order to avoid the connection estab-
lishment delay, we execute the algorithm when the half-open
connections exceed the threshold value 7 which can be cal-
culated by adaptive threshold [8] method at nth interval as
T, = (a+1)m, where o > 0is a value that indicates the per-
centage of half-open connections above the mean half-open
connections that we consider as the attack behavior and m is
the mean value of previous half-open connection values.

The half-open connections can be computed as,

n = NSsyn/ NRAck
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Fig. 3 a MANET with source, destination and attacker. b Sequence diagram with GT-IDS-DJ

where NSgyn = number of SYN acknowledgements sent,
NRack = number of final acknowledgements received.

The “p” is verified for every time interval “¢.” If all the
final acknowledgments are received by a source, pu will be
1. If the final acknowledgements are not received properly,
half-open connections will increase in number, and the ©
value will be greater than one.

Every node is assumed to maintain a list of one-hop
neighbor nodes. This should be updated periodically. First,
the source node obtains the neighbor nodes of the destina-
tion with a query. Then, it computes the SYNs and ACKs
which are sent from the destination node through the neigh-

bors. The source “S” forms a non-cooperative game between
itself and the destination node. If the destination is not an
attacker, the source node starts verifying the intermediate
nodes starting from the first available intermediate node in its
path.

Inthe Fig. 3a, itis assumed that C is a malicious node send-
ing many SYN packets to S. D is the connection initiator. The
IP address of the connection initiator which is sending the
SYN is verified by the source before sending acknowledg-
ment. If the IP address is reachable, then the ACK will be
sent to the node. Otherwise, the SYNs will not be acknowl-
edged by the source. Starting from the node S the control
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packets will be transmitted by choosing the next node and
after checking whether the node is malicious. This is per-
formed by obtaining the neighbor nodes of the intermediate
nodes and computing the numbers of SYNs sent through the
neighbor node from the intermediate node. A game is formed
between MS node and the intermediate node. The IDS can
check for the attack with following motives.

1. To ensure safety of the source. (Verifying the source
whether it is being affected)

2. To provide a safe route to the destination. (Verifying the
intermediate nodes whether they are attackers)

3. To ensure the validity of the destination. (Verifying
whether the message is communicated to a genuine node)

It is clear from the sequence diagram given in the Fig. 3b,
that, at time 7, the next node is given by the routing protocol
in between the source “S” and destination “D.” The source
node “S” sends a query to “D” and obtains the neighbor
node addresses. At time 73, the SYNs, ACKs, sent through
neighbor nodes to “S” is computed. A game is formed to
check whether “D” is an attacker or a delay introducer. If
the destination is not an attacker or delay introducer, at time
T3, query is sent to the first intermediate node “A” in the
path in order to get the neighbors of “A.” “A” sends the
neighbor nodes list at time 74. At time 75, the information
regarding the number of SYNs sent from “A” to “S,” the
number of final ACKSs sent from “A” to “S” is obtained. With
this information, a game is formed by the source “S,” between
itself and “A” by the detection module. The response module
decides the type of response such as to close the connection
or to continue with the sequence of actions

The sequence of checking are carried out as follows.

e First the address of the destination node is verified
whether it is existing

e Ifitexists, the destination node is verified for SYN flood
attacker or delay introducer. The intermediate nodes are
verified for the presence of attackers or delay introducers.

e If destination does not exist, the destination address is
assumed to be spoofed and the malicious node which
spoofed the address is located as SYN flood attack gen-
erator. This is necessary in case if the IDS is called with
half-open connections exceeding threshold value.

As a special case, monitor segment also keeps a list of ACKs
along with the time it is received. If the final ACK for a
particular node is received continuously with delay, these
nodes are added into the future attackers list (FA list) as
delay introducers and connections are closed with them. This
is considered in order to reduce the delay and jitter in the
multimedia communication.

Springer

Generally, the TCP SYN flood attacks are generated by
spoofing the address. The attackers choose the address such
that the spoofed address will be a non-reachable address.
Sometimes, genuine IP address may also be spoofed. In both
the cases, any node has to send the SYNs only through the
neighbor nodes. The neighbor nodes will help to detect the
actual attacker which sends a lot of SYNs through them.
Since the detection here is performed by analyzing the traffic
near the source of the attack, the attacker cannot be escaped.

5.1 The Attack Detection

The method is game theory-based intrusion detection with
minimum delay and jitter (GT-IDS-DJ). The monitor collects
the data of the network and check for malicious activities. A
security game is formed as Gy.

Step 1: Forming the game between attacker and multi-
media server

Goal of the attackers is to attack the multimedia server, and
goal of the multimedia server is to transfer the multimedia
data with security to the receiver. If there is attack, the mul-
timedia server is the looser wasting its time, energy, and
resources.

The strategies are defined as

(D, A), (D,Na_Dl), (D, Na_Ndl), (Nd, A), (Nd, Na_Dl),
(Nd, Na_Ndl)

where D = Defending, A = Attacking, Nd = Non-
defending, Na-DI = No Attack but Delay, Na-Ndl = No
Attack No delay.

The utility of the defending and attacking nodes are calcu-
lated by forming the payoff matrix as Table 2 [34]. We define
Py = (pd1, pd2, pd3, - - -» Pdn) as the probability distribution
for defend case over N and

Py = (pal, Pa2, Pa3, - - -, Pan) as the probability distrib-
ution for attack case over N. We compute the utilities of a
particular node n; with the following metrics Py, = (pwi,
DPw2s Pw3s---» Pwn) as the probability distribution for delay
introduced case over N.

The following assumptions are made.

Zpdnfpd zpwnfpw and zpanfpa

neN neN neN

rda 18 the rate of detection of the attack, s is the false alarm
rate, rgy is the rate of detection of the intentional delay intro-
duced by the attacker node, cost , is the cost of introducing
delay, cost d,, is the cost involved for handling the delay,
cost ¢ is the false alarm handling cost, cost , is the cost of
producing attack, cost g, is the cost of defending the attack.
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Total security loss due to attack is S
0 < rga, T £y Fdw, COStdy, COSty, COStda, COStf, COSLy, < 1

[Hint: In the payoff matrix (PM), for every defending cat-
egory, the rate of detection of the attack and the rate of
detection of the delay are subtracted from the total proba-
bility 1, and this is multiplied with the total security S. It is
true for all the defending cases.]

Step 2: Finding the utility of an attacker and the defender
The utility functions for MANET UtyaneTt, and attacker
Utart are calculated for a node n; from the given Table 2 as,

UtMANET(Pd» Pa> Pw)
= > (D, A)pet + (D, Na_Dl)pes

nieN

+ (D, Na_Ndl)pes + (Nd, A)pef]

where
Def is the defending strategy

(D, A)pet = Pd,niPani (— (1 —rda — rdaw) Sni
—rcostySpi — €cOStda Sni — COStdw Sni)
(D, Na_DDpet = pd,niPwni (— (1 = rda — raw) Sni
—(costga + coStaw)Sni)
(D, Na_NdDpet = pa.ni (I = (Pa,ni+ Pw.ni)
(r peost £ Sy — COStgaSni — COStaw Sni))
(Nd, A)per = (I = Pd.ni) Pa.ni (—Sni)

The UtpmaNET equation is given by,

(Nd, A)aq = (1 = pani) (Pani) (1 — costy) Sni
(Nd, Na-DD) o = (1 = pa.ni) Pu.ni (1 — costy) Spi

The Utay equation is given by,

Z Sni [ Pani (Pani(l — rda — raw — cost,)

nieN
+ pw,ni(1 — I'da — I'dw — COS tw))

+ (1 = pani)(Pani(l — costy) + pyni(l — cos tw))]
)

Step 3: Defining the possible strategy space of an attacker
and defender
We define the strategy space for forming our game between
the server and the malicious node and find the NASH equi-
librium by forming the bi matrices [35] for the attacker and
defender.

Strategy space of the MANET:

D;: the MANET defends this node i
D; the MANET defends any other node i’

Strategy space of a SYN flood attack node:

A;: the SYN flood attack node attacks this node i
Na-DJ;: the SYN flood attack node pretends an attack
which increases the delay.

Na-Ndlp: the SYN flood attack node does not attack

Ay: the SYN flood attack node attacks any other node 4.
Na-DI,: SYN flood attack nodes pretends an attack to any
other node and increases the delay

Z Sni [Pd.ni Pani (— (1 = raa — raw) — rgcosty — costga — costaw)

nieN

+ Pd.ni Pwni (= (1 = rda — raw — costaw — €0stda))
+ Pd,ni (1 — Pa,ni — pw,m’) (-KfCOSlf — COSlda — COStdw) + Da.ni (_l + pd,ni)] 4)

Utart(pa, Pas Pw) = D, [(D, A)a + (D, Na_Dl)
nieN

+(Nd, A)ar + (Nd,Na_DI) o]

where Att is the attacking strategy

(D, A)Att = Pd,niPa ni (1 = rda — raw — costy) Sn;
(D, Na‘Dl)Att = Pd niPw,ni (1 — rga — raw — costy,) Sni

The MANET has the potential to play with,
D = (D; D;D; Dy, D)
The node has potential to attack with

Ai
Na-Dli
Na-Ndlo
Ap
Na-DI,,
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Table 2 Payoff matrix

Strategy Attacking Introducing intentional delay Non-attacking non-delaying

Defend (D, A) =(—(1 — rga — raw)Sn; — (D,Na_DI) = (—(1 — rqa — raw)Sn; — costg,Sn; (D,Na_Ndl) = (—rycostySn
7 fCOSt £ Sn; — coStyaSn; —CostywSni, —costgwSni, (1 — rga — rqw)Sn; — costy, Sn;) i — COStgaSn; —costd,, Sni, 0)
(1 — rga — raw)Sn; — cost,Sn;)

Non defend (Nd, A) = (—Sn;, Sn; — cost,Sn;) (Nd, Na_DI) = (0, Sni—cost,,Sn;) Nd,Na_Ndl) = (0, 0)

Table 3 Payoff matrix for defend case—multimedia server

Strategy A; Na-Dl; Na-Ndly Ay Na-Dl;,

tuple

Di Ut(t) — Dc¢; Ut(t) — Dc; — Dw; Ut(t) — Dc;  Ut(t) — Dc; — Fey, forh # i Ut(t) — Dc; — Dwy, —
Fwj, forh #1i

Di’ Ut(r) — D¢y — Fe;  Ut(r) — De; — Dwy — Fwi - Ut(t) — Deyr - Ut(r) — Deyr — Fey forh #i,i"  Ut(r) — Dcyy — Dwy —
Fwn forh #1i,i’

Table 4 Payoff matrix for attack case—attacker

Strategy A; Na-DI; Ao Ay Na-DI;,

tuple

Di Bai () — CA; Baw(t) — CA; 0 Baw(t) —CAy forh # i Baw(t) —CAy forh # i

Dy Bau(t) — CA; Baw (1) — CA; 0 Baw(t) —CAj forh # i Baw(t) —CAy forh # i

A() = Na-Ndl()

The benefit of the attacker (Bay), the utility value of the
MANET PD, is calculated from the total SYN packets
received by MS and sent by client. Attack cost (CA) is esti-
mated from the SYNs sent by the client additionally, and
defend cost is estimated from the intrusion detection system
(IDS).

We form the payoff matrix for defending case as given in
Table 3

The Ut(z) can be calculated from UtyangT from (4), where
the defending cost Dc; is the cost of establishing and running
IDS for the network. The Fc; the false alarm handling cost,
while Fw; is the cost of handling the false alarm produced
for the delay made by the attacker node.

The defending cost is calculated from the intrusion detec-
tion system. It depends on the number of neighbor nodes.

The attacker has five strategies and the payoff matrix for
the attack case is given by the Table 4.

The difference between the cost spent for introducing
delay and the cost spent for an attack is negligible and treated
the same. But the benefit earned by the attacker with a launch
of attack is the entire security loss, and it is NULL in the case
with a delay introduction. The delay introduction affects only
the user satisfaction and not the security.

Step 4: Finding NASH equilibrium

The utility of the MANET (UtyaneT) is computed from
(4). The benefit of the attacker is the loss of security (S) to
MANET due to a successful attack which is Utay from (5).
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It is assumed that the cost of generating the attack < S. Oth-
erwise the attacker will not attack. The benefit of the attack
is a combination of the delay introduced y due to the attack
together with the loss of security S which can be represented
as a linear equation as

Bawr=y +S (6)

We find the Nash equilibrium (NE) of the game by finding
the dominant strategy by setting the values from (3), the row
i is dominating j if a (i, j) > a(j, k) for j = 1,2,3.. .n.

In Table 3, d; is obviously dominating d>, ds and hence
d>, ds can be eliminated. dy; = di3 >= dj4.

If Defending Cost(i) > Defending Cost(i") thend)3 > di;

If Defending Cost(i"), >Defending Cost(i) then dj; >
di3

InTable4,a; = ay, as, as. But, the benefit for the attacker
due to increasing the waiting time in a node is lesser than
the benefit obtained for the attacker due to an attack. From
(6), the benefit of the attacker after increasing the delay is
Baw = v + 0 (since there is no security loss).

In an attack case, the delay is added with loss of security

So, at any time

ay > a, as, as

So, (d1, ay) is the NASH equilibrium.
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At NE, the attack potential and defend potential reaches
maximum above which a node cannot change the values for
getting maximum utility.

Step 5: Finding the potential of a node
The potentials of malicious nodes to attack the server, keep-
ing NE as a standard, are calculated. If this is high, we assume
the node is a malicious node, and we will close the connec-
tion with the malicious node and choose the next available
node from the next available route.

The expected potential of the defend case, attack case, and
intentional delay are calculated.

Potential of defend case (this node)DF;

= D; (Z Ay + ZNa_Dly) (7
x y

Potential of defend case (any other node) DF;y

=Dy (Z A+ Na_Dly)
x y
Vx =1i,0,handy =i, h (8)
Potential of attack case (this node) A; = A; Z D, )

4

Potential of attack case (no attack) Ag = AOQ Z D, (10)

Z

Potential of attack case (any other node) Aj—Ay, Z D,
Z

(11

Potential to increase delay-this node = Na_D; Z D,
z

(12)

Potential to increase delay-any other node_Na_DIy Z D,
Z

(13)
Vz=1,1i

If the potential of the node to attack is higher than defending
potential of the node, then that node is identified as misbehav-
ing node. The nodes which increase the delay are calculated
by checking the potential to delay. If the potential to delay is
beyond a threshold value these nodes are identified as nodes
which increase delay. These nodes are added to the block list
maintained by the monitor segment. The algorithm is given
below

5.2 Algorithm

The algorithm works in three phases in the MS node. 1. Moni-
toring the network 2. Detection of the attack and Maintenance
of the future attack list 3. Response Segment.

5.2.1 Monitoring the Network

The monitor segment of the MS node obtains the infor-
mation regarding the number of SYN packets sent through
the neighbor node, number of acknowledgements received
and connection established information, number of half-
open connections existing, number of acknowledgements
sent from the multimedia server to the node, and the num-
ber of final acknowledgments sent to the server. Once the
information is given to the monitor, the neighbor nodes can
refresh the information available with them. If the half-open
connections are more the detection algorithm is called for
verifying the nodes.

5.2.2 Detection of the Attack, Attacker, and Delay
Introducer

The detection segment of the multimedia server after obtain-
ing the increased half-open connections alarm verifies the
intermediate nodes toward client whether these nodes are
malicious, by calculating the number of SYN packets
received, ACKs sent, and final ACKs received. The five steps
of the game theoretical detection are carried out.

The monitor updates the information about an interme-
diate node by obtaining information from its neighboring
nodes. Some attackers may not attack but delay the commu-
nication. The delayed transfer affects the jitter, and the effect
is equivalent to a null transfer in the case of multimedia com-
munication. These two parameters affect the satisfaction of
the client very much. If the potential of the attacker is more in
introducing the intentional delay, the monitor adds the nodes
to a block list and check for future attack from these nodes.

5.2.3 Response Segment

The response segment verifies the result of the detection of
the attack. If attack or delay is present, the connection with
the malicious node is closed and an alternate node is chosen
to form the path. The performance of the network depends
on the alternate route chosen for transfer.

6 Criteria for Analyzing the Performance of the
Algorithm

Different applications have different quality of service (QOS)
parameters. For multimedia communications, delay and jitter
are the main parameters [37]. The detection scheme behaves
well with these parameters. A simulation is carried outin NS2
with AODV protocol. The simulation parameters are given in
Table 5. Since our aim is to test the mechanism with any basic
protocol, we have chosen the AODV as the routing protocol.

Springer
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Table 5 Simulation parameters

Number of nodes 100

Simulation area 1000m x 1000 m

Buffer size (queue length) 50Pkts
Packet size 1024 bytes
Application traffic Video traffic
Simulation time 2005s
Number of connections 50
Connection duration (secs) 20

0.01,0.02,0.03,0.04,0.05,0.06,
0.07,0.08,0.09.1.00

Data intervel

Connection 10,20,30,40,50,60,80,100,120,
140,150
Protocol used AODV

PDR With AODV Protocol

100 o : :
- 90
=
2 80 TA A A A
S 70 % *-a ke k-
~ ~x-A i
'3 - —& - With SYN flood
g 60 aftacker
2 50
8 40 —@— Without SYN flood
b1 Attacker
4 30
£ 20 With GT-IDS-DJ
10
0

10 20 30 40 50 60 70 80 90 100110120130140150
Number of Connections

Fig. 4 PDR with AODV protocol

We assume a multimedia data transfer. So, the parame-
ters which are considered important for the multimedia data
transfer like packet delivery ratio, control overhead, delay,
throughput, and jitter are considered for analysis.

6.1 Packet Delivery Ratio

The packet delivery ratio (PDR) is the ratio of the packets
received by the destination to the number of packets sent
from the source. Without SYN flood attack, the packet deliv-
ery ratio is maximum and even 100 % of data are successfully
delivered as shown in Fig. 4. With attacks, the packet delivery
ratio is minimum and even below 64 % and when the detec-
tion mechanism is implemented the PDR is stable which lies
between 90 and 100 % as in Fig. 4.

6.2 Control Overhead

Control overhead is the number of control packets used for
sending the messages transmitted over the network. It is
expressed in bits per second or packets per second as shown
in Fig. 5. This includes requests, replies, and error mes-
sages. It measures the scalability of the protocol, and the

@ Springer
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network. The control overhead is less without attacker. When
the SYN flooding attack happens, it reaches maximum. With
our detection mechanism, it is very less and even reaches the
overhead status without attacker.

6.3 Throughput

It is the number of bits received per second by the
destination—the amount of data successfully transferred
from source node to destination node. This is explained in
Fig. 6. Throughput is maximum and steady in the case if
SYN flood attack is not affecting the nodes. After that with
detection of the attack by the game theory method though
the throughput is not reaching the maximum, it is steady and
not decreasing very much as in the case of with attacks. A
maximum of 1500 bits per second is produced which is an
improvement over the 1000 bps in an attacked situation.

6.4 End-to-End Delay

The time taken by a data packet to reach from source node
to destination node is called delay. The end-to-end delay is
shown in Fig. 7. It is the ratio of total delay to the num-
ber of packets received. With no attacks, the delay is less. It
even reaches zero delay. But, with attacks the delay reaches
maximum even 90 % and with our game theory detection
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technique the delay is minimum. This is because of the avoid-
ance of delay introducing nodes.

6.5 Jitter

Jitter is the delay between adjacent packets. The jitter is given
in Fig. 8. For multimedia message transfer, this is the main
parameter taken into consideration for analysis. If jitter is
increased, the quantity of the multimedia transfer is very
low. Minimum jitter provides a very good multimedia trans-
fer. In the attack-free scenario, the jitter is very low, but the
presence of SYN flood attack increases the jitter. Our game
theory detection technique detects the SYN flood attack and
eliminates the malicious nodes by which the jitter is also
decreased.

7 Conclusion

The intrusion detection system that is available in multime-
dia server node identifies the attack. The utility considers
all the possibilities like detection rate, false alarm, cost of
detection, cost of false alarm, defending cost, and attacking
cost. The NASH equilibrium is calculated, and the poten-

tials of the attacker to attack and the defender to defend are
also calculated. The cost spent toward the protection for a
defender and the cost spent toward the attack generation by
an attacker can be calculated. From this method, not only the
SYN flooding attackers and SYN flooding attacks are iden-
tified but also the nodes that intentionally introduce delay
to affect the multimedia communication are also detected.
They are maintained in a block list for future consideration.
The connections with the attackers are closed. This gives full
assurance that the node selected for the transfer of data is
not malicious and also this node can provide transfer with
minimum delay and jitter.
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